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1. IEJb U 3AJAYU OCBOEHUA JUCHUITJINHBI

Henpto aucummumabel «KOHTpoMs u 0€30MaCHOCTh B KOMIIBIOTEPHBIX CETSAX» SBISAETCS
dbopMupOBaHUE Y CTYACHTOB 3HAHUI U YMEHHI MO 3alUTe KOMIBIOTEPHBIX CETEeH ¢ MpUMEHEHUEM
COBPEMEHHBIX IIPOrPaMMHO-AIIIAPATHBIX CPENICTB.

3aa4yu TUCHUIUIMHBIL:

- O3HAaKOMUTb CTYJIEHTOB C OCHOBHBIMM IOHSTHUSIMM, HCIOJIb3YEMBIMU IpU 3alIUTE
uH(pOpMalUU B KOMIIBIOTEPHBIX CETSX;

- JaTh TpejacTaBiIeHHWE OO0 OCHOBHBIX yrpo3ax U MpoOjieMax 3alluThl CeTEeBBIX
MH(OPMALIMOHHBIX TEXHOJIOTHI;

- 00yYUTH CTYICHTOB METO/1aM 3aIIUTHI MHPOPMALIUHU B CETAX PA3IIMYHOTO HA3HAYCHUSI.

N3ydyenne aucuumiuabel «KOHTpoab M 0€30MaCHOCTh B KOMIIBIOTEPHBIX CETSIX» JOJIKHO
CHOCOOCTBOBATh TIOJIYUEHHIO MPO(ECCHOHAIBHBIX KOMIETEHTHOCTH U KpPyrosopa, yMEHHUIO
OpUEHTUPOBAThCA B METOAAX M TEHICHIMSIX B Pa3BUTHH CPEACTB 3alIUThl COBPEMEHHBIX
KOMIIBIOTEPHBIX CUCTEM.

2. MECTO JUCHUIIVIMHBI B CTPYKTYPE OIIOII BO

JlucuuIuinHa BKIIFOYEHA B BAPHMATUBHYIO YaCTh 00s3aTENIbHBIX AUCLUUILUIMH Y4€OHOIO IJIaHa
no HampasieHuto nmoarotoBku 10.03.01 Mudopmannonnas 6e3omacHocTs npoduis: OpraHu3amms
Y TEXHOJIOTU 3allUThl HHPOPMALIUY .

Nzyuenne e€ Oaszupyercs Ha cCilenyromux aucuuiinHax: «CeTu U CUCTeMBbI Tepenadu
uHpOpMaLUn», «ANIapaTHbIE CPEJICTBA BHIYUCIUTEIBHON TEXHUKNY.

I[I/ICIII/IHJII/IHa ((KOHTpOJ'II) 1 0€30I1aCHOCTE B KOMITBIOTCPHBIX CCTAX» SABJIACTCA I[HCHHHHHHOﬁ
npo¢eCcCHOHATIBHOIO IHUKJIA.

3. TPEBOBAHWUS K PE3YJIBTATAM OCBOEHUSA JUCHUITJIMHBI

[Ipouiecc n3yueHus AUCIUILTUHBI HATIPaBlIeH Ha POPMHUPOBAHUE DTIEMEHTOB CIIEIYIOIINX
komretreHiuii B cootBercTBru ¢ ®I'OC BO u OINOIT BO no nanHOMy HampaBJICHUIO TTOATOTOBKHU:

a) obmenpodeccuonanbabiMu (OI1K):
CIIOCOOHOCTBIO ~ OMpEeNATh HH(GOPMALMOHHBIE PECypChl, MOAJEXKAIUE 3aIIUTe, YrPO3bl
0e30macHOCTH WH(OPMALIUK ¥ BO3MOXHBIE MYTH UX pealn3allii Ha OCHOBE aHaIHM3a CTPYKTYPHI U
cojiep)aHusi ”HPOPMAIIMOHHBIX MPOIECCOB U 0COOCHHOCTEN (DYHKITMOHUPOBAHMS 00BEKTA 3alUTHI
(OIIK-7)

0) BrinmyckHuK nokeH o0nanaTh ClENYIOIIMMH MPOPECCHOHATbHBIMU KOMIETEHIMSIMU
(ITK)

CIIOCOOHOCTBIO aIMUHUCTPUPOBATh MOJICUCTEMBI HHPOPMAIIMOHHON 0€30MacHOCTH 00BEeKTa
3amuThl (I1K-3);

CIIOCOOHOCTBIO MPUHUMATDH Y4acTUE B OpPraHU3alluu U CONPOBOXKICHUM aTTECTallMM 00bEKTa
uH(popMaTuzanuu o TpedoBanusM 6e3onacHoctu nHpopmanuu (I1K-5);

B pe3ynbrare n3ydeHus: AUCUMILIUHBI CTYJAEHTBI JOKHBI

3HaTh:

—  IIenu, 33Ja4u, IPUHIUIIBI 1 OCHOBHBIE HAIIPaBlieHUs o0ecrieueHns HH(OpPMallnOHHON
0€30MMacCHOCTH MPEANPUATHS, YTPO3bl IPEANPHUATHS HA OCHOBE aHAJIN3a CTPYKTYPHI
cojiepKaHusl THPOPMALIMOHHBIX MPOLIECCOB €T0, Yrpo3bl HH(OPMAIIMOHHOH 0€301MacCHOCTH
rocy/iapcTBa, cojiepkaHue HH()OPMaIIMOHHOW BOIHBI, METObI U CPEJCTBA €€ BEJCHUS,
MMOHUMAThH YTPO3bl OE30MACHOCTH UH(POPMAIIH, METOIBI aHAIH3A CTPYKTYPHI U
0COOEHHOCTH (PYHKIIMOHUPOBaHUS 00BEKTa 3alUThI, IPUHIUIIBI OpraHU3aI[I1
MH(OPMALIMOHHBIX CHCTEM B COOTBETCTBHH C TPEOOBAHUSAMH I10 3aIUTE WH(DOPMALIUH.

—  BEpOSTHBIC YIPO3bl U BO3MOXHBIC ITYyTH UX HEUTPaTU3aIMK; OCHOBHBIE THITHI CETEBBIX



TOTIOJIOT U, TPHUEMBI pa0OTHI B KOMITBIOTEPHBIX CETSIX; OCHOBBI a/IMUHUCTPHPOBAHUS
MOACUCTEMBI HHPOPMAITMOHHOM 0€30MacHOCTH;

—  OCHOBBI OPTaHHU3AIMOHHO — TEXHUYECKUX MEp 3aIIUTH HHPOPMAIINH;, METOJIUKH 110
BBITIOJTHEHHUIO pa0OT MO YCTAaHOBKE, HACTPOIKE U 00CITY’)KUBAHUIO TEXHUYECKUX U
MPOrPaMMHO-AIIAPATHBIX CPEJICTB 3aIUTHI HH()OPMAIINY;

YMETh:

—  MPUMEHSTH COBPEMEHHBIE TIOIXO0/IbI K TOCTPOCHHUIO CHCTEM 3alIUThl HHGOpMAIUH,
BBIOMPATH U aHAJIM3UPOBATH MMOKA3ATEIN KaUeCTBA U KPUTEPHUH OLIEHKH CUCTEM
MH(OPMALIMOHHOTO HANa/IeHUs U CUCTEM 3allUThl HH(OPMALIUH, ONIPEIETATh
WH(OPMAIIMOHHBIE PECYPCHI, TIOITICKAITIE 3AIIUTES, IPOBOIUTH KIACCH(PHUKAIIUIO 00BEKTOB
U CyObEKTOB HH(DOPMAILIMOHHBIX CHCTEM.

—  OILICHMBATh BO3HHUKAIOIINE YTPO3bl 1 HEOOXOIUMOCTh UX YCTPaHEHUS; IPUMEHSTH MPUEMBbI
paboThl B KOMIIBIOTEPHBIX CETSAX; BRIOMPATH CETEBBIC TEXHOIOTHH, TPOTPAMMHBIC U
anmnapaTtHble Cpe/ICTBa AJIs MOCTPOCHUS TOKAIBHBIX KOMIIBIOTEPHBIX CETEH MO 3aJaHHBIM
napaMerpam Juist opranusanuu UT-uHppacTpyKTyphl NPeAnpUsTHsT; OBICTPO pa3o0paThes B
MPOTOKOJIAX aIMUHUCTPUPOBAHUS MOICUCTEMBI HH(POPMALIMOHHON 06€30MacHOCTH 00BEKTa
3aIIHTHI.

—  QopmynupoBaTh HEOOXOANMBIEC OPTAHU3ALMOHHO — TEXHUYECKHe Mephl 3V ; BHINIOIHATD
paboThI IO YCTAHOBKE, HACTPOIKE U 00CITY)KMBAaHUIO TEXHUYECKUX U MPOTPaMMHO-
anmapaTHbIX CPEJCTB 3alIUTHl HHPOPMAIUH.

Bnaners:

—  HaBbIKaMH (pOPMAITEHOM IMOCTAHOBKH M PEIICHUs 3a7a9n oOecrieueHnus MH(HOPMAMOHHON
0€30MMacCHOCTH, HAaBBIKAMU OIPEICIICHIS BO3MOXKHBIX ITyTel HEHTpaIu3auu yrpos,
MIPUHIIMIIAMU PaclpeieNICHUs MpaB U OTBETCTBEHHOCTHU IIPH OpraHU3aluu I0CTYIa K
00BEKTaM.

—  HaBBIKAMH aMUHUCTPUPOBAHUS MOACUCTEM MH(POPMAIIMOHHOI 0e30MmacHOCTH 00BEKTa
3aIUThI; HABBIKAMU POEKTUPOBAHUS APXUTEKTYPhI CUCTEMBI 3aIIUTHI HH(pOpMaLIUU, AJs
obecniedeHrs HHHOPMAMOHHON 0E€30MaCHOCTH 00BEKTA; HABBIKAMU HCIIOIH30BAHUS
COBPEMEHHBIX alMapaTHBIX U MPOTPAMMHBIX CPEJICTB Opranu3aiuu cereit 9BM;
ucrnonb3oBanus OBM B TeTeKOMMYHUKAITMOHHBIX CUCTEMAX M JIOKAJTBHBIX CETSAX; HABBIKAMHU
pa3paboTKH CETEBOTO MPOTPAMMHOT0 OOECTICUCHUS.

—  METOJMKOM 3alIuThl OT yrpo3 HHHOPMAIIMOHHON O€30MaCHOCTH; CITOCOOHOCTHIO BHITIOJIHSTH
paboTHI IO YCTAaHOBKE, HACTPOUKE U 00CTY>KMBAaHUIO TEXHUYECKUX U TIPOTPAMMHO-
anmnapaTHBIX CPEJCTB 3aIUTH HHPOPMAIIHH;

4. COAEPKAHME U CTPYKTYPA JUCLHUIIJINHBI

B tabnune 1 nmpuBoauTCS ONMMCaHUE COJEP)KAaHUS TUCUUIUIMHBI, CTPYKTYPUPOBAHHOE IO
paszenaM, ¢ yKazaHHEM IO KaXJIOMY pasjieny (GOpMbl TEKYIIET0 KOHTPOJIS: 3allluTa JJabopaTopHOH
pab6otsl (JIP), komnoxBuym (K), pydexnsiit koutpois (PK), rectuposanue (T).

Tabmuma 1
Ne HaumeHoBaHue Conep:xkanue pasaena Kon ®opma
pasaenaa KOHTPOTHP | rekyier
yeMmoii o
KOMIIETEHI
uu (uam ee | KOHTPOJI
4acTH) b
1 | be3onmacHocTh OCHOBBI OpraHu3alNK U OIIK-7 (K), (PK),
CETE3aBUCUMBIX (GYHKIIMOHUPOBAHMSI BBIYMCIUTEIBHBIX (T), (JIP)
YPOBHEM cereil. Llenu u 3anaun kypca. Conepxkanue
JTUCIUIUIMHBL. PekoMeHryeMas nureparypa.




[Tonsitue cetn 9BM. Dtanbl pa3BUTHS
cerel. Kpurepun xnaccuduxanmu
BBIUHCIUTENBHBIX CETeH. XapaKTepUCTHKU
BBIYUCIIUTENbHBIX ceTeil. CpenicTBa
noctpoenus cereit DBM. Jloruueckas u
busnyecKas CTPyKTypU3alus CeTeH.
Mogens ISO OSI. CranaaptHbie CTEKU
KOMMYHHUKAIIMOHHBIX TPOTOKOJIOB.
TexHnonoruu obecriedenust 6€30MaCHOCTH B
BBIYMCIIUTEIIbHBIX CETSIX.

PuU3NYECKUI U KaHAIbHBIA YPOBEHb
IIOCTpOeHUs ceTel. PU3NUEeCKUl YPOBEHb
MOCTPOEHUS BBHIUUCIUTENBHBIX CETEH.
CrangapThl Kabemnei, UCIOIb3yeMBIX JIIs
noctpoeHus cereil. CTpykTypupoBaHHas
Ka0enbHas cuctemMa. becpoBoIHbIE CETH.
KanasbHbll ypOBEHb IOCTPOCHUS
BBIYMCIIMTENBHBIX ceTeil. MeToIbl JOoCTyma K
paznensieMont cpene. MeToibl KOMMyTaluu.
Yrpo3sl 6e30nacHOCTH HHPOPMAITUH,
nepeaBaeMoi B BBIUUCIUTEIBHBIX CETAX, Ha
(U3UYECKOM M KaHAJIBLHOM YPOBHSIX.
MeToapl UX HEUTpaTu3alvH.

OIIK-7

(K), (PK),
(T), JIP)

TexHOJIIOrnH MOCTPOCHHUS JIOKAJIBHBIX CETEH.
Cranpaptel IEEE 802.x. Ynpasnenue
JIOTUYECKUM KaHAJIOM, METO/1 JOCTYIa K
paznensemoii cpeae CSMA/CD. @opmaTtsl
kaapoB TexHonoruu Ethernet. Ctannapter
dbuznueckoii cpeanl Texnonoruu Ethernet.
Metonuka pacuera cereit Ethernet.
Texnonoruu Token Ring, FDDI. UuTepdeiic
Berkley Sockets. BeicokockopocTHbIe
texHosoruu nocrpoenus JIBC: 100VG-
AnyLan, Fast Ethernet, Gigabit Ethernet, 10
Gigabit Ethernet. Texuonorun VLAN.
VYrpo3bl Oe3onacHOCTH HHPOpMAIHH,
NepelaBaeMou B JIOKAJIbHBIX
BBIUHCIUTENBHBIX CETSIX. MeToabl uX
HEUTpaIU3alUU.

OIIK-7,
[1K-3,
[IK-5

(K), (PK),
(T), JIP)

CereBoil ypOBEHb [TIOCTPOCHHUS CETEH.
Mapumpyrtuzanus. CeTeBoil ypoBeHb
noctpoeHus cereil. OyHKIUU U UHTEpPeEchl
ceTeBoro ypoBHs. CeTeBoil ypoBEeHb
Internet. ITpotokousl IPv4, [Pv6, anpecanms
B [P-ceTax. [IpoTokossl paspeiienus
anpecoB ARP, RARP. Anroputmbl
MapIIpyTU3aLHH, UX XapaKTEpUCTUKA.
[IpOTOKOIBI M aNTOPUTMBI BHYTPEHHEN U
MexoMeHHol Mapupyrusauuu (RIP,
OSPF, IGRP, NLSP, EGP, BGP).

OIIK-7,
[1K-3

(K), (PK),
(T), JIP)

TpancnioprHas MOACUCTEMA
BBIYMCIINTENBHBIX ceTeil. TpaHcmopTHBIN

[1K-3

(K), (PK),
(D), JIP)




Bbe3zonacHocTts
CETEHE3aBUCUMBIX
YpOBHEMU

YpPOBEHb MOCTPOECHUs ceTeil. TpaHCIOpTHBIE
nporokosnsl B Internet: TCP u UDP.
TpaHCOPTHBINA ypOBEHBb MOCTPOEHUS CETEH.
Yrpo3sl  0e30MacHOCTH M CpEACTBa
OpraHu3anuu 0e30MmacHoro
UH(POPMALIMOHHOTO B3aUMOJICHCTBHS B CETAX

TCP/IP.

YpoBeHb MIPUJIOKEHUH. VYnpasnenue
BBIYUCIIUTEIbHBIMU CETSIMHU.
IIpencraBuTenbCKUil M IMPUKIALHOW YPOBHU
noctpoenuss cered  OBM.  IIportokoJibl
IIPUKIIATHOTO u IPEICTaBUTEIBCKOIO
ypoBHel cetu Internet. Ynpasienue cersimu
OBM. ®yHKuuM NOPOTOKOJIOB YIPABICHUS
cerbto. IIpoTokonsl ympaienuss SNMP u
CMIP. CereBble cnyx0bl U CcpencTBa
yIpaBJIeHUS.

[1K-3

(K), (PK),
(T), JIP)

IIporpaMMHO-TEXHHUYECKHUE cpeacTaa
3alUThl BRIYUCIUTEIBHBIX ceTeil. CpencrBa
KOHTPOJISI  BHEIHEro [EpUMETpa  CETH.
CpenctBa KOHTpOJNSL JOCTyNa K CETEBBIM
cayx6am. CpelncrBa aKTHBHOTO —ayauTa
BBIUHCIUTENbHBIX ceTeil.
Kpunrorpadguueckue cpeactsa  3alIHTHI
uH(OpMallMd B BBIYUCIUTEIBHBIX CETSX.
Buptyanbubsle yactHble cetu. [Iporoxon
SSL. CpenctBa MPOTUBOICUCTBUS
KOMITHIOTEPHBIM BHUpYyCaM. CpenctBa
OpraHu3aly JIOXKHOTO HH(OPMALIMOHHOTO
pecypca B ceru. lcmoib30oBaHHE CpENCTB
3aUThl MTHOPMAIIUU B BBIYHCIUTEIBHBIX
ceTsix g obecriedeHuss MHGOPMAaLMOHHON
6e30macHOCTH HH()OPMAIIMOHHBIX CHCTEM.

TK-3,
TK-5

(K), (PK),
(T), (JIP)

CTpyKTYpa AMCUUIINHBI

OO61ast TpyA0eMKOCTh IUCHUIUTHHBI COCTaBIIsIeT 4 3aueTHbIe equHUIbI (144 yaca)

Tabmanma 2
Bup paborsl TpyaoeMKOCTb, Yachl
5 cemecTp Bcero
OO0mas TpyA10eMKOCTh (B 324eTHBIX 144 144
eIMHUIIAX)
KonraktHasi pabora (B yacax): 90 90
Jlexyuu (J1) 30 30
Jlabopamopnuwie pabomut (JIP) 30 30
Ilpakmuueckue 3auamus (113) 30 30
CamocrositesbHasi padora (B yacax): 54 54
Kypcogoit npoexr (KIT)
Kypcogas pabora (KP)
CaMoCTOsTENbHOE N3YUEHUE PA3/IETIOB 54 54




IToaroroBka U NPoOXoxKIAEeHUE
NMPOMEKYTOYHOM aTTeCcTallun

Bua npoMekyTo4yHoi aTTecTannu DK3aMeH DK3aMeH

Taodnuua 3. JIeKUMOHHbIE 3aHATUS

Ne i/

Tema

1.

OcHOBBI Opranu3anuy 1 (yHKIMOHUPOBAHUS BEIYMCIUTEIBHBIX ceTe. Llenn u 3agaun
kypca. Coaepxkanue qucuuiuiniel. Pekomenayemas amureparypa. [lonsitue cetu 9BM.
Ortanbl pa3Butus cereil. Kpurepun knaccuukanuy BBIYUCIUTEIBHBIX CETEH.
XapakTepUCTUKU BBIUUCIUTENIBHBIX ceTeil. CpencTBa nmocTpoeHus cereir IBM.
Jlornueckas u puzmueckas crpykrypusanus cereil. Mogens ISO OSI. CrangaptHbie
CTeKH KOMMYHUKAIIMOHHBIX MPOTOKOJIOB. TexHonoruu odecredenusi 0e30nacHOCTH B
BBIYMCIIUTEIIbHBIX CETSIX.

®u3NYECKU U KaHAJIBHBIN YPOBEHb MOCTPOCHUS ceTeil. DU3N4ecKuil ypoBeHb
IIOCTPOEHHUSI BBIYMCIUTENBHBIX ceTeil. CTaHaapThl kKabemneil, UCIoJIb3yeMbIX AJIs
noctpoenus cereil. CTpyKTypupoBaHHas kabenbHas cuctema. becpoBoiHbIE CETH.
KanasbHblil ypOBEHb IOCTPOCHMS BBIYUCIUTEIBHBIX ceTel. MeToIbl tocTyna K
paznenseMoit cpeae. MeToibl KOMMYyTalMK. YTPO3bl 0€30MacCHOCTH HH(POPMAIIHH,
nepeaBaeMoi B BEIYUCIUTEILHBIX CETSIX, Ha (PU3NYECKOM M KaHATBHOM YPOBHSIX.
Metoabl UX HEUTpAIU3aLIH.

Texnonoruu noctpoenus gokanbHbIx ceteil. Ctannaptsl IEEE 802.x. Ynpasnenue
JIOTUYECKUM KaHAJIOM, METOJ1 IocTyma K pasaensemoit cpene CSMA/CD. @opmatsl
kanpoB TexHonoruu Ethernet. Ctanmaptel pusmueckoii cpeast Texnonoruu Ethernet.
Metonuka pacueta cereit Ethernet. Texnonoruu Token Ring, FDDI. UuTepdeiic
Berkley Sockets. Beicokockopoctabie Texnonoruu nocrpoenus JIBC: 4100VG-
AnyLan, Fast Ethernet, Gigabit Ethernet, 10 Gigabit Ethernet. Texnonorun VLAN.
VYrpo3sl 6e3onmacHOCTH HH(POPMAINH, IEPEAaBaeMOi B JIOKATBHBIX BRIYHCIUTEIBHBIX
ceTsix. MeToibl NX HEUTPATU3AIUH.

CereBoil ypoBeHb ITOCTpoeHHUs ceTeil. Mapmpytusanus. CeTeBoi ypOBEHb IIOCTPOCHUS
ceteit. ynkiuu u uHTEpPEiice cereBoro ypoBHs. CeteBoii ypoBeHs Internet.
IIporokousl IPv4, IPv6, anpecannus B IP-ceTsx. IIpoTokomnsl pazpemenus aapecos ARP,
RARP. Anroputmsl MapuipyTU3aluu, UX Xxapakrepuctuka. [IpoTokosbl 1 anroputMel
BHYTpeHHeH u MexJioMeHHoi mapuipytusaiuu (RIP, OSPF, IGRP, NLSP, EGP, BGP).

TpancnopTHass mnoOACHMCTEMA BBIYMCIUTENBHBIX CE€T€H. TpaHCIOPTHBIA YpPOBEHb
noctpoenus cereil. Tpancnoptasie npoTokodsl B Internet: TCP u UDP. TpancniopTHblit
YPOBEHb TIOCTPOCHHUSI CeTed. YTrpo3sl 0€30MacCHOCTH U CPEACTBA OpraHU3aluu
6e3onacHoro MH$opMaloHHoro B3auMojieiictaus B cetax TCP/IP.

YpoBeHb NPHIOKEHUN. YTIPaBICHUE BEIYUCIUTEILHBIMU CETAMU. [IpeacTaBuTenbCcKkuit
U TPUKIAAHOM YpOBHH mnocTpoeHus cered OBM. IIpoTokonsl NpHUKIAgHOrO U
Ipe/IcTaBUTENbCKOro ypoBHel cetu Internet. Ympasnenue cersimu DBM. ®dyHxiuun
IIPOTOKOJIOB ympaBiieHus ceTblo. [IpoTokonsl ynpasinenus SNMP nu CMIP. CereBble
CI1y>kObI U CpeJICTBA yNPaBICHHUSI.

IIporpaMMHO-TEXHUYECKHE CpEACTBA 3alIUTHl BBIUUCIUTENBHBIX ceTeil. Cpencrsa
KOHTpPOJISl BHEUIHEro mnepumerpa cetu. CpeacTBa KOHTPOJS JOCTyHa K CETEBbIM
ciy>k6aM. CpeacTBa aKTUBHOI'O ayJIuTa BBIYMCIUTENbHBIX ceTeil. Kpunrorpaduueckue
CpeICTBa 3alllUThl MH(OPMALUKU B BBIUMCIMTEIbHBIX CETAX. BUpTyanbHble YacTHbIE
cetu. IIpoTokon SSL. CpencTBa NpoTUBOAEHCTBHS KOMIIBIOTEPHBIM BUupycaMm. Cpeacraa
OpraHu3al|K JIO)KHOTO MH(POPMALMOHHOIO pecypca B ceTu. lMcnonb3oBaHue cpencTs
3alIUThl HH(GOPMAIMK B BBIYMCIUTEIBHBIX CETAX JUIs oOecreueHust nH(OpMaMOHHON
6€30MacHOCTH HH()OPMAIIMOHHBIX CHCTEM.




Tabmuua 4. JJabopaTopHble 3aHATHS

Ne Tembl 1a00OpaTOPHBIX 3aHATHI
Tembl

1. | AYIUT BE3OITACHOCTU ITPOTOKOJIA SNMP

2. | AYAUT BE3OITACHOCTU [TPOTOKOJIA STP

3. | BUPTYAJIbHBIE CETH IEEE 802.1Q

4. | BABOBBIE MEXAHW3MBbI BE3OITACHOCTU KOMMYTATOPOB

5. | BEBOITACHOCTb HA OCHOBE TEXHOJIOI'MMM CETMEHTAIIMUA TPAO®UKA

6. | BESOITACHOCTb HA OCHOBE ITPOTOKOJIA IEEE 802.1X

7. | CHMCKU KOHTPOJIA JOCTYIIA ACL

8. | KOHTPOJIb JOCTVIIA K KOMMVYTATOPY

9. | IM®POBAHUME KAHAJIA C UCITIOJIb3OBAHUWEM ITPOTOKOJIA WEP

10 HINPPOBAHUME BECITPOBOIHOI'O KAHAJIA WI-FI C UCIIOJIb3OBAHUEM
" | IPOTOKOJIOB WPA, WPA-2

1 AYTEHTUOUKALINA BECITPOBOAHBIX KIIMEHTOB HA OCHOBE YYETHbBIX
" | BAIIMCEUN TTOJIb30OBATEJIEW N ATITIAPATHBIX AAIPECOB KOMIIBIOTEPOB

12. | OBHAPYXEHUE ATAK IMCCOLIMAINHN C UCITIOJIb3OBAHMEM OC LINUX

13. | IPOTOKOJI PPPOE

14. | TEXHOJIOI'MA NETWORK ADDRESS TRANSLATION (NAT)

15. | BUPTYAJIBHBIE YACTHBIE CETHU VPN

16. | YTWIWTA IPTABLES

17. | HUD®POBBIE CEPTUOUKATBI

18. | CHCTEMA OBHAPYXEHI S BTOP)KEHUI SNORT

19 g;’HEJUH/IPOBAHI/IE COEJIMHEHUH C UCIIOJIb30BAHUEM ITPOTOKOJIA
) L

20. | YAAJIEHHOE VYITIPABJIEHUE I10 ITPOTOKOJIY SSH

Ta6n1/1ua 5. CamocTosaTeapHOE N3YUCHUC pa3aciioB JUCHUIIIINHBI

Ne

pasaejia BOl'[pOCI)I, BbIHOCUMBIC€ HA CAMOCTOATEC/IbHOC U3YUYCHUEC

OcHOBBI Opranu3anuu 1 GyHKIIMOHUPOBAHUS BBIYUCINUTENbHBIX ceTel. Llenu
u 3a1aum kypca. CoaepxaHue AUCUUIUIMHBL. PekoMeHayemas nureparypa.
[Tonstue cetn OBM. Dransl pazButus cereil. Kputepun knaccuukanuum
BBIUMCIIUTENIBHBIX ceTei. XapaKTepUCTUKU BBIYUCIUTENbHBIX CETEH.
CpenctBa noctpoenus cereit DBM. Jlorudeckas u pusndeckas
ctpykrypuzanus ceteil. Mogens ISO OSI. CtangapTabie cTEKH
KOMMYHMKAIIMOHHBIX TPOTOKOJIOB. TexHOoI0run obecrneueHus: 0e301macHoCTH
B BBIYUCIIUTENBHBIX CETSIX.

@u3nYecKuil ¥ KaHAJIbHBIN YPOBEHb OCTPOEHUS ceTel. OU3NYECKUI
YPOBEHb OCTPOCHMSI BEIUUCIUTENBHBIX ceTeil. CTannapThl kabenei,
HCIOJIb3YEMBIX JJIsl HOoCcTpoeHus ceTeil. CTpyKTypupoBaHHas KaOenbHast
cucrema. becripoBognsle cetn. KaHanpHBINM ypOBEHb IOCTPOEHUS
BBIUMCIIUTENIBHBIX ceTeil. MeToabl TocTyna K pa3aensieMon cpeae. Metoabl
KOMMYTaIMU. YTpo3bl 0€301MacHOCTH UH(OpMAIINH, TIepe1aBaeMoi B
BBIYHUCIUTENBHBIX CETSIX, HA PU3NYECKOM U KaHAJIbHOM YPOBHSAX. MeTOIbl UX
HEUTpaIU3aliHU.




Texnonoruu nocrpoenus JiokanbHbix cetedl. Cranaaptsl IEEE 802.x.
VYnpaBiieHue JIOTHYECKUM KaHaJIOM, METOJ IOCTYIIA K pa3AesieMoi cpene
CSMA/CD. ®opmatsl kaapoB TexHosioruu Ethernet. Ctangaptel pusndeckoi
cpens! Texnonorun Ethernet. Metoauka pacuera cereit Ethernet. Texnonmoruu
4 Token Ring, FDDI. Uuatepdeiic Berkley Sockets. BeicokockopocTHbIe
texnonorun nocrpoenus JIBC: 4100VG-AnyLan, Fast Ethernet, Gigabit
Ethernet, 10 Gigabit Ethernet. Texnomorun VLAN. Yrpo3sl 6e301macHOCTH
nH(pOpMaINH, IepeIaBaeMOi B JIOKAJIbHBIX BHIYMCIUTEIBHBIX CETAX. MeTo bl
WX HeUTpaJlM3alluu.

CereBoil ypoBeHb 1ocTpoeHus cereil. Mapupyrusanus. CeTreBoil ypoBEHb
noctpoeHus cereir. DyHKIMKU U HHTEPhENChl ceTeBOT0 ypoBHs. CeTeBoi
ypoBens Internet. IIpotokonsl IPv4, IPv6, anpecanus B IP-cersx. IIpoTokosst
pazpemenus agpecoB ARP, RARP. AinroputMbl MapuipyTu3amnuu, ux
XapakTepUCTUKA. [IpOTOKOIIBI M aNrOpUTMBI BHYTPEHHEH U MEKIOMEHHOU
mapmpytusanuu (RIP, OSPF, IGRP, NLSP, EGP, BGP).

TpaHcnopTHas IOACUCTEMA BBIYMCIUTEIBHBIX ceTel. TpaHCIIOPTHBIN ypPOBEHb
noctpoeHust cereid. TpancnoptHeie mnpotokoasl B Internet: TCP u UDP.
6 TpaHCnOpTHBI YpOBEHb MOCTPOCHHS CETEH. YTPOo3bl 0OE30IacCHOCTH U
CpeIcTBa OpraHu3anuu 0e30macHoro MHGOPMAIMOHHOTO B3aUMOJICHCTBUS B
cersix TCP/IP.

YpoBeHb  INPUIOKEHUH.  YIIPaBIE€HUE  BBIYUCIUTCIBHBIMA  CETAMM.
[IpencraBuTenbckuil M MPUKIAAHONM YpPOBHHM mOCTpoeHus cereil OBM.
IIpoTOKOJIBI IPUKIAJHOTO M IPEACTAaBUTENBCKOIO YpPOBHEW cetu Internet.
VYopasnenue cersimu OBM. @yHKIMM NOPOTOKOJIOB YIPABIEHUS CEThIO.
IIporokonsl ynpaiaenuss SNMP u CMIP. CeteBble cinykObl M CpencTBa
YIPABJICHMUS.

IIporpaMMHO-TEXHUYECKHE CPEJCTBA 3AIUUTHl BBIYUCIUTEIBHBIX CETEH.
CpencTBa KOHTPOJIS BHELIHETO niepumeTpa ceTd. CpencTBa KOHTPOII A0CTyIa
K ceTeBbIM ciy)x0am. CpeacTBa akTUBHOIO ayJUTa BBIYHUCIUTENIBHBIX CETEH.
Kpunrorpadguueckue cpeacrtsa 3amuTbl UHGOPMALKUKU B BBIYUCIUTEIBHBIX
8 cersix. Bupryanpnele uwactHble cetn. [Iporokon SSL. Cpenctsa
MPOTUBOACUCTBUSI KOMIBIOTEPHBIM BHpycaM. CpelncTtBa OpraHuzalnuu
JIO)KHOTO HMH(OPMALMOHHOIO pecypca B ceTH. lcmonb3oBaHUE CpencTB
3alUThl  MHQOpPMAlMM B BBIYUCIUTEIBHBIX CETIX JUIsl oOecrneueHus
H(pOpPMaIIMOHHOHN 0€301MacHOCTH MH()OPMAIIMOHHBIX CUCTEM.

S. OHEHOYHBIE MATEPHUAJIBI U151 TEKYHIIEI'O U PYBEXKHOI'O
KOHTPO.ISI YCIIEBAEMOCTH U TIPOMEXKXYTOYHOM ATTECTAIIUA

@opMbl KOHTPOJS TEKYIIMX, PYOEXKHBIX M IPOMEXKYTOUHBIX 3HAHUM CTYAEHTOB IO
JVICIIATUTHHE OTIPEJIEIISIOTCS. B COOTBETCTBHH € YIeOHBIM TUTaHOM 00pa30BaTeNIbHONM MTPOTPaAMMEI U B
COOTBETCTBUM C JeicTBytomuM [lonmokeHneM o OauIbHO-PEUTUHIOBOM CHUCTEME OLIEHKU
ycneBaeMocTu ctyneHToB KbI'Y.

Ot oOyuarouuxcsi TpeOyeTcs IMOCELIeHUe 3aHATHI, BBIIOJIHEHUE JIAOOPaTOPHBIX padoT,
3HAKOMCTBO C PEKOMEHI0BaHHOM JIUTEPATYPOU.

ITpu aTTectanyu oOy4yaromuxcst OLIEHUBAETCS Ka4YeCTBO pabOThI Ha 3aHATUSAX (YMEHUE BECTH
JIMCKYCCHIO, CTOCOOHOCTh YETKO W EMKO (hOPMYJIMPOBATH CBOW MBICIIH), YPOBEHb TOJTOTOBKU K
CaMOCTOSITENIbHOW JIeATENIbHOCTH, KAuyeCTBO BBINIOJHEHUS 3alaHui (IIpe3eHTalui, OKJIafIoB,
BBITIOJTHEHHE JTA0OPATOPHBIX padOT | 1Ip.).

KoHeunbiMu  pe3yiabTaTaMH  OCBOCHHMsSI ~ HpPOTpaMMbl  JUCHUIUIMHBI  SIBJISIOTCS
c(OpMHUPOBAHHBIE KOTHUTHUBHBIC JIECKPUIITOPHI «3HATH», «YMETh», «BIAJETH», PAaCHHCAHHBIC IO
OTJENbHBIM KoMHeTeHIusM. DopMupoBaHue 3THUX IECKPUIITOPOB NMPOUCXOAUT B TEUEHHUE BCETO
ceMecTpa Io ATaraM B paMKaX Pa3InYHOTO BHJA 3aHATUH M CAMOCTOSATEIBHON PadOTHI.
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5.1. OneHoYHbIe MATEPHUAJIBI JAJISl TEKYIEr0 KOHTPOJIS.

Llenb TEKylIEro KOHTPOJIA — OLIEHKA pPE3yJlbTaToB pabOThl B CeMecTpe U oOecredeHue
CBOEBPEMEHHOI 00paTHOI CBs3U, AN KOPpPEKUUU OOyueHUs, aKTUBU3ALUU CaAMOCTOSTENIbHOMI
pabotel oOyuaromerocst. OOBEKTOM TEKYIIETO KOHTPOJIS SBISIOTCS KOHKPETH3HPOBAHHBIC
pe3ynbTaThl 00yueHus (yueOHbIC TOCTHKEHUS) TI0 TUCIUILIAHE.

Texymmii KOHTPOJIb YCIIEBAEMOCTH 00ECTICUNBACT OLIEHUBAHHE X0/1a OCBOCHHS I CIUILIINHEI,
OIICHKAa KauyecTBa MOJIOTOBKA HAa OCHOBAaHUH BBIMIOJIHEHHBIX 3aJ]aHUI BeJETCs MpernoaaBareneM (¢
00CYXXJIEHUEM PE3YIIbTATORB), OAJLITBI

Kpurepun ¢popmupoBanusi oueHOK (OlleHNBAHUSA) YCTHOT'O ONPOca

VYCTHBIN ompoc SABISIETCS OJHUM U3 OCHOBHBIX CHOCOOOB yuéTa 3HAHUN O0YYaromIerocs Io

JUCHUITIINHC. P aSBépHYTBIfI OTBCT JOJDKCH IIPCACTaBJIATH coboi CBJA3HOC, JIOTHYCCKU
OoCJICA0BATCIBHOC COO6H.I€HI/IG Ha 3aJaHHYKO TEMY, IOKa3blBATb C€ro YMCHHUC MPUMCHATH
OIpCaACIICHUA.

B pesynbraTe ycTHOTO Onpoca 3HaHUs, 00yJaroIerocs: OLICHUBAIOTCS 10 CIISTYIOIICH IIKae:

3 6ana 2 daana 1 6ana 0 6ay10B
CTaBUTCA, €CIIN | CTaBUTCA, €CIIH | CTaBHUTCA, €CIIH | CTaBUTCH, ecm
00yYaroII1iACs: oOyJatromuiics MacT | oOydJaromuics oOyJaronuiics
1) MOJIHO M3Jaraer | OTBET, oOHapyXMBAeT 3HAHUE U | OOHAPYKUBAET
W3YYCHHBI MaTepual, | yJOBIETBOPSIONINA TeM | IOHUMaHHE OCHOBHBIX | HE3HAHUE OombIei
TagT MPaBHIIBHOE | )K€ TPeOOBaHUAM, UTO W | TIOJOXKEHHH JAHHOHW | 4acTh
OTIpeieICHHOE s Oamma  «ly», HO | TeMBI, HO: COOTBETCTBYIOIIETO
SKOHOMUYECKUX normyckaet 1-2 omuOkwu, | 1) M3NaraeT pasnmena HM3y4aeMOTo
TTOHSITHI; KOTOpBIS cam K€ | MaTepwall HEMOJHO W | MaTepuana, JOIyCKaeT
2) oOHapyXHBaeT | UCTIpaBIseT, ©  1-2 | JOIMyCKaeT HETOYHOCTH | OIIMOKU B
MMOHMMAaHWE MaTepuana, | HeJouéra B |B orpeeneHnd | GOpMYyIUPOBKE.

MOKeT 00OCHOBATh CBOY | TIOCEIOBATENIFHOCTH U | TIOHSTHIA,

CYXICHHS, TPHUMEHUTH | SI3BIKOBOM OQOpPMIIEHUH | 2) HE yMeer
3HAaHWS Ha TPAKTUKE, | U3J1aragMoro. JOCTaTO4YHO TIYOOKO U
MIPUBECTH HEOOXOTUMBIS JIOKa3aTeNbHO

MIPUMEPBI HE TOJIBKO IO 000CHOBaTh CBOH
YUEOHHUKY, HO u CYXKICHHS W IPUBECTH
CaMOCTOSITEITbHO CBOU ITPUMEPBL;
COCTaBJICHHEIE, 3) n3naraer

3) u3araer MaTepuanl

MaTtepuan HETOCIIeIOBATEeIbHO U
MTOCIIEZIOBATENHHO u JOTTYCKAeT OIINOKH B
MPaBUILHO C  TOYKHU SI3BIKOBOM  O(hOpMIICHHH
3peHUS HOPM U3J1araeMoro.
JTUTEPATYPHOTO S3bIKA.

bannsl «1», ((2)), «3» MOTYT CTAaBUTBCS HC TOJIBKO 3a CL[I/IHOBpCMeHHLII\/’I OTBE€T, HO U 3a
paCCpeHOTOIIeHHBIﬁ BO BpEMCHHU, T.C. 3a CyYMMY OTBCTOB, JAaHHBIX Ha MPOTAKCHHU 3aHATUA.
Ha4YUCJIIAIOTCA B 3aBUCUMOCTH OT CJIOXKHOCTH 3aJaHHA.

S.2. OneHo4yHbIC MaTepHAJIbI VI CAMOCTOAITEILHON PadoThl 00y4aromerocs
(TunmoBbIe 3a1a4M) (IPH HAJTUYIHUM)

PaGouas nmporpamma npenycMaTpuBaeT MpoBe/IeHNE JIEKIIMOHHBIX, J1a00paTOPHBIX 3aHATHH,
a TaKXke caMoCToATeNbHYyI0 pabory obOyuaroumxcsi. B ®I'BOY BO «Kabapnuno-bankapckuii
rOCY/IapCTBEHHBI YHHUBEPCUTET» JAECUCTBYET OayNIbHO-PEUTHMHIOBas CUCTEMa OLEHKU Y4YeOHBIX
JOCTIOKEHUH, 00y4aromuxcsi mo oOpa3oBaTelbHBIM IMPOrpaMMaM, peau3yeMbIM Ha OCHOBAHUU
denepanbHBIX TOCYJAapCTBEHHBIX OOpa30BaTENbHBIX CTaHAApTOB. bamibHO-pedTHHTOBas cucTeMa
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OIICHKM 3HAHUW SBJISIETCS OJHOM W3 COCTaBIAIONIMX CHCTEMbl YIOpPaBJICHUS KaueCTBOM
00pa3oBaTeNbHOI 1eATEeIbHOCTH B YHUBEPCHUTETE.

—

9]

23.
24.
25.

IIpumepHbIii epeyeHb BOMPOCOB HA KOJIJIOKBUYM M0 TeMaM JMCHUIIHHbI

Konuemnus naGopMamoHHOH 6€30MacHOCTH.

OCHOBBI PKOHOMHYECKOM 0€30MacHOCTH MPePUHUMATEIBCKON AEATEIbHOCTH.

AHalIM3 3aKOHOJATENIFHBIX aKTOB 00 oOXpaHe WH(POPMAIMOHHBIX PECYPCOB OTKPBITOIO
JIOCTyTIA.

AHaJIM3 3aKOHOJATEIBHBIX AKTOB O 3allUTe WH(POPMAIMOHHBIX PECYpCOB OTPaHUYCHHOTO
JIOCTyTIA.

CooTHOIIICHHE TIOHATUI: WH(POPMALMOHHBIE peCypChl, HWH(GOPMAIIMOHHBIE CHCTEMBI W
uHpOpMaLMOHHAsE 0€30I1aCHOCTb.

Nudopmarnmonnas 6€30macHOCTS (110 MaTeprajgaM 3apyO0e)KHbIX HCTOYHUKOB U JIUTEPATYPHI ).
[TpaBoBBIE OCHOBBI 3aIUTHI KOH(MUICHIIMATHEHOW WH()OPMAIINY.

DKOHOMUYECKHE OCHOBBI 3aIUTHI KOH(PHICHIIMATBHON HH(POPMAIIHH.

Opranu3anroHHBIC OCHOBBI 3aIIUTHI KOH(DUISHITNATEHON HHpOpMAaIHH.

. CprKTypa, COACPIKaAaHUEC W MCTOAMKA COCTABJICHHUA IICPCUHA CBGI[CHI/II‘/'I, OTHOCAIIIUXCA K

IIPEANPUHUMATEIIBCKOU TallHE.

. Konuenmus nadopmarrionHoit 6e30nacHocTy.

. OcHOBHBIE BU/IBI YTPO3 HH(GOPMAIIMOHHBIM pecypcam

. OcobenHocTu yrpo3 KoH(pHIeHIUAIBHON HHPOPMAIIHH

. [IpyurHBI BO3HUKHOBEHHUS YIPO3 YTPATHI WA YTEYKH KOHPUACHINATFHON HH(POpMaITUH

. IIpruurHbI BO3HUKHOBEHHS KaHAJIIOB HECAHKIIMOHUPOBAHHOI'O J10CTYIa K HHPOPMALUU

. Knnaccu¢ukanus Biu1oB KaHaaI0B HECAHKIIMOHUPOBAHHOTO JOCTYNA K HH()OpMAIIH

. TexHudeckue KaHajbl HECAaHKLIMOHUPOBAHHOIO AOCTYNa K HH(pOpMaLUU

. JleranbHble U HEJEraJbHbIE METO/Ibl 00ECIIEUEHM I IEHCTBUS KaHAIOB YTeUKU HH(OpMAaLUK
. OcobGeHHOCTH yrpo3 aBTOMAaTU3MPOBAHHBIM HH(POPMALIMOHHBIM CUCTEMaM

. Knmaccugukanus ynaineHHbIX aTak

. OCHOBHBIE HalnpaBJIeHUs IPaBOBOH 3alUTHl HH(OpMaIH

. CxeMa KaHaJIOB BO3MOXXHOW YTpaThl KOH(UICHIHAIbHON MH(pOpMaluu, HaxoAsllencs B

KOMITBIOTEPE, JTOKAJIBHOM CeTH

CreneHp OMacHOCTH KaHaJIOB yTeuku uHpopmaruu B JIBC.

DneMEeHTHI TPOrPaMMHO-TEXHHUECKOH 3alIUThl HHPOPMAIIHOHHBIX PECYPCOB
TexHuveckue cpencTna 3auThl MHPOpMAIIMK TTPU MPOBEIEHUH BEOWHAPOB.

OO0pa3upbl TeCTOBBIX 32 IaHU

1. Undopmanus, 3adpukcupoBaHHas Ha MaTEpPUAIIbHOM HOCUTEIIE, C PEKBU3UTAMU,
MO3BOJIIOIIMMU €€ UJIEHTU(UIUPOBATh, HA3BIBAETCS

a) JIOCTOBEpHOM

b) koHpUIAEHIIMATHHON

C) JOKYMEHTHPOBAaHHOU
d) xommepueckoil TaltHOM

2. Tlo moctynHocTy HHPOPMAIUS KIaCCUPHUIMPYETCs Ha

a) OTKPBITYIO HH(OPMAITHIO U TOCYTAPCTBEHHYIO TalHY

b) koHbuaeHIMATEHYIO HHPOPMAIHIO 1 HHPOPMAIIHIO CBOOOIHOTO IOCTYIA

¢) HH(QOPMAIMIO C OTPAaHUYEHHBIM JIOCTYIIOM U OOIIEIOCTYIHYIO HHPOPMAIIHIO
d) BuIBI HHPOPMALIUY, YKa3aHHBIE B OCTAIBHBIX MYHKTaX

3. K xondpuaeHunaibHOH HHGOPMAIIUU OTHOCSTCS TOKYMEHTBI, COJIeprKalie

a) uH(pOPMAIHIO O IPaXKaaHaxX

12



b) 3akoHOmATEIbHBIC aKThI

¢) "Hoy-xay"

d) cBemeHus 0 30JI0TOM 3amace CTPaHbl
4. be3onacHoCcTh HH(MOPMAITUY -

a) TPOLECC CO3/IaHUs M UCTIOIb30BAHUS B aBTOMATU3UPOBAHHBIX CUCTEMAX CIIEIIHATbHBIX
MEXaHHU3MOB, MOAJIEP>KUBAIOIIUX YCTAHOBJICHHBIN CTATYC €€ 3alllUIIEHHOCTH
noJyiep>KaHue Ha 33JaHHOM YPOBHE TEX IMapaMeTpOB HaXOSIICHCS B
aBTOMATHU3UPOBAHHON cucTeMe HH(OpPMAaILIMK, KOTOPbIE XapaKTEPU3YIOT YCTAaHOBIICHHBIH
CTaTyc ee XpaHeHus, 00pabOTKH U HCIIOJIb30BAHUS
C) COOBITUS WM JIEHCTBUS, KOTOPbIE MOTYT BbI3BaTh HapylleHue ¢ yHKIIHOHUPOBAHUS
ABTOMATH3UPOBAHHOMN CUCTEMBI, CBA3aHHOE C YHHUTOXCHUEM HITU
HECaHKIIMOHUPOBAHHBIM HCIOJIb30BaHUEM 00pabaThiBaeMoil B Hel HH(pOpMauu
COCTOSIHUE 3AIIUIIEHHOCTH HH(OpMAIMK XpaHUMasi 1 oOpabaTeiBaeMasi B
ABTOMATHU3UPOBAHHON CUCTEME, OT HEFaTUBHOI'O BO3/ICHCTBUS HA HEE C TOUKU 3PEHUS
HapyIeHHUs ee (PU3NUECKON U JIOTHIECKOH LEeTOCTHOCTH MIIM HECAHKLIIMOHUPOBAHHOTO
JocTyna
5. 3anpeiieHo OTHOCUTH K MHPOPMAIMU OrPaHUYEHHOI'O JOCTYIIa

a) HHQOPMAIUIO O YPE3BBIYANHBIX CUTYAIIUSIX

b) wmHbOpMALHIO O NEATEITHPHOCTH OPTaHOB TOCYIAPCTBEHHOM BJIACTH

C) JIOKYMEHTHI OTKPBITBIX apXUBOB U OMOIMOTEK

d) Bce, mepeynciieHHOE B OCTAIBHBIX ITYHKTAX

b)

d)

5.3. ®opmbl U cogepkaHue Py0e:KHOTO KOHTPOJIA

PyOexxHbIii M TPOMEXYTOYHBI  KOHTPOJIb  OCBOGHHS  CTYACHTOM  TUCLUILIHHEI
OCYIIECTBJISICTCA B paMKax OalIbHO-PEHTHHIOBOM crcTeMbl. PacipeniesieHre 6auioB B COOTBETCTBHU
¢ neiicTBytomuM [lonoxeHnem o 6aIbHO-PEHTHHIOBOI CHCTEME OLIEHKH yCIIEBAEMOCTH CTYACHTOB
KBI'Y npuseneno B tabnuie 7.

Tabmauua 7
Pacripenenienre 6aJijioB B COOTBETCTBHH C JICUCTBYIONINM [lo10%KeHEM 0 0aUTBHO-PEUTHHTOBOM
CHUCTEME
Ne peiitunrosoit | KomnmoxkBuym | Jlab.mpaktukym | Ilocemaemocts | TectupoBanue | Mroro
TOYKHU
1 7 8 3 5 23
2 7 8 3 5 23
3 7 8 4 5 24
Tabmumna 8
Kpurepuu onenkn
Bun meponpusitus Kpurepuu onieHku Basel
KomnnokBuym (ycTHbIN - ICHOCTb, YETKOCTb U JJOKAa3aTEIbHOCTb 0-21 6ann
OIIPOC 10 TEME) U3JI0’KEHUSI OTBETOB Ha BOIIPOCHI;
- BJIaZICHHE CIIEUAIbHBIMU TEPMUHAMU;
- CHCTEMHOCTb 3HAHHH 110 TEMATHKE
JlaGopaTopHoe 3aHsTHE - MTOHUMAaHHME MEJIU U 3a/1a49 padOThI 0-24 6amma
- BBITIOJIHEHUE 3aaHMid U 00paboTKa
pe3yNbTaToB
- OTYET U 3aIIuTa JJAOopaTOpHOH pabOTHI
KomnerorepHoe Pesynbrathl TECTUPOBAHUS 0-15 6annos
TECTUPOBAHUE TIO (KonmaectBo 6amioB = 5*@, ¢ - most
pazaenaM JUCHMILINHEI MIPaBIJIBHO OTBEYEHHBIX TECTOB 110 TEME).
ITocemenue 3anaTnii IIpu 6onee 3 mpomyckax 0e3 yBaXHUTEIbHON 0-10 6annos
MIPUYMHBI 3aHATHI aHHYJIUPYIOTCS OaJlyIbl
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OK3aMeH SICHOCTB, YETKOCTh M JOKA3aTEIIFHOCTh 0-30 6asu1oB

W3JI0KEHUSI OTBETOB HA BOIIPOCHI;
- BJIQJICHUE CIICIIMAIbHBIMU TEPMUHAMHU;
- CHCTEMHOCTD 3HAaHHUH O TEMATHKE
IUCILUIUIMHEI B LIEJIOM

Urorosas onenka 0-100 6ayutoB

Bonpockl, BbIHOCHMBIE Ha IK3aMeH (KoHTpoJupyembie komnerenuun OIIK-7, IIK-3, ITIK-5)

W XA W=

23.

24.
25.
26.
27.
28.
29.
30.
31.

32.
33.
34.
35.
36.
37.
38.
39.

[TonsTre 1 KIacCHU(pUKAIUS aTaK HA KOMITBIOTEPHBIC CETH.

OcHOBHBIC THITBI CETEBBIX aTak. CpecTBa pean3alny aTak.

MexaHu3MBbI TUIIOBBIX aTaK, OCHOBAHHBIX HA YSI3BUMOCTSIX CETEBBIX IPOTOKOJIOB.

ATaku Ha CeTeBbIC CIIY)KOBbI. ATaKH C UCTIOJIL30BAHUEM MPOMEKYTOUHBIX Y3IIOB M TEPPUTOPHUH.
TexHonoruu oOHapy)EHUSI KOMIIBIOTEPHBIX aTaK U UX BO3MOXKHOCTH.

[TpsimMble U KOCBEHHBIE IPU3HAKYU aTak. MeTo 1kl OOHApYKEHUS aTak.

TpeboBanus, npenbssisiembie K COA. Crangaptusanus B 00J1acTH 0OOHApY>KEHUS aTak.
Crtpareruu u cpeacTBa MEKCETEBOI'0 SKPAHUPOBAHUS.

Coznanue 3alUIIeHHBIX CETMEHTOB IIpH paboTe B ceTu IHTEpHET ¢ HCIO0Ib30BaHHEM
MEKCETEBBIX IKPAHOB.

. Tpe6oBanus pyxoosaux qokyMmeHToB @CTOK Poccun k MekceTeBbIM SKpaHaM.
11.
12.
13.
14.
15.
16.
17.
18.
19.
20.
21.
22.

0630p noxkymentoB RFC, pernmaMeHTUPYIOIINX UCTIOIb30BAHUE MEKCETEBBIX IKPAHOB.
Tunel MexxceTeBbIX IKpaHOB. CXEMbI MEKCETEBOT0 SKPAaHUPOBAHMUS.

OunbTpanus naketoB. Kputepuu u npaBuiia GUiIbTpaimu.

Peanuzanus nakeTHsIx GuiibTpoB. [IoHATHE NEeMUIUTAPU30BAaHHON 30HBI.
Opranuzanus y37a0B JJis OTBJICYCHHS] BHUMAHUSI 3JI0YMBIIIJICHHUKA.

OcoOenHocTy (DUIBTPALIUU PA3IUYHBIX TUIIOB TpaduKa.

[1I51r03b1 TPUKITATHOTO YPOBHS.

Kontpons HTTP-tpaduka u 351eKTpOHHOM TTOYTHI.

be3onacHocTh Ha MEPBOM CETEBOM YPOBHE.

bezonacHocts crannapra 802.11.

besonacnocts cranmapra 802.15.

besonacunocth crangapta 802.16 1 4acTHBIX KaHAJIOB OECIPOBOIHOM Mepeaauu JaHHbIX Ha
BBICOKHX YacTOTax.

be3onacHOCTh CIyTHUKOBOM Nepeauyn JaHHbBIX OT NepexBaTa U HECAHKIIMOHUPOBAHHOTO
J0CTyTa.

Onepanuu u 6e3onacHocts SSH.

Omneparnuu u 6e3onacHocts SSL/TLS.

Omneparuu u 6e3onacHocTh [PSec.

[TapameTpsl 6€30MaCHOCTH, MPOTOKOJIBI U PEXKUMBI (PYHKIIMOHUPOBAHUS.

Br16op mudpoB 1 UMIIIIEMEHTAIUH.

[Iporokonsl ayrentuduxanuu: RADIUS, TACACS+ u Kerberos.

Br160op HeoOxoaumoit umrmiieMmeHTaun. Y sissumoctu Kerberos 4.

Crangapt ayrentudukanuu 802.1X 1 THUIBI pacHIMPSIEMOT0 IPOTOKOJIA AyTeHTU(PHKALIUN
(EAP).

Va3BUMOCTH OTAEITbHBIX THIIOB EAP

OO01mue cBeIeHHS O TEXHOJIOTUU TEPMUHATBHOTO JOCTYTIA.

3agaum, pemaembie VPN. TynnenupoBanue B VPN.

3amurTa JaHHBIX Ha KAaHAJIBHOM YPOBHE.

Opranuzanus VPN cpencrBamu npotokona PPTP.

3amuTa JaHHBIX Ha ceTeBoM ypoBHe. [Ipotokon SKIP.

[Tpotokon [PSec. 3amuTra Ha TPAaHCTIOPTHOM ypPOBHE.

Hactpoiika SSL-coenqunenus. Opranuzanust VPN npukinaaHoro ypoBHs.
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40. 3amuiieHHbI 0OMEH IEKTPOHHON MOYTOM.

41. Cnyx6a xatanoroB LDAP.

42. Cucrema eIMHOr0 BX0JIa B CETh HAa OCHOBE MpoTokoiia Kerberos.

43. Co3gaHue eIMHOTO MPOCTPAHCTBA Oe30macHOCTH Ha 6aze Active Directory.

44. 3ammTa cpencTBaMu (HalIOBBIX CHCTEM.

45. HopMaTHBHO-IIpaBOBBIE U OPTaHU3ALIMOHHBIE OCHOBBI IIPOBE/ICHUS ayJuTa 0€30MacCHOCTH
KOMITBIOTEPHBIX CHCTEM.

46. MexayHapoJIHbIe, TOCYIapCTBEHHbIE 1 BEIOMCTBEHHBIEC CTAHIAPTHI M PEKOMEHIAIIUU B
obnactu nHOOPMAIMOHHOM 0€30ITaCHOCTH.

47. BblsBI€HHE U IOCTPOCHUE CXEMbI MH(POPMAIIMOHHBIX TOTOKOB 3aIIMIAEMON HH(OPMALIUH.

48. CereBoil MOHUTOPUHI HAa OCHOBE MCIOJIb30BaHUs MexaHu3mMa WMI u nporokonos ICMP,
SNMP u CDP.

49. IlpuMeHeHre CUCTeM aBTOMATH3UPOBAHHOTO MIOCTPOSHUS CXEMBI CETH.

50. CpencTtBa ¥ METOBI BBISBIICHUS YSI3BUMOCTEH B IPOrPAMMHOM OOECIIEUEHUH Y3JI0B
KOMIIBIOTEPHOM CETH.

51. IlpumeHeHue CpecTB aHAIM3a 3AIIMIIIEHHOCTH CEPBEPOB MPUIIOKEHUM.

52. Ouenka pucka 0OOHApPYKEHHBIX YSI3BUMOCTEM.

53. CocraBneHue peKOMEHAAINIA M0 YCTPAHEHUIO0 OOHAPYKEHHBIX YSI3BUMOCTEH.

54. Hanucanue u popmat otyeTa 00 ayaute 0€301MaCHOCTH.

55. TlpumeHeHHEe cpeCTB aBTOMATH3AIMU KOMILIEKCHOTO ayauTa HH()OPMAIMOHHOM
0€30MacCHOCTH.

56. CtpykTypa ¥ QYHKIIHMH KOMITJIEKCHBIX SKCIEPTHBIX CUCTEM ayAuTa O€30MaCHOCTH.

57. Yd4er cTpyKTyphl anmapaTHO-IIPOTPAMMHBIX CPEICTB 00beKTa HH(GOPMATH3AIIUH.

58. ITlpeumyiecTBa U HEQOCTATKU UCIIOJIB30BAHNS ABTOMATU3UPOBAHHBIX CHCTEM IIPOBEPKHU
0€30MacCHOCTH.

KouTpoJsb KypcoBbIX padoT

KypcoBble paboTbl HE IPEYCMOTPEHBI

Kpurtepuu ¢popMupoBanus oeHOK M0 MPOMEKYTOYHOI aTTecTallu

Ouenka «omauunon— om 91 0o 100 6ann106 — TeOpETNIECKOE COJIEPIKAHNE KypCa OCBOEHO
MOJIHOCTBIO, 0€3 MPOo0esIoB, HEOOXO0AUMbIE MPAKTUYECKUE HABBIKK PaOOThI C OCBOEHHBIM
MatepHuaioM copMHpoBaHbl. Bee mpeaycMoTpeHHbIe TporpaMMoii 00y4ueHHsl yueOHble 3aJaHHs
BBITTOJIHEHBI, KAYECTBO MX BBIIMTOJHEHHS OIICHEHO YHCIIOM 0ailioB, OJM3KUM K MakcUMaiabHOMY. Ha
9K3aMeHEe CTYJCHT JEMOHCTPHPYET IITyOOKHE 3HAHUS MPEyCMOTPEHHOTO MPOrpaMMOii MaTepuaa,
YMEET YeTKO, JJAKOHUYHO U JIOTHYECKH MOCIIeI0BATEIbHO OTBEUATh Ha IIOCTABIICHHBIE BOIIPOCHI.

Ouyenka «xopouto» —om 81 00 90 6annoe — TeopeTUIECcKOe CoJiep)KaHue Kypca OCBOEHO,
HE00X0/IMMbIe MPAKTUYECKNE HABBIKU paObOThl CPOPMUPOBAHBI, BHIITOJHEHHbIE yUeOHbIE 3aJaHUs
coJiepKaT He3HaunTeNbHbIe OMMOKU. Ha sKk3aMeHe CTyIeHT JeMOHCTPUPYET TBEPAOE 3HAHHS
OCHOBHOTO (ITPOrpaMMHOTI0) MaTepHraia, yMeeT 4eTKO, IPaMOTHO, 0€3 CYIIECTBEHHBIX HETOUHOCTEH
0TBEYATh Ha IMOCTABJICHHBIE BOTIPOCHI.

Ouenka «yooenemeopumensvro» —om 61 0o 80 6annoe — reopeTnueckoe coaepKaHue Kypca
OCBOCHO HE TOJIHOCTHIO, HEOOXOJMMBIE TPAKTUIECKHE HABBIKK paboThl c(hOpMUPOBAHBI YACTUIHO,
BBINOJIHEHHBIE YUeOHbIe 3aJaHus coJiepkKat rpyosie omunOku. Ha sk3aMeHe cTy1eHT JeMOHCTPUPYET
3HaHWE TOJBKO OCHOBHOT'O MaTepuaya, OTBETHI COAEP)KAaT HETOYHOCTH, CI1ab0 apryMEHTHPOBAaHHI,
HapyIlIeHa M0CIeI0BaTeIbHOCTh N3JIOKEHUS MaTepHrala

Ouyenka «neyooeiemeopumenvno» — om 36 0o 60 6annoe — TeOPETUIECKOE COJIEPKAHUE
Kypca He OCBOEHO, HE0OXO0AMMBbIE MMPAKTHUYECKUE HAaBBIKH PaOOThI HE C(POPMUPOBAHBI, BHITTIOJTHEHHBIE
ydeOHbIe 3alaHusl COAEpKaT TpyOble OIMMOKH, IOTONHUTENbHAS CaMOCTOsITeNbHas paboTa Hax
MaTepHaJoM Kypca He MPHUBEAET K CYIIECTBEHHOMY MOBBIIICHUIO KAYeCTBA BBIOJHEHHUS y4eOHBIX
3agannid. Ha ok3aMeHe CTYACHT JAEMOHCTPHpYET HE3HaHHe 3HAYMTEIHHONW YacTH MPOTPaMMHOTO
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Marcpurajia, CYHICCTBCHHBIC OIIMOKM B OTBETax Ha BOIIPOCBHI, HCYMCHUC OPHUCHTUPOBATHLCA B
MaTc€pHralic, HEC3BHAaHUE OCHOBHBIX MMOHATHH JUCHUITIINHBI.

MeTtoauyeckue peKOMEeHAAlMHU A/ MMOATOTOBKH K YK3aMeHy

Ok3amMeH B 8-M cemecTpe sBiseTcss (POpMOl HMTOrOBOTO KOHTPOJS 3HAHUNA M yMEHHI
CTYACHTOB IO JaHHOH AMCLUIUIMHE, MOJIyYEHHBIX Ha JIEKLUSAX, Ja0OpaTOpHBIX 3aHATUSAX U B
npoIiecce CaMoCTOATENbHOM paboThl. K 3\3k3aMeHy JoIycKaroTCs CTyIeHThl, HaOpaBIiiue HE MEHEe
36 6auI0B IO UTOraM TEKYILEro M IMPOMEXYTOYHOTO KOHTpois. Ha sk3aMeHe CTyleHT MOXKeT
Habpatb ot 15 1o 30 6amos.

B nepuo noAroToBKU K 3K3aMEHY CTYJI€HThl BHOBb 00palIaoTcs K y4eOHO-METOJUUYECKOMY
MaTepuaily U 3aKpeIuIsIIOT IPOMEKYTOUHbIE 3HAHUS.

ITonroroBka cTyneHTa K 9K3aMEHY BKJIIOYAeT TPU dTana:

—  caMocTofATelIbHasi paboTa B TEUCHUE CEMECTPA;

—  HENOCPEICTBEHHAas NOJArOTOBKA B JHM, IPEAUICCTBYIONIUE dK3aMEHY 110 TEMaM Kypca;

— TOArOTOBKAa K OTBETY HA 3K3aMEHALIMOHHBIE BOIIPOCHI.

IIpu moAroToBKE K 3K3aMEHY CTYJIEHTaM LeJ1ecO00pa3HO UCIOIb30BATh MaTepHaIbl JIEKLIUH,
y4€0HO-METOINYECKUE KOMIUIEKCHI, HOPMAaTHUBHBIE JTOKYMEHTbHI, OCHOBHYIO M JONOJHUTEIbHYIO
JUTEPATYpYy.

Ha sk3ameH BBIHOCHTCSI Marepuan B oObeMe, MPEAyCMOTPEHHOM pabodeil MmporpaMMoii
y4eOHOI TUCIMIUIMHBI 32 ceMecTp. DK3aMeH IIPOBOJUTCS B YCTHOU (opMe.

[Ipu mpoBeneHMM 5K3aMEHa B NHCHMEHHOW (ycTHOI) (opMe Beaymiuii mpenojgaBaTeib
COCTaBJIAET HK3aMEHAllMOHHbIE OWJIETHI, KOTOpbIE BKIIOYAIOT B ceOs: TECTOBbIE 3a/aHus;
TEOPETUUECKUE 3aJJaHusl; 3a/1a41 WK cUTyaluu. @opMynHpoBKa TEOPETUUECKUX 3aJaHUS COBIIAaeT
¢ (hOpMyIUPOBKON MepeyuHsl SK3aMEHALMOHHBIX BOIPOCOB, JIOBEIEHHOI'O JI0 CBEJIEHHs CTYACHTOB
HaKaHyHE 53K3aMEHAalMOHHOM ceccuu. CopaepikaHUE BOIPOCOB OJHOrO Ouiera OTHOCUTCS K
pasIMYHBIM pa3lielaM I[porpaMmbl € TeM, 4TOObl Oojiee MOJIHO OXBAaTUTh Marepuan ydeOHOU
JUCIUIINHBL.

B ayauropuu, rae npoBOAUTCSA 3K3aMEH, JODKHO OJTHOBPEMEHHO HaXOJIUThCs He Ooiiee
IIECTU CTYIEHTOB Ha OJHOIO MPENoaBaTelis, IPUHUMAIOLIEro 3K3aMeH. Ha nmoarorosky orsera Ha
OuseT Ha 3k3aMeHe 0TBOAUTCS 20 MUHYT.

[Ipu npoBeneHnN NTUCHMEHHOTO PK3aMeHa Ha paboTy oTBoAUTCA 60 MUHYT.

6. METOJIMYECKHWE MATEPHAJBIL, ONMPEJEJSIONINE ITPOLETIYPhI
OLIEHMBAHWSI 3HAHMI, YMEHW, HABBIKOB U (MJIN) ONBITA
NESATEJLHOCTH

O6mmit Oamt TeKymero M pyOeKHOro KOHTPOJSA CKIAIBIBACTCS W3  CIEAYIOLIUX
cocTaBmsonux (mpunoxenue 2). Kpurepruem olieHKH ypoBHS cPOPMHUPOBAHHOCTH KOMIIETEHITUH B
pamkax y4eOHOU TUCITUIUIMH B 8 ceMecTpe SIBIsIeTCs dk3aMeH. L[enbio mpoMeKyTOUHBIX aTTeCTaIHiA
M0 JWCIMIUIMHE SIBISETCS OIIEHKA KauyeCcTBa OCBOCHHS TUCIHMIUIMHBI OOydyarouuMucs. THIOBBIE
3ajanus, obecneuynBatomue GopmupoBanne kommereHuu [1K-1, OK-8, [1K-15 npencraBnensr B
tabnure 9.

TaGJ’II/ILIa 9. PeBy.]'H:TaTBI OCBOCHUA y‘le6H0ﬁ AUCHUIUIAHBI, TOAJICIKAIINUEC ITPOBCPKE.

Pe3yabTaThl 00yueHus OcHOBHBIE MOKA3aTeJIN OLEHKH Bua oueHo4Horo
(KoMIeTeHIUN) pe3yJbTaTOB 00yUYeHUs MaTepuaJa

CrocoOHOCTh OmpeAensiTh | 3wamy: UeNH, 3adadd, npuHIunbel u | Komioksuym
UH(POPMAIIMOHHBIC OCHOBHbIC HANPABJICHHUS OOECIEUEH s | DPIOTHCHHE 1 3a1Ta

€CypChI, MOJIeKAILINE uH(OPMALIMOHHON GesomacocTy | 1A00PATOPHELX pador
pecypebl, oA = pMall TectupoBanue (paszaen 5)
3aIUTe, YTPO3bI MPEANPUSITHS, YIPO3bl MPEATPHUATHS Ha
0€30MacHOCTH OCHOBE aHaJIN3a CTPYKTYPHI U COACPIKAHUS
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nHpopMauu u
BO3MOJKHBIC IYTH UX
peanu3aiiu Ha OCHOBE
aHaJM3a CTPYKTYPhI U
COJIepIKaHUS
MH(POPMALIMOHHBIX
MIPOIIECCOB H
ocoOeHHOCTeH
(GYHKIIMOHUPOBAHUS
obowekra 3ammThl (OITK-7)

MH(OPMAaLIMOHHBIX MTPOLIECCOB €0, YIPO3bI

UH(POPMALIMOHHOM 0e30macHOCTH
rocyJ1apcTBa, cojiep)KaHue
WH()OPMALIMOHHOW BOWHBI, METOIBI U

Cpe/CTBa €€ BEJACHUS, MOHUMATh YIPO3bI
O6e3omacHOCTH ~ MH(POPMALUU,  METOIbI
aHaJaM3a CTPYKTYpHl M OCOOEHHOCTH
(YHKIMOHUPOBAHUS OOBEKTa 3AIIUTHI,
NPUHINIIBI OpraHH3aLuH
MH(POPMALIMOHHBIX CUCTEM B COOTBETCTBUU
¢ TpeOOBaHMSAMH I10 3aIIMTE HHPOPMAIIHH.

Ymemo: IPUMEHSATh COBpPEMEHHBIE
HOJXO/bl K MOCTPOCHUIO CHUCTEM 3alllUThI
uHpOpMaLnK, BEIOMPATh U aHATU3UPOBATH
IOKa3aTeau KayecTBa U KPUTEPUH OLIEHKU
cucTeM HMH(OPMAIIMOHHOTO HaNaJeHUs U
CHCTEM 3alUThI HHPOPMALIUH, OTIPENIETIATh
MH(POPMALIMOHHBIE PECYPCHI, MOAJIeKAIINE
3alMTe, MPOBOJUTH  KJAcCH(UKALUIO
00BEKTOB U CyOBEKTOB MH(POPMALIMOHHBIX
CHCTEM.

Komnoxsuym
BrimosiHeHue u 3amura
J1a00paTOPHBIX PadbOT
TectupoBanue (pazzaen 5)

Braodemy: HaBbikaMu (popManbHOU
IIOCTAHOBKH U PEIICHUS 3a/1a41
obecrieyeHnss THPOPMALTMOHHOM
0€301acHOCTH, HABBIKAMH OIPEACICHUS
BO3MOJKHBIX ITyT€H HEUTPAIA3ALUU yIPO3,
HNPUHIUIIAMU pacIpeiesIeHUs IIpaB U
OTBETCTBEHHOCTH TPU OpraHU3aIuu
JIOCTYIA K 00bEKTaM.

Komnoxsuym
BeinonHeH#e U 3amura
J1a00paTOPHBIX PadbOT
TectupoBanue (pazzaen 5)

CIIOCOOHOCTBIO
aJIMUHHUCTPHUPOBATH
MTOJICUCTEMBI
MH(OPMAaIMOHHOM
0€30MacHOCTH
3amuThl (ITK-3)

o0BeKTa

3namy: BEpOSTHBIE YTPO3Bl U BO3MOXKHBIC
MyTH UX HEUTpaIu3alii; OCHOBHBIE THUIIBI
CETEeBBIX TOMOJOTUM, NMpUeMbl padOTHl B
KOMITBIOTEPHBIX CeTSIX; OCHOBBI
AIMUHHUCTPUPOBAHUA IHOACUCTEMBI
nH(OPMaIMOHHON 06€30MaCHOCTH;

Komnoxksuym
BrimonHenue u 3amura
mab0paTOPHBIX padboT
TectupoBanue (pazzaen 5)

Ymemps: onjeHMBaTh BO3HUKAIOIUE YIPO3bI
U HEOOXOOUMOCTh HX  YCTPaHEHHS;
PUMEHSITh IIPUEMBI paboTsI B
KOMITbIOTEPHBIX CETSAX; BHIOMPATh CETEBbIE
TEXHOJIOTHH, IPOTPAMMHBIE U arllapaTHbIe
CpeICTBA JJsi TIOCTPOEHUS JIOKAJbHBIX
KOMIIBIOTEPHBIX ~CETe 1O 3aJaHHBIM
napamerpam g opranuszauuu  UT-
UH(QPACTPYKTYphl NPEANpPUATUS; OBICTPO
pazo0patbcs B IIPOTOKOJIaX
aJMUHHCTPUPOBAHUS MO/ICUCTEMBI
WH(OPMAIIMOHHON 0€30MacCHOCTH O0BEKTa
3aIUTHIL.

Komnoxksuym
BrimonHenue u 3amura
ma00paTOPHBIX padboT
TectupoBanue (pazzaen 5)

Brademy: HaBbIKaMM aIMUHUCTPUPOBAHUS
MOJICUCTEM HH(POPMAIIHOHHOMN
0e30macHOCTH 00BEKTA 3aIUTHI;
HABbIKAMU MPOEKTUPOBAHUS aPXUTEKTYPHI

Komnoxsuym
BrinmonHenue u 3amura
nabopaTopHBIX paboT
TectupoBanue (pasznen 5)
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CHUCTEMBI 3alTUTHl HHPOPMAIIUH, TS
oOecrieyeHnss HHPOPMALIMOHHOM
0e30IaCHOCTH 00BHEKTA; HAaBBIKAMU
UCIIOJIb30BaHUsI COBPEMEHHBIX
armapaTHBIX U IPOTPaMMHBIX CPEICTB
opranuzaiuu ceteit 9BM; ucnonb3oBaHus
OBM B TeeKOMMYyHUKAIMOHHBIX
CHCTEMaX M JIOKAJIbHBIX CETSIX; HaBbIKAMHU
pa3pabOTKH CETEBOTO MPOTPAMMHOTO
obecreucHHs.

CIOCOOHOCTBIO TPUHUMATH
y4acTHE B OPraHU3aluU U
COIPOBOXKICHHUH
aTTecTaluu 00beKTa
MH(OPMATHU3ALNH 110
TpeOOBaHUSM
0e30macHOCTH
nHpopmanuu (ITK-5)

3nHamb: OCHOBBI  OpPraHM3ALMOHHO —
TEXHUYECKUX MEp 3aIIUThl WH(OpMAIHH;
METOJMKH 110 BBIMNOJHEHUIO paboT 1o
YCTaHOBKE, HACTPOUKE M OOCIY>KHBAHUIO
TEXHUUYECKUX U MPOTrpaMMHO-aNNapaTHBIX
CPEZCTB 3alIUTHI HH(OPMAIHH;

Komnnoksuym
BrinonHenue u 3amura
nmabopaTOpHBIX paboT
TectupoBanwue (pasznen 5)

Yuems: dopmynupoBaTh HEOOXOAUMBIE
OpTaHU3aAIMOHHO — TEXHUYEeCKHe Mephl 31
BBIMIOJHATH  PabOTBl 1O  YCTaHOBKE,
HACTPOIKE 1 O0CTY)KHBAHUIO TEXHHYECKHUX
W [POrpaMMHO-ANIMapaTHBIX  CPEICTB
3amuThl THOPMAITIH.

Komnoksuym
BeinonHenue u 3amura
mabopaTOPHBIX padboT
TectupoBanwue (pa3nen 5)

Brademy: MeTOIMKOM 3alIIUTHI OT YIpo3
nH(pOpMaIIMOHHOM 0€30MaCHOCTH;
CIOCOOHOCTHIO BHITIOJMHSATH PaOOTHI 110
YCTaHOBKE, HACTPOMKE U 0OCTY>KUBAHUIO
TEXHUYECKUX U MPOrpPaMMHO-aIIapaTHbIX
CPEJICTB 3alUThl HHPOPMAIUH;

Komnoksuym
BeinonHenue u 3amura
J1a00paTOPHBIX padbOT
TectupoBanwue (pasznen 5)

7. YYEBHO-METOJAWYECKOE OBECIIEYEHME ANCLIUITJIMHBI

7.1.

HopmartusBHo-npaBoBasi 6a3za

1. ®enepanbHsblii 3akoH oT 29 utons 2015 1. Ne 188-D3 «O BHecenuu usmenennii B OenepaibHbIi

3akoH "O0 nrdpopmanyy, THGOPMALMOHHBIX TEXHOJOTHAX U O 3aIIuTe HHpopManuu'" u cTateio 14

OenepanbHoro 3akoHa "O KOHTPAKTHOH cucTeMe B chepe 3aKyImoK TOBapOB, paboT, yCIyT AJist

o0ecredeHuns TOCYJapCTBEHHBIX Y MYHUITUTAIBHBIX HYXI'»

2. ®epepanpHblii 3akoH oT 05 anpenst 2013 1. Ne 44-03 (pen. ot 31.12.2014) «O KOHTpaKTHOH

cucTeMe B cdepe 3aKyMoK TOBapoB, paboT, YCIIyT A 00ecriedeHns ToCyIapCTBEHHBIX H

MYHUIUIIAJIBHBIX HYXD),

3. ®enepanbhblil 3akoH 0T 04 Masg 2011 r. Ne 99-03 «O nuiieH3upOBaHUM OTAEIBHBIX BUIOB

JACATCIIBHOCTU,

wos

Denepanbhbiii 3aK0oH oT 06 anpens 2011 r. Ne 63-03 «O0 31eKTPOHHOHN MOATUCKHY;
®enepanbubiii 3akoH 0T 28 nexadps 2010 1. Ne 390-D3 «O GezomacHOCTHY;

6. ®Dexnepanbublii 3akoH 0OT 27 utoist 2006 1. Ne 149-03 «O6 nnpopmannu, THPOPMATHOHHBIX

TCXHOJIOTHUAX U O 3allIUTE I/IH(I)OpMaLII/II/I));

7. ®@enepanbHbli 3akoH 0T 27 utonsg 2006 r. Ne 152-03 «O nepcoHaNBHBIX TaHHBIXY;

8. ®DexpepanbHblii 3akoH 0T 19 nexadps 2005 r. Ne 160-D3 «O patuduraunn Konsenun Cosera

EBporibl 0 3amure GU3NUECKHUX JIUI] IPH aBTOMATH3UPOBAHHOW 00pabOTKe MEePCOHATBHBIX IaHHBIXY;

9. ®enepanpusbiii 3ak0H OT 29 nroins 2004 r. Ne 98-D3 «O xoMMepUecKoit TalHe;

10. ®enepanbubiit 3akoH oT 07 uronst 2003 r. Ne 126-03 «O cBszu»;

11. denepanbhbiii 3akoH oT 27 nexadps 2002 1. Ne 184-D3 «O TeXHUYSCKOM PEryJIMPOBaHUNY;




12.
13.

14.

15.

16.

17.

18.

19.

Tpynoroii komekc PD. ['maBa 14. «3amnuTa mepcoHANIBHBIX TaHHBIX PAaOOTHUKAY.

Vka3 Ipesunenta Poccmiickoit @enepammu Ne 260 ot 22 mast 2015 roma «O HEKOTOPHIX BOIIPOCax
nHpopMamoHHo# 6e3onacHocTu Poccuiickoit @enepanumy.

Vka3 Ipesunenta Poccmiickoit @enepammm Ne 537 ot 12 mas 2009 roma «O cTparernn
HallMOHAJIBbHOM Oe3onacHocTu Poccutickoit @enepannu o 2020 rogay;

Vka3 [Ipesunnenta Poccuiickoit ®eneparyu Ne 351 ot 17 mapta 2008 roga «O Mepax 1o
obecnieuennto nHPOpMAIMOHHON Oe3omacHocTH Poccuiickoit denepartuu IpH UCITOIB30BaHUT
MHPOPMaIMOHHO-TEIEKOMMYHHKAIIMOHHBIX CETeH MEKIAYHAPOIHOTO HHPOPMALMOHHOTO OOMEHa;
Vka3 Ipesunenta Poccmiickoit @enepanmm Ne 1576 ot 01 HOos6pst 2008 roma «O coBeTe mpu
[pesunente Poccuiickoit @eaepaunu no pa3BuTrio HHGpopManroHHoro odmectsa B Poccuiickoit
Denepanun»;

Vka3z [Ipesunnenta Poccuiickoit @eneparim Ne 1085 ot 16 aBrycra 2004 roga «Bompocst
Oenepanphoi Ciry:kKOBI IO TEXHUYECKOMY U IKCIIOPTHOMY KOHTpOITIO» (B pea. Yka3oB [Ipesunenta
P® ot 22.03.2005 Ne 330, ot 20.07.2005 Ne 846, ot 30.11.2006 Ne 1321, ot 23.10.2008 Ne 1517, ot
17.11.2008 Ne 1625);

Vka3 [Ipesunenta Poccuiickoit @eneparu Ne 960 ot 11 aBrycra 2003 roma «Bormpocsr
®DenepanpHoii Ciryx061 besonacnoctr Poccwniickoit deneparum» (B pea. Ykazos llpesunenra PO ot
11.07.2004 Ne 870, ot 31.08.2005 Ne 1007, ot 01.12.2005 Ne 1383, ot 12.06.2006 Ne 602, ot
27.07.2006 Ne 799, ot 28.12.2006 Ne 1476, ot 28.11.2007 Ne 1594, ot 28.12.2007 Ne 1765, ot
01.09.2008 Ne 1278, ot 23.10.2008 Ne 1517, ot 17.11.2008 Ne 1625, ot 22.04.2010 Ne 499, ot
14.05.2010 Ne 589);

Pacnopsixenue Ilpesunenta Poccuiickoit @enepanuu Ne 366-pm ot 10 uronst 2001 roga «O
MOJMTUCAaHUK KOHBEHITMHY O 3aluTe (PU3NIECKUX JIUI] IPH aBTOMATH3UPOBAHHON 00paboTKe
MEPCOHAIBHBIX JaHHBIX»

7.2.0cHoBHasi IUTEPaTypa

Huxkudopos C.H. 3amura nadopmarun. 3amuieHHbie ceTi [ DIEeKTPOHHBIN pecypc]:
yaebnoe nocodbue/ Huxkudopor C.H.— Dnektpon. TekcroBbie nannbie.— CI16.: CankT-
[TerepOyprckuii rocy1apcTBEHHBIN apXUTEKTYpHO-CTpouTenbHbIl yHUBepcutet, D5C ACB,
2017.— 80 c.— Pexum gocrtyna: http://www.iprbookshop.ru/74382.html.— 3bC
«IPRbooks»

®omun J1.B. UHpopmanroHnHas 6€301acHOCTD U 3alUTa HH)OPMALIUH:
CIEUAIN3UPOBaHHbIE aTTECTOBAaHHBIE IPOIPAMMHBIE U IPOrPaMMHO-AINIapaTHBIE CPEACTBA
[DnexTpoHHbIHN pecypc]: yueoHo-MeToandeckoe mocoone/ ®omun J[.B.— DnextpoH.
TekcToBble JaHHble.— CapaTtoB: By3zoBckoe oOpa3oBanue, 2018.— 218 c.— Pexum
nocrtyna: http://www.iprbookshop.ru/77317.html.— 3BC «IPRbooks»

Huxugopos C.H. 3amura nadopmaruu. 3ammra OT BHEIIHUX BTOPKEHUH [ D7eKTPOHHBIN
pecypc]: yauebnoe nocodue/ Hukudopos C.H.— Dnextpon. TekctoBbie ganabie.— CII6.:
Cankr-IlerepOyprckuii rocyaapCTBEHHBIH apXUTEKTYPHO-CTPOUTEIbHBIN YHUBEPCUTET,
9BC ACB, 2017.— 84 ¢.— Pexum noctyna: http://www.iprbookshop.ru/74381.html.—
9bC «IPRbooks»

['onmukxoB A.M. KoaupoBaHue B TeI€KOMMYHUKALMOHHBIX cUCTEMaX [ DJIEKTPOHHBIH
pecypc]: yae6HOe mocobue ans cnenuanuteta: 090302.65 UndopmanmronHas 6e30macHOCTb
TEJIEeKOMMYHUKAMOHHBIX cucTeM. Kypc nekunii, KOMIbIOTEPHBIN MPAaKTUKYM, 33laHHE Ha
camocTosTeNbHYI0 padoTy/ ['onnkoB A.M.— DJIEKTPOH. TEKCTOBBIE JaHHbIE.— TOMCK:
TomcKknii rOCYyJapCTBEHHBIN YHUBEPCUTET CUCTEM YIIPABJICHUS U PAIUOIEKTPOHUKH,
2016.— 338 ¢.— Pexwum nocryna: http://www.iprbookshop.ru/72111.html.— 3bC
«IPRbooks»
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7.3.lonoJHUTEIbLHAS JIUTEPATYypa

®dopoysan bexpoys A. Kpunrorpadus u 6€30nacHOCTh CeTel [ DIEKTPOHHBIN pecypc]:
yueOHoe mocobue/ Dopoyszan bexpoyz A.— DIEKTPOH. TEKCTOBBIC JaHHBIE.— MOCKBa,
Caparo: Untepuer-YHuusepcuter Undopmarnmonnsix Texnomoruit (MHTYUT), By3zoBckoe
obpa3zoBanue, 2017.— 782 c.— Pexum noctyna: http://www.iprbookshop.ru/72337.html.—
9bC «IPRbooks»

Ixouc K. JI. MacTpyMeHTaNIBHBIE cpeicTBa o0ecredeHrs 0€30IacCHOCTH [ DIeKTPOHHBIN
pecypc]/ dxonc K. /1., Hlema M., Jlxxkoncor b.C.— D1eKTpoH. TEeKCTOBBIC JaHHBIE.— M.:
Wurepuer-Yuusepcurer Mudopmarmonnsix Texnonoruit (MHTYUT), 2016.— 914 c.—
Pexxum noctyna: http://www.iprbookshop.ru/73679.html.— 3BC «IPRbooks»

UysinoB A. I'. [Ipo0iembl 3alMIIIEHHOCTH TEIEKOMMYHHUKALMOHHBIX CUCTEM [ DJIEKTPOHHBIN
pecypc]: yuedHoe nocoobue/ UyssHoB A. I'.— DIeKTpoH. TeKCTOBBIC JaHHBIE.— OMCK:
Owmckas akanemust MBJl Poccun, 2015.— 164 ¢.— Pexxum noctyma:
http://www.iprbookshop.ru/61873.html.— 3BC «IPRbooks»

Hlansrun B.®. MadopmarnmonHas 6€30macHOCTh KOMITBIOTEPHBIX CUCTEM U ceTeit —M.:
®opym: Uudpa-M, 2013.-592c.

7.4.1lepuoanyeckue H3TaHUA

[lepeueHs neproAMYECKUX U3AaHUN, TOTy4daeMbIx Onbnuotexoit KbI'Y:

—_—

Bectauk MI'Y. BeiuncnurenbHas MaTeMaTuka U KHOEpHETHKA

BecTtHuK poccuiickoro o0miecTBa HH(POPMATHKU U BEIYUCIUTEILHOW TEXHUKH
NudopmaTtuka u o6pa3zoBaHue

HudopmalinoHHbIE TEXHOIOTUN

Mup I1K

[TepcoHabHBII KOMITBIOTEP CETOIHS

[TporpamMmmupoBanue

HNudopmannonHas 6€30macHOCTb

7.5.MHTEpHET-pECypPChI

http://all-ib.ru/
http://SecurityLab.ru
http://infosecurity.report.ru/
https://nordrus.info/security/
http://www.anti-malware.ru/

Nk v

7.6.CoBpemMeHHbIe TpodeccHoHATbHbIE 0a3bl JAHHBIX
baza nannsix Science Index (PWUHLI) http://elibrary.ru
HarmonanwsHas snexktponHas 6ubnnorexa PT'b https://H36.pd
KpymHelimas enquHas 0a3a TaHHBIX, COJIepIKaIias aHHOTAIIMHA U HHPOPMAITHIO O
UTUPYEMOCTH PElIEH3UPyeMOi HayYHOH JIUTEPaTypPhl, CO BCTPOSHHBIMUA HHCTPYMEHTAMHU
OTCII)KUBAHMSI, aHAHM3a U BU3yaIH3aI[iH TaHHBIX. WWW.SCOpUS.cOm

7.7.MeToan4yeckue yKa3aHusl 10 NPOBEJICHUIO PA3JINYHBIX Y4eOHBIX 3aHATHI, K KypCOBOMY

NMPOEKTHPOBAHUIO M IPYTMM BHIAM CAMOCTOSITE/ILHOI padoThI

Memoouueckue pekomenoayuu npu padoome Ha0 KOHCHEKMOM 60 8PeMs NPOBEeOeHUs IeKUUU
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http://elibrary.ru/
https://нэб.рф/
http://www.scopus.com/

B mporuiecce NEKIMOHHBIX 3aHATUH 11€1€C000pa3HO KOHCHEKTHPOBATh YU4E€OHBIH MaTepHal.
JUis  aTOro MCHosb3yrTCcsl OOImMe M YTBEpAUBIIMECS B IpPAaKTUKE IIpaBWiIa, M IPHUEMBI
KOHCIIEKTUPOBAHMS JICKIUH:

KoHcnextupoBaHue JIEKIIMNA BEAETCA B CIIELUATIbHO OTBEIEHHOU JJIs 3TOT0 TETPaar, KaXIbIi
JUCT KOTOPOM JOJDKEH HMETh II0JIs, Ha KOTOPBIX JENAIOTCS IOMETKH M3 PEKOMEHIOBAaHHOU
JUTEPATYpPBl, TOMOJIHAIOLINE MaTepHall IPOCITYILIAHHON JIEKIIUH, a TAaKXKe OJUYEePKUBAIOIIE 0COOYIO
BAYKHOCTb T€X WU UHBIX TEOPETUUECKUX MOJIOKEHUN.

IesnecooOpa3Ho 3anuchiBaTh TEMY M IUIAH JIEKIHUH, PEKOMEHIYEMYIO JIUTEPATypy K TeMe.
3anucu pas3fesioB JIEKIMM JIOJDKHBI HMMETh 3arojlIOBKH, II0J3ar0jIOBKM, KpacHblE CTpOKuU. Jlis
BBIICTICHUS PA3/EIOB, BBIBOJOB, ONPEIEICHUM, OCHOBHBIX MAECH MOXHO HCIIOJIB30BATH LIBETHBIE
KapaHJamu 1 (JIOMacTephl.

Ha3BaHHble B JIEKI[MM CCHUIKM HA NEPBOMCTOYHUKU HAJ0 MOMETHTh HA IOJSAX, YTOOBI MpHU
CaMOCTOSITENIbHOW paboTe HAWTH U BIIUCATh MX. B KOHCIIEKTE TOCIIOBHO 3aMMCBHIBAIOTCS ONPEICICHUS
HOHATHUH, KaTeropuit ¥ 3akoHOB. OCTaIbHOE TOJKHO OBITh 3aIIICAHO CBOMMH CIIOBAMHU.

Kaxnomy cryneHTy HE0OXOJMMO BBIPa0OTaTh M HCHOJIB30BATH JOMYCTHMbIE COKpAIEHUS
Haun0oJiee pacpoCTPaHEHHBIX TEPMUHOB U MIOHSATHH.

Memoouueckue pekomenoayuu npu ROO2OMOEKe K KOJLIOKGUYMY

L4 npopa60TaTb KOHCIIEKTHI JICKITUH I10 BOIIPOCAaM KOJUIOKBHUYMaA,

® [IPOYUTATH OCHOBHYIO U NOIIOJHHUTCIIBHYIO JIUTCPATYPY, PCKOMCHAOBAHHYIO 110 N3y4YaCMbIM
BOIIpOCaM;

® OTBCTUTH HAa BOIIPOCHI KOJJIOKBUYMaA,

® [Ipu 3aTPYAHEHUSX, IPOKOHCYIBTUPOBATHCS C MIPENOaBaTeIEM.

Kpumepuu oyeHueanus

Onenka
HEY/10BJIETBOPUTEIbHO YIOBJIETBOPUTEIBHO | XOPOIIO OTJIMYHO
2 6ay1a 4 6aya 6 6an10B 8 6a10B
CTyaeHT He 3HaeT CryneHt Crygaent xopomo | CTyAeHT B OJIHOM
3HAYUTEIBLHON YacTH MOBEPXHOCTHO 3HAET | 3HAET MaTepuan, | oObeMme 3HaeT
BOITPOCOB, JIOMTYCKAET BOIPOCHI TPaMOTHO U TIO MaTepuan,
CYIIIECTBEHHBIE OLTUOKHU B KOJUIOKBUYMA, CYyILIECTBY TPAaMOTHO U 1O
OTBETaX Ha BOMPOCHI. JIOTTyCKaeT H3JIaraeT ero, CYILIECTBY
HETOYHOCTHU B OTBETE | JOMYCKas n3JIaracT ero, He
Ha BOIPOC HEKOTOPBIE JOTTyCKast
HETOYHOCTH B CYILIECTBEHHBIX
OTBETE Ha HETOYHOCTEH B
BOIIPOC. OTBETE Ha BOIMPOC.

Memoouueckue pekomenoauuu no OP2aAHU3AUUU CAMOCMOAMETbHOU Padombl

CamocrositenbHast padota (mo B.W. Jlamo «caMOCTOSTENbHBIN — YeOBEK, UMEIOIIHI CBOU
TBEp/bIE YOSKIEHUN») OCYIIECTBISETCS MpU BeeX popmax 00ydyeHHUs: OUHON U 3a0YHOM.

CaMocTtosiTenpbHast paboTa oOyd4arommxcs - crmoco0 aKTHBHOTO, IIeJICHAPaBICHHOTO
MpUOOPETEHHUsT CTYICHTOM HOBBIX JIJISl HETO 3HAHWM M YMEHUU 0€3 HeMOCPEeJICTBEHHOTO y4acTHs B
ATOM Mporiecca npenoaBateneii. [loBblmeHne poiu caMOCTOSATENBHON PaboThl 00YYAIOIINXCS TIPU
MIPOBEICHUH PA3JIMYHBIX BUIOB YU€OHBIX 3aHATUN MTPEATIONAracT:

—  ONTUMH3AIMIO METOJIOB 00yUYEeHUsI, BHEAPEHNUE B YUCOHBIN MPOIECC HOBBIX TEXHOJIOTUH
00y4YeHHs1, MOBBIMIAIONINX MPOU3BOAUTEIHHOCTh TPYAA MperoaaBaress, akTUBHOE UCIOIb30BaHUE

21



UH(POPMALIMOHHBIX TEXHOJOTHH, MO3BOJSIOMIMX OO0yJalomeMycsi B YAOOHOE IjIsi HEro Bpems
OCBaWBaTh YUeOHBI MaTepua,;

—  IIMPOKOE BHEIPEHHE KOMITbIOTEPU3UPOBAHHOTO TECTUPOBAHUS;

—  COBEpIICHCTBOBAHME METOJUKU MPOBEICHHUS MPAKTUK U HAYyYHO-HCCIEI0BATEIbCKOM
paboThl 00y4aIOIINXCS, TOCKOIbKY UIMEHHO 3TH BHJIbI Y4eOHOI paboThl B IEPBYIO OUEPEIb TOTOBAT
00y4aromuxcst K CAaMOCTOATEIbHOMY BBIIIOJTHEHUIO TPO(ECCUOHATBLHBIX 3a/1ay;

—  MOJIEPHM3AIMIO CUCTEMBI KYPCOBOTO U AUINIOMHOTO MIPOEKTUPOBAHMS, KOTOpask JOJHKHA
MOBBILIATH POJIb CTYACHTA B [10A00pEe MaTepuaa, MOUCKeE IMyTell pelieHus 3a1ad.

CamocrosrenbHas paboTa MPUBOJKUT CTYACHTA K OTYYSHHUIO HOBOT'O 3HAHUS, YIIOPAIOYCHHIO
U YIIIyOJIGHHWI0O MMEIOIIMXCS 3HAaHUM, (GOPMUPOBAHUIO Y HEro mpodeccroHalbHBIX HAaBBIKOB U
ymenwnid. CaMocTosTebHas padoTa BRIMONHSIET P QyHKINKI:

—  pa3BUBAIOLIYIO;

—  nH(pOPMAIMOHHO-00YUYaOIIIYIO;

—  OPHUCHTHPYIOIIYIO U CTUMYJIHUPYIOIIYIO;

—  BOCIHTHIBAIONUIYIO;

—  HCCIIEZ0BATEIbCKYIO.

B pamMkax Kypca BBIIOJHSAIOTCS CIIEAYIOIINE BUIbI CAMOCTOATEIBHON paboTHI:

1. TIpopaboTka yueGHOrO MaTepHana (Mo KOHCIeKTaM, yueOHOM U HAyYHOU JTUTepaType);

2. BrimonHenue pa3Ho ypoBHEBBIX 3a/a4 U 3a/IaHUI;

3. Pabota ¢ Tectamu U BOpocamu Jjisi CAMOIIPOBEPKH;

4. BBINOJIHCHUE UTOTOBOM KOHTPOJIHHON PaOOTEHI.

CryneHTaM peKOMEHJIyeTCs C CaMOro Hayalla OCBOEHHS Kypca paboTaTh C JIUTEpaTypod u
npeUiaraéMbIMU 3aIaHUSIMH B (pOpMeE IMOATOTOBKH K OYEPETHOMY ayIUTOPHOMY 3aHATHIO. [Ipn 3TOM
AKTyaJIM3UPYIOTCS UMEIONINeCs 3HaHUs, a TakKe co3aaeTcs 0as3a Al yCBOSHHsI HOBOIO MaTepHala,
BO3HHUKAIOT BOIIPOCHI, OTBETHI HA KOTOPHIE CTYACHT MOJIYYaeT B AyAUTOPHUH.

Heo0xonuMo OTMETHTh, YTO HEKOTOPBIE 3a/laHus Ul CAMOCTOSATEIbHONH PabOThl O KypCy
UMEIOT onpeaeneHHyo crneunpuky. I[Ipm ocBoeHHMM Kypca CTYIEHT MOXET II0JIb30BATHCS
OubnuoTekol By3a, KOTOpas B TOJHOW Mepe oOecreueHa COOTBETCTBYIOIIEH JHMTEpPaTypOu.
3HAYUTENBHYIO TIOMOIIb B TOATOTOBKE K OYEPETHOMY 3aHSATHIO MOKET OKa3aTh MMEIOLIUICS B
y4eOHO-METOIMYECKOM KOMITJIEKCE KPATKUI KOHCIEKT JIeKIUH. OH 5k€ MOKET UCTIOIb30BAThCS U IS
3aKpeIuIeHus] TMOJYYCHHOTO B aymuTopum Mmarepuana. CamocrosrenbHas paboTa CTYIEHTOB
IpeyCMOTpEHAa YUeOHBIM IIJIAHOM U BBIMIOJHAETCS B 003aTEIbHOM MOpsKe. 3aJaHNUs IPEI0KEHbI
0 KOKI0H N3ydaeMoil TeMe U MOTYT FOTOBHTHCS MHAWBHIYAIBHO WK B rpymrie. [1o HeoOxoaumoctn
CTYAGHT MOXET oO0paiiatbCsi 3a KOHCYJbTallMell K ImpenojaBaTento. BeimonHenue 3agaHuit
KOHTPOJIMPYETCS M OIICHUBACTCS MTPETIO/IaBaTeIIeM.

JUis  yCHEUIHOrO CaMOCTOSITEIbHOIO H3YYEHHUs MaTepualla CerofHs HCHOJIb3YITCS
pa3nuyHBIe CPEICTBa OOYYEHHs, CPeIH KOTOPHIX 0CO00€ MECTO 3aHUMArOT HH(OPMAaIMOHHBIC
TEXHOJIOTUM Pa3HOI'O YPOBHS M HANPABICHHOCTHU: 3JICKTPOHHbIE YUEOHUKU U KYpCHI JIEKLUH, Oa3bl
TECTOBBIX 33aJJaHUI W 3a/1a4. DIIEKTPOHHBIN yU4eOHUK MPEICTABISAET COOOW MPOrpaMMHOE CPECTBO,
NO3BOJISIOIIEE  NPEACTaBUTh IS M3YyYEHHs] TEOPeTHUeCKHM  Mmarepuan, OpraHu30BaTh
anpoOupoBaHKe, TPEHAX M CAMOCTOSTENIFHYIO TBOPUECKYIO PadOTy, IMOMOTAOIIEe CTYACHTaM MU
IPEMNoJIaBaTel0 OLICHUTh YPOBEHb 3HAHUN B ONpEAEICHHOM TEeMaTHKe, a TaKkKe cojepialiee
HEOOXOUMYIO CIIPaBOYHYIO MH(OpMaIHIO. DJIEKTPOHHBIN Y4eOHUK MOKET UHTETpUpPOBaTh B cebe
BO3MOXXHOCTH Pa3IMYHBIX TEJarorn4eckux IMPOTrPaMMHBIX CpEACTB: OOYy4aloMUX MPOTrpaMM,
CIPAaBOYHUKOB, yUeOHBIX 0a3 JaHHBIX, TPEHAKEPOB, KOHTPOIUPYIOLIUX MTPOTPAMM.

Jlig ycnenmiHoW OpraHu3allMd CaMOCTOSTEIbHOM pPabOThl BCE AaKTUBHEE INPUMEHSIOTCS
pasHooOpa3Hble 0Opa3oBaTeNbHbIE peCypchl B ceTh VIHTepHET: CHUCTEeMBbl TECTUPOBAaHUS IO
Pa3IMYHBIM 00J1aCTsIM, BUPTYyaJIbHBIC JICKITUH, JIAOOPATOPUH, TIPU ITOM TIOJIB30BATEIO JTOCTATOYHO
UMETh KOMIIBIOTEp M MOJKIOYeHne K MHTepHeTy Ui TOro, 4ToOBl CBA3ATHCS C MPENoAaBaTelIeM,
pemarh BBIYUCIUTENBHBIE 33aaud M TOJIy4aTh 3HaHWA. VIcronmb30BaHHME CETEH YCHIIMBAET POIh
CaMOCTOSITENIbHOW palbOoThl CTYJEHTa U TO3BOJIAET KapAWHAJIBHBIM 00pPa30M H3MEHHUTh METOAUKY
IPeToIaBaHuMsl.
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CTyneHT MOXeT MOIy4aTh BCE 33JaHUs U METOAMYECKUE yKa3aHHUs 4Yepe3 CepBep, UTO JaeT
€My BO3MOYKHOCTb HIPHUBECTH B COOTBETCTBHE JIMYHBIE BO3MOXKHOCTH C HEOOXOAMMBIMHU ISt
BBINOJIHEHUS paboT Tpyno3arpaTramu. CTYAEHT HMEET BO3MOKHOCTD BBITIOJIIHATH pabOTy I0Ma WIH B
ayauropuu. bosbioe BocnuraTebHOE U 00pa30BaTEIbHOE 3HAUEHUE B CAMOCTOATEIILHOM YUeOHOM
TPYAE CTYAEHTAa UMEET CAaMOKOHTPOJIb. CaMOKOHTPOJIb BO30YKAAeT U NOIJAEPKUBAET BHUMAHUE U
UHTEpEC, IOBBIIIAET AKTUBHOCTh MAMATH W MBILIUICHUS, I103BOJIAET CTYAEHTY CBOEBPEMEHHO
OOHApPY>KUTh U YCTPAHUTH AOMYIICHHBIE OMMOKU U HEAOCTATKHU, OOBEKTHBHO ONPEACIUTh YPOBCHb
CBOMX 3HaHUH, NpakTudeckux ymeHuil. Camoe IOCTYIHOE U MPOCTOE CPEJICTBO CAMOKOHTPOJIS C
NpUMEHEHHEM HH()OPMAIMOHHO-KOMMYHHKAIIMOHHBIX TEXHOJIOTHUH - 3TO Psi TECTOB «on-liney,
KOTOpbIE IO3BOJIAIOT B PEXHUME pEaJbHOTO BPEMEHHU OIPEesIUTh CBOH YPOBEHb BIIaJICHUS
OPEIMETHBIM  MaTepUaioM, BBIABUTh CBOM OIIMOKM UM MOJYYUTh PEKOMEHIAIMU  I10
CaMOCOBEPILEHCTBOBAHUIO.

Memoouueckue pekomenoayuu no pabome c 1umepanmypoi

Bcro nutepaTypy MOXHO pasfenuTh Ha y4eOHUKH M ydeOHbIe 1OCOOMsI, OpUTMHAJIbHBIE
Hay4HbIe MOHOTpa(UUECKHEe HCTOYHNKH, HAYYHBIE MyOJIMKAIIMHA B IEPUOIUYECKOM neyatu. Y3 HuX
MOYKHO BBIIETIHMTD JINTEPATYPy OCHOBHYIO (PEKOMEHAYEMYIO), JONOIHUTENbHYIO U JIUTEPATYPY IS
yrayOJIeHHOTr0 U3Y4YEHUS JUCIUIINHBL.

W3yuenune TUCHMILIMHBI ClIeyeT HaUMHATh C y4eOHUKA, IOCKOJIbKY Y4EOHHK — 3TO KHUTA, B
KOTOPOM M3JI0)KEHbl OCHOBBI HAayUHbIX 3HAHUW IO OIpPENEICHHOMY NPEAMETY B COOTBETCTBUU C
LEJISIMU U 33J]lauaMi 00y4€HUs!, yCTaHOBJICHHBIMH ITPOrPaMMOM.

[Ipu pabote ¢ muTeparypoit He0OOXOIUMO YUUTHIBATh, YTO UMEIOTCS Pa3IMUHbIE BUAbI YTCHMUS,
U KXl U3 HUX UCIIOJIB3YETCs Ha ONPE/IeTICHHBIX 3TallaX OCBOCHUS MaTepHaa.

IIpeosapumenbroe YTEHNE HANPABICHO HA BBISBICHUE B TEKCTE€ HE3HAKOMBIX TEPMUHOB U
IIOUCK MX 3HAYEHUs B CIIPAaBOYHOI JuTepaType. B yacTHOCTH, IpU YTEHUU yKa3aHHOH JIUTEpaTyphl
HE00X0UMO OAPOOHEHIIINM 00pa30M aHAJIM3UPOBATh ITOHSATHS.

Cke03H0e umenue TpeANoNaraeT NpouyTeHHe MaTepuaia OoT Hayaja 10 KoHua. CKBO3HOE
YTEHHUE JIMTEPATYPbl U3 MPUBEIACHHOIO CIHMCKA J1aeT BO3MOXKHOCTb CTYAEHTY c(hOPMHUPOBATH CBOJ
OCHOBHBIX NOHATHUH U3 H3ydaeMoi 00JIacTH U CBOOOHO BJIAJETh UMHU.

Bvibopounoe — Ha000pOT, IMEET IIEIBIO MMOKCK U 0TOOp MaTepuaiia. B pamkax maHHOTO Kypca
BBIOOPOYHOE YTEHME, KaK CIIOCOO OCBOGHMS COJEp:KAaHUS Kypca, JOJDKHO HCIIOJB30BaThCs IPU
MOJIFOTOBKE K MPAKTUYECKUM 3aHSATHSIM 110 COOTBETCTBYIOLUM pa3/ieaMm.

Ananumuueckoe umenue — 3TO KPUTHUECKUH paz0op TEKCTa C MOCIEAYIOUIMM €ro
KOHCIIEKTUpOoBaHueM. OCBOEHHNE yKa3aHHBIX MOHATUH OyaeT Haubosee 3p(HEeKTUBHBIM B TOM Cllyuae,
€CIIM IPU YTEHHUU TEKCTOB CTYJEHT OyneT 3ajaBaTh K 3THM TEKCTaM BOMpOChl. YacTh U3 3THX
BorpocoB chopmynupoBaHa B ®OC B mepeuHe BompocoB s cobecenoBanus. I[lepeduenp »Tux
BOIIPOCOB OTPAHUYEH, TIOITOMY BaXKHO HE TOJIBKO COJEPKaHUE BOIIPOCOB, HO CaM IIPUHIUII OCBOEHUS
JUTEPATYphl C TOMOIIbIO BOIIPOCOB K TEKCTaM.

Lenbto usyyarowjeco 4TeHUs SBIAETCS TIyOOKOE M BCECTOPOHHEE MOHHMMaHHE YueOHOM
uH(popmanuu. EcTh HECKOJIBKO TPUEMOB U3YUYaIOIIEr0 YTEHUS:

1. Yrenne mo ajiroputMy mpeinonaraer pa3OueHue HMHPOpMaLuu Ha OJOKHM: Ha3BaHUE,
aBTOp; MCTOYHMK; OCHOBHAsl HJes TeKCTa; (PAKTUUECKUM MaTepuan; aHajlu3 TeKCTa IyTeM
COIOCTABJICHUS UMEIOIUXCS TOYEK 3PEHUs 110 pacCCMaTPHUBAaEMbIM BOIIPOCaM; HOBU3HA.

2. Ilpuem nocTaHOBKM BONPOCOB K TEKCTY UMEET CJIEIYIOIIUNA alrOpuTM:

—  MEIJICHHO NMPOYHUTATh TEKCT, CTAPasCh MOHATH CMBICI M3JI0KEHHOTO;
—  BBIJICJIUTH KJIIOUEBBIE CIIOBA B TEKCTE;
—  TOCTapaThCsl MOHATh OCHOBHBIE UJIEH, IOJTEKCT U OOIIHI 3aMbIce aBTOpa.

3. IlpueM Te3upoBaHUs 3aKiOYaeTcsi B (POPMYIMPOBAHUU TE3HCOB B BHUIE IMOJIOKEHUH,
YTBEP>KJICHHI, BBIBOIOB.

K »ToMy MOXHO 100aBUTh W WHBIE TPHEMBI: TpHEeM pedepupoBaHus, NpUEM
KOMMEHTHPOBAHMUSL.

Baxxnolt coctaBmistomeld Jr000TO  COMUIHOTO HAYYHOTO W3JIAHUS SBISIETCS  CIHCOK
JUTEpaTyphl, Ha KOTOPYIO ccbulaeTcs aBTop. [IpyM BO3HMKHOBEHHMH MHTEpeca K KaKOW-TO
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o0cyxaemMoii B TEKCTe mpobemMe BCerja €CTh BO3MOKHOCTh OOPAaTUTHCS K CIIUCKY OTHOCSIIICHCS K
Hel juTeparypbl. B 3ToM ciydae Besi mpoOiieMa kak Obl pa30MBaeTCs Ha COCTABIISIONINE YACTH,
KaxKaasa U3 KOTOPBIX MOKCT U3Yy4aTbCd OTACIIBHO OT APYIUX. HpI/I 9TOM BaXHO HC TCPATb U3 BUOA
OOIIMI KOHTEKCT U HE TIOTPYXKaThCs YPE3MEPHO B JIETAIH, IOTOMY YTO TaKHM 00pa3oM MOKHO He
YBUIACTH I'NIABHOT'O.

[TogroToBka K »K3aMeHY JOJDKHA IPOBOJIUTHCS HAa OCHOBE JICKIIMOHHOTO MaTepuaa,
MaTepHuaja NPaKTUYeCKUX 3aHATUH ¢ 00s3aTeNbHBIM OOpalleHneM K OCHOBHBIM y4eOHUKaM I10
Kypcy. DTO MO3BOJIUT MCKIIOYHTH OMMMOKH B MOHUMAaHHHM MaTepualia, OOJIETYUT €ro OCMBICIICHHUE,
MMPOKOMMCHTHUPYCT MaTCpral MHOIOYHCICHHBIMU IIPUMCPAMU.

Memoouueckue pekomenoayuu no HANUCAHUIO pedhepamos

Pedepar npencrasiser co0oii cokpallleHHbIH Nepeckas CoAepKaHus MEPBUUHOIO JOKYMEHTa
(MM ero YacTH) C OCHOBHBIMH (PAKTMUYECKHMMHM CBEIEHUSMH W BbIBOJaMu. Hamumcanue pedepara
UCMONb3yeTcsl B y4eOHOM IIpolecce By3a B LENIAX NPUOOPETEHHs CTYIEHTOM HEOOXOIUMOM
npoeCCHOHATIBHON MOATOTOBKM, PA3BUTHS YMEHHMS W HaBBIKOB CAMOCTOSITENBHOIO HAYYHOTO
IIONCKA: U3Y4YEHMsI JIMUTEpATyphl IO BHIOPAHHOM TeMe, aHajlu3a Pa3JIUYHBIX MCTOUYHUKOB U TOYEK
3peHusi, 0000UIeHNs MaTepuaa, BBIJACICHHUS TJIaBHOTO, (OPMYIMpOBaHUS BBIBOJAOB U T. m. C
HOMOIIBIO pedepaToB CTYIEHT Iy0)ke MOocTUraeT Haubojiee CIIOKHBbIE MPOOJIEeMbl Kypca, YUUTCS
JAKOHUYHO U3J1araTh CBOM MBICIIH, TPABHIBHO OPOPMIISTH PAdOTY, TOKIIAIBIBATH PE3YJILTATHl CBOETO
Tpyaa. Ilpouecc HamucaHus pedepaTa BKIIOYAET: BbIOOp TEMbl, 1MOA0OP HOPMAaTHBHBIX AKTOB,
CHEIMAJIbHOM JIUTEepaTypbl U MHBIX MCTOYHUKOB, UX H3YyYEHHUE; COCTABJICHHUE IUIaHA; HaIllMCAaHUE
TeKcTa paboThl U ee 0OopMIIEHHE; YCTHOE U3JI0XKEeHHE pedepara.

Pedeparsr mumrytcs mo Hambojiee akTyalbHBIM TeMaM. B HHX Ha OCHOBE TIIATEIHHOTO
aHamu3a U 00OOIIEHUS HAayyHOro MaTepHaja COIOCTABISIOTCS pa3IM4HbIC B3IVl aBTOPOB U
oIpezenseTcss COOCTBEHHasl MO3ULHUSA CTYJAEHTa C U3JI0KEHUEM COOTBETCTBYIOLIMX apryMEHTOB.
Temsbl pehepaToB AOIKHBI OXBATHIBATH U TUCKYCCUOHHBIE BOIIPOCH! Kypca. OHM IPU3BaHbI OTpaXKaThb
1epeI0BbIC HayUHbIE HJier, 0000111aTh TEHACHLINN IPAKTUYECKON e TEIIbHOCTH, YUUTHIBAS IPU 3TOM
U3MEHEHHs B TEKYyIeM 3aKOHOJaTelbcTBE. PexkoMeHJoBaHHas HIKE TeMaThuka pedeparoB
npuMmepHasi. CTyI€HT NpU JKEIaHUU MOXET caM IPEJJIOKUTh Ty WIA UHYIO TEMY, IPEABaApPUTEIbHO
COI'JIACOBAB €€ C HAyYHbIM PYKOBOJUTEIIEM.

Pedepar, kak mnpaBuUiO, COCTOMT W3 BBEAEHHUSA, B KOTOPOM KpaTKO OOOCHOBBIBAETCS
aKTyaJlbHOCTb, Hay4yHas M MpPAKTUYECKas 3HaYMMOCTb M30paHHOM TEeMbl, OCHOBHOIO MaTepuaina,
COJIepKallero CyTb MpoOJIeMbl U MYTH €€ PEIIeHUs, U 3aKJIIOUeHus, r1e GOpMUPYIOTCS BBIBOIbI,
OLIeHKH, npeanoxenus. O0muit oobeM pedepara 20 TUCTOB.

Texaudeckue TpedboBanus k opopmieHuto pedepara cienyronme. Pedepar opopmisercs
Ha jucTax gopmara A4, ¢ 00s13aTeNbHON HyMepaluel CTpaHull, IpuyeM HOMEp CTPaHUIIbl Ha
MIepBOM, TUTYJIBHOM, JIUCTE He cTaBUTcs. [loms: BepxHee, HIKHEE, MTpaBoe, JieBoe — 20 MM.
A63annbIi otetyn — 1,25; PUCyHKM JOKHBI CO3/1aBaThCsl B MUKIMUYECKUX PEIAKTOPAX MITH Kak
pucyHok Microsoft Word (crpynmupoBansslit). TaOau1bl BRIMOTHATE TAOJIUYHBIMU STUYCHKaMU
Microsoft Word. CkaHupoBaHHe pUCYHKOB U TaOJIMIl He JoyckaeTcsl. BelpaBHUBaHUE TekcTa (IO
HIMPUHE CTPAHUI[bI) HEOOXOAUMO BBIMOIHIATH TOJIBKO CTAaHAAPTHBIMU CIIOCOOAMHU, @ HE C TOMOIIIbIO
npo6enoB. Pazmep Tekcta B pucyHkax u tabnunax — 12 kernb. Ha tutynsHoM nucre pedepara
HY)KHO YKa3aTh: Ha3BaHUE yueOHOro 3aBeieHUs, (DaKyIbTeTa, HOMEp IPYIIbl U (haMUIUIO, UM U
OTYECTBO aBTOPA, TEMY, MECTO U TO/ €ro HanucaHus. PexkomeHyemblit 00beM paboTh
CKJIa/IBIBAETCS U3 CIEAYIOIINX COCTABIISIIOIIMX: TUTYNbHBIN JIUCT (1 cTpanuna), conepxkanue (1
cTpaHu1a), BBejieHHe (1 — 2 cTpaHuIlbl), OCHOBHAS YacTh, KOTOPYIO MOXKHO pa3eUTh Ha IJ1aBbI
wiu pazaens! (10 — 15 crpanui), 3akmouenue (1 — 3 cTpaHuiibl), COUCOK JuTepatypsl (1 crpanuna),
npusoxeHue (He oos3aTenbHo). Eciu pedepar cogepxut Tabiuiy, To ee HoMep U Ha3BaHHe
pacroararoTcs CBepXy TaOIHIIbl, €CIIU PUCYHOK, TO BHU3Y PUCYHKA.

ConepxatenbHble 4YacTH pedepaTa — 3TO BBEJCHHME, OCHOBHAs YacTh U 3aKIIOYCHUE.
BBenenue 10mKHO coiepKaTh pacCy ACHHE 110 TOBOJY TOT0, YTO paccMaTpuBaeMasi TeMa akTyallbHa
(TO ecTh COBpeMEHHa U K HEl ecTh OONBLION MHTEpEeC B HACTOSIEE BPEMs), a TaKKe MOCTAaHOBKY
LIEJIM UCCIIeI0OBaHMs, KOTOpasi HEMOCPEACTBEHHO CBsI3aHa C Ha3BaHUEM paboThl. Takxke BO BBEIEHUU
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MOTYT OBITh IOCTaBJEHBI 3a7audl (HO HE 00s3aTeNbHO, TaK Kak paboTa HEBEIHKa MO 00beMy),
KOTOpBIE JETAM3UPYIOT LieJb. B 3akimoueHnn nuiyTcs KOHKPETHbBIE, COepKaTeIbHbIE BHIBO/BI.

Conepxxanne pedepaTa CTYAGHT JOKIQAbIBAC€T Ha CEMHUHApe, KpyXKe, HaydHOU
koH(pepenuuu. [IpeaBapuTenbHO MOATOTOBUB TE3UCHI OKIANa, CTYAEHT B TedeHue 7 - 10 MUHYT
JIOJKEH KPaTKO M3JIOKHUTh OCHOBHBIE TIOJIOXKEHUS cBoel paboThl. [Tocne nokiana aBTop oTBeYaeT Ha
BOIPOCHI, 3aT€M BBICTYHAIOT OMIOHEHTHI, KOTOPbIE 3apaHee MO3HAKOMUIKNCH C TEKCTOM pedepara, u
OTMEYAIOT ero CHIIbHBIE U ci1a0dble cTOpoHbl. Ha ocHOBe 00Cy:xaeHHs 00y4aroneMycs BEICTABISIETCS
COOTBETCTBYIOIIAs OIICHKA.

Memoouueckue pekomenoayuu 011 NOO20MOEKU K IK3AMEHY:

DKk3aMeH B 7 ceMmecTtpe sBseTcs (OPMOM HTOTOBOIO KOHTPOJISA 3HAHMK W yMCHHH,
00yYaromuxcst Mo JaHHOW AMCUUIUIMHE, MOJYYCHHBIX HA JIGKIUAX, NPAKTUYECKUX 3aHATUSAX U B
IIPOLIECCE CAMOCTOSITENbHOM paboThl. OCHOBOI AJIsl ONPEIEIICHUS OLEHKU CIYKUT YPOBEHb YCBOCHUS
o0yJaromuMucsl MaTepualia, MpeIyCMOTPEHHOTO IaHHOH paboueil mporpammoit K sx3ameny
JIOITYCKalOTCA CTYACHTHI, HaOpaBiire 36 u 6ojee OAJIOB MO UTOTaM TEKYIIETO U MPOMEKYTOYHOTO
KoHTposst. Ha sx3aMeHe cTyeHT MoxxeT HaOpath ot 15 1o 30 6aios.

B nepuos moArotoBkM K JK3aMeHy oOOydaromuecs BHOBH oOOpamjaroTcss K ydeOHo-
METOAMYECKOMY MaTepHaIly U 3aKPETUISIOT MPOMEKYTOYHBIE 3HAHUS.

[ToaroroBka oOy4aroerocs K 5k3aMeH BKJIIOYAET TPU dTara:

—  caMOCTosTeNIbHas padoTa B TEUEHUE CEMECTPA;

—  HEMOCPEICTBEHHAs IOJrOTOBKA B JIHHU, MPEAIISCTBYIOIINE SK3aMEHY 110 TeMaM Kypca;

— TOJTrOTOBKAa K OTBETY Ha SK3aMEHAIIHOHHBIE BOIIPOCHI.

[Ipy moAroToBKE K HSK3aMEHY OOy4aroUuIMMcs IIeIeCOO0pa3HO HUCIOIb30BaTh MaTepUabl
JEKIHA, y4eOHO-METOJMYECKAE KOMIUIEKCHl, HOPMAaTHBHBIC JIOKYMEHTBI, OCHOBHYIO U
JOTIOTHUTEIIBHYIO JTUTEPaTypYy.

Ha sk3ameH BBIHOCHTCS Marepuan B o0ObeMe, MPEAyCMOTPEHHOM pabodeil MmporpaMMoii
yueOHOM TUCIUIUIMHBI 32 CEMECTp. DK3aMeH MPOBOIUTCS B MUCbMEHHOM / YCTHOU (hopme.

[Ipy mpoBeacHWHM 3K3aMeHa B MHUCHMEHHOH (yCTHOMW) (hopme, BEayIIUi MpernoaBaTellb
COCTaBISIET HK3aMEHALIMOHHBbIE OWIIETHI, KOTOpBhIE BKIIOYAIOT B CeOs: TECTOBbIC 3aJaHUS;
TEOPETUUECKHE 3aJaHus; 3a/1a4K WIH cCUTyaluu. @opMyIHMpOBKA TEOPETUUECKUX 3a]IaHUS COBIIAAAET
¢ hopMynTUpPOBKOI EepeuHs IK3aMEHALMOHHBIX BOIPOCOB, TOBECHHBIX /10 CBEIEHUS 00Yy4aOLINXCs
HaKaHyHE »5K3aMeHalMoHHOM ceccuu. ConepkaHHe BOIIPOCOB OJIHOTO OuiieTa OTHOCUTCS K
pasIMYHBIM pa3jielaM IMporpaMMmbl € TeM, 4TOOBl Oojiee MOJIHO OXBAaTUTh Marepuan ydeOHOU
JVICTIATUTAHBL.

B ayauropum, rie nmpoBOIMTCS YCTHBIA 3K3aMEH, JTOJDKHO OJHOBPEMEHHO HAXOAUTHCS He
Oosee IIECTH CTYIEHTOB Ha OJIHOTO IpernojaBaTelis, MPUHUMAIOIIEro 3k3aMeH. Ha moaroroBky
OTBETa Ha OMJIET Ha SK3aMeHe OTBOIUTCS 40 MUHYT.

[pu npoBeneHNM MMCHBMEHHOTO SK3aMeHa Ha paboTy OTBOIUTHCS 60 MUHYT.

Pe3ynbTar ycTHOTO (IMMCBMEHHOT'0) 9K3aMeHa BhIPaKaeTCsl OLICHKAMU:

Ouenxa «omauunon— om 91 oo 100 6an106 — TeOpETHUIECKOE COZIEPIKAHNUE KYpCca OCBOCHO
HOJTHOCTBO, 6€3 MPOOETIoB, HEOOXOMMbIE PAKTHYECKUE HABBIKU PA0OThI C OCBOSHHBIM MaTepHaioM
copmupoBanbl. Bee mpemycMoTpeHHbIE IporpamMMoi 00ydeH s yaeOHbIe 3a1aHsT BBHITIOJTHEHBI, KaYeCTBO MX
BBITOJTHEHHS! OLIEHEHO YHCIIOM OaiuioB, OTM3KMM K MakcUMaTbHOMY. Ha 3K3ameHe CTy/IeHT IeMOHCTpHpYeT
[TyOOKHE 3HaHW IPEeyCMOTPEHHOIO TIPOrPaMMOid MaTepHasa, yMeeT YETKO, JJAKOHMYHO 1 JIOTHYECKU
TIOCIIE/IOBATENBHO OTBEYATh Ha MIOCTABJICHHBIE BOMPOCHL.

Ouenka «xopouwion —om 81 00 90 6a1106 — TEOPETIUECKOE CONIEPIKAHKE Kypca OCBOCHO,
HEOOXO/IMMBIE MPAKTHYECKHE HaBBIKK PadOThI c(hOPMHUPOBAHBI, BBITOHEHHBIE yUeOHbIE 3a/1aHNsI COZIepKaT
HE3HAYMTENBHBIC OMMOKK. Ha 9K3aMeHe CTyIeHT IEMOHCTPUPYET TBEPIIOE 3HAHKSI OCHOBHOTO (TIPOTPaMMHOTO)
Martepuasa, yMeeT YeTKO, TPaMOTHO, O€3 CYIIIECTBEHHBIX HETOYHOCTEH OTBEUaTh Ha MOCTABJICHHBIE BOIPOCHL.

Ouyenka «yooenemeopumenvHo» —om 61 0o 80 6an1068 — TeOpETUUECKOE COZIEPIKAHME Kypca
OCBOCHO HE MOJIHOCTBIO, HEOOXOMMbIE MIPAKTUYECKHE HABBIKU paboThl c(hOpMUPOBAHBI YACTUYHO,
BBITTOJIHEHHBIE YUEOHbIE 3aJaHus COJIepKaT TpyosIe ommOKu. Ha sk3aMeHe CTyIeHT JeMOHCTPHPYET
3HAaHUE TOJBKO OCHOBHOI'O MaTepuaia, OTBEThI COJepkKaT HETOYHOCTH, cabo apryMEHTHPOBAHBI,

25



HapylleHa MOCJIeI0BaTEIbHOCTh U3JI0KEHHS MaTepuana

Ouenka «neyooesiemeopumenvno» — om 36 00 60 6annoe — TeOPETUUECKOE COICPKAHUE
Kypca He OCBOEHO, HEOOXOTUMBIC TTPAKTUIECKIE HABBIKU PabOTHI HE CHOPMHUPOBAHBI,
BBITNIOJTHEHHBIE Y4eOHbIE 3a/IaHUs COJIePKaT IpyOble OMMOKH, JOTOJIHUTEIbHAS CAMOCTOSTEIbHAS
paboTa HaJ MaTepHaJIOM Kypca He MPUBEET K CYLIECTBEHHOMY MOBBIIIEHUIO Ka4eCTBa
BBITNIOJHEHUS Y4eOHBIX 3aaHuil. Ha sk3aMeHe CTyIeHT 1eMOHCTPUPYET HE3HAHUE 3HAUUTEIbHON
4acTH MPOrPaMMHOTO MaTepualia, CylieCTBEHHBIC OTUOKU B OTBETAaX HA BOIPOCH, HEYMEHHUE
OpPUEHTUPOBATHCS B MaTepuae, He3HaHWE OCHOBHBIX MOHATUN AUCIUITIIMHBI

Memoouueckue pekomenoayuu no 6bINOJIHEHUIO 1A0OPAMOPHBIX padOm

Brimonnenue kaxxaoi 1abopaTopHOi pabOThI CKIIABIBAETCS U3 CIEAYIOUINX ITAIOB.
1. CamocTosiTeNIbHAS TIOATOTOBKA CTYJCHTOB K padore. [lepen HauaaoM paboThI CTYIEHTHI
JOJKHBI YETKO TPEJCTABIATH ce0e IelNb pPaldOThl, M3YYUTh TEOPETUYECKHE CBEICHUS K
nabopaTopHoOi paboTe

2. BeimonHerue paboThl. TOT 3Tal OCYLIECTBISETCS B COOTBETCTBUU C METOIMYECKUMU
YKa3aHUSAMHU, KOTOPBIE COJIEPKATCS B ONMUCAHUU K Kax a0l padore. ChopmynupoBaTh BHIBOABI IO
MpoJieTTaHHOM padoTe.

3. CocraBienue otdera o mpojaenaHHod pabote. K ordyery o BhImoONHEHHO# pabote
IPEIBbABISAIOTCS CIEAYIOIINE TPeOOBaHUS:

Otyer MOMKEH CONEpKaTh HMCUEPIBIBAIOIINE JAHHBIE, KaK O LeNd paboThl, Tak M O
pe3yabTaTax B CIEAYIOUIEH MOCIeI0BaTeIbHOCTH:

*  TuryneHbI#i qHCT

*  IeTb paboThI

*  3a/aHMe Ha JJAbOPATOPHYIO PadOTY LI CBOETO BapHaHTa

*  OTBETHI HAa KOHTPOJILHBIE BOIIPOCHI

*  pe3yJIbTaTHI BBIOJHEHUS paOOTHI

*  BBIBOJBI IO padorTe.

4. 3ammra 1a00paTOpHOil pabOTHI C MPEICTABICHUEM OTYETA. 3aliTa J1a00paTopHOil paboTHI

POXOJIUT B opMe cBOOOIHOM Oecesbl o TeMe 1abopaToOpHON pabOTHI.

Memoouueckue pekomenoayuu no nOO20mMoeKe K mecmuposanuio

TecTsl — 3TO BOIIPOCH! WM 3aJaHus, IPEyCMaTPUBAIOIINE KOHKPETHBIN, KPATKUM, YETKAN
OTBET Ha UMEIOLIUEC ITAalIOHbI OTBETOB. [IpH caMOCTOATENBHOM TOATOTOBKE K TECTUPOBAHUIO
CTYJICHTY HEOOXOANMO:

a) TOTOBACH K TECTUPOBAHUIO, TPOPA0OTaTh MH()OPMAIIMOHHBIN MaTepral Mo JUCHUIUINHE.
[TpoKOHCYIBTUPOBATHLCS C MPEINOIaBaTENEM 10 BOIIPOCY BbIOOpA yUEOHOM JINTEPaTyphI;

0) 4eTKO BBISICHUTE BCE YCIOBHS TECTHUPOBAHUS 3apaHee. 3HaTh, CKOJIbKO TecToB Bam Oyzer
IIPEII0KEHO, CKOJIBKO BPEMEHN OTBOJMTCS HAa TECTUPOBAHUE, KAKOBA CUCTEMA OLICHKH
pe3ynbTaToB U T.1.

B) IpUcCTymas K paboTe ¢ TeCTaMu, BHUMATEIbHO U JI0 KOHIA IIPOYTUTE BONPOC U
npejiaraeMble BapuaHThl OTBETOB. BriOepuTe mpaBuiibHbIE (MX MOKET OBITh HECKOJIBKO). Ha
OTJIEIbHOM JIMCTKE OTBETOB BBHIMUIINTE LU PY BOMpoca U OYKBbI, COOTBETCTBYIOIINE MTPABUIIbHBIM
OTBETaM;

I') B [IPOLIECCE PEUICHMS JKEeIaTeIbHO MIPUMEHITh HECKOIBKO MOAXO0/I0B B PELICHUH 3aaHMUS.
3T0 MO3BOJISET MAKCUMAIILHO THOKO ONEpPUPOBATh METOJaMU PELICHHUs, HAXOIs Kbl pa3
ONTUMAaJbHBIA BApHUAHT.

1) eciny Bbl BcTpeTniu ype3BbIuaiiHO TPYIHBIN 7151 Bac Bonpoc, HE TpaThTe MHOTO BPEMEHH
Ha Hero. [lepexoauTe k apyrum Tectam. BepHUTECh K TpyTHOMY BOIIPOCY B KOHIIE.

) 00s13aTeIbHO OCTaBbTE BpEMs JUJIsl IPOBEPKH OTBETOB, YTOOBI M30€KaTh MEXaHUUECKUX
OIINOOK.
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Kpumepuu oyenueanus

Onenka
HEY/10BJIEeTBOPUTEILHO Y/10BJIETBOPHUTEIHHO Xopo1io OTJINYHO
0 6as10B 3 6ana 4 daju1a 5 6anaos
Memnee 50 % npaBUIbHO 50-70% npaBUIBHO 71-85% 86-100%
BBIIOJIHEHHBIX 3aJIaHUH. BBIIOJIHEHHBIX MPaBUIILHO MPaBUIILHO
3aJaHMI. BBIIOJIHEHHBIX BBIIOJTHEHHBIX
3aJIaHUil. 3aJIaHUil.

8. MATEPUAJIbHO-TEXHUYECKOE OBECITEYEHUE JUCIHUTTJIMHBI
8.1. TpeOoBaHusI K MATEPUAIHbHO-TEXHUYECKOMY O0ecrne4YeHH 0

CriennanusupoBaHHas ayJUTOpUs, UCIOJIb3yeMas MPU IMPOBEACHUU 3aHATUN JIEKLIHOHHOIO
tuna No46, No48, No48a, No50, No56, No58 ocHalieHa MyIbTUMEAMHHBIM TPOCKTOPOM M KOMILIEKTOM
anmaparypsbl, HO3BOJISIOIIEH IEMOHCTPUPOBATh TEKCTOBHBIE U TpaUUECKUE MAaTEPUAIIbI.
Jlaboparopuu ocHaiieHbl He0OX0AUMBIM o0opynoBanueM: Komiiekt yuebHoro obopyaosanus 110
1715 «JlokanbHble KOMMBIOTEpHBIE ceT», Kommiekt ydeOHOro obGopynoBanus I10 1154
«KoprnopaTuBHbI€ KOMIIBIOTEpHBIE CeTH», Komruiekr yuebHoro obopymoBanus [10 1582 «ImobanbHbie
KoMIbioTepHble cetny, KomrekT yueObnoro obopymoBanust 10 1305 «CeteBas 0e30macHOCTBY,
KommiekT yuebnoro obopynosanus [10 1092 «becnpoBonnsie cetu Wi-Fi», Microsoft Office, 7-zip,
Adobe Acrobat Reader DC u np. Jlaboparopus «3amumieHHoi 00padoTku WHPOPMALIUU CETEBBIX
texHosoruii Cisco»

CryneHTsl UMEIOT 10CTYI Yepe3 MIHTepHeT 1ocTyn K eqMHOMY 00pa3oBaTelIbHOMY IOpTaly,
I7Ie B OTKPBITOM JIOCTYIIE€ UMEIOTCS PECypChl y4EOHO-METOIUYECKOW ITUTEPATYPHI, SBISIOIIMECS
paspabotkamu Benymux BY3oB Poccun.

8.2. Oco0eHHOCTH peau3aluy JUCHUIIMHBI VIS HHBAJIU/I0B U JINI C OTPAHNYEHHBIMHU
BO3MOKHOCTSIMH 310POBbA

Jns CTyneHTOB C OrpaHWYEHHBIMH BO3MOKHOCTSMH 3J0pPOBbSl CO3/JaHbl CIIEI[MAJIbHBIC
YCIIOBUS JIJIs TTOJTy4eHUs 00pa30oBaHus. B 1ensX JOCTYMHOCTH MOTYYeHHsI BBICIIIETO 00pa30BaHus 0
00pa3oBaTelbHBIM MPOTPAMMaM HWHBAJIUJAMU W JIMIIAMH C OTPAaHUYEHHBIMH BO3MOXKHOCTSAMH
3/I0pPOBbSI YHUBEPCUTETOM 00ECIIEUUBACTCS:

1. AnbrepHaTtuBHas Bepcusi OpUIIMATBLHOTO caiiTa B ceTu « HTepHEeT» ISl CIIab0BUIAIINX;

2. 115 ’HBaMUAOB C HApYyIIEHUSIMU 3peHHs (CI1ab0BUASIINE, CIIETBIe):

- MIPUCYTCTBHE ACCUCTEHTA, OKa3bIBAIOLIEro 00yJaromeMycsi HEeOOXOAUMYIO TTOMOIb,
JTyOMMpOBaHUE BCIYX CIPABOYHON MH(POPMAIIMHU O pACTIMCAHUH YICOHBIX 3aHATUN; HAJTUYHE CPE/ICTB
JUISl YCUJICHHUSI OCTaTOYHOTO 3pEHMUsI, OpailfieBCKON KOMIBIOTEPHON TEXHHUKH, BHACOYBEIIMYUTEIEH,
IporpaMM HEBU3YaJbHOTO JOCTyma K HH(OpPMalUU, MPOrpaMM-CHHTE3aTOPOB pPEUYd U JAPYrHX
TEXHUYECKUX CPEACTB MpueMa-mnepenadd yueOHoi uH(GOpManuu B JOCTYNHBIX ¢dopMmax s
CTYIAEHTOB C HAPYIIECHUSMH 3PEHHUS;

- 3aJaHus 111 BBIMOJHEHHS HA DK3aMEHE 3aYMThIBAIOTCS ACCUCTEHTOM;

- MMUCbMEHHBIC 3aJIaHUs BBITIOTHSIOTCS Ha Oymare, HaJIWKTOBBIBAIOTCS ACCHUCTEHTY
00yJarImmmMCs;

3.JI11 WHBAJIMIOB W JIMI] C OrPAHUYEHHBIMA BO3MOXKHOCTSMH 370POBbS IO CIIYXY
(cmabocaplmaimue, Iyxue):

- Ha  3a4eTe/PK3aMEHe  MPHUCYTCTBYeT  aCCUCTEHT, OKa3bIBAIOIIUN  CTYNEHTY
HEOOXOMMMYI0 TEXHHUYECKYIO TOMOIh C YYETOM WHIUBHUAYAIbHBIX OCOOCHHOCTEW (OH MOMOTaeT
3aHATH pabouee MeCTO, MEePeaBUTATHCS, TPOUUTATh U OOPMHUTH 3aJaHUE, B TOM YHCIIC 3alHUCHIBas
MOJ] IUKTOBKY);
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— 3a4eT/3K3aMeH MPOBOAUTCS B MUCHMEHHOM opme;

4. JIns WHBAIMAOB M JIUI] C OTPAaHUYCHHBIMH BO3MOXKHOCTSIMH 3[0POBbS, HMMEIOIINX
HaApyIICHUsS OMOPHO-JBUTATEIILHOTO ammapara, CO3/1aHbl MaTepHabHO-TEXHUYECKHUE YCIIOBHS,
00eCTeYNBAONINE BO3MOXXHOCTh OECHpPEMATCTBEHHOTO JIOCTyNa OOYydYalolmuXxcsi B y4eOHbBIE
MIOMEIIEHUS,, OOBECKTY IHUTAHWS, TYaJIETHbIE M JpPyrde IOMENICHUS YHUBEPCUTETa, a TakKKe
npeObIBaHMs B YKA3aHHBIX MOMEIICHUAX (HAJIWYHE PACIIMPEHHBIX JBEPHBIX IPOEMOB, MOPYyYHEH U
JIPYTUX MPUCIIOCOOIECHHUH).

- NUCHbMEHHBIC 3aJaHUsl BBIONHSIIOTCS HA KOMIIBIOTEPE CO CHEIHMATHN3UPOBAHHBIM

MIPOrpaMMHBIM 00€CIIEYCHUEM UJIN HAIUKTOBBIBAIOTCSI ACCUCTEHTY;
— T0 JKEJIAHUIO CTY/IEHTA 3K3aMEeH IIPOBOIUTCS B YCTHOU hopme.

OOyyaromuecss U3 4Yucla JIML C OIPAaHUYEHHBIMH BO3MOXKHOCTSMU 370pPOBbs 00€CIIEYEHbI
AIIEKTPOHHBIMH 00pa30BaTEIbHBIMU pecypcaMu B (popMax, aJarnTUPOBAHHBIX K OIPaHHUUYCHHSIM HX
30pOBb3.
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JIner nepeyrBep:xaennst padoydeii nporpaMMbl JHCHUTIAHBI

Pabouas nporpamma:
onobpena Ha 2020/2021 yueOnsiii rox. [Ipotokon No  3acemanus kadenpsl oT « _ » 2020 T.

PazpaboTumk mporpaMMel
3aB. kadenpoit

29



