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1. TACHHOPT ITPOI'PAMMBI TPO®ECCHUOHAJIBHOI'O MO YJIA
IIM.02 BAIIUTA UHO®POPMAIIUU B ABTOMATHU3UPOBAHHbBIX CUCTEMAX
IMPOI'PAMMHBIMU U ITPOI'PAMMHO-AIIITAPATHBIMHU CPEACTBAMUA

1.1. O6s1acTh NPpUMEHEHHUS IPOrPaAMMBbI

[Iporpamma mpodeccuonansHOro Monyns (mganee mnporpamma [IM)-sBisieTcs 4acThbio
IIPOrpaMMbl MOATOTOBKHM CHELMAIUMCTOB cpeaHero 3BeHa B coorBerctBuu ¢ ®I'OC CIIO 10.02.05
Obecnieuenne HHPOPMAIIMOHHON 0€30MaCHOCTH aBTOMATU3UPOBAHHBIX CHUCTEM, B YaCTH OCBOCHHS
OCHOBHOT'O BH/Ia JICATEIILHOCTH
1.2. Hesm u 32124 MOYJIfl, TP€OOBAHUSA K Pe3yJbTATAM OCBOCHHUS MOLYJIsI

C 1menpl0 OBNAACHHUS YKAa3aHHBIM BUAOM JESTEIBHOCTH U COOTBETCTBYIOIIMMH
npodecCHOHATbHBIMA KOMIETEHIIMAMHU OOYYaroIuiics B XOA€ OCBOCHHUS NPO(ECCHOHAIBHOTO
MOJTYJIS TOJKEH:
UMeTh MPAKTHYECKHii ONbIT:
—  YCTaHOBKH, HACTPOWKH MPOTPAMMHBIX CPEJCTB 3alIUTHl HH(OpPMAIMKA B aBTOMATU3UPOBAHHON
CHCTEME;

— oOecrieueHMs] 3alUThl ABTOHOMHBIX aBTOMATU3UPOBAHHBIX CHCTEM IPOTPAMMHBIMU H
MIPOrpaMMHO-aINTapaTHBIMU CPEICTBAMH;

— TectupoBaHMs  (YHKIUH, JUArHOCTHKA, YCTPaHEHWs OTKa30B W  BOCCTAaHOBIICHUS
paboTOCIIOCOOHOCTH  MPOTPAaMMHBIX W TPOTPAMMHO-aNMNapaTHBIX  CPEJCTB  3alIUTHI
uHpopmanuu;

— pemenus 3amad 3amuthl oT HCJ[ x wHpOpMAnmuu OrpaHUYCHHOTO JOCTyIa C ITOMOIIBIO
MPOrPaMMHBIX U MPOTPaMMHO-ANIapaTHBIX CPECTB 3alIUThl HHPOPMAIUY;

—  TPUMEHEHHUs HJIEKTPOHHOW MOJIMCH, CAMMETPUYHBIX U AaCHMMETPHYHBIX KPUNITOTPaPUIeCcKuX
AJITOPUTMOB, M CPEJCTB MU(POBAHUS JTAaHHBIX;

— ydera, oOpabOTKH, XpaHEHUS U Tepeaayud HHPOpMaluH, AN KOTOPOH YCTAHOBIIEH PEXUM
KOH(UIEHIIMATIBHOCTH;

— paboTHI C MOACHCTEMaMH PETUCTPALIUU COOBITUI;

—  BBISIBJIICHUS COOBITHI U MHITUIEHTOB 0€3011aCHOCTH B aBTOMATU3HUPOBAHHOW CUCTEME.

yMeTh:

— YCTaHaBJIMBaTh, HACTPAUBATh, IPUMEHSTH IPOTPAMMHEIE U POTPAMMHO-ANNapaTHBIE CPEICTBA
3alUThl HH(OPMALINK;

— YyCTaHABIMBAaTh M HACTPauWBaTh CPEJCTBA AHTHUBUPYCHOM 3alllUTBl B COOTBETCTBUH C
MPeIbABISIEMBIMU TPEOOBAHUSIMU;

— JMarHOCTUPOBATh, YCTPAHATh OTKa3bl, OOeCTeuYnBaTh PabOTOCIIOCOOHOCTH W TECTUPOBATH
GYHKIIMH TPOTPaMMHO-AMTapaTHRIX CPEJICTB 3alIUThI HHPOpMaIUH;

— TPUMEHSATH IPOrpaMMHBIC U MPOTPaMMHO-aNMapaTHbIe CPEeICTBA AJIs 3alUThl HH(OPMALIUU B
0asax JTaHHBIX;

— TPOBEPSTH BBIMONHEHUE TPeOOBaHWUN TO 3amuTe MHPOPMAIMH OT HECAHKIIMOHHPOBAHHOTO
JOCTyma TpH aTTecTallii OOBEKTOB HWHQPOpMATH3AIMU IO TpPeOOBaHUAM OE30MACHOCTH
uH(pOopMaLnu;

— TMpPUMEHATh  MAaTEeMAaTHMYECKW{  ammapaT AN BBINOJMHEHHS  KPUITOTpadUUecKHX
npeoOpa3oBaHMii;

— WCMOJB30BaTh THUIOBBIE MPOTPAMMHBIE KpUNTOrpaduueckue cpeacTBa, B TOM HYHCIE
AJIEKTPOHHYIO MOJIUCH;

— TMPUMEHATH CPEJCTBA TAPAHTUPOBAHHOI'O YHUUYTOKEHUSI HHPOpMAIUY;

— YCTaHaBJIHMBaTh, HACTPAUBATh, IPUMEHSTH IPOTPAMMHEIE M POTPAMMHO-ANIIAPaTHBIE CPEICTBA
3aIUTH HTHGOPMAIIHH;



— OCYIIECTBJIATh MOHUTOPHHT M PETUCTPAIMIO CBEIACHUN, HEOOXOIUMBIX JJIS 3aIUTHl 0OBEKTOB
UHPOPMATU3AIIUH, B TOM YHCJIE C UCTIOIH30BAHUEM IPOTPAMMHBIX M ITPOTPAMMHO-AIIAPATHBIX
CpeAcTB OOHAPYKEHUS, IPEIYIPEKACHUS U TUKBUIALNY TTOCIIEACTBUN KOMITBIOTEPHBIX aTak
3HATH:

— O0COOCHHOCTH M CHOCOOBI MPUMEHEHHUS MPOrPAaMMHBIX M IPOTPAMMHO-AIMAPATHBIX CPEICTB
3alMThl HHQOpPMAIIMH, B TOM YHCIIE, B OTIEPAIIMOHHBIX CHCTEMaX, KOMITBIOTEPHBIX CETsX, 0a3zax
JAHHBIX;

— METOJbl TECTUPOBaHHS (QYHKIHMWA OTACIbHBIX IPOTPAMMHBIX W IPOrPaMMHO-AIIapaTHBIX
CpPEeZCTB 3alIUThl HH()OPMAIIHH;

— THUIOBBIC MOJIENIU YIPABJICHUS JOCTYIIOM, CPEJICTB, METO/I0B U MPOTOKOJIOB HACHTU(DUKALIUU U
ayTeHTH(UKAIIH;

— OCHOBHBIC TOHSTHS KPUNTOTPaQUM M THUIOBBIX KPUITOrpaUIECKUX METOIOB M CPEJICTB
3aIUThl HHQOpPMAITIH;

— OCOOCHHOCTHM M CIIOCOOBI NMPUMEHEHUSI MPOTPAMMHBIX U MPOrPAMMHO-AIAPATHBIX CPEICTB
rapaHTHPOBAHHOTO YHUYTOXXEHUS HH(pOpMaIum;

— THUIIOBBIC CPEIICTBA U METO/IbI BEJICHHSI ayIUTa, CPEICTB U CIIOCOOOB 3alIUThI HH(OPMAIIVH B
JIOKAJIbHBIX BBIYUCIUTEILHBIX CETSIX, CPEJICTB 3aIUTHI OT HECAHKIIMOHUPOBAHHOTO JOCTYIIA.

1.3 Kosin4ecTBo 4acoB Ha 0CBOeHHMe TPOrpaMMbl NPo¢ecCHOHATBHOI0 MOAYJIS:
00BeM 00pa3oBaTeIbHOM MPOrpaMMbl Y4eOHOM TucuuIuinHbl — 603 yacos,

00BeM paboThl 00yJarommxcs ¢ nmpenoaasareneM mo M/IK— 395 gacos, B T.4. mpakTHYECKHE
3aHATHSA- 126 4acoB, U3 HUX B (DOpME MPAKTUICCKON MOArOTOBKU 126 4acoB;

caMOCTOATENIbHAs paboTa — 6 4acoB;

KOHCYJIbTAIlu1 — 8 4acoB;

MMPOMEXKYTOUHAsI aTTecTanus — 14 4acos;

yueOHoit nmpakTuku — 108 yacoB, U3 HUX B (popmMe nmpakTuueckoil moarorosku 108 yacos;

MIPOU3BOJICTBEHHON MPaKTUKU — 72 yaca.



2.PE3YJIBTATBI OCBOEHUSA TPOPECCHOHAJBHOI'O MOAYJIA
PesynbTaToM OCBOGHHSI TpPOTpaMMbl MPO(ECCHOHAIBHOTO MOJIYJS SBIISIETCS OBJaJICHUE

O6yanOH_[I/IMI/ICSI BUIAOM JCATCIIbHOCTHU 3aH_II/ITa I/IH(bOpMaL[I/II/I B aBTOMATHU3UPOBAHHBIX CHCTCMaAX

nporpaMMHbBIMU W MIPOrpaMMHO-AlNapaTHBIMU CPECACTBAMH, B TOM YHUCIIC HpO(l)CCCI/IOHaJIbHBIMI/I

(ITK) u o6uumu (OK) koMIeTeHITUSAMHU:

Kon HaumeHoBaHue pe3yabTara 00y4eHHs

IIK 2.1. | OcymiecTBIsTh YCTAaHOBKY M HACTPOWKY OTAEIbHBIX MPOTPAMMHBIX, MPOrPAMMHO-
annapaTHbIX CPEACTB 3aIllUThl HHPOPMALIHH.

IIK2.2. | O6ecrieunBath 3amUTy HHPOPMALMY B aBTOMATU3UPOBAHHBIX CUCTEMAX OTACIbHBIMU
IPOrpaMMHBIMH, IPOTPAMMHO-AIAPATHBIMU CPEJICTBAMHU.

IIK 2.3. | OcymiecTBIsATh TECTUPOBAHUE (PYHKIUI OTIEIBHBIX POTPAMMHBIX U TIPOTPAMMHO-
annapaTHbIX CPEACTB 3aIUThl HH(POPMALIUH.

IIK 2.4. | OcymecTBasaTh 00pabOTKY, XpaHEHUE U Tiepeaady HHPOPMALUU OTPaHIUYEHHOTO
J0CTyna.

IIK 2.5. | YHU4TOXaTh HH(GOPMALIHIO U HOCUTETH HH(OPMAIIMH C HCIIOJIH30BAaHUEM IPOTPAMMHBIX
U IIPOrpaMMHO-aNINAPATHBIX CPE/ICTB.

[IK 2.6. | OcymecTBIsATh PETUCTPALIIO OCHOBHBIX COOBITUH B aBTOMAaTU3UPOBAHHBIX
(MH(pOPMAIIMOHHBIX) CUCTEMAX, B TOM YHUCIIE C UCIIOJIb30BaHUEM IPOIPAMMHBIX U
IIPOrpaMMHO-aIIIapaTHBIX CPEICTB OOHAPY)KEHUS, IPETYIPEKACHUSA U JTUKBUAALUN
MOCTIC/ICTBII KOMIIBIOTEPHBIX aTak.

OK 1. BeiOupate  cmocoObl  pemieHdss  3a7ad NPO(PECCHOHANBbHON  JEATeNbHOCTH,
MPUMEHUTEIHHO K Pa3JIMYHBIM KOHTEKCTaM.

OK 2. Ocy1ecTBIATh NOUCK, aHATU3 U HHTEpIpETaluio HHPOopMaLuu, HeOOXOAUMOM [UIs
BBINIOJTHEHUS 33124 NPOECCHOHATBHON JESITEIbHOCTH.

OK 3. [TnanupoBaTh U peann30BbIBATH COOCTBEHHOE MPOGECCHOHATBHOE U TMYHOCTHOE
pa3BUTHE.

OK 4. PaboTathb B KOJIJIEKTHBE U KOMaH€, 3(pPEKTUBHO B3aMMOAEHCTBOBATh C KOJJIETaMH,
PYKOBOJICTBOM, KJIIMEHTAMH.

OK'S. Ocy1ecTBIATh YCTHYIO U MUCbMEHHYIO0 KOMMYHHKAIIMIO HA TOCY/1apCTBEHHOM SI3bIKE C
Y4eTOM 0COOEHHOCTEH CONMAIBHOTO U KYJBTYPHOTO KOHTEKCTA.

OK 6. [TposBAATH rpaXkJaHCKO-NAaTPHOTHUECKYIO MO3UIHIO, IEMOHCTPUPOBATh OCO3HAHHOE
MOBEJICHHE HAa OCHOBE TPAJUIIMOHHBIX 00IIEYEIOBEYECKHUX IEHHOCTEH.

OK 7. CopelicTBOBaTh COXPAHEHUIO OKPYKAIOIIEH Cpelibl, pecypcocOepexeHuto, 3PpPeKTUBHO
JIeiCTBOBAThH B UPE3BBIYAIHBIX CUTYaIIHUSX.

OK 8. Hcnonb3oBathk cpecTBa GU3NYECKON KYIbTYPHI AJI1 COXPAHEHUS U YKPETUJICHUS
3JI0pOBbsI B IIpoIiecce MPOoQecCHOHANBHOM eI TeNbHOCTH U TOJIepiKaHe
HEOOXOMMOTO YPOBHS (DU3NYECKOM TOTOTOBICHHOCTH.

OK 9. Vcnonp30BaTh HHPOPMAIIMOHHBIE TEXHOJIOTHH B TPO(PECCHOHATBHOM NeSITETbHOCTH.

OK 10. | ITonp3oBaThcst mpohecCHOHATBHOM JOKYMEHTAMe Ha roCy1apCTBEHHOM U

HHOCTPAHHOM S3bIKaX.




3. CTPYKTYPA U COAEP KXAHUE TPOPECCUOHAJIBHOT'O MOAYJA
IIM.02 3ammTa nHpopMALMH B AaBTOMATH3HPOBAHHBIX CHCTEMAX NPOrPAMMHBIMHU H IPOrPAMMHO-ANNAPATHBIMH CPeACTBAMH
3.1. TemaTnuyeckuii iIaH NpogecCHOHATBHOT0 MOLY IS

O6BeM pohecCHOHATFHOTO MOIYIIS, Yac
Oo6yuenue mo MJIK
[IpakTuka
Komprl HaumeHoBaHus pasnenos Beero O6nem B TOM 4HCTIe = W <
IIK u po¢eCcCHOHATHHOTO qaCOB 00pazoBaTenbH ¢ o . = % o = = 3
OK MOTyJIst Ol POTPaMMBI § = § 2 g 2 S sE| & é E E\ ‘E’r
(3} = o M = X ]
= Z 2 ¢ | 888 g&| 5 [§2 | vn | mm
© £ = & s & S w 9 = b
&° 5 &o |g=E| 2| & | &S
2 2 27 S = | =T
1 2 3 4 5 6 7 8 9 10 11 12 13
K 2.1.- | MAK 02.01 IIporpamMmMHbIie
2.6 U IpOrpaMMHO-annapaTHeie 355 247 129 66 i 30 6 ] ] 7 36
OK 1-10 | cpeactBa 3amuThi
nHdopmanuu
MK 02.02
Kpurrrorpagmeckue 242 170 110 60 - - 36 36
CpencTBa 3allHThI
HHPOpPMATUU
DK3aMeH 110 MOJYJIIO 6 - - 6
Bcero: 603 417 239 126 - 30 6 8 14 108 72




3.2. Copepxanue o0y4eHHUs1 10 NPOGecCHOHATBHOMY MOIYJIIO

HaumeHnoBanue pasnenos YpoBeHb
npodeccuonansHoro Mmoaynsa | Conep:kanue yaeOHOTo MaTepHasa, JabopaTopHbIe PadOThl M MPAKTUIECKUE 3aHATHS, CAMOCTOSTEIbHAS O6Bem | ocBoeHUs
(IIM), MeXOuCIHTUITMHAPHBIX | paboTa o0ydJaromerocs, KypcoBas pabota (TIpoeKT) JacoB
kypcoB (MJIK) u Tem
1 2 3
Paznmen 1 mogyms. [IpumeneHne mporpaMMHBIX M IPOTPaMMHO-aIIapaTHBIX CPEICTB 3aIIUThl HH(OPMAaITUU 355
M/IK.02.01. IIporpaMmHBIe ¥ TIPOrpaMMHO-aIIIIapaTHBIE CPEICTBA 3AMIUTH HHPOPMAITHH 247
Paznmen 1. OcHOBHBIE IPUHITHITHI IPOTPAMMHOM U TIPOTPAMMHO-AIITAPATHOMN 3aIUTHI HH(POPMAITIH 52
Tema 1.1. Ilpeamer u 3agaun | Conepkanue 6
MporpaMMHO-aNapaTHON 1 | Ilpeamer u 3aauu MpOTrpaMMHO-aNTMIAPaTHON 3alTUTH HHPOpPMAIHN 1,2
3aIIMTHI HHPOPMALIUH 2 | OcHOBHBIE NOHATHA NPOTrPAMMHO-ANIAPATHON 3aIIUTHI HHPOPMALUK 6 1,2
3 | Knaccudukanus METOZOB U CPEACTB MPOrpaMMHO-aNIapaTHON 3aIlUThl HH()OPMAITUT 1,2
Tema 1.2. Ctangaptbl CopepxaHue 10
0e30macHOCTH 4 | HopmaTuBHBIEC IPaBOBbIE AKThI, HOPMATHBHBIE METOIUUECKUE JOKYMEHTBI, B COCTaB KOTOPBIX BXOAAT 2 2
TpeOOBaHUS U PEKOMEHIAIIUH 10 3alIuTe HHPOPMALIUH TPOTPAMMHBIMHU M TIPOTPaMMHO-aINapaTHBIMH
cpeactBami. IIpodumn 3amuTsl IPOrpaMMHBIX U IIPOTPAMMHO-ANIAPATHBIX CPEACTB (MEXCETEBBIX
9KPaHOB, CPEACTB KOHTPOJISI ChEMHBIX MALIMHHBIX HOCUTENIEH HHPOPMALINH, CPEICTB TOBEPEHHON
3arpy3KH, CpeJICTB aHTUBUPYCHOM 3alINTHI)
5 | CranmapTsl 0 3alIuTe HHPOPMAIIMH, B COCTAB KOTOPBIX BXOAT TPEOOBAHUS U PEKOMEH/IAINH T10 2 2
3amyTe MHQOPMALMU POrPaMMHBIMU M TPOTPAMMHO-aNIapaTHBIMKU CPEJCTBAMM.
TeMaTrKa NpakKTHYECKUX 3aHITHI 6 2,3
[paktuueckas padora Nel. O630p HOPMAaTHBHBIX PABOBBIX aKTOB, HOPMATHBHBIX METOJNYECKUX JJOKYMEHTOB
1o 3aiuTe HHPOPMAIIUH, B COCTAB KOTOPBIX BXOJSAT TPeOOBaHMS M pEKOMEHAIUH 110 3allIuTe HHPOPMALIUU
MPOrPaMMHBIMHU M IPOTPAMMHO-ANIIAPATHBIMU CPEICTBAMU
[Ipaktnueckas padora Ne2-3. Pabora ¢ conepkaHneM HOPMATUBHBIX ITPABOBBIX aKTOB
0630p crangapToB. PaboTa ¢ copepkaHreM CTaHIAPTOB
Tewma 1.3. 3amumensas Copepxanue 16
aBTOMaTH3UPOBaHHAS 6 | ABromaTH3auus npouecca 00padoTku nHpopmanuu. [loHsTHE aBTOMATH3NPOBAHHON CHCTEMBI. ) 1
cucTema
7 Oco0eHHOCTH aBTOMATH3UPOBAHHBIX CHCTEM B 3aIIuIeHHOM ucnoaHeHuH. OcHoBHBIE BUILI AC B ) 2

3alllUIICHHOM HCITIOJTHCHHUH.




8 MCTOI[BI CO3JaHusA 0E€30MacHBIX CHCTEM. MGTOI[OJ'IOI‘ 1 TPOCKTUPOBAHUA NAPAHTUPOBAHHO 3AIMUIIICHHBIX

KC 2
9 | duckpermoHHble MOAETH. MaHIaTHBIC MOCITH 2
TemaTnka NpakTUYECKUX 3aHATUN 8
[Ipaktuueckas padota Ned. Yuer, 06paboTka, XpaneHnue u nepenada uapopmanuu B AUC. Orpannyenne
JOCTyIa Ha BXOJ B cucTeMy. MnenTnukanys u ayTeHTU(QUKanys I0Ib30BaTeIei
[MpakTuueckas padora NeS. Pasrpannuenue nocryma. Perucrpanus coObITh (2yIuT).
[Ipaxtrueckas padora Ne6-7. KOHTpOJIb 11€JIOCTHOCTH TaHHBIX. YHHYTOKCHHE OCTAaTOYHOW HH(OpMAITHH.
Tema 1.4. Coneprxanne 8
Hecrabunusupytoriee 10 | McToyHnKHN AeCTaOMIN3UPYIOIIETO BO3ACUCTBHS HA O0BEKTHI 3alUThI 2
BO3NCHCTBHE Ha 00BbEKTEI 11 | Crtoco0Obl Bo3aeHCTBUS HA WHGOPMAITHIO 2
3aIUTBI =
12 | [IpuynHEI U YCIOBHS AecTaOMIM3UPYIOMIETO BO3/ICHCTBUS HA HH)OPMAIIHIO 2
TeMaTrKa NpaKTHYECKUX 3aHITHIA 2
[IpakTuaeckas padora Ne§. Pacripenenenne kaHaIOB B COOTBETCTBUH C HICTOYHUKAMHU BO3IEHCTBHS Ha
WHPOPMALIUIO
Tema 1.5. Ilpunnuns CopepxxaHue 12
MPOrpaMMHO-aNNapaTHON 13 | IloHATHE HECAHKIIMOHMPOBAHHOTO A0CTyNa K mH(popMaimu OCHOBHBIE TTOIXOBI K 3aIIUTE HHPOPMAIHH 5
3aIUTHl THPOPMAIIAX OT or HC/]
HCCAaHKITMOHMPOBAHHOTO 14 | Opranmzanus noctymna K ¢aiiinaM, KOHTPOJIb JOCTYIA U pa3rpaHHYCHUE TOCTYIIA, HEPAPXUUECKHHA JOCTYII
JocTyma K (aitnam. @ukcarus qoctyna K daiinam 2
15 | JocTym K JaHHBIM CO CTOPOHBI TIpoIecca b
16 | OcobeHHOCTH 3amuUThl JaHHBIX OT n3MeHenwus. [lIndpoBanue
TeMaTrKa NpaKTHUECKUX 3aHITHI 4
[TpakTuueckas pabora Ne9. Opranusanus A0CTyIa K ¢aitiam
[IpakTnueckas padora Nel0. O3HakoMIIEHHE C COBPEMEHHBIMHU MPOTPAMMHBIMH U TIPOTPaMMHO-aNapaTHBIMU
cpenctBamu 3amuThl or HCJJ
PyOexxHblii KOHTpoIIb Nel 2

CaMocTrosTeabHas pa60Ta

Cucremarryeckas IpopadoTKa KOHCIIEKTOB 3aHATHH, yueOHOH U CIIeIUalIbHOM TEXHUYECKOW JIuTepaTyphl (110 Bompocam K maparpadam,
rJIaBaM y4eOHBIX TOCOOUM, COCTABIICHHBIM IPEIIO1aBaATEIIEM )
[MoaroroBka kK MpakTHYECKUM paboTaM C UCTIOIB30BAHUEM METOAMYECKUX PEKOMEHIAIIMIA TTPerioiaBatelisi, 0pOopMIIEHUE TPAKTHIECKUX padoT,

OTYCTOB K HX 3alIHTE.

Temaruka BHEAYJUTOPHBIX CAMOCTOSITEIbHBIX paboT:




Hanmcats pedpepar Ha Temy «HoBble TEXHOJIOTHH XpaHEeHUs] HHOpMALIUN

Pazgen 2. 3ammTa aBTOHOMHBIX aBTOMAaTH3HPOBAHHBIX CHCTEM 74
Tema 2.1. OCHOBBI 3aIIATHI Coneprxanne 8
ABTOHOMHBIX 17 | Pabora aBronomMHOM AC B 3auuieHHoM pexume. Anroput™ 3arpysku OC. LlltaTHeie cpeacTsa ) 1,2
ABTOMAaTU3MPOBAHHBIX 3aMBIKaHUs CPeJIbI
cucTeM 18 | Pacmmpenune BIOS kak cpencTBo 3aMbIKaHUS MTPOTPAMMHON CPEIBI 2 2
19 | Cuctemsl THIa DIEKTPOHHBIN 3aMOK. 93 C IPOBEPKOM LIETOCTHOCTH MPOTPAMMHON CPEJIbI. 2 2
20 | [Honsarne AM/I3 (noBepennas 3arpy3ska).llpumenenne 3aKkiiaok, HaNPaBICHHBIX HA CHIDKEHHE ) 1
3¢ (HEKTUBHOCTH CPEJICTB, 3aMBIKAIONIUX CPEIY.
Tema 2.2.3amuta nporpamm | Coznep:kanue
OT U3y4YEHUs 21 N3zyuenne u obpatHoe npoektuposanue [10. o) 2
22 3amayn 3aUTHl OT U3yUEHUS U CITOCOOBI MIX PeleHHs. 3aliTa OT OTIaJIKI ) 2
23 3amuTa OT TU3acCeMOTNPOBAHHUS o) 2
24 3ammTa OT TPAaCCUPOBKH 10 MPEPHIBAHUSIM ) 2
Tema 2.3. BpenonocHoe CopeprxaHue 18
MporpaMMHOe 00ecCIIeueHUE 25 BpenonocHoe nporpaMMHoe oOecriedueHre Kak 0COObIi BUT pa3pyIaIONIUX BO3ICHCTBHUIMA. 2
Knaccudukanms BpeJOHOCHOTO MPOrPaMMHOTO 00ecTIeYeHus 2
26 Cxewma 3apaxenusi. Cpencrsa Helirpanuzaunu BpegoHocHoro [10. [Ipodunaktuka 3apaxeHns ) 2
27 [Nowuck cnenoB aktuBHOCTH BpegoHocHoro [10. Peectp Windows. OcHOBHBIE BETKH, CO/IEpIKaIIIe 2
uHopmanuio o BperonocHoM [10. [pyrue o0bexThl, cogepxamue nahpopmanuio o BpegonocHom 110, | 4
¢atinel prefetch.
28 Bor-metsr. [lpuaiun yHkurornpoanus. MeToapl 00OHApYKEHUS > 2
29 Knaccudukanys aHTUBUPYCHBIX cpecTB. CUTHATYpHBINA M 9BPUCTHYECKUNA aHAIN3 ) 2
30 3amuTa OT BUPYCcOB B "pydHoM pexxume"". OCHOBHBIE KOHIIETIIINY TTOCTPOEHHS CHCTEM aHTUBUPYCHON > 3
3alUThI HA NPEIIPUSTHN
TeMaTrKa NpakTHYECKUX 3aHITHU 4

[Ipaktuueckas padora Nel1-12. [Ipumenenus cpeacts uccienoBanus peectpa Windows 17151 HaXOKAESHUS

CJIeI0B aKTUBHOCTHU BpeaoHocHoro [10
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Tewma 2.4. 3amura nporpamm
U JaHHBIX OT
HECAaHKLIMOHUPOBAHHOTO
KOIMPOBaHUS

Copepxanue

10

31

HecankmmornpoBanHoe komupoBanue nporpamMm kak Tun HCJ. FOpuandeckne actieKTh
HECaHKIIMOHUPOBAHHOTO KOMUPOBaHUs nporpaMm. OOIiee MOHATHE 3alIUTH OT KOIMPOBAaHUS

32

[pussska I10 x annmapaTHOMY OKPY>KEHHIO U HOCUTEISAM

33

3amuTHBIE MEXaHU3MbI B COBPEMEHHOM IIporpaMMHOM obecrieueHnu Ha nmpumepe MS Office

TemaTnka NpakTUYECKUX 3aHATUN

[IpakTnueckas padora Nel3-14. 3amuTa nHPOPMALUK OT HECAHKIIMOHMPOBAHHOTO KOITMPOBAHUS C
HCIOJIb30BAaHUEM CIIELUATIN3UPOBAHHBIX IPOTPAMMHBIX CPEICTB
3amuTHRIC MEXaHU3MBI B IpritoskeHusx (Ha npumepe MSWord, MSExcel, MSPowerPoint)

Tema 2.5. 3amura
nH(GOPMAITUN Ha MAITHHHBIX
HOCUTCIIAX

CopepxaHue

34

[IpobGiema 3ammThI 0TIy JaeMbIX KOMITOHEHTOB [I19BM.

35

MeTo/p! 3an1uThl HHQOPMAIIUU Ha OTUYKAaeMbIX HocuTelsx. [ludposanue.

36

CpencrBa BoccTaHOBIIEHUS OcTaTOYHOM mH(popManuu. Co3nanue moceKTopHbIX 00pazoB HXKM/I.

37

[IpumeneHnue cpeCTB BOCCTAHOBJICHHS OCTATOYHON HHPOPMAIUK B CYACOHBIX KPUMHUHATHCTUICCKUX
9KCHEPTHU3ax U NPH pacciaenoBaHuM nHIMAeHTOB. HopMaTuBHas 6a3a, JOKyMEHTUPOBAHHE PE3yIbTaTOB

38

BeSBOSBpaTHOG YAAJICHUC NaHHBIX. HpI/IHLII/IHI:I " aJITOPUTMBI

TeMaTrKa NpakKTHYECKUX 3aHITHI

[paktuueckas padora Nel5. [IpumeHeHue cpefcTBa BOCCTAHOBICHHS OCTATOYHON MH(OpMAIMK Ha IpUMepe
Foremost niu ananora

[IpakTtnueckas padora Nel6-17. Ilpumenenue cnenranu3upoBaHHOTO IPOTPAMMHOIO CPEICTBA IS
BOCCTaHOBJICHUS Y/IaJICHHBIX (hailyioB

[Tpaxtuueckas pabora Nel8. [Ipumenenue mporpamm Jijist 6€3BO3BPATHOTO YIAJICHIS TaHHBIX

[paktuueckas padora Nel9. [IpumeHeHne nporpamMm jisi IMUQPOBAHUS TAHHBIX HA ChEMHBIX HOCHUTEIISIX

Tema 2.6. AnnapatHblie
CpeAcTBa HACHTU(PHUKALNN U
ayTeHTU(UKAIH
IOJIb30BaTENIECH

CopepxaHue

39

TpeboBaHus K anmapaTHBIM CPEICTBaM UIEHTU(UKAMH U ayTeHTH()HUKALUK [TOJIb30BaTeIeH,
npuMmenseMbiM B O3 u AIIM/I3

40

Yerpotictea Touch Memory

Tema 2.7. CucteMsl
oOHApY)KEHUS aTaK

CopepxaHue

41

COB u COA, otnnuus B pyakuusax. OcHoBHbIe apxuTekTypsl COB

N|oo| N NS SN
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BTOPKEHUH 42 | Ucnonn3oBanue ceTeBbIX cHU(depoB B kadecTBe COB

43 | Anmnapathsiit komnoHeHT COB. IIporpammusiii komnonenT COB 2
44 | Monenu cuctembl 0OHapy)eHus BTopxkeHui. Kiaccudukanus cuctem 00HapyKeHHUS BTOPKESHHA. 2
O6Hapy>xenue curHatyp. OO0HapyxeHue aHoMaini. Jlpyrue MeTo1bl 00HapYyKEHHUSI BTOPKECHUHN
TemaTnka NpakTUYECKUX 3aHATUN 2
[IpakTiuaeckas padora Ne20. MoaenupoBaHue MpoBeieHNs aTaku. V3ydeHne HHCTpYMEHTaIbHBIX CPEICTB
o0OHapy)KeHHsI BTOP)KCHHUN
PyGesxxHbIli KOHTpOIIB No2 2
CamocTrosTensHas paboTa 2
Cucremarnyeckast Ipopad0TKa KOHCIIEKTOB 3aHATHI, yUeOHOH U CIIeUaIbHOW TEXHUIECKON JTUTEepaTyphI (10 BoIpocaMm K maparpadam,
ri1aBaM y4eOHBIX TOCOOUH, COCTABICHHBIM MIPETIOIaBaTEIIEM )
[MoaroroBka Kk mpakTHYECKUM paboOTaM C UCIOIB30BaHUEM METOJIUYECKUX PEKOMEHAAU MpenoaaBarens, ohopMiIeHHE TPAaKTHUECKUX padoT,
OTYETOB K UX 3alllUTe.
Temartuka BHEAyJUTOPHBIX CAaMOCTOSITEIbHBIX PabOT:
[ToaroroBuTh Npe3eHTannio0 Ha TeMy «CTaTHCTHUKA M aHAJIN3 KPYIHBIX YTeYeK HH(OPMAIINH 3a TOI»
2 CEMECTP ObYYEHUA 17
Paznen 3. 3amuTa nHGOpPMANINN B TOKATBHBIX CETSIX
Tema 3.1. OcHOBBI CopepxaHue 7
[IOCTPOEHUS 3AIUIIEHHBIX 45 | Cern, paboTaromye o TEXHOIOTHH KoMMmyTanuu nakeToB. Crek mpotokoioB TCP/IP. Ocobennoctu 5
cere MapuIpyTH3aLun
46 | IlraTHble cpeacTBa 3amnThl MHGOpMannu creka npotokosnos TCP/IP
47 | CpencrBa uaeHTU(UKAIINN U ayTeHTU(UKAIIMN Ha Pa3HBIX ypoBHsX npotokona TCP/IP, nocrouncTsa, 2
HEIOCTATKH, OTPaHUYCHHS
Tema 3.2. Cpenctsa Conepxanue 10
opranuzanuu VPN 48 | BuptyanbHas yactHas ceTb. OyHKINHU, HA3HAYCHHE, IPUHIUI TOCTPOCHHUS 2
49 | Kpunrorpaduueckue u HeKpunTorpadguyeckue cpeactsa opranunzanuu VPN. Yerpoiictsa, obpasyromue | 2
VPN. KpunromapipyTuzaTop u KpunToQuIbTp
50 | Kpunropoyrep. IIpuHIIMIBI, apXUTEKTYpa, MOJENb HAPYIIUTENS, JOCTOUHCTBA U HEAOCTATKH 2
51 | Kpunrodunstp. [IpuHIMIEL, apXUTEKTYpa, MOAETb HAPYLIUTEN, JOCTOMHCTBA U HEJOCTATKU 2
TemaTHka NpaKTUYECKUX 3aHITHH 2
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[Ipaktuueckas padora Ne21. PazBepreiBanue VPN

CamocrosTenpHas padoTta

Cucremarnueckasi Ipopa0d0TKa KOHCIICKTOB 3aHATHH, yUeOHOH U CIICIUAIbHOW TEXHUYCCKOW JTUTEepaTyphl (10 BOIpocaM K maparpadam,
rJ1aBaM y4eOHBIX TTOCOOHIA, COCTaBICHHBIM TPETIOIaBaTEIEM)

IMoaroToBka K MpakTHYECKUM pabOTaM C UCIOIb30BaHHEM METOJIUYCCKUX PEKOMEHAINI MpenoaaBaressi, opopMIIeHUE TPAKTUIECKUX padoT,
OTYETOB K WX 3aIUTE.

TemaTrka BHEayIUTOPHBIX CAMOCTOSATEIILHBIX pa0oT:

IMoaroroBuTh Npe3eHTanuio Ha TeMy «llorck nHGOPMAIIMHU O HOBBIX BHJIaX aTaK HA HHOOPMAIIMOHHYIO CUCTEMY)

Paznen 4. 3amuTa nHpOpMAaNMK B ceTAX 00IIEro AocTyna 16
Tema 4.1.006ecnieucHue Conepxanue 16
0€30I1aCHOCTH MEKCETEBOTO 52 | Metoap! 3aUThI HHGOPMAIHK TP PabOTe B CETSIX OOIIETo JOCTYIa 2
B3aUMOJICHCTBUA 53 | MexceteBble 5kpanbl THna firewall. JlocTonHcTBa, HEAOCTATKH, peaau3yeMble TOJTUTUKN O€30IaCHOCTH. )
Ocuosnble Tunsl firewall. CumMeTpuunblie 1 HecuMMeTpuuHbie firewall
54 | Ypogens 1. [lakeTHbie QUILTPBL. YpoBeHb 2. OUIbTpanus ciayk0, MOUCK KIIOUEBBIX CIOB B TEJE
[IaKETOB HA CETEBOM ypOBHE. YpoBeHb 3. Proxy-cepBepa MpUKIaAHOIO YPOBHSA 2
55 | OnHOXOCTOBBIC U MYJIbTHXOCTOBBIC firewall 2
56 | OCHOBHBIE THUTIBI APXUTEKTYP MyIbTUXOCTOBBIX firewall. TpeGoBaHuMS K KaXKIOMY XOCTY HCXOJIS U3
APXUTEKTYPHI U BHIITOJHICMBIX (QYHKIHH.
57 | TpeboBaHus MO cepTUDUKAITUN MEKCETEBBIX IKPAHOB
TemaTrKa NPaKTUUECKUX 3aHITHH U JJAOOPATOPHBIX paboT 4
[Tpaktnueckas padora Ne22. Uzyuenne u cpaBHenne apxurektyp Dual Homed Host, Bastion Host, Perimetr
[Ipaktnueckas padora Ne23. Mzyuenne pa3auyHbIX CIOCOOOB 3aKpbhITHA ""0MacHBIX" MOPTOB
CamocTtosTensHas paboTta
Cucremarnueckas Ipopad0TKa KOHCIIEKTOB 3aHATHH, yueOHOH U CIIEIUAIbHOM TEXHUYECKON JTUTEepaTyphl (110 BOIpocaM K rnaparpadam,
rJlaBaM y4eOHBIX MOCOOUH, COCTaBIEHHBIM IIPEIIOJaBaTEIeM)
[loaroroBka K MpakTHYECKUM paboOTaM C HCHOIb30BAaHUEM METOIUYECKUX PEKOMEHAALUN penoaasaresns, opopMiIeHHE NIpaKTHIECKUX padoT, | 1
OTYETOB K WX 3allUTe.
Temaruka BHEAYJUTOPHBIX CAMOCTOSITEIBHBIX paboT:
[ToaroroButh gokinan no reme «O030p COBPEMEHHBIX MPOrPAMMHBIX H NPOTrPaMMHO-AMNAPaTHBIX CPEICTB 3aIUTHD)
Paznen 5. 3amura nadopmanmu B 0azax JaHHBIX 14
Tema 5.1. 3amuta Conepxanne 14
uHdopmar B 6a3ax JaHHBIX | 58 | OcHoBHBIE THIIB YTPO3. Mojieb HApyIIUTENs 2
59 | CpencrBa HACHTU(QHUKALNY U ayTCHTU(QHUKALNK. Y TIPaBIeHHE JOCTYIIOM 2
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60 | CpencTBa KOHTPOJISI LIEJIOCTHOCTH WHpOpMaLuK B 6a3ax qaHHBIX.CpeacTBa ayIuTa U KOHTPOJIS

6e3onmacHocTr. Kputepnn 3ammuimeHHOCTH 0a3 TaHHbIX 2
61 | [Ipumenenne kpunrorpadmIeCKUX CPEACTB 3aNTUTHI HHMOOPMAITUH B 6a3aX JTaHHBIX 2
TemaTnka NpakTUYECKUX 3aHATUN 6
[Tpaktuueckas padora Ne24-25. M3yuenue mexann3moB 3amuTel CYBJ] MS Access
[IpakTiueckas padora Ne26. M3ydenne mrarabix cpenacts 3amuTtel CYBJ] MSSQL Server
Py6exubiit koHTpOITH No 1 2
Pazgenr 6. MOHUTOPHHT CHCTEM 3aIlIUTHI 22
Tema 6.1. MouuTopuHT Conepxanue 10
CHCTEM 3aIUTHI 62 | [lonarue n 060CHOBaHKE HEOOXOAMMOCTH HCIIOIH30BaHUSI MOHUTOPHHTA KaK HEOOXOUMOI KOMIIOHEHTHI | 2
CHCTEMBI 3aIUTH HHHOPMALIUH
63 | OcobeHHOCTH (PUKCAUK COOBITHH, TOCTPOCHHBIX HA Pa3HBIX MPUHIIMITAX: CETH C KOMMYTaIuei 2
COCIMHEHHMIA, CeTh ¢ KoMMyTaruei naketos, TCP/IP, X.25
64 | Knaccugukamus orciexuBaeMbx coObITHI. OCOOEHHOCTH MOCTPOCHHUS CUCTEM MOHUTOPUHTA.
Hctounukn nHopManuu 11si MOHUTOPHUHIA: CETEBbIE MOHUTOPHI, CTATUCTUYECKUE XAPAKTEPHUCTUKI 2
Tpaduka gepez MO, mpoBepKa pecypcoB 00IIETO IMOIE30BaHUS
Knaccudukanms cereBbIx MOHUTOPOB. CHCTEMBI YIPABJICHUS COOBITUSIMI WHPOPMAITHOHHON
65 | 6e3omacHoctu (SIEM). 2
0630p SIEM-cructeM Ha MUPOBOM M POCCHICKOM PBIHKE
TeMaTrKa NpaKTHYECKUX 3aHITHI 2
[IpakTnueckas padora Ne27. M3yueHue u cpaBHUTEIBHBIN aHATIN3 PACIIPOCTPAHEHHBIX CETEBBIX MOHUTOPOB Ha
npumepe RealSecure, SNORT, NFR wnu qpyrux anajaoros
Tema 6.2. zyuenue mep Conepxanne 4
3amuUTHl THPOPMAIIHH B 66 | M3yuenue TpeOoBaHMii 0 3amuTe HHPOPMAIIMHU, HE COCTABIISIIOIICH TOCYIapCTBEHHYIO TaiiHy. M3yuenne | 2
WH(POPMALMOHHBIX CHCTEMAax MeToandeckux fokyMeHToB @CTOK no npuMeHEeHHI0 Mep 3aIlUThI
TemaTnka NpakTUYECKUX 3aHATUN 2
[pakTudeckas padora Ne28. Beibop Mep 3amuThl HHGOPMALIUH TS UX pealln3alii B HHOOPMAIIMOHHOM
cucremMe. BEIOOp COOTBETCTBYIOIIMX MTPOTPAMMHBIX U IIPOIPAMMHO-AINIAPATHBIX CPEJICTB U PEKOMEHAALUH 110
HX HaCTpOUKe
Tewma 6.3. 3yuenue TemaTrka MPaKTUYECKUX 3aHITHN 8

COBPEMEHHBIX IIPOrPaMMHO-
anmnapaTHbIX KOMIUIEKCOB.

[pakTuueckas pabora Ne29. YcraHOBKa M HACTPOHKa KOMILJIEKCHOTO cpeacTBa Ha npumepe SecretNetStudio
(yueOHas TUMIIECH3HsI) MM JPYTUX aHaJIOTOB

[IpakTnueckas padora Ne30. YcraHOBKa M HACTPOMKA NPOTrPaMMHBIX CPEACTB OLEHKH 3alIUIIEHHOCTH 1
ayaurta HHQOPMAIIMOHHOM 0€30IaCHOCTH, N3ydeHre QYHKIMHA U HACTPOWKa PEXKMMOB PabOTHI Ha MpUMEpe
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MaxPatrol 8 wan qpyrux aHajiaoroB

[IpaxTiuaeckas padora Ne31M3yuenne THmoBsIx pemennid ais noctpoerns VPN Ha npumepe VipNet mnn
JPYTUX aHAJIOTOB

[IpakTnueckas padota Ne32. MzyueHne cOBpeMEHHBIX CHCTEM aHTHBUPYCHOH 3allIUTHI HA IPHMEpPE
KopropaTuBHBIX pemiennii KasperskylLab nnm apyrux aHanoros

PyGesxHb1ii KOHTpOsb Ne2 2
CamocrosTenpHas padoTta

CucremaTnyeckas npopaboTKa KOHCIIEKTOB 3aHATHH, YI€OHOH U CrieNUaIbHON TEXHUUECKOW IuTepaTypsl (110 BOpocaM K naparpadam,

rJlaBaM y4eOHBIX MMOCOOUH, COCTaBICHHBIM IMIPEIoJaBaTeIeM)

[ToaroroBka kK mpakTHYECKNM paboTaM € UCTIOIH30BAHUEM METOIMYECKAX PEKOMEHIAINH MTperoaaBarTeis, opopMICHHE MPAaKTHIEeCKuX padoT, | 1
OTYETOB K UX 3alllUTe.

TemaTtuka BHEAYJUTOPHBIX CAMOCTOSITEIBHBIX paboT:

[TonroroButh pedepat no Teme «CpaBHUTENBHBIN aHAIN3 COBPEMEHHBIX MPOTPAMMHBIX U IIPOTPAMMHO-AIMAPATHBIX CPEACTB 3aIUTHD)

Kypcosas pabora 30
[TpumepHas TemMaTuka KypcoBBIX padoT

Ouenka 3Q(PeKTUBHOCTH CYIIECTBYIONIMX MPOrPAMMHBIX U IPOTrPaMMHO-aIMapaTHBIX CPEICTB 3aIUThl HHPOPMAIIUK C TPUMEHEHHEM
CHETMaTU3NPOBAHHBIX HHCTPYMEHTOB M METOIOB (MHAWBHIyaJIbHOE 33 aHIE)

0O030p 1 aHATH3 COBPEMEHHBIX MPOTPAMMHO-AIAPATHBIX CPEACTB 3alTUTH HHPOPMANNU (MHIUBUAYAIEHOE 3a/IaHUE)

Br100op onTEManbsHOTO CpeicTBa 3alUThl HHPOPMAaLUK UCX0o s 13 MeToarmdecknx pexomeHaanuii @CTOK n uMeronmmxcst NCXOTHBIX JaHHBIX
(MEIUBUOYATBHOE 33/1aHUE)

[IpumeneHne mporpaMMHO-aIapaTHRIX CPEACTB 3aIUTH HHPOPMALIAN OT PAa3IMYHBIX THUIIOB YTPO3 HAa MPEANPHUITHH (MHINBUATYaTHHOE

3a/1aHue)

[Ipobnema 3amuTe! HHGOpPMANIMKU B 001aYHBIX XpaHmwinax JanHeix u [[0/]ax

3amuTa cpei BUPTyaIH3aiun

Tematuka camocrosiTensHON padoTel mpu m3ydernn MJIK.02.01

W3yueHne HOBBIX TEXHOJOTHI XpaHEHUsI HHPOPMAITUH

CraTucTHKa U aHAIIN3 KPYIHBIX yTe4eK HH(POpPMAaInH 3a TOJ1

[Nouck nHPOpPMANIMK O HOBBIX BHJAX aTaK Ha HHOOPMAIMOHHYIO CHCTEMY

00630p cOBpeMEHHBIX POTPAMMHBIX U IPOTPAMMHO-AIIAPATHBIX CPEACTB 3aIIUTHI

CpaBHHUTENBHBINA aHAJTU3 COBPEMEHHBIX MPOrPAMMHBIX U TPOTPaMMHO-ANIMAPATHBIX CPEJICTB 3AIIUTHI

[TpomexxyTounas arrectanus no M/IK.02.01 B Buze sk3ameHa 6

Buner camocTosTensHBIX pabOT Mpu U3ydeHuH paszaena 1 Moaymns

CucremaTtrueckas Ipopad0oTKa KOHCIIEKTOB 3aHATHH, yueOHOH U CIIeIUalIbHOM TEXHUYECKOW JTuTepaTyphl (110 Bompocam K naparpadam,
rJIaBaM y4eOHBIX ITOCOOHI, COCTABICHHBIM ITPETIOIaBaTEIIeM )

[NoaroroBka K MpakTHYECKUM paboTaM C UCTIOIH30BAHHEM METOUYECKUX PEKOMEH AN MTPeroaaBaTeis, 0pOPMIICHHE MPAKTUIECKUX padoT,
OTYETOB K UX 3allUTE.
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PaboTa Hax KypcoBbIM POeKTOM (paboToil): IIIaHMPOBAaHHUE BHINMOJIHEHHS KypCOBOTO POeKTa (padoThl), onpeneneHue 3aaad padboTsl,
N3y4YCHHE JINTEPATYPHBIX HCTOYHUKOB, IPOBEICHUE IPEAIIPOCKTHOTO UCCIICIOBAHUSI.

YyeOHas mpakTHka 1o pasgeny | Momyns
Bugpt pabor:

HpI/IMCHCHI/IG MMpOrpaMMHBIX U IIPOrpaMMHO-AIIapaTHbIX CPEACTB obecneueHus HH(pOpMaHHOHHOfI 0e30IMacHOCTH B ABTOMATU3UPOBAHHBIX

cucreMax

JlnarHocTrka, yCTpaHeHHEe O0TKa30B M obecreueHne paboTocrnocoOHOCTH IIPOrPaMMHO-aNNAPaTHBIX CPEACTB 0OecredeHust HHPOPMAMOHHOM

0e30MmacHOCTH

Orenka 3(pGeKTHBHOCTH MPUMEHSIEMBIX TIPOrPaMMHO-aNIapaTHBIX CPEACTB oOecTieueHns HHPOPMAITMOHHON O€30ITaCHOCTH
CocTaBneHue TOKyMEHTAIMH 110 YIeTy, 00padoTKe, XpaHEHHIO U ITepeaye KOH(PUACHINATbHON HH()OPMAaLU

Hcnonp3oBanue nmporpaMMHOT0 00eCieUeHus AJ1si 00pa0OTKY, XpaHSHHS U TIepeadu KOH(PHUISHIIMATLHOW UH(pOpMAITIH
CocraBieHue MapiipyTa H COCTaBa MPOBEICHHS PA3THYHBIX BUIOB KOHTPOIBHBIX POBEPOK MPU ATTECTAIUN 00HEKTOB, MOMEIIICHHIA,
MPOTpaMM, aJrOPUTMOB.

YcTpaHeHue 3aMeuaHuii 1o pe3yibTaTaM MPOBEPKU

AHanu3 1 cocTaBlieHHEe HOPMaTHUBHBIX METOIMYECKUX JJOKYMEHTOB 110 00ecneueHHI0 HHPOPMAITHOHHOH 0€30MaCHOCTH MPOrpaMMHO-
amnmapaTHBIMU CPEJICTBAMH, C YI€TOM HOPMATHBHBIX TIPABOBBIX aKTOB.

[IpuMeHeHne MaTeMaTHYCCKUX METOJIOB JIJIsl OIEHKU Ka4eCTBa U BHIOOpa HAMITYUIIIETO IPOTPAMMHOTO CPE/ICTBA

72

Paznen 2 mogyms. [Ipumenenune kpunrorpaguuecKux CpecTB 3aUTH HHPOPMAITHH

242

MJIK.02.02. Kpunrorpaduyeckue cpeacTBa 3aiuThl HHPOPMaIUH

170

Brenenne Conepxanue

1 ‘ IIpeamer u 3agaun kpunrorpaduu. Mcropus kpuntorpaduu. OCHOBHBIE TEPMHUHBI

Paznen 1. MaTemaTrueckre OCHOBBI 3allIUTHI HH(pOpMaIHN

Tema 1.1. MaTemaruueckue Conepxanue

40

OCHOBBI KpI/IHTOFpaq)I/II/I 2 DJIEMEHTBI TCOPHUHU MHOXKCCTB. prr[l'[I)I, KOJibIla, I10JI4.

3 HCHI/IMOCTB YHUCCII. HpI/I3HaKI/I JACIINMMOCTH. HpOCTLIe 1 COCTAaBHBIC YHCJIA.

\S]

\S)

4 OcHoBHas TeopeMa apudmeTuku. Hanbonpiuii o0uit nenureb.

\S]

5 B3aumuo npocteie yncna. Anropurm EBknuna pist Haxoxxaenust HOJ.

6 OtHomenns cpaBHIMOCTH. CBOMCTBa cpaBHeHHH. MojyssipHas apudmMeTnka.

7 Knaccsl. [lonnasd n npuBefieHHas cuctema BbiueToB. PyHKuus Diepa.

8 Teopema Pepma-Oitnepa. ATropuT™ ObICTPOrO BO3BEACHHS B CTETIEHD IO MOJYIIIO.

NN NN N
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9 CpaBHeHus nepBoii crenenu. JInneiHsie An0QanToBHl ypaBHeHUs. PacimpenHsiii anroput™ EBxinaa 2
10 Kuraiickas Teopema 00 ocTaTkax. 2 2
9 ITpoBepka uncen Ha IPOCTOTY. ANTOPUTMBI T€HEPALIUY ITPOCTHIX YHCEI. ) 3
11
12 Meton npoOHBIX neieHuil. Pemero Dparocdena. 4 2
13 Paznoxenue yncna Ha MHOXKHUTEIH. ANTopuTMbl (haktopuzannu. Pakropuzanus Gepma. Meton 3 3
ITonnapna.
14 Anroputmsl quckperHoro JorapudmupoBanus. Meron [lonmapma. Meron Hloppa. 2 3
15 Apudmernueckre onepaiun HaJl O0JIBIIMMHU YUCIAMH. 2 2
16 DNIMNTAYEeCKrEe KPUBBIC M UX MPUIIOKEHUSI B KPUIITOTpaduH. 2 2
TemaTHKa MPaKTUYECKUX 3aHATHH 1 Ja00OpaTOpHBIX padoT 8
IIpaktudeckas padora Nel-2. [lpumenenne anroputma EBknuaa mis naxoxaenus HO/l. Pemenne muHeHHBIX
J0(aHTOBBIX YpaBHEHUH
ITpakTrueckas padora Ne3. [IpoBepka uncen Ha IPOCTOTY
[Mpaktudeckas padbora Ne4. Pemenne 3aa4 ¢ 371eMEHTaMU TEOPHH YHCEIL.
Py6exHb1it KoHTpoIb Ne 1
Paznen 2. Knaccudeckast kpunrorpadus
Tema 2.1. MeTozs Conepxanue 14
KpUNTOrpaduaecKoro Knaccudukanus 0CHOBHBIX METOJIOB KPHIITOrpaQUUECKON 3aIUTHI. 2 1
3aIUThl HTHPOPMAIHH 17
18 | MeToapl cHMMETPHYHOTO TIH(PPOBAHUS 2 1
19 | udpst 3amensl. [Ipoctas 3amena, MHoroandaBUTHAs OJCTAHOBKA, MPOMTOPIIMOHATIBHBIN AP 2 2
20 | Metoap! nepectaHoBKU. TabinyHas mepecTaHOBKa, MapIIpyTHasl MEpeCcTaHOBKA 2 2
21 | 'ammupoBanue. ['aMmmupoBaHue ¢ KOHEYHON 1 GECKOHEYHON TaMMaMu 2 2
TemaTHka MPaKTUYECKUX 3aHATHI 1 Ja00OpaTOPHBIX padoT 8
[Ipaktnueckas padora Ne5-6. IlpumeHeHHe KIacCHUECKUX IU(PPOB 3aMEHbI
[Ipaktrnueckas padota Ne7. Ilpumenenue knaccuyeckux MHU(POB IepecTaHOBKU
IIpaktudeckas pabora Ne§. [IpumeHeHre METO1a FTAMMUPOBAHUS
Tewma 2.2. Kpunroananus Copepxanne 14
22 | OcHOBHBIE METO/BI KpunToaHanu3a. Kpunrorpaduueckue ataku. 2 1
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23 Kpunrorpaduueckas croikoctb. AGComoTHO cTolikue KpunrocucteMsl. [puanunst Kupkxodda 2
24 | TlepcrieKTHBHBIC HAMMPABICHUS KPUNITOAHAIN3a, KBAHTOBBIN KPUIITOAHAIN3. 2
TeMaTrka MpakKTHYECKUX 3aHATHN U JJA0OPATOPHBIX padoT 10
[Tpaktuuaeckas padora Ne-9-10. Kpuntoananus mudpa npocToi 3aMeHbl METOIOM aHaJIi3a YaCTOTHOCTH
CHMBOJIOB
IIpaktraeckas padora Nell. Kpunroanaans KiiacCHIecKuxX MuGpPoB METOIOM ITOITHOTO repedopa KITroUei
IIpaktraeckas padora Nel2. Kpunroananus mudpa Brknaepa
Tema 2.3. Ilorounsie mmpper | Comeprkanne yaeOHOTO MaTeprala 10
Y TeHepaTophl 25 OCHOBHBIE PUHLUIEBI TOTOYHOTO MU POBAHHS. 2
MICEBAOCITYYaHHBIX YHCEI
AocIy 26 [Tpumenenue reaeparopos I1CY B kpunrorpaduu 2
27 MerToabl OTy4eHUs MceBAOCTyYaliHbIX mocnenoparensHocTel. JIKD, meron @ubonayuun, metog BBS. | 2
TemaTnka MpaKTHYECKUX 3aHATAN U Ta00PaTOPHBIX paboT 4
[IpakTrueckas padora Nel3-14. Ilpumenenue meronoB renepanuu [1CH
Py6esxHbIif KOHTpOITH No 2
2 CEMECTP OBYYEHUA 20
Paznen 3. CoBpemenHas Kpuntorpadus
Tema 3.1. KogupoBanue 28 Komuposanne napopmarin. CHMBOIIEHOE KOJHUPOBAHHE. 2
nH(pOpMAITHH.
2 MBICIIOBOE KOJIMpOBaHUE. MexaHu3auus uppoBaHUs. 2
KoMmbroTepu3amus 9 CwmbicnioBOE KOMpoBaHue. MexaHu3ail ¢dposa
muppoBaHUL
30 [pencrarnenue uadopmanuu B 1BoU4YHOM kojie. Tadmuia ASCII 2
31 Kommerorepuzanus mudpoBanus. AnmnapaTHoe U IporpaMMHoOe muQpoBaHue 2
32 CranaapTu3aius nporpaMMHO-alnapaTHBIX KPUIITOrPa(GHUECKUX CUCTEM U CPEJICTB. 2
33 N3yueHne coBpeMeHHBIX POrPaMMHBIX M alllIapaTHBIX KPUNTOTpahUIecKuX CPEACTB 2
TemaTuka NpakTUUECKUX 3aHATHN 10
[Mpaktuyaeckas padora Nel5. Koauposanue nndopmarmn
[paktrndeckas padora Nel6. [IporpammHas peanu3zanus KIacCHUECKUX IMUPPOB
IIpakTudeckas padora Nel7-18.M3yuenue peannsanuy KJIaCCHYSCKUX MIM(DPOB 3aMEHBI M IIEPECTAHOBKH B
nporpamme CrypTool nnu anasore.
Tema 3.2. CummeTpUUHBIE Conepxanue yueOHOro MaTepuaa 9
UCTEMBI IU(POBAHHS
cuere (bposa 34 | O6uue cBeaenus. CTpyKTypHas cxeMa CUMMETPUYHBIX KPUNTOTpapUUEeCKUX CUCTEM 2
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35 | OreuectBenHsble anroputMbl Marma u Kysneuuk u ctangaptel ['OCT P 34.12-2015 u 'OCT P 34.13-

2015.

36 | Cummerpuunsle anroputMbl DES, AES, 'OCT 28147-89, RC4

TemaTtuka npakTHYECKUX 3aHATUN

IIpakTudeckas padora Nel9.M3zydenne mporpaMMHO# peaM3anii COBPEMEHHBIX CHMMETPHUYHBIX MH(POB

Tema 3.3. AcuMMeTpHUYHBIE
CUCTEMBI UG POBaHUS

Copeprxanne yueOHOTO MaTepraia

37 | KpunrocucTeMsl ¢ OTKPHITBIM KiIFouoM. HeoOpaTumocTs cructeM

\S}

38 | CTpykTypHas cxeMa NH(PPOBAHMS C OTKPHITHIM KIIFOUOM

o

39 | DneMeHTHI TEOPHUHU YUCE B KpUNTOrpaduu ¢ OTKPHITHIM KITIOYOM

Tematnka MpaKTHYECKUX 3aHIATHN U Ta0OPAaTOPHBIX paboOT

AN —

[IpaxTrueckas padora Ne20. [I[pumeHeHHE pa3InIHBIX ACHMMETPUYHBIX AITOPUTMOB.

[IpaxTrueckas padora No21. M3yueHne mporpaMMHON peanu3aiil aCHMMETPUIHOTO anroputMa RSA

Tewma 3.4. Ayrentuduxanms
JAHHBIX. DJIEKTPOHHAA
MOIIUCH

Copneprkanne yaeOHOTO MaTepraa

12

40 | Ayrentuduxarms naaasx. Oomue nousatus. 1. MAC. OgHoHampaBiieHHbIE Xel-(pyHKIINH

41 | Anroput™msl HUQPOBOH MoAIHCH

Temarnka NMPaKTUUECKUX 3aHATUN U TaOOPATOPHBIX pabOT

[Mpaktuaeckas padbora No22. IlpuMmeHeHHE pa3nUUHBIX (YHKIUH XEIIUPOBAHUS, aHAIN3 0COOCHHOCTEH Xeleit

[Mpaktudeckas padora Ne23. TIpumeHeHHe KpUNTOrpadUUECKUX aTak Ha Xeul-(QyHKIHH.

[Mpaktuueckas padora No24. Nzyuenne nporpaMMHO-aINapaTHBIX CPENICTB, PEATN3YIOIINX OCHOBHBIE
¢ysknuu OI1

Tema 3.5. Anroput™mel
oOMeHa Kiro4elt u
MPOTOKOIIBI Ay TEHTU(UKAIINH

Conepxanue yueOHOro MaTepuana

42 AJ'II‘OpPITMBI pacipeaciiCHus KJII04el ¢ MNPUMCHCHUCM CUMMETPHUYHBIX U ACUMMCTPUYHBIX CXEM

43 | IIporokomnsl ayreHTHuKay. B3anmuas ayrentudukanns. OQHOCTOPOHHSS ayTeHTU(PHUKALINS
PyGexnblit KoHTpOIH No 1

TemaTHka NPaKTUYECKUX 3aHATHH 1 J1a00PaTOpHBIX paboT

E>NII \S T I \S J e )

[Ipaktnueckas padota Ne25. [Ipumenenune nporokona Juddu-Xemnamana s oOMeHa KIrouyaMu
mudpoBaHusL.

[pakTndeckast padota Ne26. M3yueHne NpUHIMIOB PabOTHI TPOTOKOIOB ayTEHTH(HKAIINY C
MCIIOJIb30BaHUEM JJOBEPEHHON CTOPOHBI Ha puMepe npotokoiia Kerberos.
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Tewma 3.6. Kpunro3zamura Copnepxanue yaeOHOTO MaTepuana 6
HH(POPMALIUH B CETAX "
(bopmar 44 | Abonentckoe mudposanue. [laketHoe mudpoBanue. 3ammuTa NEHTPa TeHEPAIMK KITIOUYEH. 2
nepeaayy JaHHbIX =
45 | Kpunromapmpyrtuzatop. IlakeTHsii GuiabTp 2
46 | Kpunrorpaduueckas 3amura OSCIIpOBOIHBIX COSAMHEHUH B ceTsax cranaapTa 802.11 ¢ ucnonp3oBanueM | 2
nportokonaoB WPA, WEP.
Tema 3.7. 3amura Copeprxanne yueOHOTO MaTepraia 10
MHGOPMALIUH B SICKTPOHHBIX 47 | IpuHumns! GyHKIHOHMPOBAHMS SICKTPOHHBIX IUTATCHKHBIX CHCTEM. DJICKTPOHHBIC IIACTHKOBBIC KAPTEL. | 5
IJIaTEeXKHBIX CHCTEMax
49 | IlepcoHanbHbIN HACHTUPUKALTUOHHBIA HOMED 2
50 | IIpumeHeHHEe KpUNITOrpahUIECKUX MPOTOKOJIOB I 00ecIIedeHMs 0€30IMaCHOCTH IIEKTPOHHOM )
KOMMEPIIHH.
Temarnka MPaKTUUECKUX 3aHIATUN U JTAOOPATOPHBIX pabOT 4
[TpakTrueckas padora No27-28. [IpuMeHeHne ayTeHTH(DHUKAIMH IO OJHOPA30BbIM MaposisiM. Peannzanus
JITOPUTMOB CO3/IaHHUs OJTHOPA30BBIX MapoJeit
Tema 3.8. KomnerotepHas Copepxanne yueOHOTO MaTeprana 12
cTeraHorpagua 51 | CkperTas nepenada nHGOPMAINH B KOMITBIOTEPHBIX CHCTEMAaX. 2
[IpoGiema ayreHTHQUKAIMHA MyITFTUMETUHHON WHBOpMAITIH. 3alUTa aBTOPCKUX TIPaB.
52 | Meroapl KOMITbIOTEpHO# cTreraHorpaduu. L{ndpossie BoAsHBIC 3HAKH. 2
53 | Anroputmsl BetpanBanus [[B3 2
TemaTuka NMpakTHUECKUX 3aHIATUN U TaOOPaTOPHBIX paboT 6

ITpaktuueckas padora Ne29 O030p u cpaBHUTENbHBIN aHainu3 cymectByomero [10 mis Bcrpausanus LIB3

ITpaktuueckas padora Ne30 Peanuzanus npocTedmx creraHorpaguueckux ajaropuTMOoB
PyOesxHbliil kKoHTpOsb Ne 2

[IpumepHas TemMaTHKa caMOCTOATENBbHOM paboTs! pu u3yyennn MJIK.02.02
HUctopus pazBuTus Kpunrorpaduu
[IporpamMMHas peanu3zanys KIacCHYECKUX MU(PPOB
Ontumu3anys METOI0B YaCTOTHOT'O aHAIN3a MOHOATI(ABUTHBIX MIH(POB.
[IporpaMMHas peanu3anys KIaCCHYECKUX MUPPOB

MCTO,E[I:I MEXaHU3alnu H_II/I(i)pOBaHI/IH

Ludposoe npencrapneHre pa3nuyHbx GopM HHPOPMALHN
AHann3 COBPEMEHHBIX CHMMETPHYHBIX KPUIITOAJITOPHUTMOB
AHanu3 COBPEMEHHBIX aCHMMETPHYHBIX KPUIITOATITOPUTMOB
[IporpaMMHasi peaju3anusi COBPEMEHHBIX KPUITOAITOPUTMOB
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CpaBHUTENBHBIN aHATU3 QYHKIHHA XEeIIMPOBAHUS

AyTteHTH(UKALINS COOOIIEHHHA

3aKOHOATEILCTBO B 00IaCTH KPUTITOTpadUISCKOH 3aITUThI HH(OOPMAITIH
[lepcnekTHBHBIC HaNpaBJIeHUs] KpUNTOrpahuu

[Tpomexyrounas arrectarms no MJIK.02.02 B Bune nuddepeHInpoBaHHOTO 3aueTa

[TpuMepHBIe BUIBI CAMOCTOSITEIIBHOM PA0OTHI TIPU H3YUCHHH pa3jielia 2 MOMYJIs

Cucremarmdeckast Ipopad0TKa KOHCIIEKTOB 3aHATHI, yIeOHOH U CIIeUaIbHON TEXHUYIECKON JIUTEpaTyphI (10 BOIpocaMm K maparpadam,
rJIaBaM y4eOHBIX MTOCOOHIA, COCTABICHHBIM ITPETIO/IaBaTEIICM )

IMoaroToBka K MpakTHYECKUM pabOTaM C UCIOIb30BaHHEM METOIUYCCKUX PEKOMEHIAINH mperoiaBaress, ohopMiieHue 1adopaTopHoO-
MPAKTUIECKUX PadOT, OTUETOB K MX 3aIIHTE.

VYueOHast IpakTHKa pas3ziena 2 MOAyJs 36
Bugpt pabor:

Hcnonb30BaHue TUIIOBBIX KPUIITOrpapUUECKUX CPEICTB U METOJIOB 3alUTHl HH(POPMAIMK, B TOM YHCIIE U 3IEKTPOHHOH MoAIICH
[IpousBoacTBeHHas npakTuka mno 11IM.02 36
Buner pabot

— AHanu3 NPUHIIMIIOB MOCTPOCHUSI CHCTEM WHPOPMAIIMOHHOH 3alUThI TPOM3BOJCTBEHHBIX NOpa3AciICHUN.

— TexHnueckast SKCIUTyaTalus JIEMEHTOB IPOrPaMMHOM U anfapaTHOM 3alUThl aBTOMATU3UPOBAHHONW CUCTEMBI.

— Yyactue B AMarHOCTUPOBAHNH, YCTPAHEHUH OTKA30B U 00ecredeHu paboTocriocOOHOCTH TPOrpaMMHO-aNIapaTHBIX CPEACTB 00eceUeHHs
MH(GOPMAITMOHHOM 0E30MaCHOCTH;

— AHanu3 3QQEeKTUBHOCTH MPUMEHIEMBIX MPOrPaMMHO-ANIAPATHBIX CPECTB o0ecTiedeHns] HHPOPMAIIMOHHON 0€30MacCHOCTH B CTPYKTYPHOM
noapasaeeHN

— Yyactue B o0ecriedeHun yueTa, 00paboTKH, XpaHEeHHs U NepeJadn KoH(QUIeHIMANbHOH HHpOpMau

— [IpMeHeHre HOPMATHBHBIX MPABOBBIX aKTOB, HOPMATUBHBIX METOJANYECKUX JOKYMEHTOB 110 00eCleueHHI0 HH(POPMAITMOHHON 0€30MacHOCTH
POrpaMMHO-aNIapaTHBIMK CPEACTBAMH IIPY BBINOJHEHUH 3324 IPAKTHKH.

OK3aMeH 1o po¢ecCHOHATBHOMY MOJYJIIIO 6
Hroro yacoB 1mo Moayio: 603
Teopernueckoe 00y4eHHe 239
MPaKTUIECKH 00y4eHHE 126
KypcoBoe npoektupoBanue 30
VYuebHas npakTHKa 108
[Tpown3BocTBEHHAsI TPAKTHUKA 72
CamocrosTenpHas paboTta 6
KoncyapTanun 8
[IpomexxyTouHas arrecTanus 14
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4. YCJIOBUA PEAJIN3ALIUUA ITPOT'PAMMBI TPO®PECCHUOHAJIBHOI'O MOAYJIA

4.1. TpeGoBanusi K MAaTepHAIbHO-TEXHUYECKOMY 00eceYeHUIo

Peanuzanus mporpaMMbl MpearnosiaraeT HajJuuue y4eOHBIX KaOMHETOB — JIGKIIMOHHBIC
ayoUTOpUM C  MYJIbTUMEAUHHBIM  oOopynoBanueM; saboparopun  «lIporpaMMHBIX U
IIPOrpaMMHO-aIIIAPaTHBIX CpeICTB oOecreueHns HHHOPMAIIMOHHON O€30MacHOCTH.

O6opynoBanne ydeOHOro kabmHeTa W paboyMx MecT KaOWHeTa — JICKIMOHHAS
ayIuTOpus: MocagouHbIX MecT - 30, paboyee MecTO MpernoaaBaressi, MPOEKTOpP, MePCOHATbHBIN
KOMIIBIOTEP, KOMIUIEKT MPE3eHTaIUi.

Ob6opynoBanue maboparopun «lIporpaMMHBIX ¥ MPOrpPaMMHO-ANIMAPATHBIX CPEICTB
oOecrieyeHns HHPOPMALIMOHHOMN 0€30MacHOCTH» U pabodnX MECT 1ab0opaTOPHH:

— pabourie MecTa CTYJACHTOB, 000pPYI0BaHHBIEC TEPCOHATBHBIMU KOMIIBIOTEPAMU;

— nabopaTtopHble yueOHbIE MAKEThI;

— pabodee MeCTO MpernojaBaTes;

— ydeOHO-MeToInYecKoe 0becredyeHrne MOTys;

— HHTEpaKTUBHAS JO0CKa, KOMIUIEKT MIPE3EHTAIIHIA;

— AHTHBHPYCHBIC MPOTPAMMHBIE KOMILIEKCHI;

— IporpaMMHO-anmnapaTHble cpeiactBa 3amuTbl uHpopManuu ot HCJI, OmoxupoBku

JOCTYTIA ¥ HApYIIEHUS IETOCTHOCTH;
— MpOrpaMMHBIE U  IPOrpaMMHO-AIIapaTHbIE  CPElICTBAa  OOHAapy>KEHUs  arak
(BTOp>KEHUI), TIOUCKA yA3BUMOCTEH;
— CpeICTBa YHUYTOXKEHUS OCTATOYHOM MH(pOpMALIUY B 3aTIOMUHAIOIIUX YCTPOHCTBAX;
— TPOTPaMMHBIE CPEICTBAa KPUNTOTpaPUIECKON 3alIUTHI HHPOPMALIUH.

4.2. UndopmannoHHoe odecnieyeHne 00yUeHnst
OcHoBHbIE MeYaTHbIe HCTOYHHKH:
M/IK. 02.01 IIporpaMMHbIe M NIPOrPAMMHO-ANNIAPATHbIE CPEACTBA 3aIUTHI HH(pOpManun

1. Hymxun A.B., IIporpammHo-anmnapaTHble cpeicTBa obOecriedeHus HHGOpMalnOHHON
0e30macHOCTH [DJEeKTpOHHBIN pecypc]: Yuebnoe mocobue mns By3oB / A.B. Jdymxkun, O.M.
bapcykos, E.B. Kpasuos, K.B. CnaBnos. [Tox penakmueit A.B. Jlymkuna - M. : ['opsiuas nuHus
- Temekom, 2016. - 248 «c¢. - [ISBN 978-5-9912-0470-5 - Pexum pgocryna:
http://www.studentlibrary.ru/book/ISBN9785991204705.html

2. OpranuzalliOHHO-TIPaBOBOE obOecreueHne WH(OpMaMOHHONW Oe3o0macHoCTH:  yueo.
nocobue s CTyA. yupexaeHui cpen. mpod. oopasosanus/ E.b. benos, B.H. [IpxxeropauHckuii.
— M.: U3narenbckuil neHTp «Axanemusi», 2017. —336¢

3. Bgenenue B 3amuty nHdopmanuu ot BHyTpeHHUX UT-yrpo3 : yueOHoe nocodue. — 2-e
m3n. — MockBa : MHTYUT, 2016. — 39 c. — TekcT : 2AEKTpOHHBIA // DIEKTPOHHO-
oubmmoteuynas cucrema «Jlamp» : [caiiT]. — URL: https://e.lanbook.com/book/100720 (mara
obpamenus: 11.10.2019). — Pexum goctyna: AJist aBTOPHU3. MOIH30BaTENCH.

4. bonmapenko, 1.C. Mertoas! u cpeacTsa 3ammuThl HHGopMaiuu : yaeobnoe nocoodue / N.C.
bonnapenko, FO.B. lemunimnn. — MockBa : MUCHUC, 2018. — 32 c. — TeKCT : 31eKTpOHHBIN
// DNeKTPOHHO-OMOTMOTeYHAs cucrema «JIanp» : [caiiT]. — URL:
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https://e.lanbook.com/book/115269 (mara obOpamenus: 10.10.2019). — Pexum goctyna: s
aBTOPU3. II0JI30BATEIICH.

M/IK.02.02 KpunTorpaguyeckue cpeAcTBa 3alIUTHI MHHpOpManun

5. Bapuuer C.I'., ['onuyapoB B.B., CepoB P.E. OcHOBBI coBpeMeHHOI Kpunrorpaduu: ydeo.
[Tocobue. — M.: I'opsiuas nunust — Tenexom, 2017.- 175 c.

6. byrakosa, H.I'. Kpunrorpadguueckre MeToap! 3amuThl HHPOPMALIUHU, yueOHOE MOCOOHe :
yaeOHnoe nocobue / H.I'. byrakosa, H.B. ®enopos. — Canxkr-Ilerepoypr : Uarepmenus, 2016.
— 384 ¢. — TeKcT : 2NMeKTPOHHBIHN // DNeKTpOHHO-0MOIMoTeuHas cucreMa «Jlanpy : [caift]. —
URL: https://e.lanbook.com/book/90270 (mara oGpamenus: 11.10.2019). — Pexum mgoctyma:
JUIsL aBTOPHU3. T10JIb30BaTEIICH.

7. baxapos, JI.LE. HudopmarmonHas O0e30MmacHOCT, M 3amura HHGOpMamuu (pa3aeibl

kpunrorpadus u creranorpadus) : yuebnoe nocobue / JL.E. baxapoB. — Mocksa : MUCHUC,
2019. — 59 c. — ISBN 978-5-906953-94-0. — TekcT : AMEKTPOHHBIH // DIAEKTPOHHO-
oubmmoreynas cucrema «Jlampy : [caiitr]. — URL: https://e.lanbook.com/book/116907 (mara

obpamenus: 10.10.2019). — Pexxum gocTyna: A aBTOPU3. MOJIb30BATEICH.

8. Creranorpadguyeckne W KpUNTOTpapUUECKUE METONbI 3aIIUTHl WHPOpMaIUU : ydeOHOe
nocobue. — Ya : BI'TIY umenn M. Axkmymisl, 2016. — 112 ¢. — TekcT : 3MeKTPOHHBIH //
DIIeKTPOHHO-OUOIMOTEUHAS cucrema «Jlanpy» : [caiiT]. — URL:
https://e.lanbook.com/book/90963 (mara obOpamenus: 10.10.2019). — Pexum gocryma: ans
aBTOPU3. IIOJI30BATEIICH.

9. CoBpeMeHHbIe METOABI OOecriedeHus 3aiuThl HHbopMaluu : yuebHoe nocodue. — Yoa :
BITIY umenu M. Axmymibl, 2016. — 112 c¢. — TekcT : 3MeKTPOHHBIH // DIEKTPOHHO-
oubnuoreynas cucreMa «Jlaup» : [caiitr]. — URL: https://e.lanbook.com/book/90965 (mara
oopamenust: 10.10.2019). — Pexum goctyna: AJjis aBTOPU3. MOJIb30BaTEICH.

JlonoIHUTeIbHBIE TeYaATHbIEe HCTOYHHUKH:

1. Tloropenog b.A., CaukoB B.H. (pex.). CioBaps kpunrtorpaduyeckux T€PMHUHOB. - M.:
MIITHMO, 2006. CnoBaps kpuntorpagpuueckux TtepmuHoB. Iloxg pexa. B.A. Iloropenosa u
B.H. CaukoBa. — M.: MITHMO, 2006 r

2.  ®epepanpublii 3akoH oT 27 wmons 2006 1. Ne 149-®@3 «O6 wuHpopmanuy,
UH(POPMALIMOHHBIX TEXHOJIOTHSAX U O 3alUTe HHPOPMAIITI.

3.  ®enepanbhblil 3akoH OT 27 utosst 2006 r. Ne 152-D3 «O nepcoHaNbHBIX JAHHBIX).

4. @epepanbublii 3akoH oT 27 nekabps 2002 1. Ne 184-®3 «O TeXHHUECKOM
PeryIupOBaHUM».

5.  ®enepanbubiii 3akoH 0T 4 mast 2011 1. Ne 99-®3 «O nuneH3upOBaHUM OTIEIBHBIX
BUJIOB JIEATEIBHOCTI.

6. @enepanbubiii 3akoH oT 30 nmekabps 2001 r. Ne 195-®@3 «Komekc Poccwuiickoii
Denepanun 06 aAMUHUCTPATUBHBIX TPABOHAPYIICHUSIX .

7. Va3 IIpesunenra Poccuiickoit @enepauyu ot 16 aBrycra 2004 r. Ne 1085 «Bonpocsl
®denepanbHON CITYXKOBI 110 TEXHHYECKOMY U AKCIIOPTHOMY KOHTPOJITION.

8. Vka3 Ilpesumentra Poccmiickoit @epepammu or 6 mapra 1997 r. Ne 188 «O06
YTBEPKACHUU MEPEUHs CBEJCHHUIN KOH(PUIEHIIUAIBHOTO XapaKkTepay.

9.  Vka3 Ilpesunenta Poccuiickoit ®enepammu ot 17 mapra 2008 r. Ne 351 «O mepax mo
oOecrieueHnio HHGpopMalMoHHON Oe3onacHocT Poccuiickoit Denepani Npu UCHOIB30BAaHUN
UH(POPMAIIOHHO-TEIEKOMMYHHUKAIIMOHHBIX CETEH MEXTyHapOIHOTO HH(POPMAIIMOHHOTO OOMEHAY.

10. TlomoxxenHme o cepTU(UKALIMU CPEACTB 3alIUTHl WHPOpPMALUU. Y TBEPKACHO
nocraHoBieHueM IlpaBurenscTBa Poccniickoit @enepanyu ot 26 urons 1995 r. Ne 608.
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http://techbook.ru/book_list.php?str_author=%D0%91%D0%B0%D1%80%D0%B8%D1%87%D0%B5%D0%B2%20%D0%A1.%D0%93.
http://techbook.ru/book_list.php?str_author=%D0%93%D0%BE%D0%BD%D1%87%D0%B0%D1%80%D0%BE%D0%B2%20%D0%92.%D0%92.
http://techbook.ru/book_list.php?str_author=%D0%A1%D0%B5%D1%80%D0%BE%D0%B2%20%D0%A0.%D0%95.

11. CoctaB u coaep)kaHWE OPTaHW3alMOHHBIX M TEXHUYECKHX MEp I0 O0O0ECIICUCHUIO
0€30IIaCHOCTH TEPCOHATBHBIX JAHHBIX MpHU HUX 00paboTke B HMH(POPMAIIMOHHBIX CHCTEMAax
NEPCOHANBHBIX JaHHBIX. YTBepxkaeHbl npukazomM @CTOK Poccun ot 18 despans 2013 r. Ne 21.

12. Mepsl 3anmThl WHGOPMALMM B TOCYAAPCTBEHHBIX HH(OPMAIMOHHBIX CHCTEMaXx.
Yreepxaenst ®CTIOK Poccuu 11 depans 2014 r.

13. AnvunuctpatuBHbiii  pernameHT  @CTOK  Poccum  mo  mpeaocTaBiICHHIO
rOCYyJapCTBEHHON YCIyrd MO JIMIEH3UPOBAHUIO JIEATEIBHOCTH I0 TEXHUYECKOW 3alluTe
koH(puaeHnmanbHON uHpopManuu. YTBepxacH npukazom @CTIK Poccun ot 12 mrons 2012 r.
Ne 83.

14. AnmunuctpatuBHbeli  permameHT ~ D@CTOK  Poccum 1o mpenocTaBiE€HUIO
TOCYJapCTBEHHON YCIYTH IO JUICH3UPOBAHUIO ACATEIBHOCTH MO pa3pabOTKe W MPOU3BOJCTBY
CPEeACTB 3aUTHI KOH(pUIeHIHANBHOH nHpopManuu. YTBepxaeH npukazom @CTOK Poccun ot
12 uronst 2012 1. Ne 84.

15. CneumanbHble  TpeOOBaHUS M PEKOMEHJALMU IO  TEXHUYECKOM  3alluTe
koHpuaeHnuansHoi nunopmanuu (CTP-K). YTBepxknens! mpukazom ['octrexkomuccuu Poccun
ot 30 aBrycra 2002 r. Ne 282.

16. TpeOoBanus o 3amuTe MH(GOPMALMHM, HE COCTABIAIOLIEH TrOCYIapCTBEHHYIO TaiiHy,
coJepKalieiics B TOCYIapCTBEHHBIX HH(OPMAIIMOHHBIX CHUCTEMaxX. YTBEpPXKIEHBI MPHUKA30M
OCTIK Poccum ot 11 dpespanst 2013 1. Ne 17.

17. TpebGoBanus o 3ammre MHGOPMAIMH, CoAepKauieics B MHPOPMAITMOHHBIX CHCTEMAax
obmero monb3oBanus. YTBepxkaeHsl mnpukazamu DOCBb Poccum u OCTIOK Poccum
ot 31 aBrycra 2010 r. Ne 416/489.

18. TpeOoBaHus k cucreMaMm OOHapyXeHHUs BTopkeHUil. YTBepxaeHsl npukazom GCTOK
Poccum ot 6 nexkabps 2011 r. Ne 638.

19. PykoBomsmuii nokymeHT. ['eomH(OpManoHHbIe CUCTEMBI. 3amuTa MH(pOpMaIUu OT
HECaHKIIMOHUPOBAaHHOTO JocTyna. Tpeboanus no 3amurte uHGopmaruu. YTeepxkaeH PCTIK
Poccun, 2008.

20. PykoBojmsdumii JOKyMEHT. 3aluTa OT HECAaHKIMOHMPOBAHHOIO JOCTyNa K
uHpopmanuu. Yacte 2. [IporpammHoe obOecrnieueHue 0a30BBIX CHUCTEM BBOJIa-BbIBOJIA
NEPCOHAIBHBIX AJIEKTPOHHO-BBIUMCIUTENbHBIX MalmnH. Kinaccudukaius no ypoBHIO KOHTPOJIS
OTCYTCTBHS HEACKJIapupoBaHHBIX Bo3MoxkHOcTed. YTBepxkaeH DCTOK Poccum 10 oxtsabdps
2007 r.

21. Ilpuxaz ®AIICU npu Ilpesunente Poccuiickoit @enepanyu ot 13 wmrons 2001 r.
Ne 152 «O06 yTBepXIeHMHM HMHCTPYKIMH OO0 OpraHM3alud W oOecrnedyeHUuH Oe30MacHOCTH
XpaHeHus, o0pabOTKM U TMepelayd [0 KaHajaM CBS3M C HCIOJIb30BAaHUEM CPENICTB
KpunTorpaguueckoil 3amuThl MHQOPMAIMK C OTPaHUYEHHBIM JOCTYIIOM, HE CcojepKaleit
CBEJICHUH, COCTABIIAIOIINX TOCYJaPCTBEHHYIO TAHY.

22. TIpuxaz ®Cb Poccuu ot 9 denpans 2005 r. Ne 66 «O6 yrBepxnenun [lonoxenus o
pa3paboTke, IIPOU3BO/ICTBE, peanuzanuu u IKCILTyaTaluu 1 poBaTBHBIX
(kpunTorpauuecKux) CpeACTB 3alIUTHl HH(POPMALIUN.

23. TOCT P HMCO/MDK 13335-1-2006 HudopmannoHHas TexHONOTus. MeToabl u
cpeactBa oOecneuenust OezomacHoctd. Yacte 1. KoHuenmust M Mozxenu MeHEIKMEHTa
6e3011acHOCTH NH(GOPMALIMOHHBIX U T€JIEKOMMYHUKALMOHHBIX TEXHOJIOTUI
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24. TOCT P UCO/MBK TO 13335-3-2007 WudopmarmonHass TeXHOJOTHSA. MeToasl u
cpeactBa obecnedenus Oe3omacHocTH. Yacteh 3. Metoapl MeHEKMEHTa O€30MaCHOCTH
UH(POPMALIMOHHBIX TEXHOJIOTUN

25. TOCT P UCO/MDBK TO 13335-4-2007 MudopmarmonHasi texHoyorusi. Meronsl u
cpezactBa obecrieueHus 6e3onacHocTH. YacTs 4. BbiOop 3amuTHBIX Mep

26. T'OCT P UCO/MDBK TO 13335-5-2006 MudopmarmonHas TexXHOJOTHS. MeToasl U
cpeactBa obecrnieueHus OezonacHocTd. YacTe 5. PyKOBOJICTBO 110 MEHEIKMEHTY 0€30MacHOCTH
ceTu

27. TOCT P HUCO/MBK 17799-2005 HNndopmanmnonHas texHoyorus. lIpakTudeckue
npaBuiIa yrpasiieHUs] HHOOPMAIIMOHHON 0€30IacCHOCTHIO

28. TOCT P HMCO/MDK 15408-1-2008 WudopmannoHHas TeXHOIOTUA. MeToabl u
cpencTBa obecrieueHuss Oe3omacHOCTH. Kputepuu OIeHKH 0e30macHOCTH HWH(DOPMAIMOHHBIX
texHosoruil. Yacte 1. BBenenue u obmas Moienb

29. TOCT P HMCO/MDK 15408-2-2008 HWMudbopmanuoHHass TEXHOIOTHSA. MeToasl U
cpeacTtBa obecnedyeHus: Oe3omacHocTH. Kpurepuu ouenkn 6e30macHOCTH HMHGOPMALMOHHBIX
texHosioruil. Yacts 2. @yHKIMOHAIbHbBIE TPeOOBaHUS O€30I1aCHOCTH

30. TOCT P HMCO/MDK 15408-3-2008 HWudopmarmoHHas TEXHOJOTHSA. MeToasl U
cpencTBa obecrieueHus Oe3omacHOCTH. Kputepuu OreHKH 0e30macHOCTH HWH(DOPMAIMOHHBIX
texHojoruil. Yacte 3. TpeboBanus 1oBepus K 0€3001aCHOCTU

31. TOCT P 34.10-2001. "Undopmanuonnas texHojorus. Kpunrorpaduueckas zammura
uHpopmanuu. [Iporeccs GopMHUPOBaHUS U TPOBEPKH AIEKTPOHHON I PPOBOI moarmcu"

32. TOCT P 34-11-94. "Uudopmanmonnas texnonorus. Kpunrorpadpuueckas 3ammra
uHpopmanuu. OyHKIKS XIMIHUPOBaHUS"

33. TOCT P 50922-2006 3ammra uHpopmauuu. OCHOBHbIE TEPMHUHBI U OIpENEJIECHUS.
PocrexperynupoBanue, 2006.

34. TOCT P 52069.0-2013 3ammuta wunpopmanuu. Cucrema craHnaproB. OCHOBHBIE
nosioxeHus. Poccrangapr, 2013.

35. T'OCT P 51583-2014 3amura uadopmanuu. Ilopsiok co3nanus aBTOMaTU3UPOBAHHBIX
CUCTEM B 3alllMIIEHHOM ucnoiaHeHuu. O6mue nonoxenus. Poccranaapr, 2014.

36. TOCT P 51624-2000 3ammra wuHpopmanuu. ABTOMaTU3MpPOBAaHHBIE CHCTEMBI B
3anuieHHoM uenonHenuu. Oomme tpedoBanus. ['occranaapt Poccun, 2000.

37. TOCT P 51275-2006 3amwurta unpopmauuu. OO0bekT uHPOpMaruzanuu. PakTopsl,
BO3/eHcTBYIONME HAa HH(popMmaruto. O6mue nonoxenus. Pocrexperynuposanue, 2006.

38. TOCT P 52447-2005 3ammra wundopmanuu. TexHuka 3amMThl WHPOPMALUH.
Homenknarypa nokaszarenei kauectBa. PocrexperynupoBanue, 2005.

39. TOCT P 50543-93 Kounctpykuuu 6a3oBble Hecymue. CpeicTBa BBIYUCIUTEIBHON
TeXxHUKU. TpebGoBaHHMsI 1O OOECHEUEHUI0 3alMThl HH(OpPMALMM U  3JIEKTPOMATHUTHOU
COBMECTHMOCTH METOJIOM 3KpaHupoBaHus. ['occrangapt Poceun, 1993.

40. TOCT P 56103-2014 3amurta uHPOpMaLUU. ABTOMATU3MPOBAHHBIE CUCTEMBI B
3alUIIEeHHOM ucnonHeHud. OpraHuzanuss W coaepikaHue paboT 1o 3alUTe OT
NOpPEHAMEPEHHBIX  CHJIOBBIX  JJIEKTPOMAarHUTHBIX  Bo3zeicTBuil.  OOLIMe  MOJOXKEHHUS.
Poccranpapt, 2014.

41. TOCT P 56115-2014 3ammurta wuHbOpManuu. ABTOMAaTH3UPOBAHHBIC CHCTEMBI B
3allMIIEHHOM  ucnoiHeHuu.  CpeacTBa  3allUThl  OT  NPEJHAMEPEHHBIX  CHIIOBBIX
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3JIEKTPOMArHUTHBIX Bo3aeicTBuiA. O0mue TpedoBanus. Poccrangapr, 2014.

42. TOCT P HCO/MDBK 15408-1-2012 WndopmanuonHass TexHOJOTHI. MeToasl u
cpencTBa obecrieueHus Oe3omacHOCTH. Kputepuu OIeHKH 0e30macHOCTH HWH(DOPMAIMOHHBIX
texnosoruil. Yacts 1. Beenenue u obmas mozaens. Poccrangapt, 2012.

43. TOCT P HCO/MDBK 15408-2-2013 HWnudopmanuonHass TexXHOJOTHSI. MeToasl u
cpenctBa obecrieueHus: O6ezomacHocTH. Kputepuu oneHku 0e30macHOCTH HH(DOPMAIMOHHBIX
texHojoruil. Yacte 2. DyHKIMOHAJIbHBIE TpeOOBaHUs Oe€30MacHOCTU (MpsSMOE MPUMEHEHUE
ISO/IEC 15408-2:2008). Poccranmapt, 2013.

44. Meronuka OnpeeieHns aKTyalbHbIX YIPO3 O€301MaCHOCTH NEPCOHATIBHBIX JaHHBIX MIPH
uX 00paboTKe B MH(POPMAIIMOHHBIX CHUCTEMaX MEPCOHANBHBIX NaHHBIX. YTBepxkaeHa OCTOK
Poccun 14 despains 2008 r.

45. COOpHHK BpPEMEHHBIX METOAMK OIEHKH 3allUIICHHOCTH KOH(UICHITMATEHOMI
uH(pOpMallMK OT YTEUKH 0 TEXHUYECKUM KaHaiaMm. YTBepxkaeH ['ocrtexxomuccueit Poccun,
2002.

46. TOCT P 50922-2006 3ammra undopmanuu. OCHOBHbIE TEPMHHBI U OIPEACICHUS.
PocrexperynupoBanue, 2006.

47. TOCT P 51275-2006 3ammra undopmarnuu. OO0bekT unHdopmaruzanuu. DakTopsl,
BO3/ciicTBytOIIME Ha UH(popmanuto. Obmue nonoxxkenusa. Pocrexperynuposanue, 2006.

48. COOpHHK BpPEMEHHBIX METOAMK OICHKH 3al[UIICHHOCTH KOH(MUICHITMATEHOMI
uH(pOpMallMKl OT YTEUKH 0 TEXHUYECKUM KaHanaMm. YTBepxaeH ['ocrexxomuccueit Poccun,
2002.

49. TpebGoBanusi 0 3ammTe MHPOPMAIMM, HE COCTABISIONICH TOCYIAapCTBEHHYIO TalHY,
coJepalleiics B TrocylapCTBEHHBIX HMH(OPMAIIMOHHBIX CHUCTEMaX. YTBEpXKJIEHbl MPUKAa30M
OCTIK Poccum ot 11 dpespanst 2013 r. Ne 17.

50. Mepbl 3ammThl MHPOPMALMU B TOCYAApPCTBEHHBIX HH(POPMALMOHHBIX CHUCTEMaXx.
Yrepxnensl ®CTIK Poccun 11 pepans 2014 r.

51. Meroanueckue peKOMEHAlMK 10 TEXHUYECKOH 3aiuTe HH(OpMalUU, COCTABISAIONIEH
komMmepueckyto TaiiHy. Y1epxaensl ®CTOK Poccun 25 nexabpst 2006 r.

B) MporpaMMHOe oOecIeYeHHE: CIEeIHUaTIN3UPOBAHHOE MPOrpaMMHOE oOecreueHue A
IPOBEPKU 3allMIICHHOCTH MOMELIEHUH OT YyTeUukd HHPOpMAIMU IO aKyCTHYECKOMY U
BUOpPOAKYCTHMUECKOMY KaHajlaM, CHEIMaJbHBIX HCCIECAOBAaHUN CPEICTB BBIYMCIUTEIHHON
TEXHUKH;

r) 6a3bl TaHHBIX, HH(OPMAIIMOHHO-CIIPAaBOYHBIE U MOMCKOBBIE CUCTEMBbI: Www.fstec.ru;
www.gost.ru/wps/portal/tk362.

Iepuoauyeckue M31aHUA:

1. Chip/Yum: XypHan 0 KOMOBIOTEpHOH TEXHUKE JJIsI MPO(ECCHOHATIOB U OMBITHBIX
10JIb30BaTENEH;

2. 3amwuTta unpopmarmu. Mucaitn: MapopMalnoHHO-METOUUECKUH JKypHAaI

3. HWudopmannonnas 6e30macHOCTb peruoHOB: HayuHo-npakTHYecKuii xKypHa

4. Bompocsl kubepOe3onacHoctd. Hayunblii, nepuoguueckuii, HHPOPMALMOHHO-
METOIMYECKHl KypHal c ©0Oa3oBoi crnenumanu3auued B o0jgacTM  MHGPOPMAIMOHHOMN
6e3onacunoctu.. URL: http://cyberrus.com/
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5. besomacHocTh MH(pOpPMANUOHHBIX TexHoJorHi. [lepuoamdeckuii pereH3NpyeMbli
Hay4HbIil xypHan HUSAY MU®U. URL: http://bit.mephi.ru/

DJIeKTPOHHBbIE UCTOYHUKM:

1. ®epepanbHast ciayk0a MO TEXHUYECKOMY M 3KcrmopTHOoMy KoHTponio (DPCTIK
Poccun) www.fstec.ru

2. HndopmanmoHHO-CIIpaBOYHAs CHUCTEMa IO JOKYMEHTaM B OOJIACTH TEXHUYECKOM
3amuThl HHGoOpMauu www.fstec.ru

3. OOpazoBaTenbHble NOPTAJIbI MO PA3JIUYHBIM HANpaBieHUsIM oOOpa3oBaHUs U
temaTuke http://depobr.gov35.ru/

4. CopaBouno-npaBoBas cucreMa «Koncynbrant [Iroc» www.consultant.ru
CnpaBouHo-npaBoBas cucrema «l'apanT» » www.garant.ru
®enepanbublil mopran «Poccuiickoe oOpasoBanue www.edu.ru
®enepanbHblii paBoBoil noptan «lFOpuandeckas Poccusi» http://www.law.edu.ru/

®© =N oW

Poccuiickuii Onomerpuyeckuii mopran www.biometrics.ru

9. ®enepanbublii nopran «MHPOpPMAIIMOHHO- KOMMYHUKALIMOHHBIE TEXHOJOTHMU B
obpazoBanum» htpp\\:www.ict.edu.ru

10. Caiit HayuHoii snekTpoHHOl 6ubinorekn www.elibrary.ru
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5. KOHTPOJIb 1 OLIEHKA PE3YJIbTATOB OCBOEHUA
IMPOPECCHUOHAJIBHOI'O MOAVYJIABUIA JEATEJBHOCTHN)

PesyabTaTsl OcHoBHbBIE OKa3aTeIn Metoabl 1 MeTOAbI KOHTPOJISI M
(ocBoennbie IIK) OLICHKH pe3yJibTara OLICHKH
IIK 2.1. OcymectBaAth | JleMOHCTpUPOBATh YMEHUS | TECTUPOBAHUE,

YCTaHOBKY U
HACTPOMKY OTIEJIBHBIX
IPOTrPaMMHBIX,
POTrPaMMHO-
anmapaTHbIX CPE/ICTB
3alIUTHI UH(OPMAITHH.

Y MPAaKTUYECKUE HABBIKY B
YCTAHOBKE U HAaCTpPOMKe
OTJEJIbHBIX
POTrpaMMHBIX,
IIPOrpaMMHO-aINapaTHbIX
CPECTB 3aLUThI
uH(popManuu

9K3aMeH KBaIU(PHUKAIIMOHHBIH,
JKCIIePTHOE HAOII0IeHHE
BBITNOJIHEHUSI TAOOPATOPHBIX padoT,
JKCIIePTHOE HAOII0IeHHE
BBITIOJTHEHUS MPAKTUYECKUX paboT,
OIICHKA PEIICHUS CUTYaIlMOHHBIX
3ajad,

OLIEHKA TPOIIeCcca U Pe3ysIbTaTOB
BBITMIOJTHEHMSI BUJIOB pa0doOT Ha
MPaKTHKE

IIK 2.2. OGecneunBath
3anMTy nH(GOPMAIHH B
ABTOMATHU3HPOBAHHBIX
CUCTEMAaX OT/CIbHBIMHU
MIPOrPaMMHBIMH,
MIPOrPaMMHO-
anmapaTHbIMA
CpeICTBaMHU.

JleMOHCTpHUpOBaTh 3HAHUS
1 yMEHHS B 00ecTieueHun
3aIUThl MHOpMaluu B
ABTOMATHU3UPOBAHHBIX
CUCTEMAaX OTJEJIbHBIMU
MPOrPaMMHBIMH,
IIPOrPaMMHO-
annapaTHbIMU CPEACTBAMHU

TECTUPOBaHUE,
9K3aMeH KBaIH()UKAIMOHHBIMH,
JKCIEPTHOE HAOIIIOICHHE
BBITIOJTHCHHSI TAOOPATOPHBIX PadoT,
JKCIEPTHOE HAOIIIOICHHE
BBITTOJIHEHHSI TPAKTHYECKUX PadoT,
OIIEHKA PEIICHUS CUTYallMOHHBIX
3ajad,

OLIEHKa Mpoliecca U pe3ybTaToB
BBITTOJIHEHHSI BUJIOB PabOT Ha
MPAaKTHUKE

MK 2.3. OcymiecTBasTh
TECTUPOBAHUE
GYHKIUH OTAETBHBIX
MIPOTrPaMMHBIX U
MPOrpaMMHO-
anmnapaTHbIX CPEJICTB
3aImuThl HHHOPMAITUH.

BelnmonHeHne nepeyHs
paboT Mo TECTUPOBAHUIO
(byHKUIUH OTAETBHBIX
IIPOrPaMMHBIX U
IIPOrpaMMHO-AIapaTHbIX
CPEJICTB 3aLUTHI
uH(popMalun

TECTUPOBaHUE,

9K3aMeH KBaIU(PUKAIIMOHHBIH,
JKCIIePTHOE HAOII0IeHHE
BBITOJIHEHUS TaOOpaTOPHBIX PadoT,
JKCIIePTHOE HAOII0IeHHE
BBITOJIHEHUS TPAKTHYECKUX PadoT,
OIIEHKA PEIICHHUs] CUTYallHOHHBIX
3ajad,

OIIEHKa TpoIIecca U pe3yIbTaToB
BBITTOJTHEHUS BUIIOB paboT Ha
MIPaKTUKE
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MK 2.4. OcyiiecTBasTh
00paboTKy, XpaHEHUE U
nepeaayy HHPOpMaLUU
OrpaHUYECHHOTO
JOCTyIA.

IIposiBnATE 3HaHMA,
HaBBIKU U YMEHHS B
00paboTKe, XpaHEHUH U
nepeaaye uHpHopMaIuu
OrPaHUYEHHOTO JOCTyIa

TECTUPOBAHUE,
9K3aMeH KBaIU(UKALMOHHBIMH,
JKCIEePTHOE HAOIIIOICHHE
BBITIOJTHEHUS JIA0OPATOPHBIX padoT,
IKCIEPTHOE HAOIIOICHUE
BBITTOJIHEHHSI TPAKTHYECKUX PadoT,
OIICHKA PEIICHUS] CUTYallHOHHBIX
3ajad,

OLIEHKA MPOLIeCcca U Pe3yIbTaToB
BBITIOJIHCHUS BHU0OB pa60T Ha
MIPaKTUKE

IIK 2.5. YHnuroxarp
nHpOpMAIIUIO U
HOCUTENN HH(pOpMaIIH
C UCIIOJIb30BaHUEM
IIPOrPaMMHBIX U
IPOrpaMMHO-
annapaTHbIX CpE/ICTB.

JleMoHCTpanus anropurma
poBeieHUs paboT 1Mo
YHUYTOXXCHUIO
uHpOpMaLUU U HOCUTENeH
uHpopManuu ¢
UCIIOJIb30BaHUEM
POTPaMMHBIX U
POTPaMMHO-aIapaTHBIX

TECTUPOBaHUE,

9K3aMeH KBaIH()HUKAMOHHBIMH,
JKCIEPTHOE HAOIIIOICHHE
BBINIOJTHEHUS Ta00OPaTOPHBIX padoT,
IKCIIEPTHOE HAOIIIOICHUE
BBITIOJTHEHUSI IPAKTHUECKHUX padoT,
OLICHKA PELICHUs CUTYallHOHHBIX
3ajad,

pErUCTpaLuo
OCHOBHBIX COOBITHII B
aBTOMaTH3UPOBAHHBIX
(MHpOpPMAIIMOHHBIX)
CUCTEMaX, B TOM YHCIIe
C MCTI0JIb30BaHUEM
MPOTPaMMHBIX U
IPOrpaMMHO-
anmapaTHbIX Cpe/ICTB
OoOHapyKeHHUS,
MIPENYNPEXKACHUS U
JTUKBUIAAN
MIOCJIEICTBUI
KOMITBIOTEPHBIX aTaK.

YMEHUS B 3alllUTe
ABTOMAaTH3UPOBaHHbIX
(MH(MOPMAITMOHHBIX )
CHCTEM C HCIOJIb30BaHHEM
POTPAMMHBIX H
IPOTPaMMHO-aIMapaTHBIX
CpEJCTB OOHAPYKEHMUS,
NpeaynpexIeHus U
JMKBUAALMY TTOCIEICTBUI
KOMITBIOTEPHBIX aTaK

CpeACTB OLIEHKA IPOLIecCca U Pe3yJIbTaTOB
BBITTOJIHEHHSI BUJIOB PabOT Ha
MIPaKTUKE
IIK 2.6. Ocymectsisars | [IposBiATh 3HaHUA 1 TECTUPOBAHUE,

9K3aMeH KBATH(HUKAIIMOHHBIH,
JKCIIePTHOE HAOII0IeHHE
BBITMIOJTHEHHSI TAOOPATOPHBIX pabdoT,
JKCTEPTHOE HAOIIIOICHHE
BBIITOJIHCHH A MMPAKTHUYCCKUX pa60T,
OIICHKA PCIICHHUA CUTYAallTUOHHBIX
3ajad,

OIIEHKa IMpoliecca U pe3ynbTaToB
BBITIOJTHEHMSI BUJIOB padoOT Ha
MIPaKTUKE

q)OpMBI U MCTOABbI KOHTPOJIA W OLICHKU PE3YJIbTATOB 06y‘{eHI/I}I JOJDKHBI ITO3BOJIATH
IMMPOBEPATHL Yy o6yqa101111/1xc;1 HEC TOJIBKO C(I)OpMI/IpOBaHHOCTB HpO(I)CCCI/IOHaJ'IBHBIX KOMHCTCHHHﬁ,
HO U pa3BUTUC 06H_[I/IX KOMIIETCHIIUN U 06CCHC‘-II/IB3IOH_II/IX nx YMCHHf/'I
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PesyibTaTsl
(ocBoeHHBIE 001N E
KOMIIETEHIIMH)

OcHOBHBIE ITOKA3ATEJIH
OLIEHKHM pe3yJibTaTra

@®opMBbI H METO/IbI KOHTPOJIA
U OLlEHKH

OK 01. Bei6uparp

CHIOCOOBI perieHus 3a/1a4

npodeccnoHanbHOM
NEeSITeIbHOCTH,
MPUMEHHUTETBHO K

Pa3JINIHBIM KOHTCKCTAaM.

— 000CHOBaHHOCTh
MMOCTAHOBKH I1€JIH, BBIOOPA U
NPUMEHEHHSI METOJIOB U
CIOCO0O0B PEIICHHS
npodecCHOHABHBIX 3a/1a4;

- aJIcKBaTHas OLICHKA U
camooleHKa 3(ppexTuBHOCTH
Y Ka4eCTBa BBITIOJTHECHUS
npoecCUOHANBPHBIX 3a/1a4

Wuteprperanus pe3yapTaToB
HaOIIOACHUH 32
NEATEIIHOCTHIO
o0yyJaroIerocs B pouecce
OCBOEHHsI 00pa3oBaTeNbHON
POrpaMMbl

DkcnepTHOE HAOMIOICHNE U
OLIEHKa Ha J1a00paToOpPHO -
NPaKTHYECKHUX 3aHATHAX, IPU
BBITIOJTHCHUH PabOT 110
y4eOHOM M IPOU3BOICTBEHHON
HpaKTHKaM

DK3aMeH KBaTH()UKAIIMOHHBIH

OK 02.0OcymecTBisTh
MIOUCK, aHAJIN3 U
WHTEPIIPETAIIIO
nH(popManuu,
HEOOXOTUMOM IS
BBINOJIHEHUS 3a/1a4
npodeccnoHaTBLHOM
JeSITeTbHOCTH.

- HCII0JIb30BaHUE Pa3IMUHBIX
HMCTOYHUKOB, BKITIOYAs
AJIEKTPOHHBIE PECYPCHI,
Meaunapecypcesl, UuTepHet-
pecypchl, IEpUOINYECKUE
W3JIaHus TI0 CIIEUAIBHOCTH
JUISL pellieHus
npodeccnoHaNbHbIX 33a1a4

WHTteprperanus pe3ysbTaToB
HaAOJIFOJEHU 3a
JeSITeTbHOCTHIO
oOyuarolerocs B mpoiiecce
OCBOCHHS 00pa30BaTEeIbHON
IPOrPaMMBI

DKCTepTHOE HAOIIOICHUE U
OLIEHKa Ha J1ab0opaToOpHO -
MPAKTUIECCKHUX 3aHATHUSX, IPU
BBINTOJIHEHUH PadoT MO
y4eOHOM U TTPOU3BOICTBEHHOM
PaKTHKaM

DK3aMeH KBaJTN(UKaIMOHHBIN

OK 03. [InanupoBats 1
peann30BHIBATH
cOOCTBEHHOE
po¢eCCuOHAIBHOE U
JMYHOCTHOE Pa3BUTHE.

- IEMOHCTpAIHs
OTBETCTBEHHOCTH 3a
MIPUHSATHIE PEUICHUS

- 000CHOBaHHOCTH
camMoOaHaIn3a U KOPPEKIIHs
pe3yabTaTOB COOCTBEHHOM
paboThI;

WuTepnperanus pe3ynbTaToB
HalIo1eHnH 3a
JeSITebHOCTBIO
o0Oydaromierocs B mporecce
OCBOEHMS 00pa30BaTEIbHOM
MPOrpaMMBbI

DKcrepTHOE HAOIIOIEHUE U
OlIeHKa Ha JabopaTopHO -
MPAKTUYECKHUX 3aHATHSX, IPH
BBITIOJTHEHUH paboT 1O
y4eOHO U IPOU3BOJICTBEHHOM
MPaKTHKaM

DK3aMeH KBaJTH(PHUKAIIMOHHBII

OK 04. PaGorats B
KOJIJICKTHBE U KOMaH/IE,
3¢ heKTUBHO
B3aMMO/ICHCTBOBATh C
KOJIJICTaMH,
PYKOBOJICTBOM,
KJIMEHTaMHU.

- B3aUMOJICHCTBHE C
oOyJaronumucs,
MPEnoaBaTeNIsIMU 1
MacTepaMu B X0Jie 00y4YeHus,
C PYKOBOJUTEISIMU yueOHOM
U MPOU3BOACTBEHHOMN
MIPaKTHUK;

WNHTtepnperanus pe3ybTaToB
HaOIt0IeHnH 3a
JeSITeNIbHOCTHIO
o0yyaroIerocs B rporecce
OCBOCHHS 00pa30BaTEeIbHON
MIPOTPaMMBbI

30




- 000CHOBAaHHOCTH aHAIN3a
paboThI YWICHOB KOMAH/IbI
(OTYMHEHHBIX )

DKCNEepPTHOE HAOIIOICHUE 1
OLIEHKa Ha J1a00paToOpPHO -
MPAKTHUYECKUX 3aHATHUSX, TPU
BBITIOJTHEHUH PadOoT 110
y4eOHOH U TTPOU3BOACTBEHHOM
MIPaKTUKaM

DK3aMeH KBaJIU(DUKAITMOHHBIN

OK 05. OcymiecTBiATh
YCTHYIO ¥ TUCHBMEHHYIO
KOMMYHHKAITUIO Ha
TOCYJapCTBCHHOM SI3BIKE
C Y4€TOM 0COOEHHOCTEM
COITHAILHOTO U
KYJIbTYPHOT'O KOHTEKCTA.

-TPaMOTHOCTb YCTHOM U
NMUCbMEHHOM peuHu,

- ICHOCTH (POPMYITHUPOBAHUS
U U3JI0)KEHUS MbICIIEH

HHteprperanus pe3ysbTaToB
HaOJIFOEHUII 3a
JeSITeTbHOCTBIO
o0ydarorierocst B mporecce
OCBOEHUsI 00pa30BaTEILHOM
HPOTPaMMBI

DKCTepTHOE HAOIIOICHUE U
OLICHKA Ha JJabOpaTOPHO -
NPaKTUYECKHUX 3aHATHUSAX, IPU
BBIMIOJTHEHUH PadoT 110
yueOHOW U IPOU3BOJACTBEHHOMN
HpaKTHKaM

DK3aMeH KBaJIU(pUKAMOHHBIN

OK 06. IIposBiarh
IPa)TaHCKO-
MaTPUOTHYECKYIO
MMO3HIIUIO,
JTEMOHCTPUPOBATH
OCO3HAHHOE TOBEACHUE
Ha OCHOBE
TPaJUIIHOHHBIX
00I1IIeUeI0BeYeCKUX
IICHHOCTEH.

- cOOII0IeHNE HOPM
MTOBEJICHHSI BO BpPEMSI
y4eOHBIX 3aHATUH U
MIPOXOXKICHHSI Y4eOHOH 1
MPOU3BOACTBECHHON MPAKTHK,

WuTepnperanus pe3yinbTaToB
HaOJI0IeHUH 3a
JeSITeIbHOCTBIO
oOyuarolerocs B mporecce
OCBOCHHS 00pa30BaTEIILHOM
MPOrpaMMBbI

DKcrepTHOE HAO0IEHUE U
OlIEHKa Ha J1ab0opaToOpHO -
NPaKTUYECKUX 3aHATUSAX, IPU
BBITIOJTHEHUH pa0OT MO
y4eOHOI ¥ IPOU3BOJICTBEHHOI
MPAaKTUKaM

DK3aMeH KBaIH(HUKaIMOHHBIHI

OK 07. CopnelicTBOBarh

- 9(ppeKTUBHOCTH

WHTtepnperanus pe3ysbTaToB

COXPaHEHHIO BbInosHeHus npasui Th Bo HaOJIro/1eHui 3a
OKPY’KaroIllleH Cpeasl, BpeMs yUEOHBIX 3aHITHH, IPU | AESITEIbHOCTBHIO
pecypcocOepexeHuIo, MPOXOXKJICHUN y4eOHOU U o0yyaroIerocs B rnporecce
a3 pexTUBHO MIPOU3BOJICTBEHHON MIPAKTHK; | OCBOCHHS 00pa30BaTEIBHOM
JIeicTBOBATh B - 3HaHUE U UCTOJIb30BAHUE IPOrpamMMbl
Ype3BhIYATHBIX pecypcocheperaronmx DKcnepTHOE HAOII0IeHUE U
CUTYyalHsX. TEXHOJIOTHH B 001acTH OLIeHKa Ha J1a0opaTopHO -
TEJIIEKOMMYHHUKAITHH MPAKTHYECKHUX 3aHATHSX, IPH
BBINOJIHEHUH padoT MO
y4eOHOM U TTPOU3BOICTBEHHOM
MPAKTUKaM
DK3aMeH KBaJTU(UKaMOHHBIN
OK 08. Hcnonb3oBath - 3¢(eKTUBHOCTH WHTepnperanus pe3ynbTaToB

cpencTBa PU3HUECKOU
KYJIbTYpPBI IS
COXpaHCHHS U

BbITTOJIHEHUS nipaBuil Th Bo
BpeMs yueOHBIX 3aHATHHA, IPU
MIPOXOXKACHUH YIeOHOU 1

HaOJIIOEeHNIT 3a
ACATCIIBHOCTBIO
o0ydJaromierocs B mporecce
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YKPEIUICHHUS 3[I0POBbS B
nporecce
npodeCCHOHATLHON
JEATSIILHOCTH U
MoJIZICpIKaHNe
HEOO0XOAUMOTO YPOBHS
buznveckoi
MOJITOTOBJICHHOCTH.

MIPOU3BOJICTBEHHON MPAKTHK;

OCBOCHHS 00pa30BaTeIbHON
MIPOTPaMMBI

DKcnepTHOE HAOII0IEHUE U
OLICHKa Ha J1a00paToOpHO -
NPAKTHUYECKUX 3aHATHUSX, TPU
BBITIOJTHEHUH PadOT 110
y4eOHOH U TPOU3BOJICTBEHHOM
MIPaKTUKaM

DK3aMeH KBaJTU(DUKAITMOHHBIN

OK 09. HUcnonb30BaTh
MH(OPMALMOHHBIC
TCXHOJIOTHUU B
npodeccHoHaTbHOM
JIEATEIIbHOCTH.

- 3 pexTUBHOCTH
WCIIOJIb30BAHUS
nH(pOPMAIIMOHHO-
KOMMYHUKAITHOHHBIX
TEXHOJIOTHI B
npodeccHOHATLHON
NeSITeTbHOCTH COTJIACHO
(bopMHUpPYyEMbIM YMEHUSM U
MOJTy4aeMOMY
MPAKTUYECKOMY OIIBITY;

HHteprperanus pe3ysbTaToB
HaOJIFOIEHUI 3a
JeSITeTbHOCTBIO
o0yuaroIerocs B rporuecce
OCBOCHHS 00pa30BaTEIbHON
POTrpaMMBI

DKCIepTHOE HAOIIOICHUE 1
OLIEHKa Ha J1a00paTopHO -
NPaKTUYECKHUX 3aHATUAX, IPU
BBINOJIHEHUH PadoT 1O
yueOHOW U IPOU3BOJACTBEHHOMN
IpaKTUKaM

DK3aMeH KBaJIU(pUKaMOHHBIN

OK 10. ITons30BaThCs
npodeccnoHaTBEHOM
JOKyMEHTAaIMel Ha
rOCy/IapCTBEHHOM U
WHOCTPAHHOM SI3BIKAX.

- 3(ppeKkTHBHOCTH
HCIIOJIE30BaHMS B
npodecCuoHAIbHON
JIESITENNLHOCTA HEOOXO0IUMOM
TEXHUYECKOH TOKYMEHTAIIUH,
B TOM YHCJI€ Ha aHTJIMHCKOM
SI3BIKE.

Wutepriperanus pe3yapTaToB
HaOJI0IeHuH 3a
JEATeILHOCTBIO
o0ydaromierocs B mporecce
OCBOEHMS 00pa30BaTEIbHOM
MPOrpaMMBbI

DKcnepTHOE HAOOIEHUE U
OlIEHKa Ha J1ab0paTopHO -
NPaKTUYECKUX 3aHATUSAX, IPU
BBITIOJTHEHUH padoT 10
y4eOHOI U IPOU3BOJICTBEHHOI
MPAaKTUKaM

OK3aMeH KBaJIH(HUKAIMOHHBIHI
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