MHUHHUCTEPCTBO OBPA3OBAHUS U HAYKH POCCUMCKOM ®EJIEPAIIUMA
OEJIEPAJBHOE I'OCYJAPCTBEHHOE BIO/KETHOE OBPA30BATEJIBHOE
YYPEXJE-HUE BBICIIEI'O OBPA3OBAHMUSA
«KABAPJIUHO-BAJIKAPCKHI T'OCYJAPCTBEHHBIN YHUBEPCUTET
uM. X.M. BEPBEKOBA»

KOJUIEJK HH®OPMAIIMOHHBIX TEXHOJOTMI U SdKOHOMUKHA

COI''TACOBAHO VYTBEPXIAIO
ITpencenarens KEHI PAH JlupexTop KoJuiemka HHPpOPMaIMOHHBIX
/3.B. Haroes/ TEXHOJIOTHI 1 YKOHOMHKH
/®.b. Haxyiesa/
« » 2019r. « » 2019r.

PABOYAS ITPOTPAMMA ITPO®PECCHUOHAJIBHOI'O MOYJIA

IIM.02 BAIIUTA UTH®OPMAILIUU B ABTOMATU3UPOBAHHBIX CUCTEMAX
IMPOI'PAMMHBIMU U ITPOI'PAMMHO-AIIITAPATHBIMHU CPEACTBAMUA

IIporpamma noAroTOBKH CNENHMAJUCTOB CPeIHEro 3BeHA CIeluaTIbHOCTH
10.02.05 O6ecneuyenne MHPOPMALMOHHON 6€30MACHOCTH ABTOMATU3HPOBAHHBIX CHCTEM
Cpennee npogeccuoHajlbHOe 00pa3oBaHne

Kpaindukauus BeINyCKHUKA
TexHuk no 3ammre HHGoOpMaLUH

Ounas ¢popma o0ydeHus

Hanpumk, 2019r.



Pabouas mporpamMMa mpodeccHoHaNbHOTO MOXIyNs pa3paboTaHa Ha  OCHOBE
®denepanbHOTO TOCYJAPCTBEHHOTO oOOpaszoBaTenbHOro cranmapra (mamee DPI'OC) o
cnenuaiapaoct  CIIO  10.02.05 ObGecneyenne  WHPOPMAIMOHHONW  0€30MacHOCTH
ABTOMATH3UPOBAHHBIX CHCTEM, YTBEPKICHHOTO IPUKa30M MHHHUCTEPCTBA 00pa30BaHUs U HAYKU
Poccutickoit ®eneparuum ot 09.12.2016r. Ne 1553, yueOHOTO TU1aHa MO MIporpaMme MOATOTOBKH
CHELUATNCTOB CPETHETO 3BEHA

Pazpabortunku: JI.b. bucuokosa, mpenomaBarens

3.C. CmxaxeBa, IpernoiaBareib

Penensenr: WBanos T.X., nupexrop MHCTUTYTAa HHPOPMATHKH H
npobiieM peruonansHoro ynpasnenuss KbHI[ PAH

Pabouas nporpamma npodeccuoHanbHOro MOy 00cyk1eHa 1 ogo0peHa Ha 3aceganuu LK
POrpaMMHUPOBaHUS U HHPOPMAITMOHHON O€30MacCHOCTH

[Iporokon Ne ot « » 2019r
[Ipencenarens [IK E.K. Darynosa
(moamuce)
CornacoBaHo
Hayunas 6ubnnorexa KbI'Y,
OT/I€]1 KOMIIJIEKTOBAHHUS H.A. T'yG:xokoBa
(moamuce)



COJAEP)KAHUE

1. MACHHOPT ITPOI'PAMMBI TPO®ECCHUOHAJIBHOT'O MOAY JIA

2. PE3YJIBTATBI OCBOEHUA ITPO®PECCHOHAJIBHOT'O MOAYJIA
3. CTPYKTYPA U COAEP/) KAHUE NTPOPECCHUHOHAJIBHOT'O MOAYJISA

4. YCJOBMS PEAJIM3ALIAU ITPOTPAMMBI ITIPO®ECCHOHAJIBLHOT O
MOIYJISA

5. KOHTPOJIb 1 OHEHKA PE3YJIbTATOB OCBOEHUS
MMPOP®PECCHUOHAJBHOI'O MOAYJIA (BUJA MPO®PECCUHOHAJIBHON
JAEATEJIBHOCTH

Crp.

25

30



1. MACIIOPT NPOI'PAMMBI TIPO®ECCUOHAJIBHOT'O MOAY JISAA

IIM.02 BAIIUTA UTH®POPMAIIUU B ABTOMATU3UPOBAHHbBIX CUCTEMAX
ITPOI'PAMMHBIMU U ITPOI'PAMMHO-AIIIIAPATHBIMHU CPEACTBAMUA

1.1. O6n1acTh NnpUMeHEeHHUs IPOrPaMMBbI
[Iporpamma mpodeccuonanbHoro Monyias (manee nporpamma [IM)-sBusercss dYacTbio

IIPOrpaMMbl MOATOTOBKHM CHELMAIUMCTOB cpeAHero 3BeHa B coorserctBuu ¢ ®PI'OC CIIO 10.02.05

Obecneuenne UHGOPMAIIMOHHON 0€30MaCHOCTH aBTOMATH3UPOBAHHBIX CHCTEM, B YAaCTU OCBOCHMSI

OCHOBHOTI'O BH/1a I€ATEIILHOCTH

1.2. ey 1 3a5a4M MOYJIsl, TPe0OBAHMSA K pPe3yJibTATaM OCBOCHHS MOLYJIsA

C 1menpl0 OBNAACHHWS YKAa3aHHBIM BUAOM JESITEIBHOCTH U COOTBETCTBYIOIIMMHU
npoeCCHOHATBHBIMI KOMIIETEHLIUSAMU OOYYaloIMICS B XOA€ OCBOEHHUS HPO(EecCHOHATBHOTO

MOyl TOJIKEH:

HMeTh NPAKTUYeCKHIl ONbIT:

—  YCTaHOBKH, HACTPOWKH MPOTPAMMHBIX CPEJCTB 3aIIUTH HH(OPMAIMH B aBTOMATH3UPOBAHHON
cucTeMe;

— oOecniedeHUs] 3alIUThl ABTOHOMHBIX aBTOMATHU3MPOBAHHBIX CHCTEM TPOTPAMMHBIMH U
IPOTPaMMHO-aNapaTHBIMK CPEJICTBAMU;

— TeCTHpOBaHUSA (YHKUMH, JUArHOCTHKA, YCTPAaHEHHS OTKa30B M  BOCCTAHOBJIEHUS
paboTOCIOCOOHOCTH  MPOTPaMMHBIX M IPOTPaMMHO-aNapaTHBIX  CPEACTB  3aIIUTHI
nHpopmanuu;

— pemenus 3amad 3amuTel oT HCJl k mHpOpManuu OTpaHMYEHHOTO JOCTyHa C IOMOIIBIO
MPOTPAMMHBIX M ITPOTPAaMMHO-AIAPATHBIX CPEJCTB 3aIUTHl HH(POpMAITUH;

— TNPUMEHEHUS AJIEKTPOHHOHN MOJMUCH, CHMMETPUYHBIX U aCUMMETPUUYHBIX KPUNTOrpahuuecKux
QITOPUTMOB, U CPEACTB MIM(PPOBAHUS TaHHBIX;

— yuéra, oOpabOTKH, XpaHEHHs U Iepenadyd MH(OpMAaIMM, A7 KOTOPOH YCTAHOBIIEH PEXKUM
KOH(HIEHIIMATIbHOCTH;

— paboTHI C MOJICUCTEMaMH PETUCTPAIIH COOBITHH;

—  BBIABJICHUS COOBITHI U MHLIMACHTOB 0€30MaCHOCTH B aBTOMAaTU3UPOBAHHOM CHUCTEME.

Ymers:

— YCTaHaBJIMBaTh, HACTPAUBATh, IPUMEHSTH IPOTPAMMHBIE U IPOTPAMMHO-aNNIapaTHBIE CPEICTBA
3alUThl HH(OPMaLINK;

— YyCTaHaBIMBATh M HACTPaWBaTh CPEICTBA AHTUBUPYCHOW 3allUTBI B COOTBETCTBUU C
MPEIbABISIEMBIMA TPEOOBAHUSIMH;

— JHMarHOCTUPOBATh, YCTPaHATH OTKa3bl, OOecleunuBaTh pPabOTOCTIOCOOHOCTh W TECTUPOBATH
(GYHKIIMY MPOTpaMMHO-aNNapaTHRIX CPEJCTB 3alIUTH HHPOPMAIIHH;

— TIPUMEHATH IPOrPpaMMHBIC U TPOTPaMMHO-aIIAPaTHRIC CPEICTBA IS 3aIIUTHl HH(OOPMAIIUN B
0asax JaHHBIX;

— TIPOBEPSATH BBITIOJHEHUE TPEOOBaHWN MO 3amUTe WH(MOPMAIMK OT HECAHKIIMOHUPOBAHHOTO
JIOCTyTIa TIpU aTTecTallid OOBEKTOB HWH(OpMATH3aUM 1O TPeOOBaHHAM O€30MacHOCTH
uHpOpMaINH;

— TPUMEHATH  MaTEeMAaTHYSCKWUH  ammapaT Il BBINOJIHCHHS  KPUIITOTPapUYIeCKHX
npeoOpa3oBaHuii;

— HCHOJb30BaTh THUIIOBbIE MPOrpaMMHbBIE KpuUNTOrpaduueckue cpeacTBa, B TOM UHCIE
AIEKTPOHHYIO MOAIHNCE;



1.3.

NPUMEHSTH CPECTBA FAPAHTUPOBAHHOT'O YHUUTOXKEHHS HH(POPMAIINH;

yCTaHaBJIHMBAaTh, HACTPAUBATh, IPUMEHTH IPOTrPAMMHBIE M TPOTPAMMHO-aINIapaTHBIE CPEICTBA
3alUTh HH()OpMAIIH;

OCYIIECTBIIATh MOHUTOPHUHT M PETHCTPALUIO CBEICHHH, HEOOXOIUMBIX JUIS 3alIUTHl OOBEKTOB
UH(pOpPMATHU3aINH, B TOM YHCIIE C HCIOIb30BAaHUEM IPOrPAMMHBIX U IIPOrPaMMHO-aNIIapaTHBIX
CpeAcTB OOHApYKEHUS, IPEIYPEKACHUS U TUKBUIALNY TTOCIIEACTBUN KOMITBIOTEPHBIX aTaK
3HATh:

0COOEHHOCTH U CIIOCOOBI MPUMEHEHHS MPOTPAMMHBIX W MPOTPAMMHO-ANIAPATHBIX CPENCTB
3amuTHl HHQOPMALIUK, B TOM YHCIIE, B ONIEPALIMOHHBIX CUCTEMaX, KOMIBIOTEPHBIX CETSX, 0a3ax
JTAHHBIX;

METOJbl TECTUPOBaHMSA (DYHKIMH OTIENBHBIX MPOrPaMMHBIX M IPOrPAaMMHO-aNIIapaTHBIX
CPEJICTB 3alUTHl HHPOPMAIINY;

TUIIOBBIE MOJIETN YIIPABIICHUS JOCTYIIOM, CPEJICTB, METOIOB U MPOTOKOJIOB UACHTU(DUKAIINN U
ayTeHTHU(HKALUHY;

OCHOBHBIC TOHSATHS KPUNTOrpaduu M THIIOBBIX KPUNTOTPAPUUECKUX METOJOB M CPEICTB
3aIUTh HH)OpPMAITHH;

O0COOCHHOCTH M CIOCOOBI NPUMEHEHHs MPOrPaMMHBIX M IPOTPAaMMHO-aNIapaTHBIX CPENCTB
rapaHTHPOBAHHOTO YHUYTOXKEHUS HH(pOpMaIum;

THUIIOBBIE CPEJICTBA M METOJIbI BEICHHS ayANUTa, CPEACTB U CIIOCOOO0B 3alIUThHI MH(POpMALINH B
JIOKAJIBHBIX BBIYMCIUTEIBHBIX CETSX, CPEICTB 3aIIUTHl OT HECAHKIIMOHMPOBAHHOTO JJOCTYIIA.

KoumnuecTBO 4acoB, 0TBOAUMOE HA OCBOEHHUE MPO(PeCCHOHAIBHOI0 MOAYJIS
00BeM 00pa3oBaTeIHLHON MPOrPaMMBbI YI€OHOW TUCITUTUTHHEI — 611 gacos,
— 00BeM paboThl oO0yJaromuxcs ¢ npenoaasarenem mo MJIK— 425;
— camocTosTeNbHas pabora — 6;
- KOHCYJIbTAINH — 8;
— IpOMeXyTOuHas aTTectauus — 14,
—  yueOHo# npakTuku — 108;
—  TIpOWM3BOJICTBEHHOW MPAKTUKU — 72,
—  KypcoBoe npoektupoBanue — 30.



2.PE3YJIBTATBI OCBOEHUSA TPO®PECCHUOHAJBHOI'O MOAYJIA
PesynbTaToM OCBOGHHSI TpPOTpaMMbl MPO(ECCHOHAIBHOTO MOIYJS SBIISIETCS OBJaJleHUE

06y‘laIOH_[I/IMI/ICH BUIOM ACATCIIBHOCTHU 3aHII/ITa I/IH(l)OpMaI_II/II/I B AaBTOMAaTH3UPOBAHHBIX CHCTEMAaX

NPOTPAMMHBIMUA H TIPOTPaMMHO-ANIIAPATHBIMUA CPEICTBAMH, B TOM YHUCIIEe MPO(HEeCCHOHAIBHBIMU
(ITK) u o6uumu (OK) koMIteTeHIUAMU:

Kon HaumeHoBaHue pe3yJibTaTa 00yUeHUs

[IK2.1. | OcymecTBasATh YCTAaHOBKY M HACTPOMKY OTHENBHBIX IPOrpPaMMHBIX, [POrPaMMHO-
anmapaTHbIX CPEJICTB 3aIIUTHI HHPOPMALIUH.

[IK2.2. | O6ecreunBath 3alIUTy HHGOPMALIUK B aBTOMATU3UPOBAHHBIX CUCTEMAX OTAEIbHBIMU
IIPOrpaMMHBIMH, IPOrPAMMHO-ANIAPATHBIMU CPEICTBAMM.

[IK 2.3. | OcyuiecTBasATh TECTUPOBAHUE (DYHKIMI OT/IENBHBIX IPOrPaMMHBIX U IPOTPAMMHO-
anmnapaTHbIX CPEJCTB 3aIUTHI HHPOPMAIIUH.

[IK2.4. | OcymecTBasaTh 00pabOTKY, XpaHEeHHE U Mepeady HHPOPMaLUU OrpaHUYE€HHOT O
JOCTyna.

[IK2.5. | YHU4TOXaTh HHGOPMALIMIO U HOCUTEIN HH(OPMALIMU C UCIIOJIb30BaHUEM IPOTPAMMHBIX
Y IPOrpaMMHO-aINapaTHBIX CPEJCTB.

[IK 2.6. | OcyiecTBIsATh PETUCTPALIMIO OCHOBHBIX COOBITHH B aBTOMAaTU3UPOBAHHBIX
(MH(MOPMAIIMOHHBIX) CUCTEMAaX, B TOM YHCIIE C UCIIOJIb30BAHUEM ITPOTPAMMHBIX U
IIPOrpaMMHO-aIllIapaTHBIX CPEACTB OOHAPYKEHUS, IPEIYNPEKACHUSA U JTUKBUAALUN
MIOCJICJICTBUI KOMITbIOTEPHBIX aTaK.

OK 1. BeiOupate  crmocoObl  pelieHds  3ajad  NPO(PECCHOHANBbHON  JEATeNbHOCTH,
IIPUMEHMUTEIBHO K Pa3JIMUHbIM KOHTEKCTaM.

OK 2. OcyiecTBIATh MOUCK, aHAJIU3 U UHTEPIIPETALINIO HH(OpMALIUK, HEOOXOAUMOM ISt
BBINOJIHEHUS 3a/1a4 MPO(ECCHOHATIbHON IEATEIbHOCTH.

OK 3. [InanupoBaTh U pean30BbIBaTh COOCTBEHHOE MPOGECCHOHATIBHOE U JINYHOCTHOE
pa3BUTHE.

OK 4. Pabotath B KoIeKTHBE U KOMaH i€, 3P(PEKTUBHO B3aUMO/IECTBOBATh C KOJIIETaMH,
PYKOBOJCTBOM, KJIMEHTAMH.

OK'5. OcCyIIecTBIATh YCTHYIO U TUCBbMEHHYI0 KOMMYHHMKAIMIO HA TOCYAapCTBEHHOM SI3BIKE C
YYETOM O0COOCHHOCTEH COLMAIBHOIO U KYJbTYPHOTO KOHTEKCTA.

OK 6. [IposiBAATE Ipa’kIaHCKO-ITATPUOTHYECKYIO MMO3ULUIO, IEMOHCTPUPOBATH OCO3HAHHOE
NOBEJICHHE HAa OCHOBE TPAIULIMOHHBIX 00IEUET0BEYECKUX IEHHOCTEH.

OK'7. CopelicTBOBaTh COXPAHEHUIO OKPYKAIOIIEH Cpelibl, pecypcocOepexeHmto, 3pPeKTUBHO
JIEICTBOBAThH B YPE3BBIYANHBIX CUTYaIIHSIX.

OK 8. Hcnonb3oBathk cpecTBa GU3NYECKON KYIbTYPHI AJI1 COXPAHEHUS U YKPETLJIEHUs
3JI0pOBbsI B IIpo1iecce MPOo(ecCHOHATBHOM e TeTbHOCTH U MO IepKaHue
HEe00X0IUMOTr0 YpOoBHS (PU3MUECKON MOArOTOBJIEHHOCTH.

OK 9. Wcnonb3oBath nHGOpMaIMOHHBIE TEXHOJIOTHN B TPO(ECCHOHATLHON eI TEIbHOCTH.

OK 10. | ITonmp3oBaTbest IpodecCHOHAIBHOM TOKyMEHTaluell Ha TOCyJapCTBEHHOM U

HWHOCTPAaHHOM S3bIKaXx.




3. CTPYKTYPA U COAEP/)KAHUE NIPO®PECCHUOHAJIBHOI'O MOJAYJIA
IIM.02 3ammTa nHpopMALMH B AaBTOMATH3HPOBAHHBIX CHCTEMAX NPOrPAMMHBIMHU H IPOIPAMMHO-ANNAPATHBIMH CPeACTBAMH
3.1. TemaTnuyeckuii iIaH NpogecCHOHATBHOI0 MOLY IS

O6BeM pohecCHOHATFHOTO MOIYIIS, Yac

Ob6yuenne mo MJIK
IIpakTuka
Kot HanmeHoBaHus pa3ienoB Beero O6BeM [T ——— -
IIK u pohecCHOHANBLHOTO dacon 06pa3oBaTeNbH s = §
=R
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K 2.1.- | MK 02.01 I[IporpammHEIe
2.6 -
1 TIPOTPAMMHO-ATIIAPATIEIX | 364 255 137 66 - 30 6 8 8 72 36
CpencTBa 3aIlHThI
OK 1-10 HHPOpPMATH
MJK 02.02
K
punTorpagurieciie 242 170 110 60 - - 36 36
CpencTBa 3allKThI
HHPOpPMATH
DK3aMeH 110 MOJYJIIO 6 - - 6
Bcero: 611 425 247 126 - 30 6 8 14 108 72




3.2. Conep:xxanue o0yueHus mo npodeccuoHAILHOMY MO0

HanmenoBanme pasiesio Ypogensn
npogecCHOHAIBLHOT0 MOLYJIsA Copep:xanue yueOHOro MaTepHnaJia, JIabopaTopHble pa0oThl H NPAKTHYECKHE 3aHATHS, CAMOCTOATeIbHAsA padota | O0beM | ocBoeHHs
(IIM), MesRIUCHMIITTHHAPHBIX ol0yuamoierocsi, Kypcopas pa6ora (IpoexT) 4acoB

kypcoB (MJK) u Tem
1 2 3
Paspnen 1 moayasi. IIpumMeHenne NporpaMMHBIX U POrPAMMHO-aNNIAPATHBIX CPeACTB 3allUThl HH(pOPMaLUK 425
MJIK.02.01. ITporpaMMHBIe ¥ IPOrPAMMHO-ANINAPATHBIE CPEACTBA 3aLIUTHI HHGOpPMaUH 247
Paspnen 1. OcHOBHBIE IPHHUHUIIBI IPOTPAMMHOM M IPOrPAMMHO-ANNAPATHOM 3aIIUTHI HH(OPMaLUK 52
Tema 1.1. [Ipeamer u 3agaun Coaep:xkanue 6
MIPOrpaMMHO-aINIapaTHON 1 | Ilpenmer u 33134y IpOrpaMMHO-aNIapaTHON 3alIUThl HHYOPMALUH 1,2
3aIIUTHl HHPOPMAIHU 2 OCHOBHBIE TIOHATHS POTPAMMHO-aNIIAPATHON 3alIATH WH(POPMAITHN 6 1,2
3 Kraccudukanms MeToZ0B U CpeACTB MPOrpaMMHO-aNNapaTHOH 32U Thl HHpOpMaUU 1,2
Tema 1.2. CranzapTsl Conepxanne 10
0e30MacHOCTH 4 | HopmaTuBHBIE IPaBOBbIE aKThl, HOPMATUBHBIEC METOJUUECKUE TOKYMEHTHI, B COCTaB KOTOPBIX BXOIAT TPeOOBaHUS U 2 2
PEKOMEHIALUH IO 3alUTe HHPOPMAIMU TPOrPaMMHBIMU M IIPOTpPaMMHO-aIIapaTHeIMU cpeactBaMu. [Tpoduam
3aIIUTHI TPOTPAMMHBIX M IIPOrPaMMHO-aINMapaTHBIX CPEACTB (MEXKCETEBBIX SKPAHOB, CPEICTB KOHTPOIIS ChEMHBIX
MaIIMHHBIX HOCHUTENeH nH(pOopManny, CpeICTB JOBEPEHHOH 3arpy3KH, CPEICTB aHTUBHPYCHOM 3aIIUTHI)
5 CraHmapTsl 1O 3amuTe HHPOPMALIMH, B COCTAB KOTOPBIX BXOJAT TPEOOBAHHS M PEKOMEHIAINH TI0 3al1Te 2 2
nH(popManuy MPOrpaMMHBIMHU 1 IPOTPAMMHO-AIIIAPATHBIMH CPEICTBAMH.
TeMaTHKa NPaAKTHYECKUX 3aHATHIA 6 2,3
IMpakTryeckas padora Nel. O630p HOPMATHBHBIX MPABOBBIX AKTOB, HOPMAaTHBHBIX METOMYECKUX JOKYMEHTOB 110
3amuTe HHQOPMAIMH, B COCTaB KOTOPHIX BXOAAT TpeOOBaHMS M PEKOMEH/IAIMH 110 3aIInTe HH(HOPMALMH IPOTPaMMHBIMH
1 TIPOTPaMMHO-ANIAPATHEIMU CPEJICTBAMH
[MpakTryeckas padbora Ne2-3. Pabota ¢ conepskaHneM HOPMAaTHBHBIX IIPABOBBIX AKTOB
O0630p crangapTo. Pabora ¢ copepxaHueM cTaHIapTOB
Tema 1.3. 3amuiennas Conep:xanue 16
aBTOMAaTH3UPOBAHHAS CHCTEMa 6 | Arromaruzanus npoiecca o0pabotku nHdopmanuu. [loHsATHE aBTOMATH3UPOBAHHOI CUCTEMBI. 2 1
7 Oco0eHHOCTH aBTOMATU3UPOBAHHBIX CHCTEM B 3alIUIIEHHOM UcTIoNHeHHHA. OcHOBHBIE BUABI AC B 3alUIIIEHHOM 2
UCTIOJTHEHUH. 2
8 | Merozp! co3ianus 6e30MacHbIX cucTeM. METOI0NIOTHS MPOSKTUPOBAHKUS rapaHTUPOBAHHO 3amunieHHbIXx KC ) 2
9 | duckpeuuoHHsle Moiesid. MaHaTHbIE MOJACIH 2 2
TemaTuka NpaKTHYECKUX 3aHATHI 8




[MpakTuyeckas padbora Ne4. Yuer, oOpaborka, XpaneHue u nepenaya nHpopmaunu B AVIC. Orpannyenue nocryna Ha
BX0J1 B cucreMy. Manentudukanms u ayreHTHUKALNS TT0JIb30BaTENeH

[paktuueckas padora NeS. Pasrpanuyenue nocrymna. Peructparms coObITHil (ayaur).

[paxtraeckas padora Ne6-7. KOHTpOIIb [ENIOCTHOCTH NAHHBIX. YHHYTOXCHHE OCTAaTOYHOW MH(pOpMAIInL.

Tema 1.4. [lectabummsupyroniee | Comepixanue 8
BO3JE€UCTBHE HA OOBEKTHI 10 | McroyHuku necTaOMIM3UPYIOMIETO BO3CHCTBUS Ha 00BEKTHI 3aI[UThI 2 2
3aULHTRL 11 | Croco0Obl BO3neicTBHS Ha HHGOPMAIIHIO 2
12 | IlpuuuHbl ¥ ycaoBuUs JecTaOMIM3UPYIOIIEro BO3AEHCTBUS Ha HH(OPMALIHIO 2
TemaTnka MpaKTHYECKHX 3aHATHH 2
Ipaktuueckas pabora Ne8. PacnpeneneHue KaHajaoB B COOTBETCTBHH C HCTOYHHKAMHU BO3ACHCTBYS HAa HH(OPMAIIHIO
Tema 1.5. [TpuntunIs: Coaep:xkanue 12
IIPOrpaMMHO-aNNapaTHON 13 | INoHsiTHEe HECAHKIIMOHUPOBAHHOTO OCTYNA K HHpopMau OCHOBHBIE TTOAXO0/bI K 3amuTe nHpopmaruu ot HCJI 2 1
3aIIUThl HHPOPMAIIMHU OT _ _
HeCaHKIHOHMPOBAHHOTO 14 OpuraHmauI/Iﬂ JIOCTyNa K (aiiiam, KOHTPOIIb A0CTYNA U PasTPaHMEHHE JOCTYNIA, HEPAPXUMECKHH A0CTYI K ) 2
ocTya ¢aiinam. Gukcanus gocryna K daiinam
15 | JocTym K JaHHBIM CO CTOPOHEHI IpOIecca 2 2
16 | OcobOeHHOCTH 3alIMTHI JaHHBIX OT m3MeHeHws1. llndposanne 2 2
TemaTHKa NPAKTHYECKUX 3aHATHH 4
[paktrdeckas padora Ne9. Oprannzanus 1octyma K daiinam
IMpakTryeckas padbora Nel(. O3HaKOMIIEHHE C COBPEMEHHBIMH ITPOTPAMMHBIMU M TIPOTPaMMHO-aIIapaTHBIMH
cpeactBamu 3anuThl oT HCJ
Py0exxHblii KOHTPOJb Nel 2
CamocrosiTenbHasi paéoTa
Cuctemaruueckas npopadOTKa KOHCIIEKTOB 3aHsTHH, y4eOHOM 1 ClielMaIbHON TEXHMYECKOIT InTeparypsl (110 BOIpocam K naparpadam, riiaBaM yaeOHbIX
mocoOui, COCTaBIEHHBIM IIPENOaBaTENIEM )
[ToaroroBka K MpakTUUECKKM pabOTaM C HCIOIb30BAaHUEM METOMYECKUX PEKOMEHIAIMM Mpero/iaBaTessi, opopMIleHHE MPAKTHUECKUX PabOT, OTYETOB K UX 1
3aIIuTe.
TemaTHka BHEAyJUTOPHBIX CAMOCTOSITENILHBIX paldoT:
Hammcats pedepar Ha Temy «HoBble TEXHOJIOTHH XpaHEHHS! HH(OPMAIAN
Pa3gen 2. 3amura aBTOHOMHBIX ABTOMATH3HPOBAHHBIX CHCTEM 74
Tema 2.1. OCHOBBHI 3aIIUTHI Conepxanune 10
4BTOHOMHBIX 17 | PaboTa aBToHOMHOU AC B 3alIMIIICHHOM pexuMe. Anropurm 3arpysku OC. IlITaTHble cpeicTBa 3aMbIKaHHUS ) 1,2
aBTOMAaTHU3MPOBAHHBIX CUCTEM cpebl
18 | Pacummpenue BIOS kak cpecTBo 3aMbIKaHHs IPOrPAMMHOIT Cpebl 2
19 | Cucremsl Tuna DIEKTPOHHBIH 3aMOK. D3 ¢ MPOBEPKOIl LIENOCTHOCTH MPOTPAMMHOMN CPEJIbI. 2




20 | Ionstne AM/I3 (noBepenHas 3arpy3ka).JIpuMeHeHre 3aKi1a 0K, HalpaBJIeHHBIX Ha CHIKeHUE Y dekTHBHOCTH 4 1
CPEACTB, 3aMBIKAIOLINX CPEAY.
Tema 2.2.3amuTta nporpaMm ot | Cogepkanne 8
H3y4YEHHS 21 Wzyuenune n obparHoe npoekruposanue 110. 2
22 3amaun 3aIIUTHl OT H3YYCHUS M CIIOCOOBI MX PEHIeHHs. 3alIuTa OT OTJIAIKH ) 2
23 3ammTa OT Iu3acceMONUPOBAHI 2 2
24 3ammra OT TPaCCUPOBKHU MO IPEphIBAaHUAM ’ 2
Tema 2.3. Bpenonocnoe Coaep:xkanue 18
pOrpaMMHOE 00ecIeyeHUe 25 BpenonocHoe nmporpaMMHOe oOectiedeHre Kak 0COOBIi BH pa3pyIIaloninx Bo3aeiicteuil. Kimaccudukamnms 2
BPEIIOHOCHOTO MPOrPAMMHOTO 00eCIICUCHHSI 2
26 Cxema 3apaxenns. Cpenctsa Helrpanmsanuu BpegoHocHoro [10. [Ipodunakruka 3apakeHus ) 2
27 IMouck cenos aktuBHOCTH BpeaonocHoro I10. Peectp Windows. OcHoBHEBIE BETKH, COZEpIKalie HHHOPMAIHIO 2
o BpegonocuoM I10. JIpyrue oGbeKThI, cojepskaniie nadopmaiuio o BpeaoHocuom I10, daiinsr prefetch. 4
28 Bor-metsl. [Ipuannn GyHKIIMOHUpOBaHUA. MeTOIB O0OHAPYKCHHUS 2 2
29 Knaccugukarust aHTHBHPYCHBIX cpelicTB. CUTHATYPHBIN U 9BPUCTHYECKUH aHAIN3 ) 2
30 3amuTa OT BUPYCOB B "pydHOM pexxkume". OCHOBHBIE KOHLUEMIUH IOCTPOEHHUS] CHCTEM aHTUBUPYCHOM 3aIUTHI HA 2 3
HpEeANPUSITHI
TemaTuKa NPAKTHYECKUX 3aHATHI 4
IMpaktuyeckas padbora Nell-12. TlpumeHenust cpeacts uccienoBanus peectpa Windows i HaX0KACHHS CIIE/IOB
AaKTUBHOCTH BpegoHocHoro I10
Tema 2.4. 3amura nporpamm u Copep:xanue 10
JTaHHBIX OT 31 | HecankimonupoBanHOe konupoBaHue rnporpamm kak Tann HC/l. FOpuandeckne acrekTsl HECaHKIIMOHHPOBAHHOTO 1
HECaHKIIMOHUPOBAHHOT'O KonupoBaHus mporpamm. OO1ee MOHSITHE 3aLIUThI OT KOITMPOBAHHUS 2
KOIIUPOBAHUS
p 32 | Ipussska [10 k anmapaTHOMY OKPY>KEHHIO 1 HOCUTEIISIM 2 2
33 | 3ammTHBIE MEXaHU3MBbI B COBPEMEHHOM IPOrpaMMHOM obecrieueHnn Ha npumepe MS Office 2 2
TemaTuKa NPaKTHYECKUX 3aHATHI 4 2,3
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IMpakruueckas paGora Nel3-14. 3amura nHGOPMALMH OT HECAHKIIMOHUPOBAHHOTO KOIMPOBAHUSI C KCIIOJIb30BAaHUEM
CIIEIUATU3UPOBAHHBIX IIPOTPAMMHBIX CPEJICTB
3amuTHBIE MEXaHU3MBI B TIPIWIOKeHusx (Ha mpumepe MSWord, MSExcel, MSPowerPoint)

Tema 2.5. 3amuta nadpopmaruu | Comepixanue 18
Ha MaIIMHHBIX HOCHTEIAX 34 | IIpoGnema 3amMThI OTYYXKJaeMBIX KOMIIOHEHTOB [IDBM. 2
35 | Metozp! 3ammTs HHGOPMALMH HA OTIYKAaeMbIX HocuTelsix. Llndposanue. )
36 | CpencrBa BoccTaHOBJICHHUS ocTarouyHoi nHPopmarui. Co3gaHne MoceKTopHBIX oopa3zos HXKM/I. 2
37 | IIpumeHeHne cpeacTB BOCCTAHOBJICHHSI OCTATOYHOM HH(OPMALIMH B Cy1eOHBIX KPUMHHAIMCTUYECKUX IKCIEPTHU3aX 2
W MU paccieJOBaHUU HHIMACHTOB. HopmaTuBHas 6a3a, JOKyMEHTUPOBaHHE PE3yIbTaTOB
38 | be3Bo3BpaTHOE ynajeHUe AaHHBIX. [[pUHIMIBI M AJITOPUTMBI 2
TemaTHKa NPaKTHYECKUX 3aHATHI 8
[MpakTuyeckas padbora Nel5. IIpumeHeHHe cpecTBa BOCCTAHOBIICHHUS OCTaTOYHOW MH(pOpPMaMK Ha puMepe Foremost
WM aHAJIoTa
IIpaktudeckas padora Nel6-17.IIpumeHenne crienuain3upoOBaHHOTO MPOTPAMMHOTO CPECTBA JIJIsl BOCCTAHOBJICHUS
yZaneHHbIX (aitioB
[TpakTryeckas padbora Nel8. [Ipumenenne nporpaMm it 6€3B03BPAaTHOTO YAAJICHUSI JAHHBIX
[MpakTryeckas padbora Nel9. [Ipumenenne nporpaMm Juts ITU(QPOBaHUS JAHHBIX HA ChEMHBIX HOCHTEINSX
Tema 2.6. AnnapatHsie Coaep:xkanue 4
CpeAcTBa UACHTU(PHUKALUY U 39 | TpeboBanus K anmapaTHBIM CPEICTBAM WACHTH(HUKAINY U ayTeHTH(HUKANH MOIb30BaTeleH, IPUMEHSIEMbIM B O3 1 2
ayTeHTH()UKAINN ATIM/13
ITOJIb30BaTeNeH 40 | Ycrpoiicta Touch Memory 2
Tema 2.7. CucreMsl Cojep:kanue 10
0OHapy>KeHUS aTak u 41 | COB u COA, otnuuus B ¢pyukiusx. OcHoBHbIe apxutekTypsl COB 4
BTOPKEHUI
42 | Hcnonb3oBanue ceteBbix cHU(pdepoB B kauectBe COB
43 | Anmaparnsiit komronent COB. ITporpammusrit komnoneHT COB 2
44 | Mogenu cucteMbl 0OHapykeHus BTop:keHuil. Kimaccuduxamust cuctem oOHapykeHus BTop>keHui. OOHapyKeHHe 2
curHaTyp. ObHapyxeHHe aHoMaHi. Jpyrue MeTonbl 00HApY)KEHHUs] BTOPKESHUH
TemaTuKa NPaKTHYECKUX 3AHATHH 2
[Ipaxtrnueckas padora Ne20. MoaenupoBaHue IpOBeIeHHS aTaky. V3yueHne HHCTPYMEHTAIbHBIX CPEACTB O0HAPYKEHHS
BTOPKEHUI
Py0e:kHblii KOHTPOJIb Ne2 2
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CamocrosiTe1bHast padora
Cucremarnueckas NpopadOTKa KOHCIIEKTOB 3aHSTHH, y4eOHOM 1 ClielMaNbHON TeXHMYECKOH TnTeparypsl (110 BoIpocaM K naparpadam, riiaBaM yaeOHbIX
mocoOuii, COCTaBICHHBIM TIPENOIaBATEIIEM )
IToaroroBka K MPakTHYECKUM paboOTaM ¢ HCHOIb30BaHNEM METOJMYECKUX PEKOMEH AN MperogaBaTens, opopMIICHNE TPAKTHUECKUX PabOT, OTYETOB K UX
3aImuTe.
TemaTnka BHEAyJUTOPHBIX CAMOCTOSTENIBHBIX padoT:

1. TloaroToBuTh Mpe3eHTanNI0 Ha TeMy «CTaTHCTHKA M aHAJIN3 KPYITHBIX yTeUeK HHPOPMAINH 33 TOI»

2 CEMECTP OBYYEHUA 17
Pasnen 3. 3amuTa undopMannu B JOKAJIbHBIX CETAX
Tema 3.1. OCHOBBI IOCTPOCHHUS Coaep:xkanue 7
3alUIIEHHBIX ceTel 45 | Cern, pabGoTarolye 1o TEXHOJIOTHH KoMMyTatiu aketoB. Ctek mpotokonoB TCP/IP. OcoGeHHoCTH 5
MapIIpyTU3ALAU
46 | IlltarHble cpeacTBa 3alUThl HHPOPMAIHMHU cTeka mpotokosno TCP/IP
47 | CpencrBa HAeHTU(DUKAIMK U ayTeHTH(DUKAIIMK Ha pa3HbIX YpOBHsX mpotokona TCP/IP, nocTOMHCTBA, HEAOCTATKH, 2
OIpaHUYCHUSA
Tema 3.2. Cpeactsa Coaep:xkanue 10
opranuzaiu VPN 48 | BupryasnbHas yacTHas ceTh. OyHKIMY, HA3HAUCHHE, IPUHINT TOCTPOCHHUS 2
49 | Kpunrorpaduueckue u Hekpunrorpaduueckue cpeactsa opranuzanuu VPN. YcrporicTa, oopasytomue VPN. 2
KpunromapupyTtuzatop 1 KpUITOoQHIbTP
50 | Kpunropoytep. [IpuHIMITEL, apXUTEKTypa, MOJIENb HAPYIIUTENS, JOCTOMHCTBA M HEAOCTATKA 2
51 | Kpunrodunetp. [IprHIUIEL, apXUTEKTypa, MOJIEb HAPYIITUTEIS, JOCTONHCTBA U HEJOCTATKH 2
TemaTuka NpaKTHYECKUX 3aHATHI 2
IIpaktudeckas padora Ne21. Pa3septeiBanue VPN
CamocTosiTe1bHAsI padoTa 1
Cucremaruueckas npopadOTKa KOHCIIEKTOB 3aHsTHH, y4eOHOM 1 ClielMaNbHON TEXHMYECKOIT InTeparypsl (110 BoIpocam K naparpadam, riiaBaM yaeOHbIX
mocoOui, COCTaBIEHHBIM IIPEIOIABATEIIEM )
[ToxroToBka K MpakTHIECKUM paboTaM C HCIIOIB30BAHNEM METOIMUECKUX PEKOMEHAIN MpernogaBaTess, o(opMIICHHE MPAKTHIECKUX padoT, OTYETOB K UX
3aIuTe.
TemaTnka BHEayIUTOPHBIX CAMOCTOSITETIBHBIX Pa0OT:
HO}IFOTOBHTB MPE3CHTAINIO HA TEMY «ITounck HH(bOpMaHPIPI O HOBBIX BHIAaX aTaK Ha I/IH(i)OpMaHI/IOHHy}O CUCTEMY»
Pasnen 4. 3amuTa undopManuu B CeTSAX 001IEro J0CTyna 18
Tema 4.1.00ecnieuenue Coaep:xkanue 18
0€e30MacHOCTH MEKCETEBOTO 52 | MeTo1b1 3K TH HHGOPMAIUY TIPH paboTe B CETAX 0OIIero JoCcTyna 2
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B3aPIMO,H€I7[CTBPISI

53

MexceTeBbie OKpaHbI TUIIA firewall. I[OCTOI/IHCTBE[, HEAOCTATKU, pCAIN3yCMbIC ITOJIUTUKN 6e3omacHocTH. OCHOBHBIE

tumnsl firewall. Cummerpuunbie u Hecummetpuunsie firewall 2
54 | Vposens 1. [TaketHble QuIbTpel. YpoBeHD 2. OUIBTpanus CIIy>KO, TOUCK KIFOUEBHIX CIIOB B TEJIE TIAKETOB Ha
CETEBOM YpOBHE. YPOBEHb 3. Proxy-cepBepa IpuKiIaJHOTO ypOBHS 4
55 | OxnoxocroBsie n MysbTHXOCTOBBIE firewall 2
56 | OcHOBHbIC TUIIBI ApXUTEKTYp MyIbTHXOCTOBBIX firewall. TpeGoBanus Kk KaXI0My XOCTY HCXOISI U3 apPXUTEKTYPHI U
BBIITOTHAEMBIX (DYHKIUH. 2
57 | TpeboBanust O cepTUPHUKALNHN MEKCETEBBIX IKPAHOB
TemMaTuKa NPaKTHYECKUX 3aHATHIH M J1a00paTOPHBIX padoT 4
IMpaktuyeckas padbora Ne22. M3yuenue u cpaBuenue apxutekryp Dual Homed Host, Bastion Host, Perimetr
[paktraeckas padora Ne23. zydeHue pa3IuaHBIX CTIOCOO0B 3aKPHITHA "OMAcHEIX'" MOPTOB
CamocrosiTesbHast padora
Cuctemarnueckast popadOTKa KOHCIIEKTOB 3aHATHH, y4eOHON M CrIeIManbHON TEXHUYECKOI IuTepaTypsl (110 BOpocaM K naparpadam, riaBaM y4eOHbIX
OCOOMH, COCTaBICHHBIM ITPENOaBATEIIEM)
[ToaroroBka K MPakTHYECKMM pabOTaM ¢ HCIOIb30BaHNEM METOJHMYECKUX PEKOMEH AN MperogaBaTens, opopMIICHHE MPaKTHIECKHX paboT, OTYETOB K X 1
3aluTe.
TemaTrka BHEAyJUTOPHBIX CAMOCTOSITENILHBIX paldoT:
[MoaroroBuTk goknaza no reme «0030p COBPEMEHHBIX NPOIPAMMHBIX M ITPOTPaMMHO-aNIIaPATHBIX CPEJCTB 3aIUThD»
Paznen 5. 3amuTa undopmanuu B 6a3ax JaHHbIX 14
Tema 5.1. 3amura undopmanuu | Comepkanue 14
B 6a3ax JAHHBIX 58 | OcHoBHBIE THITBI YTPO3. MoJIenb HapyIIHUTENs] 2
59 | Cpencra uaeHTuGUKAIMU U ayTeHTH(OUKAIKMK. YTIpaBIeHUE JOCTYIIOM 2
60 | CpencrBa KOHTPOJIS IIETOCTHOCTH MH(OpManuy B 0a3ax faHHBIX.CpecTBa ayAnTa U KOHTPOII 0€301acHOCTH. 2
Kpurepun 3amumeHHocTH 6a3 JaHHBIX
61 | IlpumeHeHHEe KPUOTOTPAPUUSCKUX CPEACTB 3aIUTH HHPOPMAIUH B 0a3ax JaHHBIX 2
TemaTuKa NPAKTHYECKUX 3aHATHI 6
[pakTraeckas pabora Ne24-25. M3zyuenne mexanm3moB 3amutel CYBJl MS Access
IMpakTnyeckas pabora Ne26. M3yuenne mratHbix cpeacts 3ammtel CYBJ] MSSQL Server
Py0Oexublii kKoHTpob Ne 1 2
Pa3gen 6. MOHMTOPHHT CHCTEM 3aIIUTHI 22
Tema 6.1. Monutopusr cucteM | Copepxanue 10
3aIIUTHI 62 | IlonsTre 1 060CHOBaHUE HEOOXOANMOCTH HCHOIBG30BAHNSI MOHUTOPUHTA KaK HEO0X0IMMOI KOMITOHEHTHI CUCTEMBI 2

3anIUTHl HHPOPMALIUH
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63 | Ocobennocty rkcanny cOOBITHH, TOCTPOSHHBIX HA Pa3HBIX MPHHIMIIAX: CETH C KOMMYTaIeH COCJMHEHNH, CETh C
KoMMmyTarueit makeros, TCP/IP, X.25

64 | Kimaccuduranus oTciexnBaeMbIX coObITHi. OcOOEHHOCTH MOCTPOCHUS CHCTEM MOHUTOPHHTA. MICTOUHNKH
nH(opManuy 111 MOHUTOPUHTA: CETEBbIE MOHUTOPBI, CTATUCTUYECKUE XapaKTepUCTUKH Tpaduka yepes MO,

MIPOBEPKa PecypcoB OOIIEro MoJIb30BaHUS 2
Knaccugukarus ceTeBBIX MOHUTOPOB. CHCTEMBI YIIpaBICHHUS COOBITUAMHI HH(POPMAIIMOHHOM 0€3011acCHOCTH
65 | (SIEM). 2
00630p SIEM-cucteM Ha MUPOBOM M POCCHIICKOM PBIHKE
TemaTHKa NPaAKTHYECKUX 3aHATHI 2
[Tpaktryeckas padora Ne27. M3yuenne u cCpaBHUTEIBHBIH aHAIN3 PAaCTIPOCTPAHEHHBIX CETEBBIX MOHHTOPOB Ha IPHMEpe
RealSecure, SNORT, NFR win qpyrux aHaioros
Tema 6.2. Uzyuenue mep Coaep:xkanue 6
3aIIUThl HHPOPMAIIHH B 66 | V3yuyenue TpeboBaHuii 0 3amuTe HHHOPMALMH, HE COCTABIISIOIICH rOCy1apCTBEHHYIO TaliHy. M3y4denue 4
HH(POPMAIMOHHBIX CUCTEMaX Meroandeckux qokyMeHToB @CTOK mo npumMeHeHHIo Mep 3aluThl
TemaTHKa NPAKTHYECKUX 3aHATHI 2
[Mpaktuyeckas padora Ne28. Bribop Mep 3amuThl nHGOpMaIUK U1 UX peain3aly B MHPOPMAIMOHHOI cUcTeMe.
Br160p COOTBETCTBYIONIMX NMPOrPaMMHBIX U IPOrpaMMHO-aMIIaPAaTHBIX CPEJCTB U PEKOMEHJAIUH 0 UX HACTPOiiKe
Tema 6.3. zyueHue TemMaTHKa NpaKTHYECKUX 3aHATHIA 8
COBPEMEHHBIX MTPOrPaMMHO- IMpaktryeckas pabora Ne29. YcTaHOBKA M HACTPOWKA KOMILIEKCHOTO cpeacTBa Ha npuMmepe SecretNetStudio (yuebnas
amnmapaTHBIX KOMILIEKCOB. JIUIEH3KS) WITH IPYTHUX aHAJIOTOB
[Ipaxtrueckas pabora Ne30. YcTaHOBKa M HACTpOIKa IMPOTPaMMHBIX CPECTB OLIEHKHU 3aIUIEHHOCTH U ayInuTa
nHpopManMOHHOI Oe30nacHOCTH, 3yueHne QyHKIUI 1 HaCTpoiiKa pexxHMOB paboThl Ha mpumepe MaxPatrol 8 wim
JPYTHX aHAJOTOB
[Mpaktuyeckas padora Ne31M3yuenune TunoBbix pemennii aist noctpoerus VPN Ha npumepe VipNet min gpyrux
aHaJIOTOB
IMpakTryeckas padbora Ne32. M3yueHne coBpeMEHHBIX CHCTEM aHTHBUPYCHOH 3alUTHl Ha IPUMEPE KOPIIOPATUBHBIX
pemennit KasperskylLab nnu npyrux ananoros
Py0e:xHblii KOHTpOIb Ne2 2
CamocrosiTenbHasi paéoTa
Cucremarndeckas mpopaboTKka KOHCIIEKTOB 3aHATHH, y4eOHOH 1 crieuanbHON TeXHUUECKOH JINTepaTypsl (10 BOIpocaM K maparpadam, riiaBaM yaeOHBIX
OCOOMH, COCTaBIICHHBIM ITPENOaBaTEIEM)
[ToaroroBka K MpakTHYECKHM pabOTaM ¢ HCIOIb30BaHUEM METOJMYECKUX PEKOMEHIAIMH MperogaBaTess, opopMIleHHE MPAKTHUECKUX PabOT, OTYETOB K UX 1
3aluTe.
TemaTHka BHEAyJUTOPHBIX CAMOCTOSITEIILHBIX paboT:
[MoaroroButsk pedepar no reme «CpaBHUTEIBHBIN aHAJIN3 COBPEMEHHBIX IIPOrPaMMHBIX M IPOIPaMMHO-AMIAPATHBIX CPEACTB 3aLIUTHI)
Kypcosas pabora 30

IIpnMepHas TeMaTHKA KYPCOBBIX padoT
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1. Ouenxka 3(peKTUBHOCTH CYLIECTBYIOMINX IPOrPAaMMHBIX U IPOTPAMMHO-aNNAPaTHBIX CPEJCTB 3alUTHl HHOOPMALUK C TPUMEHEHHEM
CHeLUaTM3UPOBaHHBIX HHCTPYMEHTOB U METOAOB (MHIUBHIYAJIBHOE 3aaHue)

2. O0630p 1 aHAJIN3 COBPEMEHHBIX ITPOrPaMMHO-AIMAPATHBIX CPEICTB 3alUTH MHPOPMAINH (MHINBUAYAIFHOE 3aJaHUE)

3.  BpIOop onTUMaNBHOrO CpeacTBa 3alMTh HHGOpMaHy nexoas u3 Metoaudeckux pekoMeraanidi @CTIOK 1 uMeromuxcst ICXOIHBIX JTaHHBIX
(MHOMBHITyaIbHOE 3a/1aHIE)

4. TlpuMeHeHHE IPOrPaMMHO-AMIIAPATHBIX CPEACTB 3AIMUTHl HHPOPMAIIMU OT Pa3IMYHBIX THIIOB YTPO3 Ha MPEANPUSATUH (MHIUBHAYAIbHOE 3aJaHUE)

5. TIIpoGmema 3amuTsl HHGOPMAIMK B 00JIAYHBIX XpaHWIHIIAX HaHHBIX 1 [{Oax

6. 3ammTa cpen BUPTyaIH3aluu

TeMaTHKa caMOCTOATEIbHOI padoThl npu u3yyenuu M/K.02.01
W3y4yeHne HOBBIX TEXHOJIOTHH XpaHeHUs] HH(POPMaIN
CraTucTHKa M aHaJIN3 KPYIHBIX yTedeK HHYOPMALMH 32 TOJ
IMouck HH(pOPMALIMU O HOBBIX BHaX aTak HA HHOOPMAIIMOHHYIO CHCTEMY
0O030p COBPEMEHHBIX IIPOrPAMMHBIX M MPOTrPaMMHO-ANIAPATHBIX CPEACTB 3alLUThI
CpaBHUTEIbHBIN aHAJIN3 COBPEMEHHBIX MPOTPAMMHBIX M IPOTrPaMMHO-aIIaPaTHRIX CPEACTB 3aIUTHI

arwndE

IIpomeskyTounas arrectanus no MJK.02.01 B Buge 3x3aMeHa

Buabl camocTosiTeJbLHBIX PadoT NpH U3y4eHnHu pas3aeia 1 moxyJs

Cuctemarnueckas IpopadOTKa KOHCIIEKTOB 3aHATHH, y4eOHOH 1 CIieIMaIbHON TEXHMYECKO InTepaTypsl (110 BoIpocaM K Iaparpadam, riiaBaM yaeOHbIX
OCOOMH, COCTaBICHHBIM ITPENOaBATEIEM)

IMoaroroBka K MPakTHYECKMM pabOTaM C HUCIIOIb30BaHUEM METOIMYECKUX PEKOMEHAAIINH TPEToaBaTelis, 0pOpMIIEHHE MPAKTHIECKUX paboT, OTIETOB K X
3aIuTe.

Pabota Hax KypcoBBIM ITPOEKTOM (paboToM): TUIAHUMPOBAHUE BHIITOJIHEHHS KypCOBOTO IpoekTa (paboTsl), onpeeneHue 3a1ad padoThl, H3ydeHUE
JUTEPATYPHBIX HCTOYHHUKOB, IIPOBEACHHE IPEIIPOEKTHOTO UCCIIEIOBAHNUS.

YueOnasi npakTuka no pasaeay 1 moayas
Bunael pador:

— IlpumeHeHHe NPOrpaMMHBIX M IPOrpaMMHO-aNMapaTHBIX CPeACTB oOecredueHnss HHPOPMALMOHHONW 0€30MacCHOCTH B aBTOMAaTH3MPOBAHHBIX CHCTEMAX
JluarHocTrKa, yCTpaHeHHe 0TKa30B M 00ecredeHre paboToCIOCOOHOCTH MPOrPaMMHO-AINapaTHBIX CPECTB obecieueHns THOPMALMOHHOH 0€301acHOCTH
Onenka 3¢ GeKTHBHOCTH MPUMEHSIEMBIX IPOTPaMMHO-aIIapaTHBIX CPEACTB obecrieueHuss HH(YOpMaMOHHOM 6e301macHoCTH

CocraBiieHHe JOKYMEHTAIMH 110 YueTy, 00paboTke, XpaHEHHIO U Iepeaade KoHPUIeHInaIbHOH nHopManuu

Hcnonp3oBaHue porpaMMHOTo obecriedeHus It 00paboTKH, XpaHEHUs U Iepeaavyr KOH(QHICHINaIbHOH HH()OpMALIIH

CocTraBiieHHe MapIIpyTa U COCTaBa MIPOBEACHUS PA3IMIHBIX BUJOB KOHTPOJIBHBIX IPOBEPOK MPH aTTECTAlMU 0OBEKTOB, TOMELICHUH, TPOrpamMM,
aJITOPUTMOB.

VYcTpaHeHue 3aMeuaHuii 10 pe3ysbTaTaM IPOBEPKU

AHanmu3 ¥ COCTAaBICHNE HOPMATHBHBIX METOANYECKHUX TOKYMEHTOB 110 00ecreueHH0 HHYOPMAIIOHHOH 0€301TacHOCTH MPOrPaMMHO -alllapaTHEIMU
CpEeNCTBaMU, C Y4€TOM HOPMATUBHBIX IIPABOBBIX aKTOB.

[IpumeHeHne MaTeEMaTHIECKUX METOJIOB JIJIsl OIIEHKH Ka4eCcTBa M BEIOOPA HAMITYUIIIET0 MMPOTrPAaMMHOTO CPEICTBA

72

Pa3gen 2 monyas. IIpumenenune kpunTorpagpuyecKux cpecTB 3alIMTHI HHGOpPMaLMH

170
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M/K.02.02. KpunTtorpaguyeckue cpeacTBa 3allUThl HHpOpMAIIUN

165

Brenenne Copaepxanue 2
1 ‘ [peamer u 3apaun kpunrorpaduu. Ucropus kpunrorpaduu. OCHOBHBIE TEPMHHBI 1
Paznen 1. MaTemaTnueckiie OCHOBBI 3alIUTHI HHQOpMaLUH
Tema 1.1. MatemaTuueckue Coep:xaHue 40
OCHOBBI Kpunrorpahuu 2 OeMeHTHI TEOpUU MHOKECTB. I'pynnbl, Kojiblia, MoJIs. 2 2
3 Hemumocts uncen. [Ipuznaku aeaumoctu. IIpocThie U cocTaBHBIC UUCTA. 2 2
4 OcuoBHas Teopema apupmeTnkn. HanbGompmumit oOmwii AenTems. 2 2
5 Bsanmuo mpocteie uncna. AnroputM EBknnna mis Haxoxaerus HO/. 2
6 OtHomenns cpapEIMOcTH. CBONCTBA cpaBHEeHMI. MoaynspHas apudmMeTnka. 2
7 Knaccel. [TonHas u npuBeneHHas cucteMa BelueToB. OyHKIUs Ditnepa. 2
2 2
8 Teopema @epma-Oitnepa. ATOpuTM OBICTPOTO BO3BEICHUS B CTCIICHD 10 MOIYITIO. 2
2
9 CpaBHeHus nepBoi creneHu. JInHelHbIe AHO0(paHTOBH YpaBHeHUs. PacmpenHsiii anroputM EBkimaa 2
10 Kuraiickas Teopema 00 ocTaTkax. 2 2
IIpoBepka yrcern Ha MPOCTOTY. AJITOPUTMBI T€HEPAITHH TPOCTHIX YHCEIL. 2 3
11
12 Mertox npoOHBIX neneHuit. Pemrero Jparocdena. 4 2
13 Pasnosxenne uncia Ha MHOXKHUTETH. AITOpuTMBI (pakTopm3anuu. Pakropmsanus @epma. Metox [Mommapa. 3 3
14 AJNTOpUTMBI AMCKpeTHOTO JiorapudmupoBanus. Merox [oxnmapna. Meron Iloppa. 2 3
15 Apudmernueckue onepannu HaJl 00JbIIMMHU YHCIAMHU. 2 2
16 DIIMNTHYECKUE KPUBBIE U UX MPUIIOKEHUS B KPUIITOTpaduH. 2 2
TeMaTuKka NpaKTHYeCKUX 3aHATHII U 1a00paTOPHBIX padoT 8
[Ipakrrueckas padora Nel-2. [Ipumenenne anropurma EBkiuna st naxoxxaenuss HO/l. Pemenne muHeHBIX
JO(aHTOBBIX ypaBHEHHH
ITpaktiueckas padora Ne3. [IpoBepka yrces Ha IPOCTOTY
IIpaxTrdeckas padora Ne4. Pemenue 3aad ¢ 371eMEHTaMH TEOPUH YHUCET.
PyGe:kHblii KOHTPOJab Ne 1
Pa3gen 2. Kimaccrueckas kpunrtorpadus
Tema 2.1. Meros! | Conepxanne 14
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KPHIITOrpadu4ecKoro 3amuThl Kraccudukanms 0CHOBHBIX METOZOB KPUIITOrpaGu4eCcKON 3aIHTHI. 2 1
nHpopmanuu 17
18 | Meroabl CHUMMETPUYHOTO IIHU(PPOBAHUS 2 1
19 | Mudpsr 3amensl. [Ipocras 3ameHa, MHOTOaI(aBUTHAS TTOICTAHOBKA, POITOPIIHOHAIBHBIN MH(D 2 2
20 | Metogs! nepectaHoBkH. TabmudHas mepecTaHOBKA, MapIIPYTHAs MEPECTAHOBKA 2 2
21 | F'ammupoBanme. 'aMmMupoBaHIe ¢ KOHEYHOH U OECKOHETHOI raMMaMu 2 2
TemaTnka npakTHYeCKHX 3aHATHI U 1a00PaATOPHBIX padoT 8
IIpaxTrdeckas padbora Ne5-6. TlpuMeHeHHE KIIACCHYECKHIX MH(POB 3aMEHBI
IIpaxTrdeckas pabora No7. [IpuMeHeHnE KiTacCHUECKUX MH(POB MEPECTAHOBKU
[IpakTrdeckas padora Ne§. [IpumeHeHNne MeTOJa TAMMHPOBAHUS
Tema 2.2. Kpunrtoananus Conep:xanue 14
22 OcHOBHBIE METOAIBI KpHnTOoaHa u3a. Kpunrorpadguyeckue aTaku. 2 1
23 Kpunrorpaduueckas cToikoctb. AGCoMOTHO cToiikue kpunrocucreMsl. [TpuHunnet Kupkxodda 2 1
24 IlepcnexTHBHbBIC HANPaBIEHUS KPUIITOAHAIN3a, KBAHTOBBIN KPUITOAHAJIH3. 2 2
TemaTnka NpaKkTHYeCKHX 3aHATHIA U Ja00PaATOPHBIX padoT 10
[TpakTnyeckas pabora Ne-9-10. Kpunroananus mmmdpa npocToii 3aMeHbl METOJIOM aHAJIN3a YACTOTHOCTH CHMBOJIOB
ITpaktuueckas padora Nell. KpunroaHanus KiacCH4ecKux MH(GPOB METOIOM TOJHOTO mepedopa Kirouei
ITpakTnyeckas pabora Nel2. Kpunroananus mudpa Buxunepa
Tema 2.3. [ToTouHble HTUPPHI U Conep:xanue yueOHOro MaTepuaja 10
T€HEPATOPEI IICEBAOCTYYalHbIX | 25 OCHOBHbIE IPUHIHITBI IOTOYHOTO MIK(pPOBaHHSI. 2 2
qHCeN
26 ITpumenenne renepatopoB IICY B xpuntorpaduu 2 2
27 MeTo bl MOJTyueHHsI IICEBAOCTyUYaiiHbIX nocneaoBatenbHocTei. JIKD, Mmetoax ®ubdonayuu, metoq BBS. 2 2
TemaTHKa NPAKTHYeCKHUX 3aHATUH U J1a00paTOPHBIX padoT 4
ITpaxktudeckas pabora Nel3-14. TIpumenenue metonoB reHeparu [1CYH
PyGeskHblii KOHTPOJIb Ne 2
2 CEMECTP OBYYEHNS 20
Paspnen 3. CoBpemennasi kpunrorpadgust
Tema 3.1. Konuposanue | 28 Konuposanue nndopmarn. CUMBOJIBHOE KOJUPOBAHHE. 2 2
nHdopmanum.
KoMnbtoTepusauus 29 CMBICI0BOE KOAMPOBaHHE. MexaHHU3aIus MUu(ppOBaHHUS. 2 2
mrppoBaHUS
30 IpencraBnenne nadopmaiyu B qBonaHoM kozae. Tadmuma ASCII 2 2
31 Komnerotepuzanus mmdpoBanus. AnmapaTHOe U IporpaMMHOE N pOBaHHE 2 2
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32 CrangapTu3anys nporpaMMHO-aInapaTHbIX KpUOTOTpaUuecKUX CUCTEM U CPE/CTB. 2 2
33 N3ydenne coBpeMEHHBIX IIPOTPaMMHBIX U allllapaTHRIX KPUITOTPaQUIECKIX CPEICTB 2 2
TeMaTuKa NpaKTHYeCKUX 3aHATHIT 10
IIpaxTrdeckas padora Nel5. KogupoBanue napopmanun
IIpaxTrdeckas padora Nel6. [IporpammHas peann3aius KIaCCHYECKUX MUAPPOB
[IpaxTrdeckas padora Nel7-18.M3yuenne peaam3annu KI1acCHIeCKAX MIH(POB 3aMEHBI M IEPECTAHOBKHU B IIPOTpaMMe
CrypTool unu ananore.

Tema 3.2. CumMMeTpuUIHbIC Copep:xanue yueOHOr0 MaTepHaJia 9

CHCTeMEI WM (POBAKHA 34 | O6mmue cBenerns. CTPyKTypHas cXeMa CHMMETPHYHBIX KPUITOTPA(QUIECKUX CUCTEM 2 1
35 | OredectBennsie anroputMel Marma u Kysneunk u crannaptel [OCT P 34.12-2015 u TOCT P 34.13-2015. 2 3
36 Cummerprunsie anroputmbel DES, AES, TOCT 28147-89, RC4 2 3
TemMaTHKa NPAaKTHYeCKUX 3aHATUH 3
IIpaxTrdeckas pabora Nel9.V3yuerne mporpaMMHON peann3aiiil COBPEMEHHBIX CHMMETPHUYHBIX MHA(POB

Tema 3.3. AcummeTpudHbIe ConepixaHue y4eGHOro MaTepHuajia 10

CHCTeMEI WM (POBAKHA 37 Kpunrocuctemsl ¢ OTKpHITEIM KIF0U0M. HeoOpaTuMocTh crcteM 2 2
38 CTpyKTypHas cxeMa MU(PPOBAHUS C OTKPBITHIM KITIOYOM 2 2
39 DJIeMEHTHI TEOPUH YHCel B KpUNTOTPAQHU C OTKPHITHIM KITFOYOM 2 2
TemaTHKa NPAKTHYeCKHUX 3aHATUH U J1a00paTOpPHBIX padoT 4
Ipakrryeckas padora Ne20. [IprMeHeHHE pa3TUIHBIX ACHMMETPHYHBIX aITOPHTMOB.
[pakTryeckas pabora Ne21. M3ydeHue mporpaMMHOI peann3aiy aCAMMETPUIHOTO anroputmMa RSA

Tema 3.4. Ayrentudukanns ConepixaHue y4eOHOro MaTepuasia 12

AIAHHEIX. JTIEKTPOHHAS IOATHCE 40 AyrenTtudukanus ganabpx. Oomme nousatus. 1. MAC. OmHOHanpaBIeHHBIE XEII-()yHKITHH 2 2
41 AnropuT™Bl IMQpoBOH moanIcH 2 2
TeMaTHKa NPAKTHYECKUX 3aHATHII ¥ 1a60paTOPHBIX padoT 8

[Ipakrrueckas padora Ne22. [IpumeHeHHe pa3inuHbIX GYHKIMN XSIIUPOBAaHUS, aHAJIN3 0COOEHHOCTEH Xemren

[Ipaktrueckas padora Ne23. [Ipumenenue kpunrorpadpMuecKuX aTak Ha XeI-(yHKIHH.

[Ipakrrueckas padora Ne24. 3yueHue nporpaMMHO-aIapaTHBIX CPEICTB, PEATU3YIOIUX OCHOBHBIE (yHKIMK D11
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Tema 3.5. Anroputmsl oOMeHa Copep:xanue y4eOHOr0 MaTepHaJa 8
KJIFOYEH U ITPOTOKOJIBI "
42 | AnroputMmBbl pacrpeneneHus KIIoueil ¢ IpUMEeHeHHEeM CUMMETPUYHBIX U aCHMMETPHYHBIX CXEM 2
ayTeHTH(HUKAINH
43 | Ilporoxomsl ayreHTHHKamH. B3anmuas ayreHTudrkanus. O THOCTOPOHHSS ayTeHTH(PHUKATINS 2
PyOesxHbli KOHTPOJIb Ne 1
TemaTHKa NIPaKTHYeCKHUX 3aHATUH U J1a00opaTOpHBIX padoT 4
IIpaxTrdeckas padora Ne25. [Ipumenenne npotokona Judpu-Xemnmmana ams oOMeHa KIrodamMu I(pPOBaHUs.
IIpaxTrdeckas padora Ne26. V3ydeHune MpUHIUIIOB paOOTHI IPOTOKOJIOB ayTEHTH(HUKALINH C UCTIOIE30BaHIEM
JIOBEPEHHOM CTOpPOHBI Ha mpuMepe nportokona Kerberos.
Tema 3.6. Kpunrosammra Copep:xanue yueOHOI0 MaTepHaJia 6
nHpopManuy B ceTsX nepegadn =
,uag)mf;x P 44 | Abonentckoe mudppoanue. [laketHoe mmuppoBanue. 3ammra MEHTPa TCHEPALIUH KITFOUYCH. 2
45 | Kpunromapumpyrtuszarop. [laketHslit hpuibTp 2
46 | Kpunrorpaduueckas 3amuTa OeCIpOBOIHBIX COCTMHEHUH B ceTsax cranaapTa 802.11 ¢ nucnonp3oBaHUEM 2
npotokosioB WPA, WEP.
Tema 3.7. 3ammra napopmanuu | Copep:kanue yueGHOro MaTepualia 10
B 3JICKTPOHHBIX IIIATEKHBIX
CHCTOMAX 47 | IlpuHUIMNB! QYHKIMOHUPOBAHMS 3JEKTPOHHBIX IUIATEKHBIX CUCTEM. DIIEKTPOHHBIE IUIACTHKOBHIC KaPTHI. 2
49 | IlepcoHaJbHBIH HACHTH()UKAIIMOHHBIH HOMED 2
50 | IlpuMeHeHHe KpUNTOTPA(YUIECKUX MPOTOKOIOB I 00ecHedeHUs] O€30MaCHOCTH 3JIEKTPOHHON KOMMEPIIUH. 5
TemaTHKa NPaKTHYeCKHUX 3aHATUH U J1a00paTOPHBIX padoT 4
Ipaxtuaeckas padora Ne27-28. [Ipumenenne ayTeHTHGHUKAINH IO OJHOPA30BBIM MapoiisivM. Peanmzarys aroputMos
CO3/JJaHUSI OJTHOPA30BBIX IAPOJICH
Tema 3.8. KommnbrorepHast ConepixaHue y4eGHOro MaTepuaJia 12
creraHorpagus
51 | Ckpeitas nepenada HHPOPMALUU B KOMIBIOTEPHBIX CUCTEMAX. 2
[TpoGnema ayTeHTH(UKAIMU MYJIbTUMETUIHHON HH(POPMAIMY. 3aluTa aBTOPCKUX TpaB.
52 | Meroasl koMIboTepHOM creraHorpaduu. Lludpossie BousHbIE 3HAKH. 2
53 | Anropurmbl BctpauBanus 11B3 2
TemaTnka NpaKTHYeCKHX 3aHATHIA U J1a60pPaTOPHBIX padoT 6

IIpaktuueckas pabora Ne29 O630p u cpaBHUTENbHBIN aHanu3 cymiectBytomiero [10 mns BctpauBanus [[B3

IIpaxTrdeckas padora Ne30 Peanmsamms mpocTeHnX cTeraHOrpapuuecKuX arOpUTMOB
Py0Ges:kHblii KOHTPOJIb Ne 2

IIpnmepHas TeMaTHKA caMOCTOATE/ILHON padoTsl npu u3ydenun MJIK.02.02
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Hcropwust pa3ButHst Kpuntorpaduu

[Iporpammuas peanuzaiys KJIacCHYECKUX MN(pPOB

OnTuMu3aIus METOI0B YaCTOTHOTO aHaJi3a MOHOAI()aBUTHBIX MIH(POB.
[porpaMmHas peanusays KIaCCHYSCKHX MUGPOB

MeToabl MeXaHH3aIMH MUPPOBAHU

Hudposoe npencraBieHne pa3TuIHbIX (HopM HHOOPMAITHH

AHau3 COBPEMEHHBIX CHMMETPUYHBIX KPUITOAITOPHUTMOB

AHan3 COBPEMEHHBIX aCHMMETPHYHBIX KPUIITOAITOPHTMOB
[Iporpammuas peanusaiysi COBpEMEHHBIX KPHIITOAITOPUTMOB

0. CpaBHUTEIBbHBIN aHAIN3 QYHKINH XSITUPOBAHHS

1. AyrentrduKanus cooOIICHUI

12. 3axkoHOmATENIHCTBO B 001aCTH KPUNTOTpahUUECKOM 3alUThl HH(POPMAIUN
13. IlepcrnekTHBHBIC HANIPaBIECHHs KpUNTOTpadum

RBPBOooo~NoORrwWNE

IIpomexyrounas arrecranus no MJIK.02.02 B Buge nu¢epeHIIMPOBAHHOIO 3a4eTa

IIpnMepHbIe BHABI CAMOCTOATEILHOI pad0ThHI NPU H3YUYEeHUH pa3feia 2 MOayJI

Cuctemarnueckas IpopadOTKa KOHCIIEKTOB 3aHATHH, y4eOHOH 1 ClIeIMaNbHON TEXHMYECKOH InTepaTypsl (110 BoIpocaM K maparpadam, riiaBaM yaeOHbIX
OCOOMH, COCTaBICHHBIM ITPENOaBATEIIEM)

[ToaroroBka K MPakTHYECKHM pabOTaM ¢ HCHOIb30BaHNEM METOINYECKUX PEKOMEHAAIMH TIpeTioiaBartelisi, opopMieHHe 1JabopaTOpHO-TIPAKTHYECKUX PadoT,
OTYETOB K MX 3aIIUTE.

Y4yeOHnasi npakTHKa pazgeaa 2 MOAyJIst
Buasi pador:

Hcmnonp3oBaHne THITOBBIX KpI/IHTOFpa(bI/I‘IeCKI/IX Cp€aCTB U METOJ0B 3alIUTHL HH(bOpMaHHI/I, B TOM YHCJIC U 3J'IeKTpOHHOI>i moanucu

36

IIpousBoacTBeHHas npakTuka no IM.02

Buasbi paéot

— AHan3 MPUHINIOB IIOCTPOSHUS CUCTEM HH(OPMAIMOHHOH 3aIUTHI TPOU3BOACTBEHHBIX OAPA3/ICIICHHN.

— TexHu4eckast SKCIUTyaTalMsl JIEMEHTOB IPOTPaMMHOI U allapaTHO 3alUThl aBTOMaTH3NPOBAHHOM CHCTEMBI.

— Y4acTre B IMarHOCTUPOBAHMH, yCTPAaHEHHH OTKa30B M o0ecrieueHnH paboToCIOCOOHOCTH MPOrpaMMHO-AIIAPAaTHBIX CPEJICTB 00ECIEeYCHUS
HHPOPMALMOHHOW OE30MTaCHOCTH;

— AHanm3 3¢ QEeKTUBHOCTH PUMEHIEMBIX IIPOTPaMMHO-AIIIAPaTHBIX CPEACTB obecrieueHust ”HHOPMalMOHHOH 6€301T1acCHOCTH B CTPYKTYPHOM
MIOJIpa3ieIeHIH

— YyacTue B obecrieueHn yueTa, 00padOTKH, XpaHEeHHUs U Tepejaun KoH(UIeHInAIbHOH nHopManuu

— IIpuMeHeHre HOPMATHBHBIX IPABOBBIX aKTOB, HOPMAaTHBHBIX METOJANYECKHUX JOKYMEHTOB 110 00€CIeueHII0 HH(OPMAIIMOHHOI 6€301acHOCTH MPOTPaMMHO-
anmapaTHBIMU CPEJCTBAMH IIPH BHITIOTHEHUH 33124 IPAaKTHKH.

36

JK3aMeH N0 NpPodecCHOHAILHOMY MOAYJIIO

HUToro yacos no MOAYJIH0:

611

TeopeTwleCKoe oﬁyqelme

247

NPaKTHYeCKH o0y4yeHHe

126

KypcoBoe npoekTupoBaHue

30

YueOHasi NPaKTHKA

108
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Hpomnoncn;e}maﬂ MPaKTHKA

72

CamocTosiTe1bHast pabora 6
Kouncyabrauumn 8
IIpoMeskyTOUHasl aTTeCTaALUA 14
HUtoro 611
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4. YCJIOBUSA PEAJIMBAIIUU ITPOTPAMMBI IPOPECCHUOHAJIBHOI'O MOAYJIA

4.1. TpeGoBaHusi K MAaTepHAIbHO-TEXHUYECKOMY 00eceYeHUIo

Peanuzanus mporpaMMbl MpearnosiaraeT HajJuuue y4eOHBIX KaOWHETOB — JIGKIIMOHHBIC
ayIUTOpUUM C  MYJIbTUMEIUHHBIM  oOopymoBaHueMm; saboparopuu  «lIporpamMMmHBIX U
IIPOrpaMMHO-aIIIAPATHBIX CPelICTB oOecreueHnss HHHOPMAIIMOHHON O€301IacCHOCTH.

O6opynoBanne ydeOHOro kabuHeTa W paboOYMX MeCT KaOuWHeTa — JICKIMOHHAS
aynuTopusi: mocagouHbix mMect - 30, paboyee MeCTO MpernoaaBares, MPOeKTOpP, MEePCOHATbHBIN
KOMIIBIOTEP, KOMIUJIEKT MpPe3eHTallUH.

Ob6opynoBanue mnaboparopun «lIporpaMMHBIX M IPOrpPaMMHO-ANIAPATHBIX CPEICTB
oOecrieyeHns HHPOPMALIMOHHOHN 0€30MacHOCTH» U pabounX MECT JabopaTOpPHH:

— paboune MecTa CTYACHTOB, 000pYI0BaHHBIE IEPCOHANIBHBIMU KOMIIBIOTEPAMU;

— nabopaTopHble yueOHbIE MAKEThI;

— paboyee MeCTO MpernoJaBaTes;

— y4eOHO-MeToInYecKoe 0OecredyeHrne MOIys;

— HHTEpaKTUBHAS J0CKa, KOMILUIEKT [IPE3eHTAIIHIA;

— AHTHBHPYCHBIC MPOTPAMMHBIE KOMILIEKCHI;

— TporpaMMHO-anmapaTHbie cpenctBa 3amuThl uHGOpMmanuu ot HCJ, OGroxkupoBku

JIOCTYyTa U HapyIIEHUs LIEJI0CTHOCTH;
— MpOorpaMMHBIE U  MPOrpaMMHO-AlNIapaTHbIE  CPelICTBa  OOHAapyKEHHUs  arak
(BTOp>KEHUI), TIOUCKA yA3BUMOCTEN;
— CpeacTBa YHHUTOKEHUS OCTaTOYHOM MH(OpPMAIMK B 3aIIOMUHAIONINX YCTPOMCTBAX;
— TPOTpaMMHBIE CPEICTBA KPUITOTPAPHUECKON 3aUTHl HH(POPMAIIHH.

4.2. NudopmanuoHHoe odecneyeHue 00y4eHust
4.2.1.0cHOBHbIE HCTOYHHUKH:

1. [dymkun A.B., TIporpammuo-anmapaTHbeie cpeicTBa oOecredeHus HHGOPMAIMOHHON
0e30macHOCTH [DJeKTpoHHBIM pecypc]: Ydebnoe mocobme it By3oB /  A.B. Jlymkus,
O.M. bapcykos, E.B. Kpasuos, K.B. Cnasnos. Ilox penakmueit A.B. [lymkuna - M. : Topsiuas
muaus - Temekom, 2016. - 248 c¢. - ISBN 978-5-9912-0470-5 - Pexum pocryma:
http://www.studentlibrary.ru/book/ISBN9785991204705.html

2. OpraHu3aliOHHO-TIpaBOBOe obecreueHre HMHPOPMALMOHHONW Oe3omacHOCTU:  yueo.
nocobue s CTyA. yupexaeHui cpen. npod. oopasosanusi/ E.b. benos, B.H. IIpxeropauHckuii.
— M.: U3narensckuil neHTp «Axkanemusi», 2017. —336¢
Beenenue B 3amurty nnpopmanuu ot BHyrpeHHuX UT-yrpos : yueOHoe nocobue. — 2-e uza. —
Mocksa : UHTYUT, 2016. — 39 c¢. — TekcT : 21eKTpOHHBIN // DIeKTPOHHO-OMOIHOTeUHAS
cucrema «Jlaup» : [caiit]. — URL: https://e.lanbook.com/book/100720 — Peskum moctyma: muis
aBTOPH3. NIOJIb30BATEIICH.

3. bonmapenko, M.C. MeTopI M CpecTBa 3alIUTH HHpOpMaIuH : yaeoHoe mocooue / U.C.
bonnapenko, FO.B. Jlemunmmun. — Mocksa : MUCHC, 2018. — 32 ¢. — TeKcCT : 31eKTPOHHbBIN
// DnekTpoHHO-OubMMoTeuHas cucrema «Jlauby : [caiit]. — URL:
https://e.lanbook.com/book/115269 — Pexxum nocTyna: A aBTOpH3. TOJIb30BaTeNleH.

4. bapuues C.I'., 'onuapoB B.B., CepoB P.E. OcHoBbI coBpemMeHHOI kpunTtorpaduu: yues.
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http://www.studentlibrary.ru/book/ISBN9785991204705.html
https://e.lanbook.com/book/100720
https://e.lanbook.com/book/115269
http://techbook.ru/book_list.php?str_author=%D0%91%D0%B0%D1%80%D0%B8%D1%87%D0%B5%D0%B2%20%D0%A1.%D0%93.
http://techbook.ru/book_list.php?str_author=%D0%93%D0%BE%D0%BD%D1%87%D0%B0%D1%80%D0%BE%D0%B2%20%D0%92.%D0%92.
http://techbook.ru/book_list.php?str_author=%D0%A1%D0%B5%D1%80%D0%BE%D0%B2%20%D0%A0.%D0%95.

[Tocobue. — M.: T'opsiuas nunus — Tenexom, 2017.- 175 c.

5. byrakoBa, H.I'. Kpunrorpaguueckue MeTobl 3amuThl HHPOpPMALIUHU, yaeOHOE TTocoOue :
yuebnoe nocodue / H.I'. byrakosa, H.B. ®enopos. — Canxkr-IlerepOypr : Untepmenns, 2016.
— 384 ¢. — TekcT : 3NMeKTPOHHBIHN // DNeKTpOHHO-0MOIMoTeuHas cucreMa «Jlanpy : [caift]. —
URL: https://e.lanbook.com/book/90270 — Pexxum jpoctyma: Juis aBTOPH3. MOJIb30BaTelei. 2
baxapos, JLE. WudpopmanmonHass Oe30macHOCT, | 3amyTa WHPOpManuu  (pa3ieis

kpunrorpadus u creranorpadus) : yueonoe nocooue / JI.LE. baxapoB. — Mocksa : MUCHUC,
2019. — 59 c. — ISBN 978-5-906953-94-0. — Tekcr : S7EKTpOHHBIA // DIEKTPOHHO-
oubnmuoreunas cucrema «Jlamp» : [caiir]. — URL: https://e.lanbook.com/book/116907 . —

Pexxwum noctyna: st aBTOpHU3. MOIb30BATEINEH.

6. Creranorpaguyeckue M KpunTorpadpuueckue METOJbl 3alUThl UH(OopMaHK : ydeOHOe
nocobue. — Ya : BITIY umenu M. Axmymiael, 2016. — 112 ¢. — TekcT : 3MeKTpOHHBIN //
DIIEKTPOHHO-OUOIMOTEUHAS cucrema «Jlanpy» : [caiiT]. — URL:
https://e.lanbook.com/book/90963 . — Pesxxum gocTyna: Juisi aBTOPH3. MOJIb30BATEIICH.

7. CoBpeMeHHbIe METObI 0OecTeueH s 3aluThl HHPopMaIiK : yueOHoe nocodue. — Ya :
BITIY umenu M. Axmymisl, 2016. — 112 c¢. — TekcT : 31MeKTPOHHBIN // DIEKTPOHHO-
oubanoreynas cucrema «Jlaupy : [caiit]. — URL.: https://e.lanbook.com/book/90965 — Pexum
JOCTYTIA: JIJIsl aBTOPU3. TIOJIH30BATEIICH.

4.2.2. JIonoJIHUTEbHbIE MeYaTHbIe HCTOYHUKH:

1. Tloropenos b.A., CaukoB B.H. (pex.). CroBapp kpunrorpadu4eckKux TEPMHUHOB. - M.:
MIIHMO, 2006. CnoBapp kpuntorpadpuueckux tepmuHoB. I[lomx pen. B.A. IloropenoBa u
B.H. CaukoBa. — M.: MIITHMO, 2006 r

2. @enepanbHblii 3akoH oT 27 wuwonga 2006 1. Ne 149-03 «0O6 wundopmanmu,
UH(POPMALIMOHHBIX TEXHOJIOTUAX U O 3alUTe UHPOPMALTUI.

3. ®enepanbhblii 3akoH OT 27 utonst 2006 1. Ne 152-03 «O nepcoHalbHbIX TaHHBIX).

4. ®depepanbHblii 3akoH oT 27 nekabps 2002 r. Ne 184-d3 «O TexHHYECKOM
PEeryIupOBaHUMY.

5. ®enepanbnbiii 3akoH OT 4 Mast 2011 1. Ne 99-®3 «O numeH3UpOBaHUU OTIAEITBHBIX
BUJIOB JIEATEIBHOCTI.

6. @enmepambHbiii 3akoH oT 30 mekabps 2001 r. Ne 195-®3 «Komekc Poccwuiickoii
®denepanun 06 aAMUHUCTPATUBHBIX IPABOHAPYIICHUSIX.

7. VYka3 Ilpesunenrta Poccuiickoit ®enepanyu ot 16 aBrycra 2004 r. Ne 1085 «Bomnpocsl
DenepanbHO caykKObI 10 TEXHUYECKOMY U KCIIOPTHOMY KOHTPOJITIO».

8. Vka3 Ilpesunmenta Poccuiickoii ®emepauuu ot 6 mapra 1997 1. Ne 188 «O06
YTBEPKACHUU MEPEUHs CBEJACHUIN KOH(PUIEHIIUAIBHOTO XapaKkTepay.

9. Vka3 [lpesunenra Poccuiickoit @eneparmm ot 17 mapra 2008 r. Ne 351 «O mepax 1o
oOecrieueHnio HHGopMalMoHHON Oe3onacHocT Poccuiickoit Denepaini Npu UCHOIb30BaHUN
MH(POPMAIIMOHHO-TEIEKOMMYHUKAIIMOHHBIX CETe MEXITYHAPOAHOT0 MHPOPMAIIMOHHOTO OOMEHa.

10. Tlomoxxenune o cepTU(UKALUU CPEACTB 3AIMUTHl  HHPOPMALUHU. YTBEPKACHO
nocraHoBieHueM IIpaBurensctBa Poccniickoii @enepannu ot 26 uronst 1995 r. Ne 608.

11. CocraB u coaepXaHHE OPraHU3ALMOHHBIX M TEXHHYECKUX Mep IO O0ECleYEeHUI0
0€30IIaCHOCTH TEPCOHATBHBIX JAHHBIX MpHU HUX 00paboTke B HMH(POPMAIIMOHHBIX CHCTEMax
NepCOHANBHBIX JaHHBIX. YTBep:kaeHbI prkazoM O@CTIK Poccun ot 18 despans 2013 r. Ne 21.

12. Mepbl 3ammThl MHQOPMAIMKM B TOCYIAPCTBEHHBIX HWH(POPMAIMOHHBIX CHCTEMax.
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VYreepxkaeast ®CTOK Poccun 11 despans 2014 r.

13. AnmunuctpatuBHbii  permamenT < @OCTOK  Poccum  mo  mpenocTaBiIeHUIO
rOCYy/IapCTBEHHOW yCIyrd IO JIMIEH3UPOBAHUIO JESATEIBHOCTH I10 TEXHUYECKOM 3aluTe
KOH(puIeHIMaTbHON nHpopManuu. YTBepxkaeH npukazoM @CTIK Poccun ot 12 urons 2012 .
Ne 83.

14. AnmunuctpatuBHbii  permameHT <~ ®OCTOK  Poccum 1o  mpemocTaBieHUIO
rOCy/IapCTBEHHOW YCIYTH IO JIMIEH3UPOBAHUIO JCSITENBHOCTH MO Pa3pabOTKe M MPOU3BOJICTBY
CPEJICTB 3aIIMUThl KOHGUAEHIIHATLHON nHpopManuu. YTBepxkaeH npukazoMm @CTIOK Poccuu ot
12 nronsa 2012 1. Ne 84.

15. Coeuumanphple  TpeOOBaHMSI W PEKOMEHIAIMM IO  TEXHUYECKOM  3alure
koHpunenmanpHoi nHopmaruu (CTP-K). YTBepxaens npukasom I'ocrexxomuccun Poccun
ot 30 aBrycra 2002 r. Ne 282.

16. TpeGoBanusi o 3amuTe WHGOpPMAIMU, HE COCTABISIOMICH TOCYIApCTBEHHYIO TaWHY,
coJiepiKallieiicss B TOCYJapCTBEHHBIX HH(POPMAIIMOHHBIX CHUCTEMaX. YTBEPKICHBI MPHUKA30M
OCTIK Poccum ot 11 despans 2013 1. Ne 17.

17. TpeboBanus o 3ammre WHPOpPMALIUU, COACPIKAIICHCSA B MHPOPMAIMOHHBIX CHCTEMax
obmero rmonb3oBaHus. YTBepxkaeHbl mpukazamu DOCb Poccum u DOCTOK Poccum
ot 31 aBrycra 2010 1. Ne 416/489.

18. TpeboBanus K cucremMaMm OOHApY)KEHUSI BTOp)KeHHH. YTBepkaeHbl npukazom OCTIK
Poccunu ot 6 nexabpst 2011 r. Ne 638.

19. PyxoBomsimuii moxkymeHT. I'eonmH(OpMaAIIOHHBIE CHCTEMBI. 3amuTa WHGOPMAIHUU OT
HECaHKIIMOHUPOBAHHOTO noctyna. TpeboBanus mo 3amute uHpopMmaruu. Y1epxaen OCTOK
Poccuu, 2008.

20. PykoBojsmuii  JOKyMEHT. 3amuTa OT HECAaHKIHMOHUPOBAHHOIO JOCTynma K
uHpopmanuu. Yacte 2. IlporpammHoe oOecrneyeHne 0a30BBIX CHCTEM BBOJa-BBIBOAA
NEPCOHANBHBIX 3JEKTPOHHO-BBIYUCIUTENbHBIX MalMH. Kiaccudukanus mo ypoBHIO KOHTPOJIS
OTCYTCTBHSI HEJEKJIapuUpOoBaHHBIX Bo3MokHOCTeH. YTBepxkaeH PCTIK Poccum 10 oxTadps
2007 r.

21. Tlpuxaz DPAIICU mpu Ilpesumente Poccuiickoit @enepamuu ot 13 wmrons 2001 .
No 152 «O06 yTBepkAeHUM HMHCTPYKIMH OO0 OpraHu3anud M o0ecredeHHuu Oe30MMacHOCTH
XpaHeHHs, o00pabOTKM M Tepefadd IO KaHalaM CBS3M C HCIOJIb30BAaHUEM CPEACTB
KpUnrorpaguueckon 3amuThl UHPOPMALUU C OTPAaHUYEHHBIM JOCTYNOM, HE cojeprKalei
CBECHMM, COCTABIAIOIIUX FOCYIAPCTBEHHYIO TallHY».

22. Tlpuxa3z ®Cb Poccun ot 9 despans 2005 r. Ne 66 «O6 yrBepxnaenun Ilonoxenus o
pa3paboTke, MIPOU3BO/ICTBE, peanuzanuu u AKCILTyaTaIuu U PPOBATBHBIX
(xpuntorpadudyecKnx) CpeACTB 3aIUTHI HHPOPMALII.

23. TOCT P HUCO/M3BK 13335-1-2006 WudopmannoHHass TexXHOJIOTHS. MeToabl u
cpeactBa obecmneuenus OeszomacHocTd. Yacte 1. Konumenumss W Mojenn MeEHEIHKMEHTA
6€301acHOCTH HH(POPMAIIMOHHBIX U TEJIEKOMMYHUKAMOHHBIX TEXHOJIOTUI

24. TOCT P UCO/MDBK TO 13335-3-2007 UndopmanmonHas TexHoiaorus. Meronbl u
cpeactBa obecneueHus Oe3omacHocTH. Yacth 3. MeToasl MeHeIKMEHTa O€30MacHOCTH
UH(POPMALIMOHHBIX TEXHOJIOTUH

25. TOCT P UCO/MDK TO 13335-4-2007 WubopMarmioHHasi TEXHOJIOTHSI. MeTOIbl |
cpencTBa obecrnieuenus 6ezonacHocTH. Yacthb 4. Bo1O0Op 3aIUTHBIX Mep
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26. TOCT P UCO/MDBK TO 13335-5-2006 MudopmarmonHas TeXHOJOTHSI. MeToasl U
cpeactBa obecrnieueHus Oe3zomacHOCTH. YacTh 5. PyKOBOJICTBO MO MEHEIKMEHTY 0€301MacHOCTH
CEeTH

27. TOCT P HUCO/MDBK 17799-2005 Wudopmanmonnass texHomorus. lIpakruueckue
npaBuiIa yrpasiieHUs] HHOOPMAIIMOHHON 0€30IacHOCTHIO

28. TOCT P HNCO/MDK 15408-1-2008 HWudopmarnmonHas TexHOJOTHSI. MeToasl U
cpeacTtBa obecnedyeHus: Oe3onacHocTH. Kpurepuun oueHkn 06e30macHOCTH MH(POPMALMOHHBIX
texHosoruii. Yacte 1. BBenenue u o0mas MOAEb

29. TOCT P HCO/MDK 15408-2-2008 HWudbopmarmoHHas TEXHOJOTHSA. MeToasl U
cpencTBa obecriedeHuss Oe3omacHOCTH. KpuTepuu OICHKH 0€30MacHOCTH HH(OPMAIMOHHBIX
texHosoruil. Yacts 2. @yHKIMOHATIBHBIE TPEOOBaHUS 0€30IaCHOCTH

30. TOCT P HMCO/MDK 15408-3-2008 WudopmannoHHas TeXHONOTUA. MeToabl u
cpencTBa obecrieueHus Oe3zomacHOCTH. Kputepuu oneHkd 0e30macHOCTH HH()OPMAIMOHHBIX
texHosoruil. Yacts 3. TpeboBaHus 1oBepusi K 0€30MacHOCTH

31. TOCT P 34.10-2001. "Nudopmanuonnas texnonorus. Kpunrorpaduueckas 3ammura
uHpopmanuu. [Ipoueccs GopMUpOBaHUS U IPOBEPKH IEKTPOHHOMN 1M PpoBOI moanucu"

32. TOCT P 34-11-94. "Undopmanuonnas texnonorus. Kpunrorpadpuueckas 3ammra
uHpopmannu. OyHkuus x3muposanus”

33. TOCT P 50922-2006 3amura nnpopmarmu. OCHOBHBIE TEPMHHBI M ONPEICICHUS.
Pocrexperynuposanue, 2006.

34. TOCT P 52069.0-2013 3ammra wunpopmanuu. Cucrema crangaptoB. OCHOBHBIC
nosnoxxenus. Poccrangapr, 2013.

35. T'OCT P 51583-2014 3amura uadopmaruu. [Topsaok co3manus aBTOMaTU3UPOBAHHBIX
CHCTEM B 3alllMIIEHHOM UcnonHeHun. O6ume nonoxenus. Poccrannapr, 2014.

36. TOCT P 51624-2000 3ammurta wuHpopManuu. ABTOMAaTU3UPOBAaHHBIE CHCTEMBI B
3anuieHHoM uenonHeHuu. Oomme tpedoBanus. ['occranaapt Poccun, 2000.

37. TOCT P 51275-2006 3ammra wHpopmamuu. OOBekT uHPOpMaTuzanun. DaxTophl,
BO3/eiicTBytOIIME Ha HH(popmanuio. O6mue nonoxxkenus. Pocrexperynauposanue, 2006.

38. TOCT P 52447-2005 3ammra wuHpOpManuu. TexHHKa 3amUThl WHOOPMAIHH.
Homenkmarypa noka3zareneit kauectsa. Poctexperynuposanue, 2005.

39. TOCT P 50543-93 Koncrpykuuu Oa3zoBble Hecyue. CpencTBa BBIYMCIMTEIBHOM
TeXHUKUA. TpeOoBaHMs 1O oOecHeyeHHIo 3aluThl HMHGOPMAIMM U 3JIEKTPOMArHUTHOU
COBMECTHUMOCTH METOAOM dKpaHupoBaHus. ['occrannapt Poccun, 1993.

40. TOCT P 56103-2014 3ammura wuHdopManuu. ABTOMAaTU3UPOBAHHBIE CHCTEMBI B
3alUIIEHHOM UCTOJIHeHUH. Opranu3anus U cojiep>kanre padoT Mo 3aluTe OT IpeJHaMepeHHbIX
CHJIOBBIX DJIGKTPOMArHUTHBIX Bo3jaecTBui. O0mue nonoxenus. Poccrangapr, 2014.

41. TOCT P 56115-2014 3ammra uHbopManuu. ABTOMATU3UPOBAHHBIE CHCTEMBI B
3alqUIIeHHOM  ucrnoidHeHud.  CpeacTBa  3alIUThl  OT  NPEJHAMEPEHHBIX  CHJIOBBIX
AIIEKTPOMAarHUTHBIX Bo3aencTBHM. Obue TpedoBanus. Poccranmapt, 2014.

42. TOCT P HNCO/MDBK 15408-1-2012 WudbopMannoHHass TeXHONOTHsI. MeToasl H
cpeacTtBa obecneueHus: Oe3omacHocTH. Kpurtepuun oneHkn 6e30mMacHOCTH MH(POPMALMOHHBIX
texHosoruil. Yacte 1. BBenenue u obmas moaens. Poccranmapt, 2012.

43. TOCT P HCO/MDK 15408-2-2013 HudpopmannoHHAs TEXHONOTHA. MeToabl u
cpenctBa obecrieueHus: OezonacHocTu. Kputepun oneHku 0e30macHOCTH WHEGOPMAIMOHHBIX
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texHosoruii. Yactp 2. DyHKIMOHANBHBIE TpeOoBaHUs Oe3omacHOCTH (TPsSMOE MPUMEHEHHE
ISO/IEC 15408-2:2008). Poccranmapt, 2013.

44, Meronuka ONpeesIeHUs aKTyallbHBIX YIP0o3 0€30MacHOCTH MEPCOHANBHBIX JaHHBIX MPH
uX 00paboTke B MH(POPMAIIMOHHBIX CHUCTEMaX MEPCOHAIBHBIX NaHHBIX. YTBepxaeHa OCTOK
Poccun 14 despans 2008 r.

45. COOpHHMK BpPEMEHHBIX METOJWK OIEHKH 3aIlMIICHHOCTH KOH(HICHIIMAIbHON
uH(pOpMallMM OT YTEUKH IO TEXHHUYECKUM KaHanaMm. YTBepxkaeH ['octexkomuccueit Poccum,
2002.

46. TOCT P 50922-2006 3ammra wHpopmamnuu. OCHOBHBIE TEPMHUHBI U OIPEACICHUS.
Pocrexperynuposanue, 2006.

47. TOCT P 51275-2006 3ammra uHpopmanuu. OObexT uHPOpMaTuzanuu. DaxTophl,
BO3/eHcTBYIONME HA HH(popMaruio. O6mue nonoxxenusi. Pocrexperynuposanue, 2006.

48. COOpHHK BpEMEHHBIX METOJMK OIEHKHA 3alIWIIEHHOCTH KOH(PHUIACHIIMATHLHOU
uH(pOpMallMKM OT YTEUKH [0 TEXHHYECKUM KaHanam. YTBepxkaeH ['octrexkxomuccueit Poccum,
2002.

49. TpeOoBaHus o 3ammure HWH(OPMALMU, HE COCTABISIOLIEH TOCYJAapCTBEHHYIO TaiiHY,
coJlepiKalleiicss B TOCYJapCTBEHHBIX HH(POPMAIIMOHHBIX CHUCTEMaX. YTBEPKICHBI MPHUKA30M
OCTIK Poccum ot 11 dpespanst 2013 1. Ne 17.

50. Mepbl 3amuThl WHGOPMAIMU B TOCYIAPCTBEHHBIX WH()OPMAIMOHHBIX CHCTEMaX.
Yreepxkaensl ®CTIOK Poccun 11 depans 2014 r.

51. Meroauyeckrue peKOMEHIAMH TT0 TEXHUYECKOM 3a1uTe HHPOPMALINH, COCTABIISIONICH
koMMmepueckyto Taiiny. Y1epxaensl ®CTIOK Poccun 25 nexabpst 2006 r.

B) MporpaMMHOe oOecIledyeHHe: CIEeNUaIN3uPOBAHHOE MPOrpaMMHOE oOecreueHue Aiis
MPOBEPKU 3AIIMIICHHOCTH TOMEIIEHUH OT yTeuku HHPOpMAIMH IO aKyCTHYeCKOMY |
BUOPOAKYCTHUECKOMY KaHajlaM, CHEIUAIbHBIX HCCIEAOBAaHUN CPEICTB BBIYMCIUTEIBHON
TEeXHHKHU;

r) 0a3pl JaHHBIX, HUHHOPMAIIMOHHO-CIIPABOYHbIE U TOMCKOBBIE CUCTEMbl: WwWw.fstec.ru;
www.gost.ru/wps/portal/tk362.

4.2.3. IlepnoauyecKkue U3IAHUS:

1. Chip/Yun: XypHan 0 KOMIBIOTEPHON TEXHHMKE Il MPO(ECCHOHATOB M OMBITHBIX
I10JIb30BaTENEH;

2. 3amra nHbopmanuu. Mucaiin: MHPOpMaMOHHO-METOIMYECKUH JKypHAIT

3. Hudopmanmonnas 6€30MacHOCTh peTHOHOB: HaydHO-TTpakTHYECKHiA )KypHAT

4. Bomnpocsl kubepOezonacHocTd. HayuHblif, nepuoauueckuil, HHPOPMAIIOHHO-
METOIMYECKHIl KypHal ¢ 0Oa3oBoi crneumanu3auued B o0jgacTh  MHGPOPMAIMOHHOMN
6e3omacuoctu.. URL: http://cyberrus.com/

5. be3zonacHocth MHpOpPMALMOHHBIX TexHOJOrUd. [lepuoanyeckuii peLeH3UpyeMbIil
HayuHbl )xypHan HUAY MU®OU. URL: http://bit.mephi.ru/

42.4. DNeKTPOHHbIE HCTOYHUKH:
1. ®enepanpHas ciyx0a MO TEXHMUYECKOMY M JKCHOpTHOMY KoHTpoito (PCTOK
Poccun) www.fstec.ru
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2. MHudopmanmonHo-cripaBoYHasi CHCTEMa IO JTOKYMEHTaM B OOJACTH TEXHHUYECKOM
3anmThl HHGopManmu WWW.fstec.ru

3. OOpazoBaTenbHble TOPTAIBI 1O PA3IMYHBIM HAMPaABICHUSIM OOpa3oBaHUS U
temaTuke http://depobr.gov35.ru/

4. CnpaBouHo-npaBoBas cucrema «KoncynpranT [Irocy www.consultant.ru
CnpaBouHo-nipaBoBas cucrema «lapant» » wWww.garant.ru
DdenepanbHblil mopran «Poccuiickoe odpaszoBanne WWw.edu.ru
®enepanbHblii paBoBoil noptan «tOpuandeckas Poccusi» http://www.law.edu.ru/
Poccuiickuii Onomerpuueckuii mopran Www.biometrics.ru

NG

9. ®ecnepanbubiii mopTan «MHGOPMAIIMOHHO- KOMMYHHKAIIMOHHBIE TEXHOJOTHH B
o6paszoBanum» htpp\\:www.ict.edu.ru
10. Caiit HayuHoii anekTpoHHO# 6ubanoTexu Www.elibrary.ru
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5. KOHTPOJIb 1 OHEHKA PE3YJIbTATOB OCBOEHUS
IMPO®PECCHUOHAJIBHOI'O MOAVYJIA(BUIA JEATEJBHOCTHN)

Pe3yabTaTsl OcHoOBHBIE MOKA3aTeJIN MeToabl 1 METOIbI KOHTPOJIS U
(ocBoennbie 1K) OLICHKH pe3yJibTaTa OLICHKH
IIK 2.1. OcymecTtBisaTh | [leMOHCTpUpOBaTh YMEHUS | TECTUPOBAHUE,

YCTaHOBKY U
HACTPOMKY OTAEIbHBIX
MPOrPaMMHBIX,
MIPOrPaMMHO-
arrapaTHbIX CPECTB
3amuUThl THPOPMAITUH.

Y IIPaKTUYECKUE HaBBIKU B
YCTQHOBKE U HAaCTpPOHKe
OTJENBHBIX
POrpaMMHBIX,
IpOrpaMMHO-aIIapaTHbIX
CPEZCTB 3aLUThI
uH(popManuu

9K3aMeH KBaIU(UKALMOHHBIMH,
9KCIIEPTHOE HAOIIIOICHUE
BBINIOJTHEHUSI Ta0OPAaTOPHBIX padoT,
9KCIIEPTHOE HAOIIIOICHUE
BBITIOJTHEHUSI IPAKTHUECKHUX padoT,
OICHKA PCIICHUA CUTYAallHOHHBIX
3ajay,

OLICHKA IIPOIIeCcCca U Pe3yIbTaTOB
BBIIIOJTHEHUA BUI0B pa60T Ha
IPaKTHKE

IIK 2.2. OGecneyuBaThb
3anMTy uH(pOpMAIHH B
ABTOMATHU3MPOBAHHBIX
CHCTEMAX OTIEIHHBIMU
MIPOrPaMMHBIMH,
MIPOrPaMMHO-
anmapaTHbIMA
CpeICTBaMHU.

JleMOHCTpHpOBATh 3HAHUS
U YMEHHUS B 00ecreueHun
3alUThl HUH(OpMaIUU B
ABTOMATU3UPOBAHHBIX
CUCTEMAaxX OTJEJIbHBIMU
IPOrpaMMHBIMH,
IPOrpaMMHO-
annapaTHbIMM CPEICTBAMU

TECTUPOBaHUE,
9K3aMeH KBaIH(DUKAIMOHHBIMH,
JKCIEPTHOE HAOIIIOICHHE
BBITIOJIHEHUSI JTAOOPAaTOPHBIX padoT,
JKCIEPTHOE HAOIIIOICHHE
BBIITOJIHCHH A MMPAKTHUYCCKUX pa60T,
OIICHKA PCIICHUA CUTYAallHOHHBIX
3amad,

OIIEHKa IMpoliecca M pe3ynbTaToB
BBITIOJTHEHMSI BUJIOB pa0doOT Ha
MPAKTHKE

MK 2.3. OcymiecTBiasaTh
TECTUPOBAHUE
GyHKIMI OTAETBHBIX
MIPOrPaMMHBIX U
MIPOrPaMMHO-
anmnapaTHBIX CPEICTB
3aIUThl UHOPMAITUH.

BelInonHenue nepeyns
paboT Mo TECTUPOBAHUIO
GYHKIMA OTAETBHBIX
IPOTPaMMHBIX U
IpOTrpaMMHO-aNapaTHBIX
CPEZICTB 3aIUThHI
uHpopMaun

TECTUPOBaHUE,

9K3aMeH KBaIU(PUKAIIUOHHBIH,
JKCTEPTHOE HAOIIIOICHHE
BBITOJIHEHUS TaOOPaTOPHBIX PadoT,
JKCIIEPTHOE HAOII0IeHHE
BBINOJIHEHUS TPAKTHYECKUX PadoT,
OLIEHKA PEIICHUs! CUTYallHOHHBIX
3ajad,

OIIEHKa TpoIIecca U pe3yIbTaToB
BBITIOJTHEHUS BUIOB paboT Ha
MPAaKTHKE

28




MK 2.4. OcyiiecTBiATh
00paboTKy, XpaHEHUE U
nepeaayy HHPOpMaLUU
OrpPaHUYCHHOTO
JOCTYyTIa.

IIposiBnATE 3HaHMA,
HaBBIKU U YMEHHS B
00paboTKe, XpaHEHUH U
nepeaaye uHpHopMaIuu
OrPaHUYEHHOTO JOCTyIa

TECTUPOBAHUE,
9K3aMeH KBATH(DUKAITMOHHBIH,
JKCIEePTHOE HAOIIIOICHHE
BBITIOJIHEHUS JTA0OPATOPHBIX PadoT,
IKCIEPTHOE HAOIIOICHUE
BBITTOJIHEHHSI TPAKTHYECKUX PadoT,
OLICHKA PEIICHUS CUTYallMOHHBIX
3ajad,

OIICHKA MPOIIecca M Pe3yIbTaTOB
BEITIOJTHEHUS BUJIOB paboT Ha
MIPaKTUKE

IIK 2.5. YHnuroxarp
nHpOpMAIIUIO U
HOCHUTEIU UHPOpMaLUH
C UCIIOJIb30BaHUEM
IIPOrpaMMHBIX U
IPOrpaMMHO-
annapaTHbIX CPE/ICTB.

JleMoHCTpanus ajiropurMa
poBeieHUs paboT 1Mo
YHUYTOXCHUIO
uHpOpMaLUU ¥ HOCUTENEH
uHpopManuu ¢
UCIIOJIb30BaHUEM
POTPaMMHBIX U
POTPaMMHO-AIapaTHBIX

TECTUPOBAHUE,
9K3aMeH KBaIH()HUKAMOHHBIMH,
JKCIEPTHOE HAOIIIOICHHE
BBINIOJTHEH U Ta0OPaTOPHBIX padoT,
IKCIIEPTHOE HAOIIIOICHUE
BBITIOJTHEHUSI IPAKTHUECKHUX padoT,
OLICHKA PELICHUS CUTYallHOHHBIX
3ajad,

CPEICTB OLIEHKa IIpoliecca U pe3ysbTaToB
BBITIOJTHCHHMSI BUJIOB pa0doOT Ha
MIPaKTUKE
IIK 2.6. OcywectBiath | [IposiBiATh 3HaHUSA U TECTUPOBAHUE,

perucTparmio
OCHOBHBIX COOBITHII B
aBTOMaTH3UPOBAHHBIX
(MHpOpPMAIIMOHHBIX)
cucTeMax, B TOM YHCIIe
C MCIOJTb30BaHUEM
MPOTPAaMMHBIX H
IPOrpaMMHO-
anmapaTHbIX CPE/ICTB
OOHapyKeHHUs,
MPEIYIpPexICHUS U
JTUKBUIAAN
MTOCJIEICTBHI
KOMITBIOTEPHBIX aTaK.

YMEHUS B 3alllUTe
ABTOMAaTH3UPOBAHHBIX
(MH(MOPMAITMOHHBIX )
CHCTEM C HCIOJIb30BaHHEM
POTPAMMHBIX H
IIPOTPaMMHO-aIapaTHBIX
CpEJCTB OOHAPYKEHMUS,
NpeaynpexIeHus U
JMKBUAALMY TTOCIEACTBUI
KOMITbIOTEPHBIX aTaK

9K3aMeH KBATH(HUKAIIMOHHBIH,
JKCIIePTHOE HAOII0IeHHE
BBITIOJTHEHHSI TAOOPATOPHBIX padoT,
JKCTEPTHOE HAOIIIOICHHE
BBIITOJIHCHH A MMPAKTUYCCKUX pa60T,
OIICHKA PCIICHUA CUTYAallHOHHBIX
3ajad,

OIIEHKa IMpoliecca M pe3ynbTaToB
BBITIOJTHEHMSI BUJIOB padoOT Ha
MPAKTHKE

q)OpMBI U MCTOAbI KOHTPOJIA W OLICHKU PE3YJIbTATOB O6y‘{CHI/I$I JOJIXKHBI ITO3BOJIATH
IMMPOBEPATHL Yy o6yqa101111/1xc51 HC TOJIBKO C(bOpMHpOBaHHOCTB HpO(I)CCCI/IOHaJ'IBHBIX KOMHCTCHHHﬁ,
HO U pa3BUTHUC 06]].[I/IX KOMIIETECHIIUN U O6CC1'[C‘-II/IB8.IOIJ_[I/IX nux YMCHI/Iﬁ
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PesyabTaTsl
(ocBoeHHBIE 001N E
KOMIIETEHIIMH)

OcHOBHBIE ITOKA3ATEJIH
OLIEHKHM pe3yJibTaTra

@®opMBbI H METO/IbI KOHTPOJIA
U OLlEHKH

OK 01. Bei6uparp

CHIOCOOBI perieHus 3a/1a4

npodeccnoHanbHOM
NEeSITeLHOCTH,
MIPUMEHHUTEIBHO K

PAa3JIMYHBIM KOHTCKCTAaM.

— 000CHOBaHHOCTh
MTOCTAHOBKH I1€JIH, BBIOOPA U
NPUMEHEHHSI METOJIOB U
CIOCO0O0B PEIICHHS
npodeccHoHABLHBIX 33/1a4;

- aJicKBaTHas OLICHKA U
camooleHKa 3(ppekTuBHOCTH
Y Ka4eCTBa BBITIOJTHECHUS
npoecCUOHANBHBIX 3a/1a4

WuTepnperanus pe3ynbTaToB
HaOIIOACHUH 32
JeSITeNIbHOCTHIO
o0yyJaroIerocs B pouecce
0CBOEHUs1 00pa3oBaTeNbHOM
MPOTPaMMBI

DKcnepTHOE HAOII0IEHUE U
OLICHKa Ha J1a00paToOpHO -
PAKTUYECKUX 3aHATHUSX, TPU
BBITIOJTHEHUH PadOoT 110
yueOHOW U IPOU3BOACTBEHHOMN
PAKTHKAM

DKk3aMeH KBaTn(pUKaIMOHHBIN

OK 02.0OcymecTBnsiTh
MIOUCK, aHAJIN3 U
WHTEPIIPETAIIIO
nH(popManuu,
HEOOXOAUMOM 115t
BBINOJIHEHUS 3a/1a4
npodeccnoHaTBLHOM
JeSITeITbHOCTH.

- UCII0JIb30BaHUE Pa3IMUHBIX
HMCTOYHUKOB, BKITIOYAs
AJIEKTPOHHBIE PECYPCHI,
Meaunapecypcesl, UntepHet-
pecypchl, IEpUOINYECKUE
W3JIaHus TI0 CIIEUAIBHOCTH
JUISL pellieHus
npodeccnoHanbHbIX 3a1a4

HHTtepnperanus pe3ybTaToB
HaAOJIFOJEHU 3a
JeSITeTbHOCTHIO
00y4YaroIerocs B mporecce
OCBOEHUST 00pa30oBaTEILHOM
IPOTPaMMBI

DKCTepTHOE HAOIIOICHUE U
OLICHKa Ha J1abopaTopHO -
MPAKTHYCCKUX 3aHATHUSIX, TIPH
BBINTOJIHEHUH PadoT MO
y4eOHOM U TTPOU3BOACTBEHHOMN
NpaKTUKaM

DK3aMeH KBaJTNU(UKaMOHHBIN

OK 03. [InanupoBats
peann30BHIBATH
coOCTBEHHOE
po¢eCCuOHAIBHOE U
JMYHOCTHOE Pa3BUTHE.

- IEMOHCTpAIHs
OTBETCTBEHHOCTH 32
MIPUHSTHIE PEIICHUS

- 000CHOBaHHOCTH
camMoOaHaIn3a U KOPPEKIIHs
pe3yIbTaTOB COOCTBEHHOM
paboThI;

WuTepnperanus pe3ynbTaToB
HalIo1eHnH 3a
NeSITeIbHOCTBIO
o0Oydaromierocs B mporecce
OCBOEHMS 00pa30BaTEIbHOM
MPOrpaMMBbI

DKcnepTHOE HAOI0IEHUE U
OlIeHKa Ha J1ab0opaTopHO -
MPAKTUYECKHUX 3aHATHSX, IPH
BBITIOJTHEHUH paboT 1O
y4eOHOI U IPOU3BOJICTBEHHOM
MPaKTHKaM

DK3aMeH KBAJTM(PHKAIIMOHHBIN

OK 04. PaGorats B
KOJIJICKTHBE U KOMaH/IE,
3¢ heKTUBHO
B3aMMO/ICHCTBOBATh C
KOJIJICTaMH,
PYKOBOJICTBOM,
KITUCHTaMHU.

- B3aUMOJICHCTBHE C
oOyJaronumucs,
npenoaaBaTeiIsiMi U
MacTepaMu B X0Jie 00y4YeHUs,
C PYKOBOJUTEISIMU y4eOHOM
Y MIPOU3BOJICTBEHHOMN
IIPAKTHK;

WNHTtepnperanus pe3yabpTaToB
HaOIt0IeHnH 3a
JeSITeIbHOCTBIO
o0yyaroIerocs B rporecce
OCBOCHHS 00pa30BaTEIbHON
MIPOTPaMMBbI
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- 000CHOBAaHHOCTH aHAIN3a
paboThI YICHOB KOMAH/IbI
(O TYMHEHHBIX )

DKCNEepPTHOE HAOIIOICHUE 1
OLIeHKa Ha J1a0opaTopHO -
PAKTUYECKUX 3aHATHUSX, TPU
BBITIOJTHEHUH PadOoT 110
y4eOHOH U TTPOU3BOJICTBEHHOM
MIPaKTUKaM

DK3aMeH KBaJIU(DUKAITMOHHBIN

OK 05. OcymiecTBiATh
YCTHYIO ¥ TUCBMEHHYIO
KOMMYHHUKAITHIO Ha
TOCYJapCTBECHHOM SI3BIKE
C Y4€TOM OCOOCHHOCTEMH
COITHAILHOTO U
KYJIbTYPHOI'O KOHTEKCTA.

-TPaMOTHOCTb YCTHOU U
NMUCbMEHHOM peuHu,

- ICHOCTH (POPMYITUPOBAHUS
U U3JI0)KEHUS MbICIIEH

HHteprperanus pe3ybTaToB
HaOJIFOEHUII 3a
JeSITeTbHOCTBIO
o0ydarorierocst B mporecce
OCBOEHUsI 00pa30oBaTEILHOM
HPOTPaMMBI

DKCTepTHOE HAOIIOICHUE U
OLICHKA Ha J1abOpaTOPHO -
NPaKTUYECKUX 3aHATUAX, IPU
BBIMIOJTHEHUH PadoT 110
yueOHOW U IPOU3BOJCTBEHHON
HpaKTHKaM

DK3aMeH KBaJIU(pUKAMOHHBIN

OK 06. IIposBiarh
IPa)TaHCKO-
MaTPUOTHYECKYIO
MMO3HIIUIO,
JTEMOHCTPHUPOBATH
OCO3HAHHOE TOBEACHUE
Ha OCHOBE
TPaJIUIIHOHHBIX
00I1IIeUeI0BeYeCKUX
IICHHOCTEH.

- cOOII0IeHNE HOPM
MTOBEJICHHSI BO BpPEMSI
y4eOHBIX 3aHATUH U
MPOXOXKJICHHSI Y4eOHOH 1
MPOU3BOACTBCHHON MPAKTHK,

WuTepnperanus pe3yinbTaToB
HaOJI0IeHUH 3a
JeSITeIIbHOCTBIO
oOyuarolerocs B mporecce
OCBOCHHS 00pa30BaTEIIbHOM
IPOTPaMMBI

DKcrepTHOE HAO0IEHUE U
OlIeHKa Ha J1ab0opaTopHO -
NPaKTUYECKUX 3aHATUAX, IPU
BBITIOJTHEHUH padOT 110
y4eOHOI ¥ IPOU3BOJICTBEHHOM
MPaKTHKaM

DK3aMeH KBaIH(HUKaIMOHHBIHI

OK 07. ConelicTBOBarTh

- 9(ppeKTUBHOCTH

WHTtepnperanus pe3ybTaToB

COXPaHEHUIO BbInosHeHus npasui Th Bo HaOJIro/1eHui 3a
OKPY’KaroIllleH Cpeasl, BpeMs yUEOHBIX 3aHITHH, IPU | AESITEIbHOCTHIO
pecypcocOepeKeHuto, MIPOXOXKJICHUN y4eOHOU U o0yyaroIerocs B rnporecce
a3 pexTUBHO MIPOU3BOJICTBEHHON MIPAKTUK; | OCBOCHUSI 00pa30BaTEIbHOM
JIeicTBOBATh B - 3HaHUE U UCTIOJIb30BAHUE IPOrpamMMbl
Ype3BhIYATHBIX pecypcocheperaronmx DKcnepTHOE HAOII0IEHUE U
CUTYyalUsX. TEXHOJIOTHH B 001acTH OLIeHKa Ha J1a00opaTopHO -
TEJIIEKOMMYHHUKAITHH MPAKTHYECKHUX 3aHATHSX, IPH
BBINOJIHEHUH padoT MO
y4eOHOM U TTPOU3BOJICTBEHHOM
MIPAKTUKaM
DK3aMeH KBaJTU(UKaMOHHBIN
OK 08. Hcnonb3oBats - 3¢(eKTUBHOCTH WHTepnperanus pe3ynbTaToB

cpencTBa pU3HUECKOU
KYJIBTYPBI JIJIS
COXpaHEeHud U

BbITTOJIHEHUS nipaBuil Th Bo
BpeMs yueOHBIX 3aHATHH, TPU
MIPOXOKICHUH YICOHOU 1

HaOJIIOEeHNIT 3a
JeSTeIbHOCTHIO
00ydJaromerocs B mporecce
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YKPEIUICHHUS 3[I0POBbS B
nporecce
npodeCCHOHATLHON
JEATEILHOCTH
MoJIZICpIKaHNe
HEO0XOAUMOTO YPOBHS
buznveckoi
MOJITOTOBJICHHOCTH.

MIPOU3BOJICTBEHHON MPAKTHK;

OCBOCHHS 00pa30BaTeIbHON
MIPOTPaMMBbI

DKcnepTHOE HAOII0IEHUE U
OLICHKa Ha J1a00paToOpHO -
NPAKTUUECKUX 3aHATHUSX, TPU
BBITIOJTHEHUH PadOT 110
y4eOHOH U TPOU3BOJICTBEHHOM
MPaKTUKaM

DK3aMeH KBaJTU(DUKAITMOHHBIN

OK 09. Ucmonb3o0BaTh
MH(OPMALMOHHBIC
TCXHOJIOTHUU B
npodeccuoHaIbHOM
JIEATEIILHOCTH.

- 3 pexTUBHOCTH
WCIIOJIb30BAHUS
nH(pOPMAIIMOHHO-
KOMMYHUKAITHOHHBIX
TEXHOJIOTHI B
npodeccHOHATLHON
NEeSITeTbHOCTH COTJIACHO
(bopMHUpPYyEMbIM YMEHUSM U
MOJTy4aeMOMY
MPAKTUYECKOMY OIIBITY;

HHteprperanus pe3ysbTaToB
HaOJIFOIEHUI 3a
JeSITeTbHOCTBIO
o0ydaromierocst B mporecce
OCBOEHUSI 00pa30oBaTEILHOM
HPOTPaMMBI

DKCIepTHOE HAOIIOICHUE 1
OLICHKA Ha JabOpaTOPHO -
NPaKTUYECKUX 3aHATUAX, IPU
BBINIOJTHEHUH PadoT 110
yueOHOW U IPOU3BOJACTBEHHOMN
HpaKTHKaM

DK3aMeH KBaJIU(pUKaMOHHBIN

OK 10. ITons30BaThCs
npodeccnoHaTBEHOM
JOKyMEHTAaI1el Ha
rOCy/IapCTBCHHOM U
WHOCTPAHHOM SI3BIKAX.

- 3 peKTHBHOCTH
HCIIOJIE30BaHMS B
npodeccuoHaIbHOM
JIEATEIbHOCTH HEOOX0IUMOM
TEXHUUYECKOH IOKYMEHTallUH,
B TOM YHCJI€ Ha aHTJIMHCKOM
SI3BIKE.

Wuteprperanus pe3yabTaToB
HaOJI0IeHuH 3a
JEATeILHOCTBIO
oOydaromierocs B npoiecce
OCBOEHMS 00pa30BaTEIbHOM
MPOrpaMMBbI

DKcnepTHOE HAOOIEHUE U
OlIEHKa Ha J1ab0opaTopHO -
NPaKTUYECKUX 3aHATUAX, IPU
BBITIOJTHEHUH padoT 10
y4eOHO ¥ IPOU3BOJICTBEHHOM
MPAaKTUKaM

OK3aMeH KBaJIH(HUKAIMOHHBIHI
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