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1. HACHOPT NPOI'PAMMBI IPO®PECCHUHOHAJIBHOI'O MOAYJIAA
IIM.03. Ikcruryatauusi 00beKTOB ceTeBOH HHPPACTPYKTYPbI

1.1. Ob6aacTh NpUMEHEeHHUsI MPOrPaMMBbI

[IporpamMma mnpodeccCHOHATBHOTO MOMYISA SIBJISICTCS YacThi0 MPOrPaMMbI  TOJATOTOBKH

crienaiaucToB cpeaHero 3BeHa B cooTrBeTcTBUM ¢ PI'OC mo cnenumansHoct CITIO 09.02.02
KommbroTepHbie CeTH, B 4aCTH OCBOCHMsSI OCHOBHOTO Buaa nesrenbHocTH (BJl): Dxcrmyaranus
00BEKTOB ceTeBOM HMHQPPACTPYKTYPHl M COOTBETCTBYIOIIMX NPO(PECCHOHATBLHBIX KOMITETCHIIHHA
(ITIK):

1. TIK 3.1. YcranaBnuBaTh, HACTpauBaTh, IKCILTYaTUPOBATh U OOCTY)KHUBATh TEXHUYCCKUE U
IIPOrpaMMHO-aIINIapaTHBIE CPEACTBA KOMITBIOTEPHBIX CETEH.

2. IIK 3.2. [IpoBoauTh mporirakTHIecKrue paboThl HA 0OOBEKTAX CETEBON MHPPACTPYKTYPHI
U pabouYuX CTAHIUSAX.

3. IIK 3.3. Hcmomnb30BaTh HMHCTPYMEHTAJIbHBIE CpPEACTBA MJI OSKCIUTyaTalldd CETEBBIX
KOH(HUTypaIui.

4. TIK 3.4. VYuactBoBaTh B pa3pabOTKE CXEMbl IIOCICAaBApPUUHOTO BOCCTAHOBICHUS
paboTOCIOCOOHOCTH KOMITBIOTEPHOM CETH, BBIIOJHATH BOCCTAHOBIICHHE M PE3EPBHOE
KOMUpOBaHuE NHPOPMAIIH.

5. IIK 3.5. OpraHu3oBblBaTh HWHBEHTapU3allMl0 TEXHUYECKHX CPEICTB  CETEBOMU
UH(GPACTPYKTYPHI, OCYIIECTBISATH KOHTPOJIb 000PYI0BaHUS TIOCIIE €T0 PEMOHTA.

6. IIK 3.6. BeimonHsATh 3aMeHy pacXOJHBIX MAaTEpUAIOB U MEIKUH PEMOHT NepuepuitHOro
000py0BaHus, ONPEENATh ycTapeBiiee 000pyA0BaHNE U POTPAMMHBIE CPEJICTBA CETEBOM

UHPPACTPYKTYPHI.

1.2. Henu u 3agaun MoayJisi, TpeGoBaHus K pe3yJibTaTaM OCBOCHUSI MOIYJIA
C umenpr0 OBNaJeHUs yYKa3aHHBIM BHUAOM JEATEIBHOCTM M COOTBETCTBYIOLIMMHU

npoecCHOHANBHBIMU KOMIIETEHUUSAMU OO0YyYaromuiics B XOJE€ OCBOEHHUS NPOQPeCcCHOHAIBHOIO
MOJZYJIsL JJOJKEH:
HMeTh NPAKTUYECKU ONbIT:

00CITy’)KUBaHUs CETeBOI MHPPACTPYKTYpPbI, BOCCTAHOBJIEHUSI PabOTOCIIOCOOHOCTH CETH Moce
coos;

YIAJIEHHOTO  aJMHUHUCTPHPOBAHUS W  BOCCTAaHOBJECHHS pabOTOCIOCOOHOCTH  CETEBOM
UHPPACTPYKTYPBI;

opraHnuzanuu OecriepeOoiiHOM pabOTBl CHUCTEMBl 1O PE3EPBHOMY KONUPOBAHUIO U
BOCCTAHOBJIEHHIO MH(QOpMaIINH;

HOJJIEP)KKH TOJIb30BaTeNe CeTH, HACTPOMKU ammapaTHOro W MPOTrpaMMHOrO OOecreyeHHs
ceTeBoil HHPPACTPYKTYpPHI;

yMeTh:

BBIMOJIHAT, MOHUTOPHHT M aHajiu3 pabOThl JIOKAJIBHONH CETH C TOMOIIBI0 MPOrPaMMHO-
anrmapaTHbIX CPE/ICTB;

UCIIOJIb30BATh  CXEMbI  IMOCJICaBAPUHHOTO BOCCTAHOBJICHUS  PabOTOCIIOCOOHOCTH — CETH,
9KCIUTYaTHPOBATh TEXHUYECKHUE CPEACTBA CETEBOI MHPPACTPYKTYPHI;

OCYILECTBIISATH TUATHOCTUKY U TIOUCK HEMCIIPABHOCTEH TEXHUUECKUX CPE/ICTB;

BBIMOJIHATh JICHCTBHS MO YCTPAHEHUIO HEUCIPABHOCTEH B YacTH, KAacalOUICHCS MOJTHOMOYHIMA
TEXHUKA;

TECTUPOBATDH Kabenu u KOMMYHUKalITMOHHBIC YCTpOfICTBa;

BBIMIOJIHATh 3aMEHY PACXOJHBIX MATEpUaOB M  MEJIKHA PEMOHT TMepU(EepUITHOTO
00opyIoBaHUs;

NPaBUILHO OQOPMIISTh TEXHHYECKYIO JOKYMEHTAIIUIO;

HaOM01aTh 32 Tpa(UKOM, BBIMOJIHATH ONEPAIUU PE3EPBHOTO KOMUPOBAHUS M BOCCTAHOBJICHUS
JIAHHBIX;



- YCTaHaBJIMBATb, TCCTHUPOBATb MW ISKCIUIYyaTUPOBATH I/IH(l)OpMaI_II/IOHHBIe CHUCTEMBI, COI'JIaCHO
TEXHUYECKOH IOKyMEHTallu1, 00eCIIeunBaTh AaHTUBUPYCHYIO 3alLUTY;

3HATh:

—  ApXUTEKTYpY M (PYHKIUH CUCTEM YIIPaBIIEHUS CETAMH, CTAaHIapThl CUCTEM YIIPABIICHMS;

— 3aJaud  yNOpaBICHUS: AaHAIW3  [POU3BOJUTEIBHOCTM W HAJEKHOCTH,  YIPaBJICHHE
0€e30I1aCHOCTbI0, yUeT Tpaduka, yrpapieHre KOHPUTypaLuei;

—  CpeACTBa MOHUTOPHHIA U aHAJIN3a JIOKAJIBHBIX CETEM;

—  KJIAacCU(UKAIMIO  PErJIAMEHTOB, MOPSJAOK  TEXHUYECKHMX  OCMOTPOB, IPOBEPOK U
npoUIaKTHIECKUX PadoT;

—  IpaBWIa 3KCIUTyaTallud TEXHUYECKUX CPEICTB CETEBOM MH(PACTPYKTYpHI;

—  PAacIIUpEHHE CTPYKTYPBI, METOIBI U CPEACTBA JUATHOCTHUKU HEHUCIIPABHOCTEH TEXHUYECKUX
CPENCTB U CETEBOU CTPYKTYPBI;

—  METOJbl YCTPAHEHHs HEHUCIIPABHOCTEH B TEXHUYECKUX CPEACTBAX, CXEMbI IOCIECAaBAPUIHOIO
BOCCTaHOBJIEHHUs pabOTOCIOCOOHOCTH CETH, TEXHUUYECKYI0 M IPOEKTHYIO JIOKYMEHTAIHIO,
CHOCOO0BI PE3CPBHOIO KOIMMPOBAHUSA JAHHBIX, IIPUHIHUIIbLI pa60TI)I XpaHWIMIL JAaHHBIX;

—  OCHOBHBIC NMOHATHUSA MH(POPMALMOHHBIX CUCTEM, >KM3HEHHBIH LUK, MpoOjIeMbl obecredeHus
TEXHOJIOTUYECKOM 0e30macHOCTH HMH(OPMAIMOHHBIX CHCTEM, TpeOOBaHHUS K apXUTEKType
WHPOPMALIMOHHBIX CHCTEM M WX KOMIOHEHTaM s oOecneueHHs 0e30MacHOCTH
(YHKLMOHUPOBAHUS, OIEPAaTUBHbIE METO/bl MOBBIIMIEHUS 0€30MaCHOCTU (PYHKIIMOHHPOBAHUS
MIPOTrpaMMHBIX CPEACTB U 0a3 JaHHBIX;

— OCHOBHble TpeOOBaHMS K CpeACTBAaM M BUAAM TECTUPOBAaHUS JJIs  ONpE/eeHus
TEXHOJIOTUYECKOM 6€30MacHOCTH HH()OPMAIIMOHHBIX CUCTEM.

1.3. Kosin4ecTBO 4aCOB HA 0CBOEHHE NMPOrPaMMbI IPO(PeCCHOHAIBLHOTO MOTYJIS:

Bcero — 486 yacos, B TOM 4HCIIE:

MaKCUMaJIbHON y4eOHOU Harpy3ku oOyuatomerocst 378 4acoB, BKJItOYast:
o0s13aTebHON ayIMTOPHOM yueOHOW Harpy3ku odydaromierocs — 252 yaca;
CaMOCTOSITeNIbHON paboThl o0yyarorerocst — 126 yacos;

(camocTosATETHHOM PAabOTH 00YUAIOMIETOCs M KOHCYJIbTaui - 126 gacoB)
yueOHas IpakTuKa -/2 yaca
MIPOM3BOJICTBEHHOM MPAKTHKH (110 IPOQIITIO CIIENMAIBHOCTH) — 36 Jaca.

2. PE3YJIBTATBI OCBOEHUS MTPO®ECCUOHAJIBHOT'O MOAYJISA
Pe3ynpTaTroM OCBOEHMsI HpOrpaMMbl HPOPECCHOHATBLHOTO MOAYJS SBISIETCS OBIAJCHHE
o0y4armuMucs BUAOM NPOPECCHOHATBHON JIEATENbHOCTH OKCITyaTalusi OOBEKTOB CETEBOU
UHPPACTPYKTYPHI, B ToM uncie npopeccuonanbHbiMu (I1K) 1 06ummu (OK) komnereHusMu:

Kon HaumenoBanue pe3yabrara 00y4eHust

KOMIIETeHIIUH

IIK 3.1 VYcranaBnuBaTh,  HacTpauBaTh,  OKCIUIyaTHUpOBaTb M OOCIY)KHUBaTh
TEXHUUYECKHE U IPOrpaMMHO-alNapaTHbIe CPEICTBA KOMITBIOTEPHBIX CETEH.

IIK 3.2 [IpoBomuTth  mpodunakTuyeckue  paboThl  HAa  OOBEKTaX  CETEBOM
MHQPACTPYKTYPHI U pabOUNX CTAHIUSAX.

IIK 3.3 Hcnons30BaTh MHCTPYMEHTAIBHBIE CPEICTBA JUIA 3KCIUTyaTalldd CETEBBIX
KOH(UTyparui.

IIK 3.4 VYyacTBOBaTh B pa3pabOTKE CXEMBI TOCICaBAPUUHOIO BOCCTAHOBJICHUS

paboTOCTIOCOOHOCTH KOMITBFOTEPHON CETH, BBIMOJIHATH BOCCTAHOBJICHUE WU
pe3epBHOE KOMMPOBaHUE HH(POPMAITUH.

IIK 3.5 Opranu3oBbiBaThb ~ MHBEHTAPU3ALMIO  TEXHUYECKUX  CPEACTB  CETEBOMU
MHQPACTPYKTYPhl, OCYLIECTBIATH KOHTPOJb OOOpYAOBaHUS IIOCIE €ro
PEMOHTA.

11K 3.6 BpIMonHATE 3aMeHy PpAacXOJHBIX MAaTE€pUAJIOB M MEJIKUM  PEMOHT




nepudepuitHOTO 00OpPYAOBaHUS, ONPEACIATh yCTapeBinee o0OpyIOBaHUE H
MIPOrPaMMHBIEC CPEJICTBA CETEBOM MH(DPACTPYKTYPHI.

OK 1. [lonumarp CymHOCT W COLHMAJIbHYIO 3HAYUMOCTb CBOEil Oymymiein
npodeccuu, MPOosBIISATh K HEH YCTOWYMBBIN HHTEpPEC

OK 2. Opranu3oBbIBaTh COOCTBEHHYIO JESATEIbHOCTD, OMPENEIISITh METOAbI PEILICHUS
npoeCCHOHATBHBIX 3a]1a4, OEHUBATh UX APPEKTUBHOCTH U KAYECTBO.

OK 3. [IpuHuMaTh penieHus B CTAaHAAPTHBIX U HECTAHAAPTHBIX CUTYalUsSX U HECTU
32 HUX OTBETCTBEHHOCTb.

OK 4. OcyiecTBIATh MOUCK, aHAIM3 U OLEHKY MHpOpManuu, HeoOXOIUMOUN AJis
MOCTAaHOBKHM U PEIICHUsI MPO(PECCHOHANBHBIX 331a4, MPO(hecCHOHATLHOTO U
JIUYHOCTHOTO Pa3BUTHSL.

OK 5. Hcnonp3oBate  HMH()OPMAIIMOHHO-KOMMYHHKAIIMOHHBIE  TEXHOJIOTUH IS
COBEPIICHCTBOBaHUS MPO(ECCHOHATLHOM e TEIIbHOCTH.

OK 6. PaGorare B komnexkTuBe U KOoMaHJe, 3((EeKTUBHO OOIIATHCS C KOJUIETaMH,
PYKOBOJICTBOM, TIOTPEOHUTEISIMH.

OK 7. Bpath Ha ce0s1 OTBETCTBEHHOCTH 32 paObOTy YWICHOB KOMaH/bl (TIOJYUHEHHBIX),
pe3yJIbTAT BBITOJHEHHS 33 JaHHH.

OK 8. CaMOCTOATENBHO OMpPEeAeATh 33Jauu MPOPECCHOHATBHOTO M JTUYHOCTHOTO
pa3BUTHs, 3aHUMATbCA CamMoOOpa30BaHUEM, OCO3HAHHO IUIAHHPOBATH
MOBBIIICHUE KBATH(DHUKAIUY.

OK 9. OpueHTHPOBATHCS B YCIOBUSAX  YacTOH CMEHBl  TEXHOJIOTUH

npodecCHoHaNBbHOM e TENbHOCTH.




3. CTPYKTYPA U COAEP)KAHUE INTPO®ECCHUOHAJIBHOI'O MOAYJIA
Opranunsanus ceTeBoro aAMMHUCTPUPOBAHUS

3.1. O6beM npodecCHOHAIBLHOTO0 MOAYJISI M BUAbI Y4eOHOI padoThl

O0beM BpeMeHHU, OTBe/ICHHbIH HA OCBOEHHE
MEKTHCUUIIJIMHAPHOTO Kypca (KypcoB)

CamocrosiTeJIbHAs
O0s3aTesIbHAs1 Ay IUTOPHAS YUeOHas paGora
Harpy3kKa o0y4aromerocst ofyamomerocs
Kon HaumeHoBaHus pa3jie/ioB Bcero
npo¢ecCHOHAIBHBI npo¢ecCHOHAIBHOTO 4acoB B T.4. B T.4,
N —— Moayast J1abopaTopHbIe B T.Y., KypcoBa
padoThI U KypcoBast |
Bcero, Bcero,
YACOB NpaKTHYeCKHue padora YACOB padora
3aHATHUA, (mpoekr), (mpoekt
94acoB 4acoB ),
4acoB
1 2 3 4 5 6 7 8
IIK 3.1-3.6. M/K 03.01 Oxcniyaranusi
00BbEeKTOB ceTeBOil 228 152 30 - 76
HHPPACTPYKTYPHI
K 3.1-3.4 MK 03.02 be3onacHocTh
(pyHKIIMOHMPOBAHUS 150 100 30 - 50
HH(OPMALMOHHBIX CHCTEM
IIK 3.1-3.6. Y4eOHas NPAKTHKA, 4aCOB 72 72
IIK 3.1-3.6. IIpousBoacTBeHHas 36 36
NPaKTHKA, (110 NPOPHIIIO
CNeNMAJIbHOCTH), YACOB
Bceero: 486




3.2 Conep:xanue 00yuyeHus no npodgeccuonaabuomy moayJo (ITM)

HaumenoBanue pazgesnos IIM, Copep:xaHue yuedHOro MaTepuaJia, JabopaTopHble padoThl U NPAKTHYECKHE 3AHATHS, CAMOCTOSATEIbHAS O6Bbem Yposensn
MJIK u Tem padoTa o0y4arommxcs 4acoB 0CBOCHUS
1 2 3 4
MJIK.03.01.
Ikcmayaranus 00beKTOB 228
ceTeBOi HHPPACTPYKTYPbI
I CEMECTP
Beenenue CTyAeHT A0KEeH:
UMETb IpeICTaBICHUE:
— 0 pPOJIM M MecTe 3HaHWH MO IUCLUUIUIMHE B ITIPOLECCE OCBOEHHS NMPOYECCHOHAIBHOW NPOrpaMMBI 110
CIEIHATbHOCTH. 2 1
Coneprxkanue yaeOHOT0 MaTepHuania:
VYuebnast nucnummHa «OKCIUTyaTalus 0OBEKTOB CETEBOH MH(PACTPYKTYPHI»; €€ OCHOBHBIC 3a/auHl, LEIH
N3y4YEHUs], CBS3b C IPYTHMHU TUCIUILIHHAMH.
Paspea 1. JKcIIyaTanusi TEXHHYECKMX CPeJACTB ceTeBOl MH(PPACTPYKTYPHI. 37
@duzngeckue acleKThl SKCILTYaTaIUH.
Tema 1.1. ®dusndeckoe BMEIIATEIbCTBO B HHPPACTPYKTYPY CETH; aKTUBHOE U ITACCHBHOE CETEBOE 00OPYIOBAaHHUE: 4 2
Pu3uYECKHE ACHEKThI KaOelpHBIC KaHAJBl, Ka0eJb, NaTy-TIaHeNH, PO3CTKH.
IKCILTYyaTaluu CamocrostensHas padota Ha TeMy «PHU3HIECKNE ACTIEKTHI SKCILUTyaTalunmy 3 3
Tema 1.2. Jlornueckue (MH(GOPMAIMOHHBIE) ACTIEKTHI SKCILTyaTaLlUH. 4 2
Jlornueckue (MiGopMALHOHHbIE) Hecankunonuposannoe 10 (B ToM duncie ceTeBoe); mapa3uTHas HarpyskKa.
ACHEeKTHI KCILTYATALHH. CamocrodarenbHas paboTta Ha TeMy «DPHU3MUECKas U JOTH4ecKas HHPPACTPYKTypa CeTH 2 3
Tema 1.3 MacmrabupyemocTs cetu. JloOaBiieHHE OTAEIBHBIX 3JIEMEHTOB (T10JIb30BATEIH, KOMIBIOTEPHI, IIPHII0KEHHS, 6
PacmmpsieMmocTs ceTH ciry>k0bl); HapaIlMBaHKE JUIMHBI CETMEHTOB CETH; 3aMEHa CYIIECTBYIONIEH anmaparypsl Ha 00j1ee MOITHYIO.
TexHn4eckast ¥ MPOSKTHAS IOKYMEHTAIIHSL.
Tema 1.4. [MacmopT TEXHNYECKUX YCTPOHCTB; pyKOBOACTBO MO SKCILTyaTanuy; @uzndeckas Kapra Beeil ceTn; Tornaeckas 4 2
Texnuyeckas M NPOEKTHAas CXeMa KOMIIbIOTEPHOM CETH.
AOKyMEHTalus. CamocrosrenbHas padora Ha Temy «[IpaBuna opopmiieHHs! TOKYMEHTOB) 5 3
JladopaTopHasi pa6ora Nel ApromaTtmueckoe HazHaueHue |P aapecos. 2 2,3
JladopaTopHasi pa6ora Ne2 YcraHoBKa ceTeBbIX KOMITOHEHTOB Windows 2 2,3
JlaGoparopuas pa6ora Ne3 Ycranoska Active Directory B cern Windows. 2 2,3
CamocTosTenbHast paboTa 1o 1abopaTopHbIM paboTam. 3 3
Pazgen 2. IIpodnnakruueckne padboTsl 30
Tema 2.1. Krnaccndukamnms periiaMeHTOB TEXHHYECKMX OCMOTPOB, TEXHMYECKHE OCMOTPHl OOBEKTOB CETEBOM
Kaaccudpukaums perjiaMmeHToB MHOPACTPYKTYPEI 8 2

TEXHUYECKUX OCMOTPOB

Kommiekc opraHM3alMOHHO-TEXHUYECKUX MEPOTIPHUATHII; BBIIBICHHE M CBOCBPEMEHHAs 3aMEHa 3JEMEHTOB
nHppacTpyKTyphl. [IpoBepka 00BEKTOB ceTeBOM HHPPACTPYKTYPHI ¥ TPOPHUIAKTHIECKHE PAaOOTHI




ITpoBepka (u3MYECKHX KOMIIOHEHTOB; IIPOBEpKa JOKYMEHTAllMM M TpeOOBaHHWIl; IpoBepka CIHHCKa
COBMECTUMOT0 000PY/IOBaHUSL.

CamocrosrtenbHas padbota 1o teme Knaccupukanus periaMeHTOB TEXHUYECKHX OCMOTPOB 4 3
MeTo/1bl pe3epBHOTO KOMMUPOBAHUSL. 1 2
Py0e:xnblii KOHTPOJIB 1 1 3
IMTonHoe pe3epBHOE KonmpoBauue. [IpoBeneHne peryIsapHOro pe3epBupoBanus. PasHocTHOE pe3epBHOE
KONMpoBaHHUe. Pe3epBHOE KONMPOBAHNUE XKypHala TpaH3aKIuH. Pe3epBHOE KOMMPOBAaHKE TPYMNIIBI (aiiIoB.
Tema 2.2. BeInonHeHue pe3epBHOTO KOMUPOBAHUS. 8 2
Pe3epBHOe KomupoBaHme. Ob6cnyxuBanne PU3NIECKUX KOMIIOHEHTOB; KOHTPOJIb COCTOSHHS allapaTHOTO 00ECIEUEeHNUS; OPTaHU3aIUs
yJIAJICHHOT'O ONOBEILCHUSI.
CamocrosrenbHas pabota 1o teme PesepBHoe KoImMpoBaHHE 5 3
JlaGopaTtopHasi pa6ora Ne4 PesepBHOE KOMPOBAaHHE JaHHBIX. 2 2,3
CamocrosiTensHas paboTa 1o 1abopaTopHOH padoTe. 1 3
Pazgean 3. YnpaBieHue ceTaMu 24
ApXHUTEKTypa cucteMsl ynpasieHns. CTpyKTypa CUCTEMBbI yIIPABICHUS.
Tema 3.1. ApxurekTypa B KoHIenuuu TMN; HeHTpaI30BaHHOE YIPABICHNE; ICIEHTPATM30BaHHOE YIIPaBICHHE. 12 2
Cucrema ynpasJieHUsI CETBIO. Ipotokousl ynpasienus. SNMP; CMIP; TMN; LNMP; ANMP
CamocrosrenbHas paboTa Ha TeMy: CrcTemMa yIpaBJICHUs CEThIO. 6 3
JlaGopaTopuas paGora Ne5 Anamu3s ceTeBoro Tpaduka CpeacTBaMH CETCBOIO MOHUTOPA. 2 2,3
JlaGopatopnas padora Ne6 Y nageHHOe aAMUHUCTPUPOBAHUE CETHIO. 2 2,3
CamocrosiTensHas paboTa 10 1a00paTOPHBIM paboTaM. 2 3
Paspnen 4. CpeacTBa MOHMTOPHHIA U AHAJIN3A JJOKAJIbHBIX CeTeil. 54
T MOHHTOPHHT U aHalN3 JOKAIBHBIX ceTel. Kitaccndukanus cpeacTs MOHUTOPUHTA U aHAIIN3A.
ema 4.1. AHanu3aTopsl IPOTOKOJIOB 8 2
AHAIH3aTOPBI NPOTOKOJIOB. N )
porpaMMHbIE WM alapaTHO-TIPOrpaMMHbIE CHCTEMBI, ()YHKIIMM MOHUTOPUHTA, aHAIN3 TpauKa B CETSIX.
O6opynoBaHKe AJIs1 TUATHOCTUKHU M CePTUDHUKAIMY KaOEIbHBIX CHCTEM 1 2
Py0eskHbli KOHTPOJIb 2 1
Il CEMECTP
Tema 4.2. OOopynoBaHue AJIs1 TUArHOCTUKH U cepTHU(GUKAIMN KaOeIbHBIX CHCTEM 6 2
OGopynoBaHue st CeTteBble MOHUTOPBI, TPHOOPHI VISl CEPTUPHKAINH KaOSJIbHBIX CHCTEM, KaOeJIbHbIE CKaHEPhl M TECTEPHI.
JUATHOCTHKYU U cepTHUKanun CamocrosrenbHas padorta 1o reme OOopynoBaHUE A1l TUATHOCTHKH U cepTH(HKAINN KaOeIbHBIX CHCTEM 8 3
Ka0eJbHbIX CHCTEM
DKCTIepTHBIE CUCTEMBI
Tema 4.3. o .
BbisiBlIeHHE NPUYXH aHOMAJIbHOW paboThI ceTeil. 6 2
JKCHepPTHbIE CHCTEMBI
Bo3MoskHBIE cTTOCOOBI MPUBEIEHHSI CETH B PA0OOTOCIIOCOOHOE COCTOSIHHUE.
BcTpoeHHbIe CHCTEMBbI IMArHOCTHKY | yripaBieHus. CeTeBble MOHUTOPBI.
CpenHsisi FHTEHCHBHOCTB 00111ero TpaduKa CeTH, CPEAHssI HHTEHCHBHOCTD MOTOKA IMAKETOB C ONPEACICHHBIM
Tema 4.4. THUIIOM OLIMOKH. 8 2
BeTpoennble cucTeMbl I _ . . 6 .
porpaMMHO-aIapaTHbIil MOyJb, YCTAHOBJIEHHBI B KOMMYHHKAI[HOHHOE 000pyJOBaHHE, TPOTPAMMHBIN
/MATHOCTHICH H yNpaB.IeHHst MO/JTyJIb, BCTPOCHHBIH B ONIEpallMOHHbBIE CHCTEMBI.
CamocrostenpHas paboTta 110 TeMe BCcTpoeHHbIe CHCTEMBI IMarHOCTUKH M YIPaBJICHHS 7 3




JladopaTopHasi pa6ora Ne7 MOHUTOPHHT CETH C TIOMOIIBIO aHATN3aTOPa IPOTOKOJIOB. 2 2,3
JlaGopaTtopHas padora Ne8 CxanupoBanue kKabeneil ¢ MOMOIIBIO TECTEPOB. 2 2,3
JlaGopaTopuas pa6ora Ne9 3ydeHue SKCIIEPTHBIX CHCTEM B JIOKAJIBHON CETH. 2 2,3
CamocrosrenbHas paboTa 1Mo 1a00paTopHEIM padoTaMm. 3 3
Pa3znen 5. Cxema nocJie aBapuiiHOr0 BOCCTAHOBJIEHUSI 33
Tema 5.1. [TpuHIMTIBI MTAHKPOBAHMS BOCCTAHOBJIEHHS paO0OTOCIIOCOOHOCTH CETH NP aBapUITHOW CHTYaIHH.
IliianupoBanus BoccTaHoBJieHus | JlomymieHus pu pa3paboTKe CXEMbI OCICaBapUHHOTO BOCCTaHOBICHH. OCHOBHBIE TPEOOBAHUS K IOINTHKE 10 2
pabdoTOCIIOCOGHOCTH CeTH NPH OpraHM3aIIH CXEMBI TOCICaBAPHHHOTO BOCCTAHOBIICHNSI.
aBapUIiHON CHTYAIlNH Opranuzanust paboT 110 BOCCTAHOBJICHHIO ()YHKIIMOHUPOBAHHUS CHCTEMBI.
ITnan BoccTaHOBICHNUS CUCTEMBI 3 2
[Topsiiok yBeZOMIICHUSI O YPE3BBIYANHHBIX COOBITHSIX.
Tema 5.2. =
I1;1an BoccTaHOBJIEHHSI CHCTEMBI PyOeumublil komTpoan 1 L 3
AxTuBarnus. Bo3BpaT Kk HOpManbHOMY (YHKIIMOHUPOBAHUIO CHCTEMBbI 4 2
CamocTostenbHas padora TeMe «YTuimura ACronisy 9 3
JlaGoparopHas pa6ora Nel() «BoccTaHOBIEHHUS pabOTOCTIOCOOHOCTH CETH NPU ABAPUHHOM CHTYaITHI» 2 2,3
JladopaTopnas pa6ora Nell M3yuenue 6esonacHoii 30HbI ACIONIS. 2 2,3
CamocrosTenbHas paboTa 1o 1abopaTOpHBIM padoTaM. 2 3
Pazgen 6. JIMarHoCcTHKa HEHMCIPABHOCTEH TEXHHYECKHUX CPECTB H CETEBOMH CTPYKTYPHI 48
Tema 6.1. [MpuHOMIE! TOKaNMM3anuy HeucnpaBHocTel. KOHTpoabHO-N3MepuTenbHas anmnaparypa. CepBHCHBIE IUIATHI 1
IpuHIMIBI JIOKAJIU3AUMHT KOMILIEKCHI 8 2
HEeMCIPABHOCTEI.
Tema 6.2. [TporpammHBIe cpencTBa TMarHocTUKH. HoMeHKaTypa 1 0cOOCHHOCTH PabOThI TECT-TIPOrpaMM
IIporpammHubIe cpeacTBa 8 2
AMATHOCTHKH.
Tema 6.3. JlMarHocTHKa HENCIIPABHOCTEH CPENICTB CETEBBIX KOMMYHHUKANM. 3aMeHa pacXoIHbIX MaTepuanoB. Menkuii
JlnarHocTuka HeucnpapHoOCTeH PEMOHT nepudepuitHOro 000pyAOBaHUS 7 5
CPeICTB CeTeBBIX
KOMMYHHKAIIUIA.
CamocrodrensHas pabota no Teme IIporpaMMHbIe CpeacTBa THArHOCTHUKH. 12 3
JladopaTopHasi padora Nel2 Jlokanuzaiysi HSUCIIPABHOCTEH B CETH. 2 2,3
JladopaTopuasi pa6ora Nel3 Jlokanu3arysi HEUCTIPABHOCTEH B CETH MPOTPAMMHBIM CIIOCOOOM. 2 2,3
JladopaTopHasi pa6ora Nel4 PemoHT ceTeBOro 000py0BaHHUS. 2 2,3
JlaGoparopuasi padora NelS PemoHT nepudepuiiHoro o6opyoBaHusi. 2 2,3
CamocrostensHas paboTa 10 J1abopaTopHBIM paboTaM. 4 3
Py6exHblii KOHTPOJIb 2 1 3
M/IK 03.02.
BesonmacHocTh 150
(yHKUHOHMPOBAHUS

ﬂH(l)OpMallPlOl—[Hl)lX CUCTEM
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Benenne. ITpenmer, 3amaun Kypca «be3onacHOCTh (GyHKIIMOHMPOBAHMS HHPOPMAIIMOHHBIX CHCTEM». B3anMocBs3b 2
JUCLUILUIMHBI ¢ APYTUMH AMCIUIUIMHAMY y4eOHOro I1aHa. BaxxHocTh Bompoca obecriedeHus: 6e301acHOro
(YHKIIMOHUPOBaHUSI HHPOPMAIMOHHBIX CHCTEM
CamocrostensHass pabora mo Temam: Jlanueile u wuHpopmanus. CsoiictBa wuHpOpManmu. MammHHOE 10
npexacTapiaeHue nHGopmanuu. Pusndeckoe npencraBieHne HHGOpMaLuK U Mpoleccs ee 00paboTku Bunsl u
(dopmel npeacTaBiaenust nHpopmanuu. Hocurenu napopmanmu.
Pazgen 1. OcHoBbl uHpopManonHoii 6esonacHocTr UC. IIpoekTHPOBAHUS M KCILTYyaTAIINH 3aIUIEHHBIX 38
HH(POPMAIMOHHBIX CHCTEM
Tema .1.1. OCHOBHBIE TIOHATHS U ONpeJiesieHns] HH(pOpMaMoHHOH Oe3onacHocTy. [Ipodiem 3amuTel nHGOpManuy. 2
HNudopmanuonnoii 6ezomacuocru | O0bexThl 3amuThl. Llens nHGopManonHoii 6e3onacHocTd. Bujsl nHopManuy noasiesxamye 3amure.
KomMmirekcHsIi moaxon Kk 00ecieueHnIo 0€30IMaCHOCTH.
Tema 1.2. Buns! Bo3zneiicTBUsI Ha nHpOpMaNnio. YTpo3s! 0€30macHOCTH HHPOPMANH 1 UX KIaccUpUKaIist. Mepsl 2
Buarnl Bo3aeiicTBuA HA MIPOTUBOAEUCTBHUS.
HHpopmManu0
Tema 1.3. TpebdoBanust 1o 3amuTe HHHOPMAIIMOHHBIX CHCTEM, YCTaHABINBAEMbIC 3aKOHOIATEIbCTBOM PO. 2
TpeGoBaHus no 3amure
HH(OPMALMOHHBIX CHCTEM
Tema 1.4. INonsTre HaroHaNBHOM Oe30macHOCTH. OCHOBHBIE MOHATHS IIOJIUTHKN Oe30NacHOCTH BHeIHNe 1 BHYTpEeHHHUE 4
[oauTnka 6e30MacHOCTH HUCTOYHUKH yrpo3 HH(GOpMaIMoHHOH Oe3omacHocTH. DenepanbHoe 3aKOHOIATEIbCTBO B chepe TpedoBaHus 1Mo
samure uadopmaruu ot HCJI B cootBercTBUM ¢ PykoBomsamumu JJokymenramu Poccun. JlokTpuna
nHpopmannoHHoii 6e3onacHoctu PO
Tema 1.5. CrannmapTsl HHPOPMALMOHHOM Oe30MacHOCTH. Pojib cTaHmapTOB HHGOPMAIIMOHHOW OE30MaCHOCTH. 6
Cranjgaprsl HHGOPMALMOHHOI MesxayHapoIHbIe CTaHAAPTHI HH(OPMAIIMOHHOH Ge3omacHocTH. OTedecTBEHHbIE CTaHAAPThHI OE30MaCHOCTH
Oe3onmacHoCcTH nH(pOpMAMOHHBIX TeXHOJOTHi. M3y4eHne npaBoBbIX aKTOB 110 3auuTe nHpopmanuu. 3akoH Poccuiickoit
Deneparn "O rocyaapcTBeHHOM Taine". DenepanbHblii 3akoH Poccuiickoit @enepanuu "O6 nnpopmanuu,
nHpOpMaTH3aIUK U 3aiuTe nHpopManuu'. OenepanbHbiil 3akoH Poccutickoit @eneparun "OO0 31K TPOHHOM
nuppoBOH moAIHCH".
Tema 1.6. Konnenus nmpoextuposanust cucteMs! 3amuTsl IC. PexoMeHmanmu 1no mpoeKTHPOBAHHIO 3aINIIECHHBIX 2
KoHuenuus npoeKTupoBaHus anemenToB MC. [IpobneMsr o0ecriedeHnst TEXHOIOTHIECKOH 0€30MacHOCTH HH()OPMAMOHHBIX CHCTEM.
cucremsl 3amuThl UC.
Tema 1.7. Twurs! 1 npuMeps! atak. ATaku oTKasza o0cmyxnuBanus. Bupycel. Criam. 2
ATaku.
Tema 1.8. [IpoGiema BUPYCHOTO 3apaskeHUsT IPOTPaMM, METOJIbl AaHTUBUPYCHON 3allTUTHI. 4
IIpo6ema BUpycHOro 3apaskenusi | KoMpioTepHbIi BUpycC: Kiaccupukarus cBoiictsa. Croco0s! 3apakeHns IporpaMM. IIpuHIHTIBL
NporpamMm, MeTo/bl (¢yHKIHOHMPOBaHUS BUPYCOB. [Ipn3Haku npossinerns Bupycos. OOHapykeHHE BUPYCOB U MEPHI 110 3aIUTE U
AHTHUBHPYCHOM 3aIIMTHI. npoduiakTUKe 0T BUPYCOB. OOBEKTHI BHEAPEHUS, PeXKUMBI (PYHKIMOHUPOBAHUS M CHIEHUAIbHBIE (QYHKIIMN
BupycoB. Cxembl 3apakeHusi QaitsioB. Cxembl 3apakeHHs 3arpy34HKOB
JladopaTopnasi pa6ora Ne 1. Vicnonbs3zoBanue nporpammel Dr. WEB . 2
JlaGopaTopHnas paGora Ne 2. AnTHBUpYCHas 3ammuTa. Bo3mokHocTH 1 nHTEpdetic mporpammsr DrWeb s 2

Windows. OCHOBHBIE IpHEMBI pabOTHI.
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JladopaTopnas pa6ora_Ne 3. Cpencrsa 3aIuThl KOMIIBIOTEPA OT BUPYCOB. PaboTa ¢ aHTUBUPYCHBIMH 2
IaKeTaMH.
JlaGopaTopHasi padora Ne 4. AHTHBUPYCHBIE TporpamMMsbl Ha mpuMepe Kaspersky Anti-Virus Pro. 2
CamocrosrenbHas paboTa OTYET MO Ja0OPaTOPHBIM paboTamM 6
IMoaroroButs pedepat Ha TeMy «COBpPEMEHHBIE AaHTHBUPYCHBIE IPOTPAMMBbD)
Paznen 2. IIpenoTBpanieHre HeCAHKIMOHUPOBAHHOTO 10CTYIIA K KOMIILIOTEPHBIM pecypcaM U 3alHuTa 8
NMPOrPaMMHBIX CPeICTB.
Tema 2.1. Ayrentudukanmys, apropuzanys, ayauT. [loHsITHe ayTeHTH(PHUKAIH. 2
AyTeHTH(HKAUSA
Tema 2.2. Wnentndukanus moap3oBaTeneil U yCTAaHOBICHUE UX MOJIMHHOCTH IIPH AOCTYIIE K KOMITBIOTEPHBIM PECYpCaM. 2
WnenTudukanust mojn3oBaresieil | OCHOBHBIE 3Tallbl IOMYCKa K PeCypcaM BIYHCIUTEIbHOH CHCTEMBI.
CamocrosrenbHast paboTa OTYeT 1o J1abopaTOpHEIM paboTam. 4
[ToaroroBuTsh pedepat Ha TeMy «AyTeHTH(UKALNS HHPOPMAITHI).
Paznen 3. Kpunrtorpaguyeckoe 3akpbiTie ungopmanun 20
Tema 3.1. Beenenue B kpuntorpaduto. [Ipencrapinenue 3amuiinaeMoi HHGOpMAIUK;, yrpo3bl 0€30MacHOCTH 6
Kpunrorpadguyeckoe 3akpbiTHe | MHOOpMALUK; HEHHOCTh HH(OPMALIMK; OCHOBHBIE TEPMHHBI ¥ OHATUS Kpuntorpadun; PexxumMel mudpoBaHus.
HHpopMaIu yrpo3bl 0e30nacHOCTH HHOOPMALIUK; IEHHOCTh HH()OPMALIUK; OTKPBITHIE COOOIEHUS U UX XapaKTePUCTHKH;
MOJIETIN OTKPBITHIX COOOIIEHHNH; HICTOPUIECKUI OYepK pa3BUTHs Kpunrorpaduu; THIEl KpunTorpaguaeckux
cucreM. IIpocTeie MeToap! mudpoBaHus: NM(PHI TOJCTAHOBKH U IIEPECTAHOBKH
JlaGopatopnas paGora NeS. 2
KonmuecTBeHHas OlleHKa CTOHKOCTH HapOIbHOMN 3alUThI
JlaGopaTopnas paGora Ne 6. 2
[udposanme nHPOpMATUH
JlaGopaTopnas paGora Ne 7. 2
W3zyuyenne meronos mmudpposanust. [1ngpsl 3ameHs! U mudpbI IEpeCTaHOBKH.
JlaGopaTopnas paGora Ne 8. 2
W3y4yeHue MeTo10B IIM(pPOBaHus. AJIMTHBHBIE LIHPPEI
JladopaTopHas pagora Ne 9.
[TudpoBaHue ¢ OTKPHITHIM KIHOYOM
CamocrodrenbHas paboTa OTYET MO Ja00PaTOPHO-TIPAKTUIECKUM paboTaM. 6
[ToxrotoBuTh pedepat Ha TeMy « THITBI KpUNTOTPaQUIECKUX CHCTEM.
Pa3gen 4. YHUYTOKEHHE 0CTATOYHBIX JAHHBIX 24
Tema 4.1. BBenenue B npobiemy. Bunsl octaTouHbIX qaHHBIX. CrIOCOOBI 3aIIUTHI OT HECAHKIIMOHUPOBAHHOTO 3
OcTaTrounble TaHHbIE UCIIONIb30BAHMS OCTaTOYHOM  MH(popMarmu. Vcrons30BaHue crieliain3npoBaHHbIX IPOrpaMM 110
YHUYTOXKCHUIO OCTATOYHBIX JaHHBIX. CHCHI/IaJ'lBHI)Ie PEXKUMBI 1 0COOEHHOCTH H_H/I(ppoBaHI/If{ JaHHBIX B PEXKUME
PE€ATBHOTO BPEMEHHN C BO3SMOKHOCTh MI'HOBCHHOI'O YHUYTOXCHUA JTaHHBIX
Py0exxHblii KOHTPOJIB 1 1
JladopaTopnasi padora Ne 10. 2

MeTO}lH obecneueHus 3alIUTBI KOMITBIOTCPHBIX ceTe oT HCCAHKIIMOHUPOBAHHOI'O0 10CTYyIIa
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CaMocTosTenbpHast paboT OTYET 110 JTA00OPATOPHBIM paboTaM.
[MoaroroBuTs noknan Ha TeMy «CrocoObI 3aIIUTHI OT HECAHKIIMOHUPOBAHHOTO MCIIOIb30BAHUS OCTaTOYHON
nHdopmanum.

Tema 4.2. 3amuTa 0T oTepy MHGYOPMALMHK M OTKA30B POTrPaMMHO-AIIIaPaTHBIX CPECTB. 6
Cnoco6b1 3amuTsl unGopmanuu. | OCHOBHBIE CIIOCOOBI 3aIUTHI OT MOTEPU HHPOPMAIMH 1 HApyNIEHHH pab0TOCIIOCOOHOCTH BBIYMCIUTENBHBIX
cpencTtB. BHeceHune QpyHKIIMOHAIBHOM U HHYOPMAIIMOHHOW M30BITOYHOCTH. OOHOBIICHHUS PE3EPBHBIX JIaHHBIX.
Mertoast CriocoObl pezepBupoBanun nH(Gopmanuu. [IpaBuia cxxartust nHGopMamu. ApxuBarys GaiioBbIX
JaHHBIX.
JlaGopaTopHas pa6ota Ne 11. PesepBupoBaHne CHCTEMHBIX TaHHBIX. 2
CamocrosrenbHas paboTa mo Temam: OCOOCHHOCTH apXHUBallii HA MATHATHBIC IUCKH M MAarHUTHYIO JICHTY. 4
Pe3epBupoBaHNe CHCTEMHBIX JAHHBIX.
Paspea S. 3amura MHPOPMALMOHHO-NIPOrPAMMHOI0 00ecreYeHHs1 HA YPOBHE ONePallMOHHBIX CHCTEM. 20
Tema 5.1. OOmmue cBeNeHMS O peann3aldy 3alUThl WHPOPMAIMOHHO-TIPOIPAaMMHOTO OOECTIeUeHHs B ONEPAIllMOHHBIX 4
3amuThl HHPOPMALTHOHHO- cucremax. Knaccudukanus GpyHKOni 3aIIUTH IO YPOBHSAM 0€30IaCHOCTH, MOICPKUBACMBIX ONEPAIIMOHHOMN
nporpamMmHoro odecniedenust B | cucremoii (OC). Sapo 6ezomacuoctu OC.
ONepalMOHHBIX CHCTEMAaxX
JlaGopaTopnas padora Ne 12. VccirenoBaHre BO3MOXHOCTEH cucteMbl OezonacHoctd Windows XP mo 2
pa3rpaHUYEHHUIO OJTHOMOYUHN MOJIb30BaTEIEH.
CamocrosTenbHas paboTa 1o TeMaM: AmnmnaparHas 0OCHOBa peaju3anuy 3aiuTel Ha ypoBHe OC. CtaHgapTsl 1o 6
oueHke ypoBHs 6e3onacHocT OC. BHeceHne GpyHKIMOHAIBHOM U MHPOPMAIIMOHHON H30BITOYHOCTH PECYPCOB
Ha ypoBHe OC.
Tema 5.2. Sanura HHGOPMAIUK HA YPOBHE CUCTEM yIpaBJICHHs Oa3aMu JaHHBIX. 6
3ammuTa uHdopManuu Ha ypoBHe | Bompockl mocTpoeHus ypoBHEH 3alUTHI TOCTyTa CHCTeM ypasieHus 6azamu naHabix (CYB/]). OcHoBHEBIE
cHCTeM ynpaBJieHus1 0a3amMu TpeboBaHus Kk nmoacucteme 6e3onacHoctu CYB/I. Obmiue cBeeHNs 0 pa3rpaHUYeHUH T0CTyIa K 6a3aM
AAaHHBIX naHHbIX. O0s3aHHOCTH aIMHHMCTPATOpa M0 3aumTe 6a3  JTaHHBIX 0T HECAHKIIMOHUPOBAHHOTO JIOCTYTIA.
CamocrodrenbHas paboTa o Teme: OnpezesneHne IOTHOMOYHH T0Ib30BaTeNel Mo J0CTyIy K 6a3e JaHHBIX 2
Pasnen 6. Crnenuduyeckue 0cO0€HHOCTH 3aIUTHI HH(POPMALIUM B JIOKAJIbHBIX U IV1002JIbHbIX KOMIIBIOTEPHBIX 26
ceTsIX.
Tema 6.1. AHanu3 CTPYKTYphl U IPUHIIUIIOB (YHKITMOHUPOBAHUS BEIYMCIUTENLHBIX CETEH ¢ TO3UITUH 00eCTIeYeHUS 4
AHAJIM3 CTPYKTYPBI U nHpopManMoHHO# 6e301acHOCTH. YTPO3bl HHYOPMALMOHHO-IIPOrPAMMHOMY 00ECTICUEHHIO, XapaKTEePHbIE
NPUHIMIOB GYHKIIMOHUPOBAHMUS | TOJIBKO PACIPEeICHHON BBIYUCIUTENLHOM cpeabl. Mcnosap30BaHne KpUNTOrpahuIecKuX CUCTEM JUIS 3alUThI
BBIYHCIUTEIbHBIX ceTeii ¢ JIAHHBIX, IUPKYJIUPYIOUIUX B BHIYUCIUTENLHON CETH.
NMO3ULINHU o0ecniedeHus
HH(OPMaNMOHHOI 0€30I1aCHOCTH
Tema 6.2. CkaHepbl 6€30MacHOCTH.
CkaHepbl 0€301aCHOCTH. [MonsTus ys3BuMocTH, yrpo3sl. Onpenenenne ckanepa 6esonacHoctu. [IpuHIMIBI paboThl ckaHepa 4
6e3omacHocty. Kitaccel ckaHepoB 0€30MMacHOCTH U MX KpaTKasi XapakTepucTuka. Hemocrarku ckanepos
0€300aCHOCTH.
JlaGoparopnas padora Ne 13. AHanu3 ysI3BUMOCTEH CEpBEPOB M CITYkKO0 C TOMOIIBIO CKAHEPOB YSI3BUMOCTEN 2
JlaGopaTopnas pa6ora Ne 14. HccrnenoBaHue y1aleHHON CUCTEMBI ISl BBISIBIICHUS! YSI3BUMOCTEH 2
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Tema 6.3.
Me:kceTeBbIe IKPAHBI

Pricku, cBSI3aHHBIE C MTOAKIIOYCHHEM KOMIIBIOTEPA K IrI100aIbHOM cetn IHTEpHET.

JladopaTopHasi pa6ora Ne 15.MexceTeBbIe SKpaHbl U PHILTPHI.

Tema 6.4.
CucreMsbl 00HapyKeHHSA
BTOPKEHUI.

ITonsTre cuctemMsl 0OHapyXeHUs BTOpkeHNH. OCHOBHBIE BHIBI CHCTEM OOHAPYKEHHS BTOPKEHUH.
HocrounctBa u Henoctatku. [lonstue cauddunra. Cauddepsl, Ux JgeraabHOe U HelleTallbHOe TPUMEHEHHE.

Py0e:xHblil KOHTPOJIb 2

CamocrosrenbHast paboTa 0T4eT 1o J1abopaTopHEIM paboTam.
[ToaroroBuTh noknan Ha TeMy «CHCTEMbI OOHAPY)KEHHSI BTOPKEHHI».

VIL.O3.
YueOHasi NpaKTHKA

1 TexHuueckas ¥ MpOEKTHas JOKyMEHTAIUs
1.1 OdopmieHHE TEXHUIESCKON TOKYMCHTAIUH.
1.2 I[ocTpoenue Gpu3nIecKor KapThl JOKAIEHON CETH.
2 Ou3nYecKue U JOTHIECKUE aCTICKThI IKCILTYaTaIllH CETH
2.1 Hactpoiika anmapaTHOTO U IPOTPaMMHOTO 00ECIIEYeHUE CETH.
2.2 DKcmTyaTanys TEXHHIECKUX CPEICTB CETeBOM HH(PPACTPYKTYPHI.
2.3 CozpaHue nat4-Kopaa v Kpocc-Kopa.
2.4 OpraHm3anys CeTH TOYKa-TOUKA.
2.5 Hactpoiika ceTu TouKa-TouKa.
2.6 IIpoBepka pabOTOCIIOCOOHOCTH CETH TOYKA-TOYKA.
2.7 Ucnpapnenue ommOOK 1 BOCCTAHOBJIEHHE Pab0TOCIIOCOOHOCTH CETeBOM MH(PACTPYKTYPHI.
3 VpasieHue ceTeBoi HHPPACTPYKTypon
3.1 ABTopu3anus NOJKIIOUEHUH yIaIeHHOro JOCTyIa
3.2 Y naneHHoe aJJMUHUCTPUPOBAHKE C TOMOILIBIO IporpaMMbl Radmin.
4 JIlnarHOCTHKA U MOHUTOPHHT CETH
4.1 YcTpaHeHue napazuTUPYIOLIEH Harpy3Ku B CETH.
4.2 Hacrpoiika Access u Trunk mopTsI.
4.3 Usyuenue BoamoxkHocTelt Trunk mopra.
4.4 MOHUTOPUHT CETH
4.5 MOHHUTOPHHT U 1 aHAJIU3 CETH C TOMOIIBI0 MPOTPAMMHBIX CPE/ICTB.
4.6 YpapneHrue 00JIaCTSIMA CETU: OMTHOKAMH, KOHQUTypamuei 1ocTyra.
4.7 Ananus Tpaduka ceTH.
4.8 PaGoTa co BCTPOEGHHBIMH CKaHEPaMH THATHOCTUKH U yTIPABIICHHS.
4.9 BoccTaHOBIIEHHE CETH 1ocie cOos
4.10 Mcnonp30BaHNe KOHTPOJIBHO-U3MEPUTEIHHOI anmapaTypbl, CEpPBUCHBIX IJIaT, KOMIUIEKCOB
5 be3onacHOCTb ceTn
5.1 Pa3pabotka anropurma u nHTEepdeiica nporpaMMbl aHaNN3a HHPOPMAIIMOHHBIX PUCKOB U €€ TECTUPOBAHHUE
5.2 IlpoBepka mail n web Tpaduka Ha Hanu4ue BpegoHocHoro I10 ¢ noMonpi0 aHTUBUPYCHBIX CPEJICTB

72

III1.03.
IIpakTuka no npopuiio
CHeNUATBHOCTH

oupwdE

Hcnonp3oBaHue aKTHBHOTO 000PYIOBaHUS CETH.

Hcnonb3oBaHue TACCHBHOTO 000PYIOBaHMUS CETH.

3arojgHeHne TEXHUUECKOH JOKYMEHTAIHH.

Pabora 1o co3nanunio, peakTHpOBaHKIO, yAaJIeHuIo nojib3oBareneii B DOMAIN.
IMpodunaktiuueckne paboThl B 00BEKTAX CETEBOH HHPPACTPYKTYPHI.

CTpyKTypa CHCTeMBbI yIIPaBJICHHsl, ApXUTEKTYPa CUCTEMbI YITPaBICHHS.

36
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7. Pab6ora ¢ nporokosamu SNMP; CMIP; TMN; LNMP; ANMP.

8. Pabora c cepBepom, uTeHHE I'OJI0B, pabOTa HAJl OIIKOKaMHK

9. VYaaneHHoe aJMHHUCTPUPOBAHHE CEpBEpa C pabOUMX CTAHIIUI, IPOTPAMMBI JUIS YIAICHHOTO JIOCTYIIA.

10. Pabora ¢ xabenbHBIMU CKaHEpaMy U TECTEPAMHU.

11. Pabota ¢ 6a3aMu TaHHBIX, CO3JJAaHKC Ta0JIUI], BHCCCHHE TaHHBIX B TAOJHIIBI, PSJAKTHPOBAHUC TAHHBIX
Ta0IuII.

12. Co3anue miaHa BOCCTAHOBJICHUS CETH.

14. Ananu3 BXoaAmIero U ucxomsmero Tpaduka. KoHTpoms yreukn KoHQHISHIHATBHON HHPOpMAIHH.
15. Hactpoiika IPSec 1 VPN. HacTpoiika MeXCeTeBBIX SKPaHOB.

16. Hactpotiika 3amuTsl 6eCIIpOBOIHBIX CETEH C MOMOIIBIO CUCTEM MIN(POBAHHS.

17. YcraHoBKa M HACTpOIiKa CHCTEMBI OOHApY)KEHHUS aTak Snort.

13. Pa3zpaboTtka (hyHKIIMOHATIBHBIX CXEM 3JICMEHTOB aBTOMATH3MPOBAHHON CHCTEMBI 3aIIUTHl HH(POPMAITHHL.

HTOro 4acoB mo MoayJio: 486
AynuTopHas Harpyska 252
JlabopaTopHbIie pabOTHI 60
VYueOHast mpakTHKa 72
[Tpon3BoICTBeHHAS IPAKTHKA 36
CamocrosTenpHas pabota 126

Jn1s XapaKTepUCTHKN YPOBHSI OCBOSHHS YI€OHOT0 MaTepHraia NCTIOIb3YIOTCS CIIeAyIoNIe 0003HAYCHUS:

1. — 03HaKOMHUTEINBHBIH (Y3HaBaHHE paHEee H3YUYEHHBIX 00BEKTOB, CBOICTB);

2. — penpoAYKTHBHBIH (BBINOJIHEHHE JIESITEILHOCTH 110 00pa3ily, MHCTPYKIMH HIIH MO PYKOBOJICTBOM)

3. — IPOJYKTHBHBIH (INIAHUPOBAHUE U CAMOCTOSTENIEHOE BBITIOJIHEHHUE JESTEILHOCTH, PElIeHHe IPOOJIeMHBIX 3a/1a4)
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4. YCJIOBUS PEAJIM3ALIUUA MTPOPECCUOHAJIBHOT'O MOAYJA

4.1. TpeGoBaHHUsI K MUHUMAJIbHOMY MaTepHAIbHO-TEXHUYECKOMY 00ecneYyeHUIo
Peanuzanusi nmporpaMMbl MOAYJISl MIPEANIONAaracT HaIu4ue JabopaTopuu DKCILTyaTaluu
00BEKTOB CETEBOW HMHPPACTPYKTYPHI.

JlaGopaTopus dKCIuTyaTaliui 0ObEKTOB CETEeBON MH(PPACTPYKTYPHI:

OO6opynoBaHue J1a0OpaTOPUH M pabOYUX MECT:

ABTOMaTH3MpPOBaHHBIE paboune MecTa 00yJaroIXCs;
ABTOMaTH3UpPOBAaHHOE pabouee MECTO IPEeIoiaBaTels;
Croiika TennekoMMmyHukanuonsnas 19" 13U

Kpocc ontuueckuii 19"

Opranuzarop kabemns

MoHTakHast KOpoOKa ONTHYECKast

KopoOka pacnpenenurenbHas onTHYecKast
MydTa onTrueckas

OnTOBOJOKOHHBIN KaOesb ¢ CUMILIEKCHBIN
OnToBOJOKOHHBIHN Kabenb 16 KuabHbIN
Nudopmanmonnsiit crenn « Tumns kadbenei»
KommuiekT Habopa HHCTPYMEHTOB
MHoro¢gyHKIIMOHaIbHBINA ONITUYECKUI TECTEP
OnTuyeckuil U3rydarenb

biiok B nieuky

KommexT nonupoBouHoi Oymaru

KommiekT 1ucKoB 1l ONITOBOJIOKOHHBIX KOHHEKTOPOB
Knen snokcuaHbeiil HE MeHee 2 T

KommiiekT TepMoycaiouHbIX TPyOOK

—  Cronuk nns COeMHEHMsI ONTHYECKUX BOJIOKOH

- CkaspIBaTellb ONTOBOJIOKHA

- MexaHn4YeCKn COeMHUTEND ONTOBOJIOKHA

—  Konnexkrop kneesoit ST 0.9 mm

—  Konnexkrop kneesoit SC 0.9 mm

—  Konnexkrop kneesoit FC 0.9 mm

- Konnekrop kneesoit LC 0.9 MM

- Kounnekrop kieeBoii € ST 2 MM

- Konnektop kieeBoit SC 2 MM

- Konnekrop kneesoii FC 2 mm

- Konnekrop kneesoit LC 2 mm

- Konnekrop 6sicTphiif SC

- Konnekrop 6sicTprrit FC

- Konnekrop 6sicTpbiit LC

—  Ilaru-xkopn ontuueckuit ST-ST

—  IMaru-xopna ontrueckuit SC-SC

—  IMaru-xopna ontrueckuit FC-FC

—  TMaru-xopn ontrueckuit LC-LC

- ITognoxka CTeKISHHAS IJIs MOJIMPOBKU OINITUYCCKUX KOHHCKTOPOB

—  Cron nabopaTopHbIii

4.2. UudopMmannoHHoe odecniedeHne 00yueHust
Ilepeyenn PEKOMEHAYEeMBbIX  y4eOHBbIX

JAOTOJIHUTEIbHOM JIUTEepaTyphl

U3JaHUMH,

HNuTepHeT-pecypcos,
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OCHOBHBIE UCTOYHUKU:

1.

Brenenue B mHpopmanmonnyro 6€30macHOCTh M 3alIuTy WHPOpMAUM [DIEKTPOHHBIN
pecypc]: yue6noe mocobume/ Tpymuu B.A. — HoBocubupck: Usn-Bo HI'TY, 2015. -
http://www.studentlibrary.ru/book/ISBN9785778232334.html

BbluncnurtenbHple  MamMHBL, CETH U CHCTEMBI:  (DYHKIIMOHAJIBHO-CTPYKTYpHas
OpraHu3alys BbIUMCIUTEIBHBIX CHCTEM [DIEKTPOHHBIN pecypc|: ydebHoe mnocobue/
N.b.bapannukosBa, A .H.I'onuapeHko. — M: MUCuC, 2017. -
http://www.studentlibrary.ru/book/ISBN9785906846938.html

BoluncnuTenbHas TEXHUKA, CETH M TEJIEKOMMYHHMKAlUMU [DJIEKTPOHHBIM pecypc]:
/I'pedemikoB A.IO. — M: [Nopstuas JIUHUS — Tenexowm, 2015.
http://www.studentlibrary.ru/book/ISBN9785991204927.html

KomnbroTepnsie cetH [ DaeKTpoHHbIH pecypc] yuebd. nocodue / H.M. Kosran - MuHck :

PUIIO, 2014. - http://www.studentlibrary.ru/book/ISBN9789855033746.html

[TporpamMHoO-anmapaTHbIE CpeACcTBa oOecredeHus HH(POPMAIMOHHONW O€301MacHOCTH
[DnexTpoHHbI pecype]: Yuebnoe mocobue ans By3oB/ A.B.Jlymkun, O.M.bapcykos,
E.B.KpaBuos, K.B.CnaBnoB. nmox penakuueir A.B.Jlymkuna — M: lopsuas nuHus-
Tenexom, 2016. http://www.studentlibrary.ru/book/ISBN9785991204705.html

HOHOJ’IHI/ITGHBHHC HCTOYHUKMH.

1.

2.

3.

4.

5.

Onudep B.I'. Kommnbrotepasie cetu: [IpuHIUIBL, TEXHOJIOTUH, TPOTOKOJBI | YUeOHOE
noco6ue / Onudep Buxrtop ['puropseBuu, Onudep Haranbs AnekceeBna ; Perr.
FO.A.I'puropses, b.®. [Ipuxykos. - 4-e uzn. - CII6. : Tlurep, 2010.

Crusenc, Y. P. [Iporoxonsl TCP/IP. [IpakTuueckoe pykoBoactso [Tekcr] : [mep. ¢ aHr.|
/Y. P. Crusenc. — CI16: BXB-IlerepOypr, 2012.

Kynerun M. IlpakTuka mocTpoeHHs KOMIbIOTEpHBIX ceTeil. s mpodeccuonanon /
Kynbrun Maxkcuwm. - CIIO.: ITutep, 2011.

CopaBounass uH(poOpManMs TO  JIOKAIbHBIM  CeTAM [DIEKTPOHHBIM  pecypc|
http://lanhelper.ru/seti

BHenpenue, ynpasieHue M mojep)kka cereBoil nHppactpykTypsl Microsoft Windows
Server 2003. YueGnslit kypc MCSA/MCSE / Ilep. ¢ anrin. - M. :M3xarenbcko-TOproBulii
nom «Pycckas Pemakmusi», 2010. —
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5. KOHTPOJIb 1 OLHEHKA PE3YJIbTATOB OCBOEHMUS _
IMPOPECCHUOHAJIBHOI'O MOAYJIA (BUAA IIPOPECCHOHAJBHOU

AEATEJBHOCTHN)
PesyabTaTsl
(ocBOEHHBIE OcHOBHBIE OKA3aTeJIN OLEHKH DopMBbI U METOABI
npogeccHOHATbHbIE pe3yjabTara KOHTPOJISAA M OLICHKH
KOMIIETEHIIMH)

IIK 3.1 YcranaBiusars, — HACTPaMBaHUE CETHU C BBICOKOM CKOPOCTBIO | DKCIEPTHAsK OICHKA
HAaCTpanuBaThb, U TOYHOCTHIO; PE3YyIbTAaTOB
SKCILTyaTupOBaTh 1 — COCTaBJIECHUE PEKOMEHIALINU T10 ACATEIIbHOCTH
00CITyKUBATH MOBBIIICHUIO pA0OTOCTIOCOOHOCTH CETH; 00yJaroImuxcs B

TEXHUYCCKUEC U

— YMCHHC BBI6I/IpaTB TECXHOJIOTHYCCKOC

Imponecce OCBOCHUA

IPOrpaMMHO-AIIAPATHBIC | oGopyMOBAHHS LISl HACTPONUKH CETH; o0pa3oBaTenbHOM
CPeICTBA KOMIIBIOTEPHBIX | _ yyiepye paccyMTHIBATH BPeMst Ul IIPOrpaMMBbI
cerent HACTPOMKH CETH; - Ha 1a00paTOPHBIX
— yYMEHHE rpaMOTHO 0()OPMIISITH SaHATHAX,
TEXHOJIOTMYECKYIO JOKYMEHTAIIHIO; ~1IpA PCIICHIH
— obecrieueHue uHbopManponHoji | CHTYAUHOHHBIX
0e301aCHOCTH CeTeil. 3ajnad,
-IIpY BBIMOJIHCHUH
OTIpEICTICHHBIX
BHJIOB padoT
MPOU3BOJACTBEHHOMN
MPAKTUKN
KomMmiekcHbIi
HK3aMeH
11K 3.2 TIpoBoauts — yMEHHE aHAM3HPOBATH CBOCTBA CETH, DKcHepTHas OlleHKa
npodUIaKTHIECKHE HCXOJIA U3 €€ CIIY’)KEOHOT'0 Ha3HAYCHUS; pe3yabTaTOB
paboThl HAa 00BEKTAX NEATENBHOCTH

CETeBOI MHMPACTPYKTYPHI
1 pabovYnX CTaHIMIX

— COCTaBJICHHUC PCKOMCHAAIIUU 110
MHNOBBIIICHHUIO TEXHOJTOTUYHOCTHU CCTH,
— BBIIOJHCHHUEC MOHUTOPUHI'Aa U YMCHUC

oOyJarouxcs B
MPOIIECCE OCBOCHHUSI

aHaJIM3UPOBATh PAOOTY JTIOKATBEHOM CETH C 00pa3oBaTeIbHOM
IIOMOILIBIO IIPOrPAMMHBIX CPEJICTB; HpOrpaMMBI
— o¢opMIIeHHE TEXHOJIOTHUECKON - Ha 1ab0paTOPHBIX
JOKYMEHTaluu 3aHATHAX,
— BBISBIIEHHUE yA3BUMbIX MECT ATAKYEMOM ~IpH BLIIOTHCHIN
CHCTEMBI; OTIpeIeTICHHBIX
— obecrieyeHte 3alUThl JaHHBIX. BUJIOB PabOT 5
MIPOU3BOJICTBEHHON
MIPAKTUKU.
KommnekcHsrit
9K3aMeH
1K 3.3 OcymiecTBisATh — yMEHHE aHaJIM3MPOBATh PAIMOHAJIBHOCTh | JDKCIIEPTHAs OLEHKA
IKCIUTyaTaIUI0 CETEBBIX BbIOOpPA CeTEBBIX KOHGUTYpPALINIA; pE3yJIBTaTOB
KOH(HUTypaiui — yYMEHUE BBIOUPATh CITOCOOBI HACTPOINKY; EeATEIIBHOCTHU

— BBISIBJICHUE, OTIPE/ICIICHUE U YCTPAHCHUE
MOCJIE/ICTBHS COOEB U OTKA30B B pabOTE CETH;
— BOCCTaHOBJICHHE Pa0OTOCIIOCOOHOCTH
ceTeBOi MHDPACTPYKTYPHI.

o0yyaromuxcs B
MPOIIECCE OCBOCHHUSI
o0pa3oBaTenbHOM
pOrpaMMbl

- Ha TabOPaTOPHBIX
3aHATHSAX,
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-IIpX BBIIIOJITHCHUHA

OIPEICIICHHBIX
BHJIOB padoT
MPOU3BOACTBEHHOMN
MIPaKTUKH.
KommnekcHpiit
9K3aMEH
11K 3.4 YuacTBOBaTH B — yYMEHHE BHIOUPATh U MCIIOJIb30BATh MTAKEThI | JKCIIEPTHAS OLEHKA
pa3paboTKe CXEMBI MPUKIIAJHBIX TIPOTPAaMM JIJIsl pa3paboTKu pe3yabTaTOB
IIOCJIEABAPUUHOTO KOHCTPYKTOPCKOW TOKYMEHTallU! U NEeATEIbHOCTH
BOCCTaHOBJICHUS MPOEKTUPOBAHUS TEXHOJIOTHUECKHUX oOyuarouxcs B
paboTOCTIOCOOHOCTH IPOIIECCOB; IIPOLIECCE OCBOCHUS
KOMITBIOTEPHOH CeTH, — yMEHHE OpTaHH30BhIBATh Oecriepeboiinyto | 00pasoBaTenbHOM
BBIIIOJIHATD paboTy CUCTEMBI 110 PE3EPBHOMY IpOrpaMMbI
BOCCTAHOBJICHUEC U KOIIUPOBAHMUIO; - Ha na6opaToprlx
PC3CPBHOC KOIUPOBAHUE | — BoccTaHOBIIEHUE PA00TOCIIOCOOHOCTH ceTH | 3aHATHAX,
uH(popManuu nocie c6os -[pU PELICHUN
CUTYaIIMOHHBIX
3ajady,
-TIPU BBITIOJTHEHUH
OINpeIEICHHBIX
BHJIOB paboT
MIPOU3BOJCTBEHHOMN
MIPaKTUKH.
KommiekcHslit
JK3aMEH
IIK 3.5 Opranu3oBbiBaTh | — BBIOOD M UCIIOJIB30BAHUE MTAKETOB DKcrnepTHas OLIeHKa
WHBCHTapU3alluio IPUKJIAJHBIX TIPOTPaMM ISl pa3paboTKU pe3ynbTaTOB
TEXHUYECKUX CPEIICTB KOHCTPYKTOPCKOM JOKYMEHTAIUU U NEeATETbHOCTH

ceTeBOn
UHGPACTPYKTYPHI,

MPOCKTHUPOBAHHUS TEXHOJIOTHYESCKIX
HPOLIECCOB

oOydJaronmxcs B
npolecce OCBOCHHUS

OCYILIECTBIISATH KOHTPOJIb 00pa3oBaTeNbHON
IOCTYIHUBIIETO U3 [IPOrpaMMBbI
peMoHTa 000pyI0BaHUS - Ha TaOOpaTOPHBIX
3aHATUSAX,
- 3a4€T 10 pasAeiy
MIPaKTUKU
KomrmurekcHelit
JK3aMEH
I1K 3.6 BemonHAaTs — yMeHHe paboTaTh C KOHTPOJIBHO- OKcnepTHas OleHKa
3aMCHY PaCXOAHBIX M3MEPUTENBHOM anmnaparypoi; pE3yJIbTATOB
MaTepUaoB U MEJIKUI — YMEHHE OCYIIECTBIIATH 3aMEHY PaCXOIHBIX | ACATCIBHOCTH

peMOHT niepudepuitHoOro
obopyIoBaHU,
OTIpE/ICTISATh yCTapeBIlee
obopynoBaHue u
MPOrpaMMHBIE CPEJICTBA
CETEeBOM

UHPPACTPYKTYPHI.

MaTEepUaoB;
— YMEHHUE NPOU3BOJUTH ANMapPaTHYIO U
IIPOrPaMMHYIO THarHOCTUKY
HEHCIIPAaBHOCTEN;

— YCTpaHEHUE HEUCIPABHOCTH.

oOyuJaronuxcs B
MPOIIECCe OCBOCHHUSI
o0pa3oBaTenbHOM
IPOrpaMMBbI

- Ha TaOOPATOPHBIX
3aHATHAX,

-TIPH PEIICHUH
CUTYallTMOHHBIX
3ajad,

-[IPH BBITTOJHEHUH
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OTpeIeTICHHBIX
BUJIOB paboOT
MIPOM3BOICTBEHHOM
MIPAKTUKU
KomrmrekcHbIH
SK3aMEH

@opMBI U METOABI KOHTPOJISI M OLEHKH pEe3yJIbTaTOB OOYyYEHHUs JOJIKHBI I103BOJISTH
MPOBEPATH Y 00YyYAIOMIMXCS HE TOJBKO CPOPMUPOBAHHOCTH MPO(HECCHOHANBHBIX KOMIIETEHIIUH,
HO ¥ pa3BUTHE OOLIMX KOMIIETCHIIMK M 00€CTICUNBAIOIINX UX YMEHHH.

DopMbI U
Pe3syabTaTsl
OcHOBHBIE 0KA3aTeJIN OLEHKHU MeTOAbI
(ocBOeHHBIE 001IIHE
pe3yJbTara KOHTPOJISA ¥
KOMIIETEeHIIHH)
OLICHKH
OK.01. [ToHumatp CcyuHoCTb U -ydacTue B paboTe Hay4HO- DKkcnepTHas
COLMAJIbHYIO 3HAYMMOCTb CBOEH CTYACHYECKHX OOILECTB, OLIEHKa
Oyaymieit mpodeccuu, MPOSBIATH K | -BBICTYIUICHHUS HA HAYYHO- pe3yJIbTaTOB
Hel ycTOMUuBBINA HHTEpEC IPAKTUYECKUX KOH(EPEeHIUX, JeATeNbHOCTU
-y4acThe BO BHEYPOUHOM o0ydJaromuxcs B
NEeSITEIbHOCTH CBA3aHHOM € nporecce
Oymymen OCBOCHHS
npodeccueit/crennaTbHOCThIO o0OpazoBarenbHON
(KOHKYpCBHI TPO(hecCHOHATBHOTO IIPOrpaMMBl:
MacTepcTBa, BBICTABKH U T.I1.) -Ha PaKTUYECKUX
- BBICOKHE [10Ka3aTeNn 3aHATUSX
ITPOU3BOJICTBEHHON JESATEIbHOCTH ( mpu peieHuH
OK.02. Oprann3oBbIBaTh - BBIOOp U MPUMEHEHHE METOJIOB U | CUTYallHOHHBIX
COOCTBEHHYIO JIESTEIHHOCTD, CHoCO0O0B peleHHs 3aja4, pu
BbIOMpATh TUIIOBBIE METO/IbI U npodeccuoHaNbHBIX 3a/1a4, OLIEHKAa | Y4acTUH B

CHOCOOBI BBITTOJIHEHUS
MpoeCCHOHANIBHBIX 3ajad,
OLIEHUBATh UX 3(P(HEKTUBHOCTH U
Ka4eCTBO.

uX 3 (PEeKTUBHOCTH U KaueCcTBa

OK.03. IIpuHuMaTh pemeHus B
CTaH/JIapPTHBIX U HECTAHAAPTHBIX
CUTYalMsIX U HECTH 32 HUX
OTBETCTBEHHOCTh

- aHAJIM3 PO ECCHOHATIBHBIX
CUTYalluu;

-peluieHue CTaHAapTHHIX U
HECTaH/IapTHBIX
npodecCHOHATIBLHBIX 3aa4

OK.04. OcyiiecTBisTh MOUCK U
UCIIOJIb30BaHUE UH(OPMAIIHH,
HeoOxoauMoi 1st 3hpeKTUBHOTO
BBITOJIHEHUS TPO(ECCHOHATBHBIX
3a/1a4, Mpo(}hecCHOHaTLHOTO U
JMYHOCTHOTO PAa3BUTHUS

-3((eKTUBHBII TTOUCK

HEo0X0 MO HH(OPMALIUH;
-MCIIOJIb30BaHUE PA3IUYHBIX
HCTOYHUKOB, BKIIFOYas
AJIEKTPOHHbBIE

- IPY U3YYEHUU TEOPETUYECKOTO
MaTepHuaia u MPoXOXKJICHUI
Pa3IMYHBIX ATANOB
MPOU3BOJACTBEHHON MPAKTUKHU

OK.05. Mcnonp3oBath
UH(POPMAIMOHHO-
KOMMYHHUKAIIMOHHBIE TEXHOJIOTHH B
npoeCCUOHATLHON e TETbHOCTH.

- MCII0JIb30BaHUE B yUeOHOU U
npodeCCHOHATILHOM 1eATeNbHOCTH
pa3IMYHBIX BUAOB IPOrPAMMHOTO
oOecrieueHusi, B TOM YUCJIC

JICIIOBBIX UTpax:
IIPH MTOATOTOBKE U
y4acTuu B
CeMHHApax, pH
MOJITOTOBKE
pedepatos,
JOKJIa/I0B U T.1.)

- TP BBITOJTHCHUN
pabot Ha
Pa3IUYHBIX dTarax
MIPOU3BOJICTBEHHO
1 IPaKTHKH,
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CHEIHAIBHOTO, MPH 0QOPMIICHUH U
MPE3EHTAIMH BCEX BUIOB PadoT

OK.06. Paborath B KOJIJICKTUBE U B
KoMaH/1e, 3 (HEKTUBHO OOIIATHCS C
KOJUIETaMH, PYKOBOJICTBOM,
MOTPEOUTEIISIMHU.

B3aMMO/ICHCTBHUE:

- ¢ o0yyaroIuMucs npu
MIPOBEICHUU JICJIOBBIX UTD,
BBIMIOJTHEHUH KOJUIEKTUBHBIX
3a/1aHuit (IIPOEKTOB),

- C IpenoAaBaTensiMu, MacTepaMu B
xoJ1e 00y4eHus,

- C HOTPEOUTESIMH U KOJUIETaMH B
X0J1€ TPOU3BOJICTBEHHON MPAKTUKH

OK.07. Bparpb Ha cebs
OTBETCTBEHHOCTH 32 pa0dOTy YJICHOB
KOMaH/IbI (IO JYMHEHHBIX ), 3a
PE3YJIBTAT BHIMOTHCHHBIX 33 aHH.

- caMOaHalu3 U KOppeKLus
pe3yJbTaTOB COOCTBEHHOMN
JESTEIIbHOCTH MPU BBIMOJIHEHUN
KOJUIEKTUBHBIX 3a/1aHuH (IIPOEKTOB),
-OTBETCTBEHHOCTH 32 Pe3yJIbTaT
BBITIOJIHCHUS 33/IaHUM.

OK.08. CamocToATEIBHO
OTIPENIETIATh 3a]a4u
podeCCHOHAIBHOTO U
JUYHOCTHOTO Pa3BUTHS,
3aHUMAaThCs CaMOOOpa30BaHHUEM,
OCO3HAHHO IJIAHUPOBATH
MOBBIIICHHE KBATU(DUKAITUN

- IUTAHUPOBAHUE U KAYECTBEHHOE
BBIIIOJIHCHHE 3aTaHUI JIJIs
CaMOCTOSITEIIbHOW pabOThI MpH
W3yYEHUU TEOPETUUYECKOTO
Marepualia U MpoX0XKJACHUU
Pa3IMYHBIX ATANOB
MPOU3BOACTBEHHOMN MPAKTUKH ;

- OIIpE/ICJICHNUE STAIOB U
coJiepKaHus pabOTHI IO peaTn3aluu
caM000pa30BaHMs

OK.09. OpuentupoBarbcs B
YCJIOBHUAX YaCTOM CMEHBI
TEXHOJIOTHH B pOoheCcCHOHATLHON
JIeATEIbHOCTH.

-agarnTalusa K UsSMCHAIOIIINMCS
YCIIOBHSAM TIPOQeCCHOHATHHON
JESITENIbHOCTH;

-IpOsIBIIEHHE TTPOPECCUOHATBHON
MaHEBPEHHOCTH MPH MPOXOKICHUN
Pa3JIMYHBIX 3TAIlOB
MIPOU3BOJICTBEHHON MPAKTHKU
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