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1. IEJb U 3AJAYU OCBOEHUA JUCHUITJINHBI

Henpto muctumauasl «KOHTpOIh W 0€30MaCHOCTh B KOMIBIOTEPHBIX CETSAX» SBISETCS
dbopMUpOBaHUE Y CTYACHTOB 3HAHUI U YMEHHI MO 3alUTE KOMIBIOTEPHBIX CETEH ¢ MPUMEHEHHEM
COBPEMEHHBIX MTPOTrpaMMHO-ANMNapaTHBIX CPECTB.

3ana4yu TUCHUIUIUHBL:

- O3HAKOMUTH CTYJEHTOB C OCHOBHBIMU TOHSTHSIMH, HCIOJIb3YyEeMbIMU IIPU 3aLIUTE
uH(pOpMalUU B KOMIIBIOTEPHBIX CETSX;

- JarTh TpeAcTaBiIeHHE OO0 OCHOBHBIX yrpo3ax U MpoOjieMax 3alluThl CeTEeBBIX
MH(OPMALIMOHHBIX TEXHOJIOTHII;

- 00YYHThH CTYICHTOB METOJaM 3aIlUThl HH()OPMAIIMH B CETAX PA3TUYHOTO HA3HAYCHUS.

Nzydyenne aucuumiuabel «KOHTpoab M 0€30MaCHOCTh B KOMIIBIOTEPHBIX CETSIX» JOJIKHO
CHOCOOCTBOBATh IOJIYUEHHIO MPO(ECCHOHAIBHBIX KOMIETEHTHOCTH U Kpyro3opa, yYMEHHIO
OpUEHTUPOBAThCA B METOAAX M TEHICHIMSIX B Pa3BUTHH CPEJICTB 3allUThl COBPEMEHHBIX
KOMITHIOTEPHBIX CUCTEM.

2. MECTO JUCHHUIIVIMHBI B CTPYKTYPE OIIOII BO

JlucuuiiuHa BKIIOYEHA B BAPUATUBHYIO YacTh O0s3aTENbHBIX JUCIHMILIUH Y4eOHOTO IJIaHa
no Hampaenenutro mnoarotoBku  10.03.01 HWudopmammonHas 06e30macHOCTs  MPOQUIB!
NudopmannoHHO-aHATUTHYECKHE CUCTEMbI (PMHAHCOBOTO MOHUTOPHUHTA.

Nzyuenne e€ Oaszupyercss Ha CilenyOUX aucuuIinHax: «CeTH U CUCTeMBbI Tepenadu
uH(pOopMalLUny, «ANMapaTHbIe CPEICTBA BEIYUCIUTEIHHOU TEXHUKH.

I[I/ICIII/IHJII/IHa ((KOHTpOJII) u 0€30I1aCHOCTE B KOMITIBIOTCPHBIX CCTAX» SABJIACTCA I[HCHHHHHHOﬁ
po(hecCHOHANBHOTO 1UKIIA.

3. TPEBOBAHUS K PE3YJIbTATAM OCBOEHHUSA JUCHUITJIMHBI

[Ipouiecc n3yueHus: AUCUUILIMHBI HATIpaBlieH Ha (GOopMHUpOBaHHUE DIIEMEHTOB CIETYIOIIIX
komrereHmii B cootBercTBrr ¢ ®I'OC BO u OINOIT BO no nanHoMy HampaBJIeHUIO TTOATOTOBKHU:

a) obmenpodeccuonanbasiMu (OI1K):
CIIOCOOHOCTBIO ~ OMpEAeNsATh WH(GOPMALMOHHBIE PECypChl, MOMAJEXKAIIUE 3aIIUTE, YrPO3bI
6€e30MacHOCTH MH(POPMALIMU U BO3MOXKHBIE IYTH WX peau3allii Ha OCHOBE aHAJIM3a CTPYKTYPhI U
cojiep)aHusl UHPOPMAIIMOHHBIX MPOIECCOB U 0COOCHHOCTEN (PYHKITMOHMPOBAHUS OOBEKTA 3aIUTHI
(OIIK-7)

0) BrinmyckHuK noikeH o0nanaTh CHEIYIOMMMH MPOPECCHOHATBHBIMU KOMIETEHIMSIMU
(ITK)

CIIOCOOHOCTBIO aIMUHUCTPUPOBATH MOJICUCTEMBI HHPOPMALIMOHHON 0€30MaCHOCTH 00BbEKTa
3amutsl (I11K-3);

CIOCOOHOCTBIO MPUHUMATDH YUaCTHE B OpPraHU3aIMH U COIIPOBOXK/ICHUH aTTecTalluu 00bEeKTa
uH(popMaTuzanuu mo TpedoBanusm 6e3onacHoctu nHpopmanuu (I1K-5);

B pesynbraTe u3yueHus AUCUUIUIHMHBI CTYACHTHI TOJKHBI

3HATh:

—  IIenu, 33Ja4u, IPUHIUIIBI 1 OCHOBHBIE HaIpaBlieHUs1 o0ecnieueHns nH(HOpMalnOHHON
0€30MMacCHOCTH MPEANPUATHS, YTPO3bI MPEIMPHUATHS HA OCHOBE aHAJIU3a CTPYKTYpPHI
cojiepKaHusl THPOPMALIMOHHBIX MPOLIECCOB €T0, Yrpo3bl HH(OPMAIIMOHHOH 0€30MacHOCTH
rocy/iapcTBa, cojiepkanre HH()OPMaIMOHHON BOIHBI, METO/IBI U CPEJICTBA €€ BEICHUS,
MOHUMATh YTPO3bl 0€30MaCHOCTH MH(OPMAIIIH, METO/IbI aHAIN3A CTPYKTYPHI U
0COOCHHOCTH (PYHKIIMOHUPOBaHUS 00BEKTa 3alUThI, IPUHIUIIBI OpraHU3aI[MI
MH(POPMAIIMOHHBIX CHCTEM B COOTBETCTBUU C TPEOOBAHUSAMM I10 3aIUTe WH(POPMALIUH.

—  BEpOSTHBIE YTPO3bl M BO3MOKHBIE TyTH UX HEUTpaIM3allii; OCHOBHBIE THUIIbI CETEBBIX



TOTIOJIOT U, TPUEMBI pa0OTHI B KOMITBIOTEPHBIX CETSIX; OCHOBHI aIMUHUCTPUPOBAHHUS
MOACUCTEMBI HHPOPMAITMOHHOMN 0€30MMacHOCTH;

—  OCHOBBI OPTaHU3ALMOHHO — TEXHUYECKUX MEp 3aIlUThl HHPOPMAIIUN; METOIUKH 110
BBITIOJTHEHUIO pa0oT MO YCTaHOBKE, HACTPONKE U 00CITY>)KUBAaHUIO TEXHUYECKUX U
MIPOrPaMMHO-AIIAPATHBIX CPEJICTB 3aIIUThI HH()OPMAIIUH;

YMETbh:

—  TPUMEHSTHh COBPEMEHHBIE MOJIXObI K TIOCTPOCHUIO CHCTEM 3aIUThl HHPOPMAIUH,
BbIOMpaTh U aHAIM3UPOBATh MIOKA3aTENIN KaYeCTBA U KPUTEPUU OLIEHKH CUCTEM
MH(OPMALIMOHHOTO HANaIeHUs U CUCTEM 3allUThl HH(GOPMALIUH, ONIPEIESATh
UH(POPMALIMOHHBIE PECYPCHI, MOAJISKAIINE 3AIINUTE, TPOBOANUTH KIACCH(PHUKAINIO OOBEKTOB
U CyObEeKTOB HH(OPMAIIMOHHBIX CHCTEM.

—  OLICHUBATh BO3HUKAIOILIUE YIPO3bl U HEOOXOAUMOCTh UX YCTPAHEHUS; IPUMEHSATh IPUEMBbI
paboThl B KOMIIBIOTEPHBIX CETSX; BRIOMPATH CETEBBIC TEXHOIOTHH, TPOTPAMMHBIC U
anmnapaTtHble Cpe/ICTBa AJIsl MOCTPOCHHUS JIOKAIbHBIX KOMIIBIOTEPHBIX CETEH 10 3aJJaHHBIM
napamerpam Juis opranuzanuu UT-uHppacTpyKTyphl peanpusTus; ObICTpo pa3zoOparbes B
MIPOTOKOJIAX aJMUHUCTPUPOBAHUS MOJICUCTEMBI HH(GOPMALIMOHHON O6€30MacHOCTH 00BEKTa
3aILUTHI.

—  QopmynupoBaTh HEOOXOANMBIE OPTAHU3ALMOHHO — TEXHUYECKHe Mephl 3V ; BHIIOIHATD
paboThI IO YCTAHOBKE, HACTPOIKE U 00CITY)KMBAaHUIO TEXHUYECKHUX U MPOTPaAaMMHO-
anmapaTHbIX CPEACTB 3alIUTHl HH(POPMAIIHH.

Bianers:

—  HaBbIKamMH ()OPMAIIbHON MOCTAHOBKH U PEIICHUS 3a/1a4n o0ecrieyeHns WHPOPMALMOHHOM
0€301acCHOCTH, HAaBBIKAMH OMPECIICHHSI BOBMOXKHBIX ITyTeH HEUTpaTIU3aliu yrpo3s,

MIPUHIIMIIAMU PacTpeieNICHs MpaB U OTBETCTBEHHOCTHU MPHU OpraHU3aIUH JIOCTYIA K
00BEKTaM.

—  HaBBIKAMH aJMUHUCTPUPOBAHUS MOJICUCTEM HHPOPMAIIMOHHOI 0e30MacHOCTH 00BEKTa
3aIUThI; HABBIKAMU MPOEKTUPOBAHUS APXUTEKTYPhI CUCTEMBI 3aLTUTHI HH(GOPMAIUH, [
obecrieueHrss HHPOPMAIIMOHHOM 0€30MaCHOCTU 00BbEKTA; HABBIKAMH UCTIOIb30BAHMS
COBpPEMEHHBIX alMapaTHBIX U MPOTPAMMHBIX CPEJICTB OpraHu3aiuu cereit 9BM;
ucrnonb3oBanus OBM B TeTeKOMMYHUKAITMOHHBIX CUCTEMAX M JIOKAJbHBIX CETAX; HAaBBIKAMH
pa3paboTKU CETEBOro MPOrpaMMHOI0 0OecredeHusl.

—  METOJMKOM 3alTUThl OT yrpo3 HHHOPMAIIMOHHON O€30MaCHOCTH; CTOCOOHOCTHIO BHITIOJIHSTH
paboThI [0 YCTAaHOBKE, HACTPOHKE U OOCITYKMBaHUIO TEXHUYECKUX U IIPOrPaMMHO-
anmapaTHBIX CPEJCTB 3aIUTH HH)OpPMAIIHH;

4. COAEPKAHME U CTPYKTYPA JUCHUIIJINHBI

B tabnune 1 nmpuBoauTCS OmMcaHUE COJAEP)KaHUS TUCUUIUIMHBI, CTPYKTYPHPOBAaHHOE IO
paszenaM, ¢ yKazaHueM IO KaXJIOMY pasieny (GOpMbl TEKYIIETo KOHTPOJIS: 3alluTa JJabopaTopHOn
pabotsl (JIP), komnoksuym (K), pyOexnsiit konTpouss (PK), Tectuposanue (T).

Tab6muna 1
Ne HaumeHoBaHue Conep:xanue pasaena Kon dopma
pa3nena KOHTPOTHD | pekyier
yeMmoii o
KOMIIETEHIL
nu (um ee | KOHTPOJ
4acTH) b |
1 | bezonacHocTh OcHoBbl opranuzaiuu 1 pynkunonuposanus | OITK-7 (K), (PK),
CETE3aBUCUMBIX BBIYMCIIMTENBHBIX ceTel. Llenu u 3amaumn (T), (JIP)
YPOBHEM kypca. Conepx’aHue TUCLHUIUIMHBIL.
Pexomenayemas nmureparypa. [lonstue cetn




OBM. Drtanel pa3sutus ceteil. Kpurepun
K.HaCCI/I(I)I/IKaLII/II/I BBEIYHCJINTENBHBIX CETCH.
XapaKkTepUCTUKU BHIYUCITUTENbHBIX CETEH.
CpenctBa noctpoenus cereid 9BM.
Jlornueckast u hpusnyeckasi CTpyKTypHU3aIus
cereil. Monens ISO OSI. CrannapTHble cTEKH
KOMMYHHKAIIMOHHBIX ITPOTOKOJIOB.
TexHonoruu obecrnieyenns: 6€30MaCHOCTH B
BBIYHCIIUTENIbHBIX CETSIX.

DU3NYECKUI U KaHAJIbHBIN YPOBEHB
noctpoeHus ceteil. U3N4YecKuii ypoBeHb
IIOCTPOEHHUSI BBIYUCIUTEIBHBIX CETEH.
Crangaptsl kabeseil, UCIONb3YEMBbIX IS
noctpoeHus cereil. CTpyKTypupOBaHHas
kabenbHas cucrtema. becipoBoiHbIe ceTH.
KanaybHblll ypOBEHb IOCTPOCHUS
BBIYMCIIUTENbHBIX ceTeil. MeToabl JocTyna K
paszaensieMon cpene. Meroapl KOMMYyTalHH.
Yrpo3sl 6e30nacHOCTH HHPOPMALIHH,
IepeaaBaeMoy B BBIYUCIUTEIBHBIX CETAX, Ha
(bu3MUECKOM U KaHAJIbHOM YPOBHSAX. MeTo1bI
UX HEUTpAIM3aliu.

OIIK-7

(K), (PK),
(T), JIP)

TexHoNOrnM MOCTPOCHUS JOKAIBHBIX CETEH.
Crangapte! IEEE 802.x. YnpaBnenue
JIOTUYECKUM KaHAJIOM, METOJI IOCTYTa K
paznensemoit cpene CSMA/CD. ®@opmatsl
kanpoB TexHonoruu Ethernet. CtannapTsl
¢usnueckoii cpeanl Texnonoruu Ethernet.
Metonuka pacueta cereit Ethernet.
Texnonoruu Token Ring, FDDI. UnTepdeiic
Berkley Sockets. BricokockopocTHbIe
texHozioruu nocrpoenus JIBC: 100VG-
AnyLan, Fast Ethernet, Gigabit Ethernet, 10
Gigabit Ethernet. Texnonorun VLAN.
VYrpo3sl 6e3onacHOCTH HH(POpMAIUH,
repe1aBaeMom B JIOKAJIbHBIX
BBIUMCIIUTENIBHBIX CETAX. MeTObl uxX
HEUTpaIU3aLAH.

OIIK-7,
TK-3,
TK-5

(K), (PK),
(T), JIP)

CereBoll ypOBEHb ITIOCTPOECHHUSI CETEN.
Mapuipyruzamus. CeTeBoi ypoBEHb
noctpoeHus ceteil. OyHKIUHN U UHTEPPEHCHI
ceTeBoro ypoBHs. CeTeBoll ypoBeHb Internet.
[Ipotokomnsl IPv4, IPv6, anpecanus B IP-
ceTsx. [IpoTokonel pa3pemieHus aapecos
ARP, RARP. Anroputmsl MapuIpyTu3anuy,
uX xapakTtepuctuka. [IpoTokomnst u
JIITOPUTMBI BHYTPEHHEN U MEKIOMEHHOU
mapupyruzanuu (RIP, OSPF, IGRP, NLSP,
EGP, BGP).

OIIK-7,
[IK-3

(K), (PK),
(T), JIP)

Bbe3zonacHocTth
CETEHE3aBUCUMBIX
YPOBHEU

TpaHcnopTHas MOACUCTEMA BEIYUCINUTEIbHBIX
ceredl. TpaHCIIOPTHBIN YPOBEHb ITOCTPOEHUS
cereil. TpaHcopTHBIE MPOTOKOJIBI B Internet:

[IK-3

(K), (PK),
(T), JIP)




TCP wu UDP. TpaHCnOpTHBIII YypOBEHb
MOCTPOEHHsSI CeTeid. YTpo3bl 0e30MacHOCTH U
cpeacTBa OpraHu3aluu 0€e301acHOro
MH()OPMAIIMOHHOTO B3aUMOJCUCTBUS B CETAX

TCP/IP.

YpoBeHb MIPUIIOKEHUH. VYnpasnenue
BBIYMCIIUTEIbHBIMU CETSIMHU.
[IpencraBuTenbCKuii ¥ NPUKIAJIHON YPOBHU
nocrpoenust cereit  OBM.  IIpoTokossl
MIPUKJIAIHOTO U IIPEICTaBUTENBCKOTO
ypoBHEH ceTu Internet. YmpasieHue cersimMu
OBM. @®yHKIMM MPOTOKOJIOB YIIPaBJICHUS
cerbto. Ilporokonsl ympasiaenuss SNMP u
CMIP. CereBble Ciyxk0bl U CpelncTBa
YIPABJICHMUS.

[1K-3

(K), (PK),
(T), JIP)

[IporpaMMHO-TEXHUYECKHE CPEACTBA 3aAIUTHI
BBIUMCIIUTENBHBIX ceTeil. CpencTBa KOHTPOJIS
BHemHero nepumerpa cetu. Cpexacrsa
KOHTPOJII JOCTylla K CETEBBIM CIIyXO0aMm.
CpenctBa aKTUBHOTO ayauTa
BBIYHCITUTEILHBIX cereil.
Kpunrorpadguueckue  cpeactBa  3amquThl
MHPOpPMAIIMM B  BBIYUCIHUTENBHBIX  CETSX.
Bupryanbsubie yactHble cetu. [Iporokon SSL.
CpencTBa NpOTUBOAEHCTBHS KOMIIbIOTEPHBIM
Bupycam. CpelcTBa OpraHH3alUdU JIOKHOTO
MHQOPMAIIMOHHOTO  pecypca B CETH.

Hcnonb3oBanue CpEACTB 3aIIUThI
nHpOpMalMK B BBIYMCIUTEIbHBIX CETSIX IS
o0ecnieuyeHus nH(}OPMALOHHON

0€301aCHOCTH HH(POPMALIMOHHBIX CUCTEM.

TK-3,
TK-5

(K), (PK),
(T), JIP)

CTpyKTYpa AMCUUIINHBI

OO01as TpyA0eMKOCTh AUCHHUIUINHBI COCTaBIseT 4 3a4eTHbIe equHuIb! (144 yaca)

Tabmanma 2
Bun pa6orsl TpynoeMKoCTb, 4Yachl
5 cemectp Bcero
OO0masi Tpy10eMKOCTh (B 32a4eTHBIX 144 144
eIMHUILIAX)
KonrakTHas pa6ora (B yacax): 90 90
Jlexyuu (J1) 30 30
Jlabopamopuwvie pabomut (JIP) 30 30
Ipaxmuyeckue 3anamus (113) 30 30
CamocTrosiTejibHasi padoTa (B yacax): 54 54
Kypcosoii npoekt (KIT)
Kypcosas pa6ota (KP)
CaMoCTOATEIbHOE N3YUYEHUE PA3/IEIIOB 54 54
IHoaroroBka u NpoxoxaeHue
NMPOMEKYTOYHOM aTTecTalluu
Bua npoMeKyTO4YHOM aTTeCTALMHU DK3amMeH DK3aMeH




Taonuua 3. JIeKUMOHHbBIE 3aHATUS

Ne i/

Tema

1.

OcHOBBI Opranu3anuy U (yHKIMOHUPOBAHUS BBIYMCIUTENbHBIX ceTel. Llenu u 3anaun
kypca. Coznep:xanue quciuIuinHel. Pekomenayemas nureparypa. [lonstue cetu OBM.
Oransl pazButus cereil. Kpurepuu kinaccuukanuy BBIYUCIUTEIbHBIX CETEH.
XapakTepUCTUKH BBIYUCIUTENBHBIX ceTeil. CpencTBa noctpoenus cereit OBM.
Jlornueckas u ¢pusznueckas crpykrypusanus cereir. Moaens ISO OSI. CranmapTHbie
CTEKH KOMMYHUKAIIMOHHBIX MPOTOKOJI0B. TexHonoruu obecrevyenus: 6€30nacHOCTH B
BBIUNCJIUTEIbHBIX CETSX.

PuU3MYECKUH U KaHAJIBHBIM YPOBEHb NIOCTpOEHUs ceTel. PU3MYECKUN ypPOBEHb
HOCTPOCHUS BEIUUCIIUTENBHBIX ceTel. CTaHnapThl kabenel, NCIoab3yeMBbIX JUIs
noctpoenus cereid. CTpyKTypupoBaHHas kaOenbHas cuctemMa. becpoBoHbIE CEeTH.
KaHanpHbIN ypOBEHb IOCTPOEHUS BBIUMCIUTEIBHBIX CETe. MeToabl oCTyIa K
pazzaensiemoit cpene. MeTopl KOMMyTaluu. YTpo3bl 0€30MaCHOCTH HHPOPMALINH,
nepeaaBaeMoi B BBIYMCIUTENbHBIX CETSIX, Ha (PU3NYECKOM U KaHAJIIbHOM YPOBHSIX.
MeTo1bl UX HEWTpaIU3alUu.

Texnonmoruu nocrpoenus JokanbHbix cereid. Crannaptsl IEEE 802.x. Ynpasnenue
JIOTHYECKUM KaHAJIOM, METOJ] 1ocTyma K pazaensemoii cpene CSMA/CD. @opmatsr
kanapoB TexHonoruu Ethernet. Ctannaptsl ¢pusnyeckoit cpennl TexHonoruu Ethernet.
Metoauka pacuera cereid Ethernet. Texnomoruun Token Ring, FDDI. UnTepdetic
Berkley Sockets. Bricokockopocthbie TexHomoruu noctpoenus JIBC: 4100VG-
AnyLan, Fast Ethernet, Gigabit Ethernet, 10 Gigabit Ethernet. Texnonorun VLAN.
Yrpo3bl 6e30nacHOCTH HHPOPMAIUH, TTepeIaBaeMOil B JIOKATbHBIX BIYHCIUTEIBHBIX
ceTsAX. MeTobl MX HEeHTpaJIn3aluu.

CereBoll ypoBEHb ITOCTPOEHHUs ceTell. Mapiipytusanusi. CeTeBoil ypOBEHb IIOCTPOCHUS
cereit. ®yHkIuK U HHTEpPEich cereBoro yposHs. CeTeBoii ypoBeHb Internet.
ITporoxomnel IPv4, IPv6, anpecanus B IP-cersx. IIpoTokomnsl paspemenus axpecos ARP,
RARP. Anroputmbl MapupyTH3aluu, UX XapakrepucTruka. [IpoTokobl 1 anropuTMbl
BHYTpeHHeH u MexxgoMeHHol mapuipyruzaiuu (RIP, OSPF, IGRP, NLSP, EGP, BGP).

TpancniopTHass NOJICHCTEMA BBIUMCIUTENBHBIX CeTed. TpaHCIOPTHBIM ypOBEHb
noctpoenus cereil. Tpancnoprasie npoTokossl B Internet: TCP u UDP. Tpancnioptablit
YPOBEHb IIOCTPOEHHUS CeTed. YTrpo3sl 0€30MacCHOCTH U CPEACTBA OpraHU3aluu
6e3omacHoro uHpopmarmonHoro B3auMo ieiictsus B cetax TCP/IP.

YpoBeHb NPUIOKEHHI. YTIPABICHUE BBIYUCIUTEIbHBIMU CeTSIMU. [IpencTaBuTenbCekuii
U TPUKIAAHONM YpOBHU mnocTpoeHus cered OBM. IIpoTokonsl NpHUKIAgHOTO U
IpeJICTaBUTENbcKOro ypoBHell cetu Internet. Ymopasnenue cersmu DBM. ®yHkiumn
IIPOTOKOJIOB ynpasiieHus1 ceTbto. [Iporokonsr ynpasinenus SNMP u CMIP. Ceresbie
CIIy>KObI M Cpe/ICTBA yIpPaBIEHUSI.

ITporpaMMHO-TEXHUYECKHE CpEACTBA 3aAIMTHl BBIUMCIMTENBHBIX ceTeil. Cpencrsa
KOHTpPOJISI BHEHIHEero mnepumerpa cetu. CpeacTBa KOHTPOJS JOCTYNAa K CETEBBIM
ciyx6am. CpeZicTBa aKTUBHOT'O ayIuTa BBIYMCIUTENbHBIX ceTell. Kpunrorpaduueckue
CpeICTBA 3aIlIMThl MH(OPMAIMM B BBIUKUCIUTENBHBIX CETSX. BuUpTyalbHble 4YacTHbIE
cetu. IIporokon SSL. CpexncrtBa mNpOTUBOAECUCTBHS KOMIBIOTEPHBIM BHPYCaM.
CpencTBa opraHu3aluy JI0)KHOT0 HHPOPMALIMOHHOTO pecypca B ceT. Mcnonb3oBanue
CpeACTB 3allluThl HH(GOPMAIMM B BBIYUCIUTEIBHBIX CETAX I OOecrneyeHus
nH(pOpMallMOHHON 6€3011acHOCTH WH(OPMALIMOHHBIX CHCTEM.

Tabmuua 4. JJabopaTopHble 3aHATHS

No

Tembl 1a00paTOPHBIX 3aHATUI




TeMmel

[a—y

AYJIUT BE3OITACHOCTHU ITPOTOKOJIA SNMP

2. AYJUT BE3OITACHOCTH ITPOTOKOJIA STP
3. BUPTYAJIbHBIE CETU IEEE 802.1Q
4. BA30BbIE MEXAHM3MbI BE3OITACHOCTU KOMMVYTATOPOB
S. BE3OITACHOCTBH HA OCHOBE TEXHOJIOI'MMM CET'MEHTAIIM TPA®UKA
6. BE3OITACHOCTBH HA OCHOBE ITPOTOKOJIA IEEE 802.1X
7. CIIMCKHM KOHTPOJIA AOCTVIIA ACL
8. KOHTPOJIb IOCTVIIA K KOMMVYTATOPY
9. HINPPOBAHUME KAHAJIA C NCIIOJIbB3OBAHUEM ITPOTOKOJIA WEP
10 MMN®POBAHUE BECITPOBOJHOI'O KAHAJIA WI-FI C UCIIOJIb3OBAHUEM
" | ITPOTOKOJIOB WPA, WPA-2
11 AYTEHTUOUKALIVA BECITPOBOAHBIX KIIMEHTOB HA OCHOBE YHETHBIX
" | BAIIMCEU TTOJIb3OBATEJIEN U AITITAPATHBIX AJIPECOB KOMITBIOTEPOB
12. | OBGHAPYXXEHUE ATAK JMCCOIIMAIINN C UCITOJIb3OBAHUEM OC LINUX
13. | ITIPOTOKOJI PPPOE
14. | TEXHOJIOI'MS NETWORK ADDRESS TRANSLATION (NAT)
15. | BUPTYAJIBHBIE HACTHBIE CETU VPN
16. | YTUJIMTA IPTABLES
17. | HU®POBBIE CEPTUOUKATDI
18. | CUCTEMA OFHAPYXEHMS BTOPXKEHUI SNORT
19. | TYHEJUIMPOBAHUE COEJMHEHWH C MCITOJIB30BAHUEM ITPOTOKOJIA SSL
20. | YIAJIEHHOE VIIPABJIEHUE I10 ITPOTOKOJIY SSH

Tabnuna 5. CamocTosTENIbHOE H3yYEHUE PA3/IEIOB JUCIUILTUHBI

Ne

pasaeiia BOl'lpOCbl, BBIHOCUMbIE€ HA CAMOCTOATEC/ILHOEC U3YUYCHHUE

OcHOBBI OpraHu3aniy 1 GyHKIMOHUPOBAHUS BBIYUCIUTENbHBIX ceTeil. Llenu u
3agaun Kypca. ComepxaHue TUCHUIUIMHBL. PekoMeHyeMas auTepaTypa.
[Tonsitue cetn DBM. Otansl pa3Butus cereil. Kpurepuu knaccuduxanum

2 BBIUHCIIUTEIBHBIX CETEH. XapaKTEpPUCTUKH BBIYMCIUTENBHBIX ceTeil. Cpencrsa
noctpoenus cereit OBM. Jlornueckas u pusnyeckas CTpyKTypU3aLus ceTei.
Mogens ISO OSI. CrannapTHble CTEKM KOMMYHUKALMOHHBIX IPOTOKOJIOB.
TexHonoruu obecriedeHrst 6€30MaCHOCTH B BBIYUCIUTEIbHBIX CETSX.

Pu3nUeCcKUil U KaHAIbHBIM YPOBEHBb NIOCTPOEHUs ceTel. PU3HYECKUN YPOBEHD
MOCTPOCHHUS BHIYUCITUTENBHBIX ceTei. CTaHaapThl kaOesel, NCIOoNb3yeMbIX IS
noctpoeHus ceteid. CTpykTypupoBaHHas kaOenbHas cuctema. becnpoBoHbIe

3 cetu. KaHanbHBIN ypOBEHB ITOCTPOEHNS BBIYUCIUTENBHBIX ceTe. MeTobl
JIOCTYTIA K pazenseMoit cpezie. MeToibl KOMMYTaluK. YTpo3bl 0€30M1acHOCTH
nH(popMalny, epeaaBaeMoi B BBIUNCIUTENbHBIX CETAX, Ha (PU3NUECKOM U
KaHAJILHOM YPOBHsIX. MeTOIbI UX HEUTPAIU3ALMH.




Texnonorun nocrpoenus JokanbHbix ceted. Crangaptsl IEEE 802.x.
VYipaBieHne JOrMu4ecKUM KaHaJoOM, METOJ IOCTYIIa K pa3zesieMoil cpese
CSMA/CD. ®opmatsl kaapoB TexHosoruu Ethernet. Ctannaptsl hpu3zndeckoit
cpensl TexHonoruu Ethernet. Metoauka pacuera cereii Ethernet. Texnonoruun
4 Token Ring, FDDI. UnaTepdeiic Berkley Sockets. BeicokockopocTHbIe
texnosoruu nocrpoenus JIBC: 4100VG-AnyLan, Fast Ethernet, Gigabit
Ethernet, 10 Gigabit Ethernet. Texanomorun VLAN. Yrpo3sl 6e301acHOCTH
uHpOpMaLnH, epeaBacMoi B IOKAJIbHBIX BHIUMCIUTENBHBIX CeTAX. MeTobl
WX HeHTpaJu3aluu.

CereBoll ypoBeHb ITOCTpoeHUsI ceTell. Mapuipytusanus. CeTeBoil ypoBEHb
nocTpoeHus cereid. yHKIMU U UHTEPGENCHI ceTeBoro ypoBHs. CeTeBoit
ypoBens Internet. [Ipotokosnsl [Pv4, IPv6, agpecanus B [P-cetsix. [IpoTokoiib
paspemuienus agpecoB ARP, RARP. AnroputMbsl MapuipyTu3amnuu, ux
XapakTepuCcTUKa. IIpOTOKOIBI M aNTrOPUTMBI BHYTPEHHEH U MEXJIOMEHHOU
mapurpyrusanuu (RIP, OSPF, IGRP, NLSP, EGP, BGP).

TpancniopTHas MOJACHCTEMA BBIYMCIUTENBHBIX CeTe. TpaHCIOPTHBIA ypOBEHb
noctpoeHus ceredd. TpancnoprtHbele mnpotokonsl B Internet: TCP u UDP.
6 TpaHcnOpTHBIN ypOBEHb MOCTPOCHUS CeTel. YTPO3bl 0€3011aCHOCTH U CPEACTBA
opraHu3anuy 0e30MacHoro WHGOPMAIMOHHOTO B3aUMOJICHCTBUS B CETSX
TCP/IP.

VYpoBeHb  NPWIOKEHHUH.  YNPAaBICHUE  BBIYUCIUTEIbHBIMU  CETSIMM.
[IpencraBuUTeIbCKMIT W NPUKIAJHOM YpPOBHHM mocTpoeHus ceteit OBM.
ITpoTOKOJIBI NPUKIAZHOTO M IPEACTABUTENBCKOrO ypoBHeH certu Internet.
Viopasnenue cerasmu OBM. ®DyHKUIHMHM NPOTOKOJIOB YIpPaBIEHUS CETHIO.
[Tporokoner ympaBiaenuss SNMP u CMIP. CeteBbie ciyxObl U cpeacTBa
YIPaBJICHUS.

[TporpaMMHO-TEXHUYECKHE CPEICTBA 3AIUUTHl  BBIYHUCIUTENBHBIX  CETEH.
CpencTBa KOHTpOJIA BHEIIHEro nepumerpa cetd. CpencTBa KOHTPOJI AOCTyIa
K ceTeBbIM ciyx0am. CpelcTBa aKTHBHOTO ayAMTa BBIUMCIUTENBHBIX CETEH.
Kpunrorpadguueckue cpencrsa 3amuThl HH(GOPMALMKM B BBIYMCIUTENBHBIX
8 ceTsax. Bupryansnele yactHele cetd. IIporoxon  SSL.  Cpencrsa
IIPOTUBOAECHUCTBUS KOMIIBIOTEPHBIM BHpycaM. CpesicTBa OpraHu3aluy JOKHOTO
MHPOPMALIMOHHOTO pecypca B ceTH. lcnonp3oBaHHWE CpPEACTB  3allUThI
nH(pOpMallK B BBIYUCIUTEIBHBIX CETAX ISl oOecriedeHus] NH(POpMallMOHHOM
0€301aCcHOCTH UH(POPMALIMOHHBIX CUCTEM.

5. OHEHOYHBIE MATEPHAJIBI Ui TEKYIIET'O U PYBEXHOI'O
KOHTPOJISI YCIEBAEMOCTHU U TIPOMEXKXYTOYHOM ATTECTAIIUA

@opMBI  KOHTPOJI TEKYIIUX, PYOESKHBIX M MPOMEXKYTOUHBIX 3HAHUH CTYIEHTOB IIO
JTUCIUIIMHE OTIPEETISIOTCS B COOTBETCTBUU C YUEOHBIM IJIAaHOM 00pa30BaTEeIbHON MPOTrpaMMBbl U B
COOTBETCTBUM C JeicTBytomuM [lomoxkeHneM o OalbHO-PEUTUHIOBONH CHCTEME OLIEHKHU
ycneBaeMmocTtu ctyneHToB KbI'Y.

Ot oOyuaronuxcsi TpeOyeTcs IOCEUICHUE 3aHATHH, BBINOJIHEHUE JIaOOPaTOPHBIX padoT,
3HAKOMCTBO C PEKOMEH/I0BaHHOM JIUTEPATYpPOU.

[Tpu arrecTanu 00yJaroIMXCsl OIIEHUBAETCS Ka4eCTBO pabOThI Ha 3aHATUSAX (YMEHHE BECTH
JUCKYCCHIO, CITIOCOOHOCTh YE€TKO M EMKO (POpPMYJIMpPOBaTH CBOM MBICIIH), YPOBEHb MOJITOTOBKU K
CaMOCTOSITENILHOM JIeSTeNIbHOCTH, KA4eCTBO BBITIONHEHUS 3aJaHui (MIpe3eHTaluid, IOKJIaI0B,
BBITIOJTHEHHE JTA0OPATOPHBIX padOT | JIp.).

KoneunbiMu  pe3ynbTaTamMu  OCBOGHHMS ~ HPOTrpaMMbl  JUCHMIUIMHBI  SIBJISIFOTCS
c(OpMUPOBAHHBIE KOTHUTHUBHBIE JECKPUITOPHI «3HATH», «YMETb», «BIAJIETh», PAaCHUCAHHbIE IO
OTAENbHBIM KoMIeTeHIusM. DopMupoBaHuEe 3TUX JECKPUIITOPOB MPOUCXOAUT B TEUEHHE BCETO
ceMecTpa 10 dTarnaM B paMKax pa3JIMYHOro BUJa 3aHATHI U CaMOCTOSITENIbHOM paboTHI.
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5.1. OneHoYHbIe MATEPHUAJIBI JAJISl TEKYIEr0 KOHTPOJIS.

Lenp TEKymIero KOHTPOJISA — OLIEHKA pPE3yJlbTaToB padOThl B CeMecTpe M oOecredeHue
CBOEBPEMEHHOI 00paTHOU CBs3U, AN KOPpPEKUUU OOyuYeHUs, aKTUBU3ALUU CaMOCTOSTENbHOM
pabotel oOyuaromerocs. OOBEKTOM TEKYIIETO KOHTPOJIS SBISIOTCS KOHKPETH3MPOBAHHBIC
pe3ynbTaThl 00y4YeHus (yueOHbIC TOCTHUKEHUS ) TI0 TUCIUTIIINHE.

Tekymmii KOHTPOJb YCIIEBAEMOCTH OOECIEYMBAET OLEHUBAHWE XOJa OCBOCHHUS
JTUCIUIUIMHBI, OIEHKAa KayecTBa IOJArOTOBKM Ha OCHOBAHWU BBINIOJHEHHBIX 3aJaHUM BeaeTcs
npenoaaBarenieM (¢ 00CyKIeHUEM Pe3yIbTaToOB), OaJLIbI

Kpurepun ¢popmupoBanusi oueHOK (OLleHUBAHUS) YCTHOTO ONpoca

VYCTHBIN ompoc SABISIETCS OJHUM U3 OCHOBHBIX CHOCOOOB yuéTa 3HAHUN 00YYaromerocs o

JUCHUITIINHC. P aSBépHYTBIfI OTBCT [JOJDKCH IIPCACTABJIATH coboi CBJA3HOC, JIOTHUYCCKU
OoCJICA0BATCIBHOC COO6H.I€HI/IG Ha 3aJaHHyO TEMY, IIOKa3biBaTb C€ro YMCHUC NPUMCHATH
OIIpCACIICHUA.

B pesymprate ycTHOrO ompoca 3HaHHS, OOYYAIOIIETOCS OICHUBAIOTCS IIO CIIETYIOIICH
IIKaje:

3 0anna 2 baJ1a 1 6aj1a 0 6a)u10B
CTaBHTCS, €CIIU | CTaBHTCH, €CII | CTaBHTCH, €CIli | CTaBHTCH, eciu
oOyJatromuiics: oOyJarouiics nmaér | oOydaromuiics oOyJaromnuiics
1) MOJIHO H3IIaraeT | OTBET, 0oOHapyXHBaeT 3HaHWE U | OOHAPYKUBAET
U3Y4YEHHBIA  MaTepuall, | YAOBJICTBOPSIOIIUNA TEM | IOHUMAaHUE OCHOBHBIX | HE3HAHHE Oounpmiei
Jaét MPaBWILHOE | e TPeOOBaHMSIM, YTO M | MOJIOKECHUH JJAaHHOW | 4acTu
OIpeieIeHHOE s Oamna  «l», HO | TeMsl, HO: COOTBETCTBYIOILETO
SKOHOMHUYECKUX nmorryckaeT 1-2 ommbkwm, | 1) H3J1araeT pasnena H3y4aeMoro
TOHSITHIA; KOTOpbIE cam JKe | MaTepuajl HEMoJIHO | | Marepuana, JOIyCcKaeT
2) oOHapyXWBaeT | UcTipaBisier, W  1-2 | HOMyCcKaeT HETOYHOCTH | OIMIUOKHU B
NOHUMaHuEe MaTepHuana, | Helouyéra B|B omnpenesneHny | GOpMyIUPOBKE.

MOKET 000OCHOBaTh CBOM | TIOCIICAOBATEIBHOCTH W | MOHATHIA;

CYXJIEHUsI, TPHUMEHHUTD | SI3BIKOBOM OQOPMIICHUU | 2) HE yMeeT
3HaHUS Ha MPAKTHKE, | U3J1araeMoro. JIOCTaTOYHO TIIyOOKO H
MPUBECTH HEOOXOMMBbIC JIOKA3aTeIbHO

NpUMepbl HE TOJNBKO TO 000CHOBATh CBOH
yueOHUKY, HO u CYXJIEHUS W NPUBECTH
CaMOCTOSITETILHO CBOM IIPUMEPBHI;
COCTaBJICHHBIE; 3) u3Jaraet

3) n3jaraer MaTepHuai

MarepHal HETIOCJIEI0BATEIbHO |
[10CJIEJ0BATENBLHO 17§ JIOITyCKaeT OIIMOKU B
IMpaBUJIIBHO C TOYKH S3BIKOBOM O(l)OpMJ]eHI/II/I
3peHHus HOPM M3J1araeMoro.
JINTEPATYPHOTO SA3BIKA.

bambr «1», «2», «3» MOTYT CTaBUTHCS HE TOJBKO 3a €IMHOBPEMEHHBIA OTBET, HO M 3a
paccpeioTOYeHHbI BO BPEMEHHU, T.€. 32 CyMMY OTBETOB, JaHHBIX Ha MPOTSHKEHUM 3aHATHUS.
HAYUCISIIOTCST B 3aBUCHMOCTH OT CJIIOKHOCTH 3aJaHMUS.

5.2, OuneHoYHBbIe MaTepUAJIbI VIS CAMOCTOATEIBLHOH padoThl 00yuaroerocs
(TunoBbIe 32/1a4n) (MPY HAJTMYMH)

Pabouas mporpamma mpenycMaTpuBaeT MpoBeieHNE TEKIIMOHHBIX, JTA00PaTOPHBIX 3aHATHH,
a Tak)Ke CaMOCTOSTENbHYI padory oOydarommuxcsi. B ®I'BOY BO «KabapauHo-bankapckmii
TOCY/IapCTBEHHBI YHUBEPCUTET» JCUCTBYET Oa/TbHO-PEHTHUHTOBAs CUCTEMa OIICHKH Y4eOHBIX
JOCTIDKEHUH, 00ydJarommxcsi Mo 00pa3oBaTeNbHBIM IMPOrpaMMaM, pPEaM3yeMbIM Ha OCHOBaHHHU
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(denepanabHBIX TOCYIapCTBEHHBIX 00pa30BaTEeNbHBIX CTaHAApTOB. bayibHO-pedTHHTOBas cucTeMa
OLICHKM 3HAaHUW SBJISIETCS OJHOM W3 COCTaBIAIOIIMX CHCTEMBI YOPAaBJICHUS KadeCTBOM
00pa30BaTeNbHOM 1€ATENbHOCTH B YHUBEPCUTETE.

—

= o

23.
24.
25.

HpI/IMepHBIﬁ MepPeICHb BONIPOCOB HA KOJIJIOKBUYM 110 TEMaM JUCHUIIJIMHBI

Konuemnus nadopmMaioHHoi 6e30macHOCTH.

OCHOBBI 5KOHOMHYECKOH 6€301aCHOCTH MPEATNPUHUMATEILCKON e TETbHOCTH.

AHan3 3aKOHOJATENFHBIX aKTOB 00 oXpaHe WH(MOPMAIMOHHBIX PECYpPCOB OTKPBHITOTO
J0CTYyTIA.

AHan3 3aKOHOJATEIbHBIX AaKTOB O 3allUTe WHPOPMALMOHHBIX PECYpCOB OTPaHUYEHHOTO
J0CTYyTIA.

CooTHolleHHe TOHATUI: MH(POPMALMOHHBIE peCcypchl, WH(OPMAIMOHHBIE CHCTEMBl U
nH(popManmoHHas 6€30MacHOCTb.

Wudpopmannonnass Oe3onacHoCcTh (IO MaTepuanaMm  3apyOEKHbIX HCTOYHUKOB U
JUTEPaTypPhl).

[TpaBoBBIE OCHOBBI 3aIIUTHl KOH(PHUICHINATHHON HH(OPMAIIHH.

DKOHOMHYECKHE OCHOBBI 3aIIUTHI KOH(PUICHIINATBHON HHPOpMAIIHK.

OpraHu3anroHHbIE OCHOBBI 3aIIUTHI KOH(PHICHIINATHLHON HH()OPMAIIH.

. CprKTypa, COACPIKAHUEC W MCETOAMKA COCTABJICHUA IICPCUHIA CBCHGHHﬁ, OTHOCAIINXCA K

IIPEANPUHUMATEIBCKON TallHE.

. Konuenmus nadopmaronHoit 6e30nacHocTy.

. OcHOBHBIE BU/IBI YTPO3 HH(OPMAIIMOHHBIM pecypcam

. OcobeHnHocTH Yrpo3 KOH(PHUIEHIIUAIBHON HHPOPMAIIHH

. [IpyurHBI BOSHUKHOBEHHUS YIPO3 YTPAThI WA YTEUYKH KOHGUACHIMATBFHON HH(pOpMaIum

. ITpruurHbBI BO3HUKHOBEHUS KaHAJIOB HECAHKIIMOHUPOBAHHOTO JIOCTYIa K MHPOpMaLUU

. Knnaccugukanus Bu1oB KaHaJI0B HECAHKIIMOHUPOBAHHOTO JOCTYNA K HH(OpMAIHH

. TexHu4eckue KaHajbl HECAHKLIMOHUPOBAHHOI'O AOCTYNA K HH(pOpMAIUU

. JleranbHble ¥ HeNEraJbHbIe METO/IbI 0OECIIEUeHM I IEHCTBUS KaHAJIOB YTeUKH UH(pOpMaluu
. OcobGeHHOCTH yrpo3 aBTOMAaTU3UPOBAHHBIM HH(POPMALIMOHHBIM CHCTEMaM

. Knnaccugukanus ynaneHHbIX aTak

. OCHOBHBIE HalnpaBJIeHUs IPaBOBOH 3alUTHl HH(OpMaIH

. CxeMa KaHaJlOB BO3MOXKHOW YTpaThl KOH(QUICHIHAIBbHOM MHGpOpMaNuU, HaxXoAsIlencs B

KOMITBIOTEPE, TOKATBbHOM CETH

Crenenb OMacHOCTH KaHaoOB yTeuku uHpopmaruu B JIBC.

DneMEeHTHI TPOrPaMMHO-TEXHHUECKOH 3alIUThl HHPOPMAIIMOHHBIX PECYPCOB
TexHuveckue cpencTna 3auThl MHPOpMaIMK TPU MPOBEICHUH BEOUHAPOB.

OO0pa3upbl TeCTOBBIX 32 IaHMI

1. I/IH(I)OpMaL[I/ISI, 3a(I)I/IKCI/IpOBaHHa}I Ha MaTCpUaJIbHOM HOCHUTCIIC, C PCKBU3HUTAMU,
ITO3BOIOIIUMHU €€ I/IJIGHTI/I(l)I/IIII/IPOBaTB, Ha3bIBACTCA

a) JOCTOBEPHOM

b) koHpUACHIMATHHON
C) JOKYMEHTHPOBAaHHOU
d) xommepueckoil TaltHOM

2. Tlo moctynHocTy MHPOPMAIUS KIaCCUPHUIUPYETCS Ha

a) OTKPBITYIO HH(OPMAITHIO U TOCYTAPCTBEHHYIO TalHY

b) xoHpuaeHIMANBHYIO HH(OPMAIHIO U HHPOPMALIUIO CBOOOTHOTO AOCTYMA

¢) wuH(MOPMAIUIO C OTPAHUYEHHBIM JIOCTYIIOM U OOIIEIOCTYITHYI0 HH(POPMAIIHIO
d) BuaBl HHPOPMALIUY, YKa3aHHBIE B OCTAIBHBIX IMYHKTaX
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3. K koHdpunennuanbHoi HHGOPMAITUN OTHOCITCSA JOKYMEHTHBI, COAEpIKalIIHe
a) wH(bOpMAIHIO O TpaXKaaHaX
b) 3akoHOHATEIIHHBIC AKTHI
c) "Hoy-xay"
d) cBemeHuUs 0 30JI0TOM 3arace CTPaHbl
4. be3onacHoCTh HH(MOPMAITUY -
a) TPOLECC CO3/IaHUs M UCTIOIb30BAHUS B aBTOMATU3UPOBAHHBIX CUCTEMaX CIEIIHATIbHBIX
MEXaHHU3MOB, MOJIEP>KUBAIOIIUX YCTAHOBJICHHBIN CTATyC €€ 3allUIICHHOCTH
b) mopnepkaHue Ha 3aJaHHOM YPOBHE T€X MapaMEeTPOB HAXOAIIEHCS B
aBTOMATHU3UPOBAHHON cUCTEME HH(OPMALINU, KOTOPbIE XapaKTePU3yIOT YCTAaHOBIECHHBIN
CTaTyc ee XpaHeHus, 00pabOTKH U HCIIOIb30BAHHS
C) COOBITUS WM JEHCTBUS, KOTOPbIE MOTYT BhI3BaTh HapylleHUe (yHKIIMOHUPOBAHUS
ABTOMATH3UPOBAHHOMN CUCTEMBI, CBS3aHHOE C YHHUTOXCHUEM HITU
HECaHKIIMOHUPOBAHHBIM HCIOJIb30BaHUEM 00pabaThiBaeMoil B Hell nH(popMauu
d) cocrosiHHe 3aMIIEHHOCTH MHPOPMAILIMU XpaHUMast U oOpabaTbiBacMas B
ABTOMATU3UPOBAHHON CUCTEME, OT HETaTUBHOT'O BO3/ICHCTBUS HA HEE C TOYKU 3PEHUS
HapylmeHus ee PU3NUECKON U JIOTHIECKOH ETOCTHOCTH WIIM HECAHKIIMOHUPOBAHHOTO
JocTyma
5. 3anperieHo OTHOCUTH K MHPOPMAMU OrPaHUYEHHOI'0 JOCTYIIa
a) HMHQOPMAIUIO O YPE3BBIYANHBIX CUTYAIIUSIX
b) wHbOpMALHIO O NEATEITHPHOCTH OPTaHOB TOCYIAPCTBEHHOM BJIACTH
C) JIOKYMEHTHI OTKPBITBIX apXUBOB U OMOIMOTEK
d) Bce, mepeunciieHHOE B OCTABHBIX IMyHKTAX

5.3. ®opmbl U coepxaHne PyOe:KHOT0 KOHTPOJIS

PyOexHblii ¥  OPOMEXKYTOUHBIH  KOHTPOJIb  OCBOCHHS  CTYACHTOM  JAMCIMILIUHBI
OCYIIECTBIISIETCSI B paMKax OaulbHO-peUTHHrOBOM cucteMbl. Pacnpenenenue 0amioB B
COOTBETCTBUU ¢ neiicTByromuM [lonokeHnem o OalIbHO-PEHTHHTOBOM CHCTEME OICHKHU
ycneBaemoctu ctynentoB KbI'Y npuseaeno B tadmuie 7.

Tabnuua 7
Pacrnipenienenne 6ajisioB B COOTBETCTBUU ¢ AeHcTBYIOHIMM [lonoxeHnem o 0amibHO-pEUTHHIOBOM
CHUCTEME
Ne peiitunrosoit | KomnokBuym | JIa6.npaktukym | Ilocemaemocts | TectupoBanue | Mtoro
TOUYKHU
1 7 8 3 5 23
2 7 8 3 5 23
3 7 8 4 5 24
Tabmumna 8
Kpurepun onenkn
Bun meponpustus Kpurepuu oneHku Basel
KonnokBuym (ycTHbII - SICHOCTb, YETKOCTh U JOKA3aTEIbHOCTh 0-21 6ann
OTIPOC TI0 TEME) U3JI0’KEHUSI OTBETOB Ha BOIIPOCHI;
- BJIaZICHHE CIIEUAIbHBIMU TEPMUHAMU;
- CHCTEMHOCTb 3HAHMM 110 TEMATHKE
JlaGopaTopHoe 3aHsTHE - MTOHUMAaHUE MEJIU U 3a/1a49 padOThI 0-24 6amma
- BBITIOJIHEHUE 3aJaHMid U 00paboTKa
pe3yNIbTaToB
- OTYET U 3aIIuTa JAabopaTOpHOH pabOTHI
KomnrerorepHoe Pesynbrarhl TECTUPOBAaHUS 0-15 6annos
TECTUPOBAHUE 110 (KonnuectBo 6aminoB = 5*¢, ¢ - 1ond
paszzenaM AUCLUIIINHBI MIPaBIJIBHO OTBEYEHHBIX TECTOB 110 TEME).
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[Tocemenne 3aHATHIA [Tpu G6omnee 3 mponyckax 0e3 yBaKUTEITbHON 0-10 6amnoB

MPUYUHBI 3aHATUH aHHYJIUPYIOTCS OaJlIbI

DK3aMeH SICHOCTB, YETKOCTh M JO0KA3aTeJIbHOCTh 0-30 6asuIoB

W3JI0KEHUSI OTBETOB HA BOIIPOCHI;
- BJIQJICHHUE CIICIMAILHBIMU TEPMUHAMHU;
- CHCTEMHOCTD 3HAHUH 10 TEMATHKE
JUACILUIUIMHEIL B LIEJIOM

Hrorosas onenka 0-100 6ayutoB

Bonpockl, BbIHOCHMBIE Ha 3K3aMeH (KoHTpoJupyemble komnerenuun OIIK-7, IIK-3, I1IK-5)

e Al

23.

24.
25.
26.
27.
28.
29.
30.
31.

32.
33.
34.
35.
36.
37.

[TonsiTre 1 KIaccU(pUKAIUS aTaK HA KOMITBIOTEPHBIC CETH.

OcHOBHBIE THIIBI ceTeBBIX aTak. Cpe/cTBa peau3aliy aTax.

MexaHu3MbI TUTIOBBIX aTaK, OCHOBAHHBIX HA YSI3BUMOCTSIX CETEBBIX ITPOTOKOJIOB.
ATaku Ha ceTeBble CIYKObl. ATaKU C UCTIOJIB30BAHUEM MPOMEKYTOUHBIX Y3JIOB  TEPPUTOPHUH.
TexHonmoruu 0OHAPYKEHHUSI KOMITBIOTEPHBIX aTaK U UX BO3MOXKHOCTH.

[IpsiMble 1 KOCBEHHBIE IPU3HAKK aTaK. MeTO Ikl OOHAPYKEHUS aTak.

TpeboBanus, npenbssisiembie K COA. CranmapTu3anus B 00JIaCTH OOHApY>KSHHUS aTak.
Crtpareruu u cpecTBa MEKCETEBOI0 YKPAHUPOBAHUS.

Co3zanue 3alMIIeHHBIX CETMEHTOB IPU padoTe B ceTu MHTEpHET C UCTIOIB30BAHHEM
MEKCETEBBIX SKPaHOB.

TpeboBanust pykooasmux gokymeHToB @CTOK Poccun k MexceTeBbIM SKpaHaM.

. 0630p nokymentoB RFC, perinaMeHTUPYIOMINX HCIIONIb30BAHHE MEKCETEBBIX IKPAHOB.
. Tunsl MexkceTeBbIX SKpaHOB. CXEMbI MEKCETCBOTO SKPAHUPOBAHUSI.

. ©@unbtpanus naketoB. Kputepuu u npaBuia QUiIbTpaluu.

. Peanm3anus nakeTHsIx GribTpoB. [ToHATHE NeMIIMTAPH30BAaHHON 30HBI.

. Opranuzanus y3/i10B /Ui OTBJICYEHUS] BHUMAHUS 3JI0yMBIIIIJICHHUKA.

. OcobenHocTH (GUIBTPALIMU PA3IUYHBIX TUIIOB TpaduKa.

1031 NPUKITATHOTO YPOBHS.

. Kontpons HTTP-Tpaduxa u 31eKTpOHHON MOYTHI.

. bezonacHoCTh Ha MEPBOM CETEBOM YPOBHE.

. be3zonacHocTs ctanaapra 802.11.

. be3zonacnocts cranmapra 802.15.

. besomacnocth cranaapra 802.16 u 4acTHBIX KaHATIOB OECIPOBOIHOM Mepeaayu JaHHBIX Ha

BBICOKHX YacTOTaXx.

be3onacHOCTh CITyTHUKOBOM NEpeJauy JaHHBIX OT IepexBaTa U HECAaHKIIMOHUPOBAHHOIO
J0CTyTA.

Onepanuu u 6e3onacHocts SSH.

Omneparuu u 6e3onacHocts SSL/TLS.

Onepanuu u 6e3onacHocts [PSec.

[TapameTprl 6€30MaCHOCTH, MPOTOKOJIBI ¥ PEXKUMBI (PYHKIIMOHUPOBAHHUS.

Br16op mudpoB 1 UMIIEMEHTAIUH.

[Iporokonsl ayrentuduxanuu: RADIUS, TACACS+ u Kerberos.

Br16op HeoOxoauMoi nmrieMeHTaun. Y si3Bumoctu Kerberos 4.

Crangapt ayrentudukanuu 802.1X U THUIBI paCIIMPSIEMOro IPOTOKOJIA Ay TeHTHU(PUKAIUU
(EAP).

VY 13BUMOCTH OTAEIbHBIX TUIIOB EAP

OO111e cBeIeHUs 0 TEXHOJIOTMH TEPMUHAIBHOTO I0CTYTIA.

3agaum, pemaembie VPN. TynnenupoBanue B VPN.

3amura JaHHBIX Ha KAHAJIBHOM YPOBHE.

Opranuszanus VPN cpenctamu npotokoia PPTP.

3amura 1aHHbIX Ha ceTeBoM ypoBHe. [Ipotokon SKIP.
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38. IIporokon IPSec. 3amuTa Ha TPaHCTIOPTHOM YPOBHE.

39. Hactpoiika SSL-coegunenus. Opranuzanusa VPN npukinagHoro ypoBHsi.

40. 3amumieHHbId 0OMEH IEKTPOHHON MTOYTOM.

41. Cnyx6a xatanoroB LDAP.

42. Cucrema e¢IMHOr0 BXOJIa B CETh Ha OCHOBE MpoTokoiia Kerberos.

43. Co3gaHue eIMHOTO MPOCTPAHCTBA Oe30omacHoCTH Ha 6aze Active Directory.

44. 3ammuTa cpenctBaMu (HaliJIOBBIX CHCTEM.

45. HopMaTHBHO-TIPAaBOBBIC H OPTaHU3aIMOHHBIC OCHOBHI POBEICHUS ayIUTa OC30MACHOCTH
KOMITBIOTEPHBIX CHCTEM.

46. MexIyHapOoIHbIE, TOCYJapPCTBCHHBIC U BEJIOMCTBEHHBIC CTAHIAPTHl M PEKOMEHIAINU B
obnactu nHOOPMAIMOHHOM 0€30ITaCHOCTH.

47. BbIsBICHHE U MOCTPOCHUE CXEMbI HH(OPMAIIMOHHBIX TOTOKOB 3alUIAeMON HH()OPMAIIH.

48. CereBoil MOHUTOPUHI HAa OCHOBE MCIOIb30BaHUs MexaHu3mMa WMI u nporokonos ICMP,
SNMP u CDP.

49. IlpuMeHeHHe CUCTeM aBTOMATH3UPOBAHHOTO IIOCTPOCHHS CXEMBI CETH.

50. CpencTBa v METOIbI BBISIBJICHHS YSI3BUMOCTEH B IPOTPAMMHOM 00ECIICUCHUH Y3JI0B
KOMIIBIOTEPHOM CETH.

51. IlpuMeHeHHE CPEACTB aHAIN3a 3AIIUIICHHOCTH CEPBEPOB MPHIIOKEHHIMA.

52. OueHka pucka OOHApPYKEHHBIX YSI3BUMOCTEH.

53. CocraBieHHe PEKOMEHIAINI [0 YCTPAHEHUIO OOHAPYKEHHBIX YSI3BHMOCTEH.

54. Hanucanue u popmaT otyeTa 00 ayauTe 0€301aCHOCTH.

55. IlpuMeHeHHE CpeACTB aBTOMATH3AIMHA KOMILICKCHOTO ayAuTa HH()OPMAIMOHHOM
0€30MacCHOCTH.

56. Ctpykrypa 1 (yHKIIMH KOMIUIEKCHBIX SKCIIEPTHBIX CUCTEM ayUTa OC30MAaCHOCTH.

57. Yder cTpyKTyphl alnapaTHO-IIPOrPaMMHEBIX CPEICTB 00beKTa HH(GOPMATH3AIIUH.

58. IIpeumymiecTBa U HEJOCTATKH UCIIOJIB30BAHUS ABTOMATH3UPOBAHHBIX CHCTEM MTPOBEPKH
0€30MacCHOCTH.

KonTpoJs KypcoBbIx pador

KypcoBble paboTbl HE IPEYCMOTPEHBI

Kpurtepuu ¢popMupoBanus 0eHOK M0 MPOMEKYTOYHOI aTTecTallNu

Ouenka «omauunon— om 91 0o 100 6ann106 — TeOpeTNIECKOE COJEPIKAHNE KypCa OCBOEHO
MOJIHOCTBIO, 0€3 MPOo0esIoB, HEOOXOAUMBbIE MPAKTUYECKUE HABBIKK PaOOThI C OCBOEHHBIM
MatepuaioM chopmupoBaHsl. Bee nmpeaycMoTpeHHbIe TporpaMMoi 00y4ueHus yaeOHbIe 3 aHus
BBITIOJTHEHBI, KAYECTBO MX BHITIOTHEHHS OIEHEHO YHCIOM OalioB, OM3KUM K MakcuMainbHOMY. Ha
9K3aMeHEe CTYJCHT AEMOHCTPHPYET IITyOOKHE 3HAHUS MPEyCMOTPEHHOTO MPOrpaMMOii MaTepuaia,
yMEeT YEeTKO, JTAKOHUYHO U JIOTHYECKH MOCIeI0BATEIFHO OTBEYATh HA TTOCTABICHHBIE BOTIPOCHI.

Ouyenka «xopouto» — om 81 00 90 6annoe — TeopeTUIECKOE CoJIep)KaHNE Kypca OCBOEHO,
HEOOXOUMBIC TPAKTUYECKHUE HABBIKK Pa0OTHI CPOPMUPOBAHBI, BHITIOJTHEHHbBIE YIEOHbIE 3a/1aHUS
coJiepKaT He3HaunTeNbHbIe OIMMOKY. Ha sx3aMeHe CTyZeHT JeMOHCTPHUPYET TBEPAOE 3HAHHS
OCHOBHOTO (IIPOrpaMMHOTI0) MaTepHaia, yMeeT 4eTKO, IPaMOTHO, 0€3 CYIIECTBEHHBIX HETOUHOCTEH
0TBEYATh Ha IMOCTABJICHHBIE BOTIPOCHI.

Ouenka «yooenemeopumenvno» — om 61 0o 80 6annoe — TEOpPEeTUUECKOE COJAEPKAHUE
Kypca OCBOCHO HE IOJHOCTHIO, HEOOXOIMMBIE MPAKTHUYECKUE HABBIKM PaOOTHI CHOPMHPOBAHBI
YaCTUYHO, BBINIOJHEHHbIE Y4eOHbIE 3aJaHus cofepkar rpyOble ommOku. Ha sk3ameHe CTyaeHT
JEMOHCTPUPYET 3HAHWE TOJHKO OCHOBHOTO MaTepHaia, OTBETHI COAEP)KAaT HETOYHOCTH, CIIado
apryMEeHTHPOBAHbI, HAPYIIIEHA MOCIEI0BATEIbHOCTh H3JI0KEHHS MaTepHraa

Ouyenka «neyooeiemeopumenvno» — om 36 0o 60 6annoe — T€OPETUIECKOE CONIEPKAHUE
Kypca HE OCBOCHO, HEOOXOAWMBIE TPAKTUUYECKUE HaBBIKM paboTbl He chopMUpOBaHHI,
BBIMIOJTHEHHBIE Y4eOHBIEC 3aJlaHUs COJEepKaT rpyOble OMIMOKH, AOMOJHUTENbHAsS CAMOCTOATEIbHAs
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paboTa HaJ MaTrepualioM Kypca HE TpHUBENET K CYIIECTBEHHOMY IMOBBIIICHUIO KadecTBa
BBITMIOJTHEHUST y4eOHBIX 3aJaHuid. Ha sk3aMeHe CTYIeHT JeMOHCTpPHUpPYET HE3HAHHWE 3HAYUTEIbHOU
9YacTH MPOTPAMMHOTO MaTrepualia, CYIICCTBCHHBbIC OIIMOKM B OTBETAaX HAa BOIPOCH], HEYMEHHUE
OpPUEHTUPOBATHCS B MaTepualie, HE3HAHNUE OCHOBHBIX MOHSATUHN JAUCHUTUIHHEIL.

MeTtoauyeckue peKOMEeHAalMH A5 MMOAT0TOBKH K K3aMEHY

Ok3amMeH B 8-M cemecTpe sBiseTcss (OpMOl HTOrOBOTO KOHTPOJS 3HAHUNH M yMEHHM
CTYACHTOB IO JaHHON AMCLUIUIMHE, MOJIyYEHHBIX Ha JIEKUUSAX, Ja00OpaTOpHBIX 3aHATUSAX U B
IpolLecce caMOCTOsTENbHON paboTel. K 3\9Kk3aMeHy HOMycKaroTCs CTYAEHTHI, HAOpaBIllue HE MEHee
36 6auI0B IO MTOraM TEKYILLEro M IMPOMEXYTOYHOTO KOHTpois. Ha sk3aMeHe CTylIeHT MOXeT
Habpatb ot 15 1o 30 6amos.

B nepuon mnoArotoBkM K 3K3aMEHY CTYIEHTbl BHOBb OOpallaloTcs K y4eOHO-
METOMYECKOMY MaTepUally U 3aKpeIUIsAiOT IPOMEKYTOUHbIE 3HAHUSI.

IlonroroBka cTyneHTa K 9K3aMEHY BKJIKOYAET TPH dTana:

—  caMocCTosTeIbHas paboTa B TEYEHNUE CEMECTPA;

—  HENOCPEACTBEHHAs MOArOTOBKA B JTHH, NIPEALIECTBYIOIINE 3K3aMEHY 110 TEMaM Kypca,

— IOArOTOBKA K OTBETY Ha 3K3aMEHAL[MOHHBIE BOIIPOCHI.

IIpu moAroTOBKE K 9K3aMEHY CTYyJEHTaM LeJIecO00pa3HO UCIOIb30BaTh MaTepHabl JIEKLUH,
y4e0HO-METOIMYECKHE KOMIUIEKCHI, HOPMAaTUBHBIE JOKYMEHTbHI, OCHOBHYIO M JIONOJHUTEIbHYIO
JUTEPATYpYy.

Ha sx3aMeH BbIHOCHUTCS MaTepuan B 00beMe, IPEeIyCMOTPEHHOM paboueil mporpammon
y4eOHOI TUCHMIUIMHBI 32 ceMecTp. DK3aMeH IPOBOJIUTCS B yCTHOU dopMme.

[Ipu mpoBeneHMHM 5K3aMEHa B NHCBMEHHOW (ycTHOI) (opme Beayniuii mpenojgaBaTeib
COCTaBJIAET HK3aMEHAllMOHHbIE OWJIETHI, KOTOpbIE BKIIOYAIOT B ceOs: TECTOBbIE 3a/laHus;
TEOPETUYECKHE 3aJaHusl; 3aJadd WiM curyauuud. DopMyIMpOBKAa TEOPETHUUECKUX 3aJaHUA
COBIMajaeT ¢ GOPMYIMPOBKON MEpeyHs SK3aMEHAIIMOHHBIX BOIPOCOB, JIOBEIEHHOIO JI0 CBEIEHUS
CTYAICHTOB HaKaHyHE ’K3aMeHallMOHHOH ceccuu. CozepikaHue BOIPOCOB OJHOIO OMIIETa OTHOCUTCS
K pa3jMyHBIM pa3jielaM MporpaMMmbl ¢ TeM, 4ToObl Oojiee MOJHO OXBaTHTh MaTepuayl ydeOHOU
JUCIUTUINHBI.

B ayauropum, rae mpoBOAMTCSA 3K3aMEH, JODKHO OJHOBPEMEHHO HAaXOIUThCS He Ooiee
IIECTH CTYIEHTOB Ha OJHOIO MpenoaBaTelis, IPUHUMAIOIIEro 3K3aMeH. Ha moarotoBky orseTa Ha
OuseT Ha 3K3aMeHe OTBOAUTCS 20 MUHYT.

[Ipu npoBeneHnN NTUCHbMEHHOTO PK3aMeHa Ha paboTy oTBoAUTCA 60 MUHYT.

6. METOJIMYECKHWE MATEPHAJBIL, ONMPEJIEJSIONINE TTPOIETYPBI
OLIEHMBAHWSI 3HAHMI, YMEHU I, HABBIKOB U (MJIN) OIBITA
NEATEJLHOCTH

OO6mmit Oamn Tekymero M pyOeKHOro KOHTPOJISA CKJIAIBIBACTCS W3  CIEIYIOUIUX
cocTaBmsonux (mpuioxenue 2). Kpurepruem oleHKH YpOBHS cPOPMHUPOBAHHOCTHA KOMITETEHITUH B
pamMkKax ydeOHOM IUCHMIUIMH B 8 ceMmecTpe SBJISeTCs 5k3aMeH. llenpio MpoMeXyTOYHBIX
aTTecTalluil MO AMCUUIUIMHE SIBISIETCS OIEHKa KaueCTBAa OCBOCHHUS IUCIUIUIMHBI 00YYaIOIUMHUCS.
Tunosble 3ananus, obOecneunBatoue GopmupoBanne kommnereHnuu [IK-1, OK-8, IIK-15
MpeJICTaBICHbI B TabuIe 9.

Ta6m/1ua 9. PCBYJIBTaTBI OCBOCHUs yqe6H01>'1 JAUCHUIIIIMHBI, ITOJJICIKAIIIEC ITPOBCPKE.

PesynbTaTsl 00yyeHus

OcHOBHbBIE OKA3aTeEJIH OIICHKH

Bua oneHouHOIr0

(koMIIeTeH M) pe3yJbTaToB 00y4YeHust MaTepuaJia
CrocoOHOCTh OmpenenaTh | 3uamy: 1UeTH, 3aadd, HNPUHLOUNB u | Komnoksuym
nH(GOPMAITMOHHBIE OCHOBHBIC ~ HAIMPABICHHS  OOCCIedeHns | DPIIOTHEHNE U 3aluTa

o nabopaTopHEIX paboT
pecypcehbl, MoJIexaline nH(OPMALMOHHON 0e30macHOCTH

TectupoBanue (pa3zgen 5)
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3alIuTe, YTPO3bI
0€3011aCHOCTH
uHpopmanuu u
BO3MOJKHBIE ITYTH HX
peanu3aiy Ha OCHOBE
aHaJM3a CTPYKTYPHI U
COJIepKaHUS
UH(POPMALIMOHHBIX
IPOIIECCOB U
0COOEHHOCTEHN
(bYHKIIMOHUPOBAHUS
o6bekTa 3auuThl (OIIK-7)

NPENIpPUATHS, Yrpo3bl MPEeIIpUATHS Ha
OCHOBE aHanm3a CTPYKTYPbI U
CoJiepKaHus UH(POPMALIMOHHBIX
MIPOIIECCOB €T0, YTPO3bl HHPOPMALIMOHHOM
0€30I1aCHOCTH TOCYyJIapCTBa, COJIEp:KaHUE
WH()OPMAIIMOHHOW BOWHBI, METOJBI U
CpeAcTBa €€ BEJIeHMsI, IIOHUMATh YIPO3bl
0e30macHOCTH ~ MH(POPMALUU,  METOJbI
aHalu3a CTPYKTYpbl M OCOOEHHOCTHU
(YHKIMOHMPOBAaHUS O0OBEKTAa 3aIIUTHI,
HPUHLUIIBI OpraHu3aluu
MH(POPMALIMOHHBIX CHCTEM B
COOTBETCTBUHM C TPeOOBAHUSAMMU I10 3aIIUTE
nH(pOpMaINH.

Ymems: MPUMEHSITh COBpEMEHHbBIC
MOJXO0JIbI K MOCTPOCHHUIO CHCTEM 3alIUTHI
nH(OpMaIMY, BEHIOMPATh U aHAITU3UPOBATH
MOKAa3aTeIN Ka4eCTBA M KPUTEPHUH OICHKU
cUcTeM HH(OPMALMOHHOIO HamaJeHUs M
CUCTEM 3alUTHI uHpOopManuy,
orpeneNaTh MH(OOPMAIMOHHBIE PECYPCHI,
IOJIJICKAIIIE 3aI1uTe, IPOBOJIUTH
KiaccupuKanuo 0OBEKTOB M CyOBEKTOB
WH()OPMAIIMOHHBIX CHCTEM.

Komnoxsuym
Beinonsenue u 3amura
1abopaToOpHBIX paboT
TectupoBanue (pa3zen 5)

Braoemy: HaBbikamMu opMabHON
MMOCTAHOBKH U PELICHUS 3a/1a4H
obecrieueHrst ”HPOPMAIIMOHHOM
0€30MMacCHOCTH, HaBbIKAMU OIPEIEICHUS
BO3MOXKHBIX ITyTeH HEHTpaTu3aluu yrpos,
MPUHIIMITAMHA pPacIpeesiCHUs IPaB U
OTBETCTBEHHOCTH MPH OPraHU3aluu
JIOCTYTIa K OObEKTaM.

Komnoxsuym
Beinonsenue u 3amura
nmabopaTopHBIX paboT
TectupoBanue (pa3znen 5)

CIIOCOOHOCTBIO
aJIMUHUCTPUPOBATD
MOJCUCTEMBI
MH(pOpMaLOHHON
0e30ImacHOCTH
3amuThl (ITK-3)

o0BeKTa

3Hamb: BEPOSATHBIE YTPO3bI U BO3MOXKHBIC
IIyTHu UX HeﬁTpaHHSaHHH; OCHOBHBIC TUIIBI
CETEeBBIX TOIOJOTHI, MpUEeMbl PabOTHI B
KOMITBIOTCPHBIX CCTAX, OCHOBBI
aJIMUHUCTPUPOBAHUS MOJICUCTEMBI
MH(POPMaIIMOHHOM 06€30MMaCHOCTH;

Komnoxsuym
Beinonsenue u 3amura
nabopaTopHBIX PaboT
TectupoBanue (pa3nen 5)

Ymembs.: O1leHUBATh BO3HUKAIOIINE YIPO3bI
U HEOOXOIUMOCTh HUX  yCTpaHEHWS,
MIPUMEHSTh IPUEMBI paboThI B
KOMITIBIOTCPHBIX CETAX; BI)I6I/IpaTI) CE€TEBLIC
TEXHOJIOTUH, TPOTPAMMHBIE U aNlapaTHble
CpeAcTBa ISl TIOCTPOSHHS JIOKATBHBIX
KOMIIBIOTEPHBIX ~ CeTel 10  3aJaHHBIM
nmapamerpam g opranuszammu  UT-
UHQPACTPYKTYPHl MPEINpUATHS; OBICTPO
pazobparbcst B MIPOTOKOJIaX
aJIMUHUCTPUPOBAHUS MOJICUCTEMBI
nH(OpMaLIMOHHON G€30MacHOCTH 00bEeKTa
3aIIUTBHI.

Komnoxsuym
Brinonnenue u 3amura
nabopaTopHBIX paboT
TecrupoBanue (pazaen 5)

Brademyv: HaBbIKaMu aIMUHUCTPUPOBAHUS

Komnoksuym
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MOACUCTEM MH(OPMAITHOHHON
0e30IMacHOCTH 00BEKTA 3aIUThI;
HaBBIKAMH TIPOCKTUPOBAHUS APXUTEKTYPbI
CUCTEMBI 3alIUTHl HHPOPMAITIH, IS
obecrieueHrst ”HPOPMAITMOHHOM
0e30IMacHOCTH 00BEKTA; HABLIKAMH
HCIIO0JIb30BaHMsI COBPEMEHHBIX
anmapaTHBIX ¥ MPOTPAMMHBIX CPEJICTB
opranu3anuu cereii OBM; ucnonap3oBanus
OBM B TeneKOMMYHUKALMOHHBIX
CHCTEeMaX M JIOKAJIbHBIX CEeTSIX; HaBbIKaMHU
pa3pabOTKU CETEBOTO NMPOrPAMMHOTO
obecneucHus.

Beinonenue u 3amura
abopaToOpHBIX PaboT
TectupoBanue (pa3zen 5)

CIIOCOOHOCTBIO IPUHUMATh
y4acTue B OpraHu3aluy U
COIIPOBOXKJICHUH
aTTecTaluuu o0beKTa
MH(pOpMaTU3ALNHU 10
TpeOOBaHUAM
0€30MacHOCTH
unpopmaruu (I1K-5)

3Hamb:  OCHOBBI  OpPraHU3allMOHHO —
TEXHUYCCKUX MEp 3allUThl WH(pOpMaIUu;
METOJIMKH TI0 BBHITIOJHCHHUIO pPA0OT 110
YCTaHOBKE, HACTPOMKE U OOCIYKHBaHHUIO
TEXHUYECKUX U MPOrpaMMHO-AIIAPATHBIX
CPEJICTB 3alIUThl HHPOPMAIIUH;

Komnoxksuym
BerimosiHeHME U 3amuTa
71a00paTOPHBIX paboT
TectupoBanue (pazzaen S5)

Yumemsb: dopMmynupoBaTh HEOOXOIUMEBIE
OpPraHU3alMIOHHO — TEXHUYECKHE MEphl
3U; BbINOAHATH PabOTHI MO YCTaHOBKE,
HacTponke u 00CITy’)KUBaHUIO
TEXHUYECKHUX U MPOrpaMMHO-AIAPaTHBIX
CPEeACTB 3alUThl HH(OPMALIHH.

Komnoksuym
BelnosnHeHUe U 3amra
71a00paTOPHBIX paboT
TectupoBanue (pazzaen S5)

Brademu: MeTonuKoN 3alUTHI OT YTPO3
nH(pOPMaIMOHHOM 6€301MacHOCTH;
CTIIOCOOHOCTBIO BBITIOIHSTH PaOOTHI IO
yCTaHOBKE, HACTPOHKE U 00CITYKMBAHUIO
TEXHUYECKHUX W IPOTPaMMHO-aNapaTHBIX
CPEeACTB 3alMThl HH(OPMAIINH;

Komnoksuym
BeimonHenue u 3ammra
nmabopaToOpHBIX paboT
TectupoBanue (pazzaen S5)

7. YYEBHO-METOAWYECKOE OBECITEYEHUE ANCLUITIJIMHBI

7.1. HopmaTuBHO-TpaBoBasi 0a3a

1. ®enepanbubiii 3akoH OT 29 uroHs 2015 1. No 188-D3 «O BHecenun nusmeHeHuil B @enepanbHbIi

3akoH "O0 uHpopmanuu, HHOOPMALIMOHHBIX TEXHOJIOTUSIX U O 3alIUTe HHpopMaIMu" U cTaThio 14

®enepanbHoro 3akoHa "O KOHTPAaKTHON cucTeMe B chepe 3aKyIoK TOBapOB, padOT, yCIyT AJs

o0ecrieueHns rOCYIapCTBEHHBIX M MYHHITUITAIBHBIX HYKI'»
2. @enepanphslii 3akoH oT 05 anpensa 2013 1. No 44-D3 (pen. ot 31.12.2014) «O KoHTpaKTHOM

cucTteMme B cepe 3aKyIloK TOBAPOB, padoT, YCIIYT Ui 00eCIeueHuUs TOCYAapCTBEHHBIX U
MYHHIIUIATBHBIX HYXI»;

3. @enepanbusbiii 3akoH 0T 04 mas 2011 1. Ne 99-03 «O nuiieH3MpOBaHNHU OTAEIBHBIX BHIOB

JACATCIIBHOCTU,

v ok

®Oenepansubiii 3akoH oT 06 ampens 2011 r. Ne 63-D3 «O0 351eKTPOHHOU MOATIICHY;
®DenepanbHbiii 3akoH oT 28 nexadps 2010 1. Ne 390-D3 «O 6e30macHOCTHY;

6. Denepanbublii 3akoH oT 27 urons 2006 r. Ne 149-03 «O6 nnpopmanuu, THPOPMAITHOHHBIX

TCXHOJIOTHUAX U O 3alIUTE I/IH(i)OpMaIII/II/I»;

7. ®enepanbubiii 3akoH 0T 27 utoinst 2006 r. Ne 152-03 «O nepcoHanbHBIX JaHHBIX);

8. ®Denepanbueblii 3akoH oT 19 nexadps 2005 r. Ne 160-D3 «O patuduranun Konsenun Coera

EBpOHLI 0 3alIuTe (1)I/IBI/II'ICCKI/IX JId1L 1pu aBTOMaTHSHpOBaHHOﬁ 06pa60TI<e NEPCOHAIIBHBIX TAHHBIX»;
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10.
11.
12.
13.

14.

15.

16.

17.

18.

19.

®DenepanbHbIii 3ak0H 0T 29 utonst 2004 r. Ne 98-D3 «O xoMMepUecKoi TaitHey;

®Denepanpabiii 3akoH oT 07 utorst 2003 . Ne 126-D3 «O cBsa3ny;

Oenepanbhbiii 3aKoH oT 27 aexadps 2002 1. Ne 184-D3 «O TeXHUUECKOM PEryIUPOBAHUNY;
Tpynosoii kogekc P®. I'maBa 14. «3amuTa nepcoHaNbHBIX JAaHHBIX PAOOTHUKAY.

Vka3 [Ipesunnenta Poccuiickoit @eneparu Ne 260 ot 22 mas 2015 roga «O HEKOTOPBIX BOIIpOcax
nHpopMamoHHo# 6e3omacHoctu Poccuiickoit @eneparumy.

Vka3 Ilpesunenta Poccmiickoit @enepammm Ne 537 ot 12 mas 2009 roma «O crpaTerun
HaIlMOHAJIBbHOM Oe3onmacHocTH Poccutickoit @enepannu no 2020 rogay;

Vka3 Ipesunenta Poccmiickoit @enepanmu Ne 351 ot 17 mapra 2008 roma «O Mepax 1mo
obecnieyenunto nHpopManronHoi 6e3onacHocti Poccuiickoii deaepannu npyu UCTIOIB30BaHUN
MHQOPMAaMOHHO-TEIEKOMMYHHKAIIMOHHBIX CETEH MEKAYHAPOJHOTO HH(POPMALMOHHOTO OOMEHa;
Vka3 Ipesunenta Poccmiickoit @enepammu Ne 1576 ot 01 HOos6pst 2008 roma «O coBeTe mpu
[Ipe3unente Poccuiickoit @enepanmu 1o pa3BUTHIO HHOOPMAIIMOHHOTO 00IecTBa B Poccutickoii
®denepanuny;

Vka3 Ilpe3unenta Poccuiickoit @enepannu Ne 1085 ot 16 aprycra 2004 roga «Bomnpockl
OenepanpHoi City:kKObI IO TEXHUYECKOMY U IKCIIOPTHOMY KOHTpOITIO» (B peal. Yka3oB [Ipe3unenta
P® ot 22.03.2005 Ne 330, ot 20.07.2005 Ne 846, ot 30.11.2006 Ne 1321, ot 23.10.2008 Ne 1517, ot
17.11.2008 Ne 1625);

Vka3 Ipesunenta Poccuiickoit @enepannu Ne 960 ot 11 aBrycra 2003 roga «Bomnpocsl
®OenepanpHoii Ciryx0s1 besonacnoctr Poccwniickoit deneparum» (B pea. Ykazos llpesunenta PO ot
11.07.2004 Ne 870, ot 31.08.2005 Ne 1007, ot 01.12.2005 Ne 1383, ot 12.06.2006 Ne 602, oT
27.07.2006 Ne 799, ot 28.12.2006 Ne 1476, ot 28.11.2007 Ne 1594, ot 28.12.2007 Ne 1765, ot
01.09.2008 Ne 1278, ot 23.10.2008 Ne 1517, o 17.11.2008 Ne 1625, ot 22.04.2010 Ne 499, ot
14.05.2010 Ne 589);

Pacnopsixenue Ilpesunenta Poccuiickoit @enepanuu Ne 366-pm ot 10 urons 2001 roga «O
MOIMTMCAaHUK KOHBEHITUY O 3aIuTe (PU3NIECKUX JIUI] PH aBTOMATH3UPOBAHHON 00paboTKe
NEPCOHANBHBIX JaHHBIX

7.2.0cHOBHasI TUTEpaTypa

Huxudopos C.H. 3amuTa napopmaruu. 3amuiieHHble ceTi [ DNeKTpoHHBIN pecypc]:
yaebnoe nocooue/ Hukudopor C.H.— Dnektpon. TexcroBbie nannbie.— CI16.: CankT-
[TerepOyprckuii rocy1apcTBEHHBIN apXUTEKTYpHO-CTpouTenbHbIl yHUBepcuTeT, O5C ACB,
2017.— 80 c.— Pexum gocrtyna: http://www.iprbookshop.ru/74382.html.— 5bC
«IPRbooks»

®omun J1.B. UndpopmanronHas 6€30MacHOCTb U 3alUTa HH()OPMALIUU:
CIEUAIN3UPOBaHHbBIE ATTECTOBAaHHBIE IPOIPAMMHBIE U IPOIPaMMHO-AINIapaTHBIE CPEACTBA
[DnexTpoHHbIH pecypc]: yauebHo-MeToandeckoe mocooue/ @omun J[.B.— DnextpoH.
TekcToBble JaHHble.— CapaTtoB: By3zoBckoe oOpa3oBanue, 2018.— 218 c.— Pexum
noctyna: http://www.iprbookshop.ru/77317.html.— 3BC «IPRbooks»

Huxudopor C.H. 3amura nadopmaruu. 3ammra oT BHEIIHUX BTOPXKEHUH [ DIEKTPOHHBIN
pecypc]: yuebHnoe nocoobue/ Hukudopos C.H.— Dnektpon. TexcroBbie nanapie.— CII0.:
Cankr-IlerepOyprckuii rocyaapCTBEHHBIN apXUTEKTYPHO-CTPOUTEIbHBIN YHUBEPCHUTET,
9BC ACB, 2017.— 84 c.— Pexum noctyna: http://www.iprbookshop.ru/74381.html.—
3BC «IPRbooks»

['onukoB A.M. KoaupoBaHue B TeI€KOMMYHUKALMOHHBIX cUCTEMaX [ DJIEKTPOHHBIH
pecypc]: yae6HOe mocobue s cienuanutera: 090302.65 UndopmannonHas 6€30macHOCTh
TEJIeKOMMYHUKALMOHHBIX cucteM. Kypc Jiekiuii, KOMIbIOTEpHBIN IPAKTUKYM, 3aJaHHe Ha
camocTosTeNbHYI0 padoTy/ ['onnkoB A.M.— DJIEKTPOH. TEKCTOBBIE JaHHbIE.— TOMCK:
Tomcknii rOCyJapCTBEHHBIN YHUBEPCUTET CUCTEM YIIPABJICHUS U PaINOICKTPOHUKH,
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2016.— 338 ¢.— Pexwum nocryna: http://www.iprbookshop.ru/72111.html.— 9bC
«IPRbooks»

7.3.lon0JIHUTEIbLHAS JIUTEPaTypa

®dopoysan bexpoys A. Kpunrorpadus n 6€30nacHOCTh CeTel [ DIeKTPOHHBIN pecypc]:
yuebHoe mocobue/ Dopoyszan bexpoyz A.— DIEKTPOH. TEKCTOBBIC JaHHBIE.— MOCKBa,
CaparoB: Unrepuer-YHuusepcuter Undopmarnmonnsix Texnomornit (MHTYUWT), By3zoBckoe
obpa3zoBanue, 2017.— 782 c.— Pexum noctyna: http://www.iprbookshop.ru/72337.html.—
9bC «IPRbooks»

Ixouc K. JI. MacTpyMeHTaNBbHBIE CpeicTBa o0ecnieueHrs 0€30IacHOCTH [ DIIeKTPOHHBII
pecypc]/ dxonc K. /1., Hlema M., JlxkoncoH b.C.— DieKTpoH. TEKCTOBBIC JaHHBIE.— M.:
Wurepuer-Yuusepcurer Mudopmarnmonnsix Texunonoruit (MHTYUT), 2016.— 914 c.—
Pexxum noctyna: http://www.iprbookshop.ru/73679.html.— 3BC «IPRbooks»

UysnoB A. I'. [IpoGiembl 3alUIIEHHOCTH TEIEKOMMYHUKALMOHHBIX CUCTEM [ DJIEKTPOHHBIN
pecypc]: yue6HOoe mocodue/ UysHoB A. I'.— DIeKTpOH. TEKCTOBbIE NaHHbIe.— OMCK:
Owmckas akanemust MBJl Poccun, 2015.— 164 ¢.— Pexxum noctyma:
http://www.iprbookshop.ru/61873.html.— 3BC «IPRbooks»

Hlansrun B.®. MadopmanmonHas 6€30MacHOCTh KOMITBIOTEPHBIX CUCTEM U ceTeit —M.:
®opym: Uudpa-M, 2013.-592c.

7.4.1lepuoanyeckue H3TaHUA

[lepeueHs neproOAMYECKUX U3AAHUN, TTOTydaeMbIx Onbmuotexoit KbI'Y:

—_—

hadiag

Bectauk MI'Y. BeiuncnurenbHas MaTeMaTuka U KHOEpHETHKA

BectHuk poccuiickoro oouiectBa UHPOPMATUKU U BBIYMCIUTEIBHON TEXHUKU
HNudopmarnka u obpazoBaHue

HNHpopMaLinOHHbIE TEXHOJIOTHH

Mup I1K

ITepcoHaIbHBIN KOMIIBIOTEP CETOIHS

ITporpamMmmupoBanue

HNudopmannonHas 6e300acHOCTb

7.5.HTEpHET-pecypChI

http://all-ib.ru/
http://SecurityLab.ru
http://infosecurity.report.ru/
https://nordrus.info/security/
http://www.anti-malware.ru/

Nk W=

7.6.CoBpemeHHbIe IPodeccHOHATbHBIE 0a3bl JAHHBIX
baza nannsix Science Index (PUHLI) http://elibrary.ru
HanmonaneHas snekrponnas 6ubnuoreka PI'b https://H36.pd
KpymnHeiimas enunas 6a3a TaHHBIX, COJEpIKaIlas aHHOTAIMKA U MHPOPMAITUIO O
IIUTUPYEMOCTH PEIICH3UPYEMOH HAYIHOU JIUTEPATypPhl, CO BCTPOSHHBIMUA HHCTPYMCHTAMH
OTCIIC)KUBAHMSI, aHAIM3a U BU3yaIH3aI[iH JaHHBIX. WWW.SCOpUS.cOm

7.7.MeToan4yeckue yKa3aHusi 10 NPOBEICHUIO Pa3JINYHBIX Y4eOHBIX 3aAHATHH, K KYpCOBOMY

NMPOEKTHPOBAHUIO M IPYTUM BHIAM CAMOCTOSITE/ILHOI padoThI
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http://elibrary.ru/
https://нэб.рф/
http://www.scopus.com/

Memoouueckue pekomenoayuu npu padome HA0 KOHCNEKMOM 60 6peMsA NPOGEOEHUs TeKUUU

B mporecce JEKIMOHHBIX 3aHATHH 11€71eCO00pa3HO KOHCIEKTUPOBATh yUEOHBINM Marepual.
Jnst 3TOro UCHoONB3yHOTCA OOIMEe W YTBEPJMBIIMECS B TMPAKTHKE IMpaBuia, W MPUEMBI
KOHCIIEKTUPOBAHUS JICKIHH:

KoncniektupoBanue JeKIUK BENETCS B CHEUUAIBHO OTBEICHHOM JUIA 3TOrO TETPalu,
KaXKIBIH JTUCT KOTOPO TOJKEH UMETh I0JIsI, Ha KOTOPBIX JAENAI0TCs MOMETKU U3 PEKOMEHI0BaHHOU
JUTEPATyphl, TOMOJHSAIONINE MaTepHall MPOCIYIIAaHHOW JIEKIUH, a TakkKe MOJYEPKUBAIOIINE
0CO0YI0 BaKHOCTh T€X WU MHBIX TEOPETUUECKUX MOJIOKEHUH.

IlenecooOpa3Ho 3amuchIBaTh TEMY U ITUIAH JICKIMH, PEKOMEHIYyEMYIO JIMTEPaTypy K TeMe.
3anucu pa3fesioB JIEKIMH JOJDKHBI MMETh 3arojIOBKH, IOJ3arojIOBKU, KpacHble CTpOKu. Jlis
BBIJICJICHUS] Pa3/IeiioB, BBIBOJOB, OINPEICICHHUIN, OCHOBHBIX HJEH MOXHO HCIOJIb30BaTh IIBETHBIC
KapaHJalu 1 GpromMacTepsl.

Ha3BanHble B JIGKIIMU CCBHUIKM HA NMEPBOMCTOYHUKH HAJO0 MOMETHUTHh Ha MOJISIX, YTOOBI MpHU
CaMOCTOSITeNIbHOM padoTe HalTH M BOHCaTh HMX. B KOHCIEKTE JOCIOBHO 3allMCHIBAIOTCS
OTpeNIeTICHUsI TOHATUM, KaTeropuid W 3akoHOB. OcTaibHOE HOJKHO OBITH 3aMKMCaHO CBOUMHU
CJIOBaMH.

KaxxnoMmy crymeHTy He0OX0IMMO BBIPA0OTaTh M HCIIOJIB30BATh JOMYCTUMBIC COKPAICHUS
HauboJsee pacIpOCTPAHEHHBIX TEPMUHOB U MOHITHIA.

Memoouueckue pekomenoayuu npu ROO2OMOEKe K KOJIOKGUYMY

L npopa60TaTb KOHCIIEKTHI JICKITUH T10 BOIIPOCaM KOJUUIOKBHUYMaA,

¢ [IPOYHTATH OCHOBHYIO U JOIIOJIHHUTEIbHYIO JUTEPATYPY, PCKOMCHIOBAHHYIO 110 U3Yy4aCMbIM
BOIIpOCaM;

¢ OTBCTUTH Ha BOIIPOCHI KOJIJIOKBHYMaA;

e [IpU 3aTPYAHEHUSX, IPOKOHCYIBTUPOBATHCS C IIPENOAaBaTeIeM.

Kpumepuu oyenueanus

3HAYUTENBHON YacTu
BOTIPOCOB, JIOITyCKAET
CYIIECTBEHHbBIE OLTHOKH B
OTBETax Ha BOIMPOCHI.

MTOBEPXHOCTHO 3HAET
BOTIPOCHI
KOJIJIOKBHYMA,
JIOTTYCKaeT
HETOYHOCTH B OTBETE
Ha BOITPOC

3HaeT MaTepua,
TPaMOTHO U TIO
CYILIECTBY
M3JIaraer ero,
JIOTTyCKast
HEKOTOpHhIC
HETOYHOCTH B

OTBETE Ha BOMPOC.

Onenka
Hey/10BJIETBOPHUTEIbHO YI0BJIETBOPHUTEJIBHO | XOPOILIO OTJIMYHO
2 dan1a 4 6an1a 6 0as10B 8 6ay10B
CTyneHT He 3HaeT CryneHt Crynent xopouio | CTyAeHT B [TOJIHOM

o0BeMe 3HaeT
Marepuall,
IrPaMOTHO U 1O
CYILIECTBY M3JIaraet
€ro, He JI0IycKas
CYILIECTBEHHBIX
HETOYHOCTEH B
OTBETE HA BOMPOC.

Memoouueckue pekomeHOayuU NO OP2AHUAUUU CAMOCHOAMENbHOL PAdOmbl

CamocrositensHas pabora (mo B.W. Jlamo «camMoCTOATENbHBIN — YeTOBEK, MMEIONTUN CBOU
TBEp/Ible YOSIKICHUS») OCYILIECTBIIACTCS MIPH BeeX (popMax oOyueHHs: OUHOM U 320YHOM.

CamocrosiTennpHass paboTa 0OyYaromUXcsi - CHOCOO0 AaKTHUBHOTO, II€JICHANPABICHHOTO
nproOpeTeHNs! CTYJJIEHTOM HOBBIX JUISl HETO 3HAHUN U yMEHUI 0€3 HEermoCpeCTBEHHOIO Y4acTHs B
ATOM Ipoliecca npenojaBareneid. [loBplieHne poiu caMoCTOATENbHON paboThl 00yUaOIIMXCS TPU
IMPOBCACHNH pa3JINYHbIX BUJ0OB y‘-Ie6HI)IX 3aHATHI nopeamnojaract:

—  ONTHUMM3ALHUIO METOJ0B 00y4eHUs, BHEAPEHHE B YUeOHBIN MPOIIECC HOBBIX TEXHOIOTUN
06y'-IeHI/I$I, MOBBIIAKOIINX TPOU3BOAUTCIBHOCTE Tpyda MperioaaBaTeiisdl, aKTUBHOC HMCIIOJIb30BAHUC
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UH(POPMALIMOHHBIX TEXHOJOTHH, MO3BOJSIOMIMX OO0YyYalomeMycsi B YAOOHOE Ijisi HEro Bpems
OCBaMBaTh YUCOHBI MaTepUa;

—  IIMPOKOE BHEJIPEHHE KOMIIBIOTEPU3UPOBAHHOIO TECTUPOBAHNS;

—  COBEpUICHCTBOBAHWE METOJMKH IPOBEJIEHUS MPAKTHK M HAYYHO-UCCIIEOBATEIbCKON
paboThl 00Yy4aIOIIKXCS, MOCKOIbKY UIMEHHO 3TH BHUJIbI Y4eOHOI paboThl B IEPBYIO OUEPEIb TOTOBAT
00y4aromuxcst K CAMOCTOATEILHOMY BBIIIOJTHEHUIO TPO(ECCHOHATIBHBIX 3a/1ay;

—  MOJIEPHH3AIUIO CUCTEMBI KYPCOBOTO U AUINIOMHOTO IPOEKTUPOBAHMUS, KOTOpask JOJIKHA
MOBBILIATH POJIb CTYACHTA B [10A00pE MaTepuaa, MOUCKE IyTel pelIeHus 3a1ay.

CamocrosarenbHass paboTa NPUBOJUT CTyIEHTa K TOJYYEHHIO HOBOTO 3HAHUS,
VIOPSAOYCHHUIO U YTIyOJCHUIO0 UMEIOIIMXCS 3HaHUH, (DOPMUPOBAHUIO Y HETO MPOQEeCCHOHATBHBIX
HaBBIKOB M yMeHUH. CamocTosiTeNbHas paboTa BBIMOIHACT P (PyHKITHIA:

—  Pa3BUBAIOILYIO;

—  nHPOPMAIMOHHO-00Y4arOIIYIO;

—  OPUEHTHUPYIOUIYIO U CTUMYJIHPYIOIIYIO;

—  BOCHHTHIBAIOIIYIO;

—  HCCIJIE0BATEbCKYIO.

B pamkax Kypca BBIIIOJIHAIOTCS CIEAYIOLINE BUJIbI CAMOCTOSATEIbHOU PabOThI:

1. TIpopaboTka yueGHOrOo MaTepuaa (Mo KOHCIeKTaM, yueOHOM U HAyYHO JTUTepaType);

2. BrimonHeHue pa3Ho ypoBHEBBIX 33/a4 U 3a/IaHUI;

3. Pabota ¢ TecTamu U BOpocamu Jjisl CAMOIIPOBEPKH;

4. BBINOJIHCHUE UTOTOBOM KOHTPOJIBHON PaOOTEHI.

CryneHTaM peKOMEHJIyeTCs C CaMOro Hayajia OCBOEHHS Kypca paboTaTh C JIUTEpaTypol u
npeyiaraéMbiMU 331aHUSMU B ()OpMe IMOATOTOBKH K OYEpPEAHOMY ayIAUTOpHOMY 3aHsATuio. [Ipm
9TOM aKTYalH3UPYIOTCS HMMEIOIIMECs 3HAHMS, a Takke co3fgaercs 0as3a A YCBOGHUS HOBOTO
MaTepuraia, BO3HUKAIOT BOIIPOCHI, OTBETHI HA KOTOPbIE CTYJEHT MOIY4aeT B ayIUTOPUU.

Heo0xonuMo OTMETHTh, YTO HEKOTOPBIC 3a/laHusl Ui CAMOCTOSTEIbHONH pabOThl MO KypCy
UMEIOT OmpefeNieHHyo cnenuduky. IIpu ocBoeHHMHM Kypca CTYAEHT MOXKET I0JIb30BaThCs
O6uONMMOTEKOM By3a, KOTOpas B TOJHOM Mepe oOecrieyeHa COOTBETCTBYIOIIEH JIMTEPATypOH.
3HAYUTENbHYIO TOMOIb B MOJTOTOBKE K OYEPEIHOMY 3aHATHUIO MOMKET OKa3aTh MMEIOIIMNCA B
y4eOHO-METOIMYECKOM KOMIUIEKCe KPaTKMH KOHCHEKT JeKUMid. OH e MOXKET UCHOJIb30BaThCs U
JUISL 3aKpeIJIeHHUs] MOJyYeHHOro B ayauTopuu Mmatepuana. CamoctosTenbHas padoTa CTYIEHTOB
OpeIyCMOTpEHa Yy4YeOHbIM IJITAHOM U BBINOJHSAETCS B O0S3aTENBHOM MOpsAKE. 3aJaHus
MPEJJIOKEHBI 110 KaKJ0W U3y4yaeMol TeMe M MOTYT TOTOBUTHCS MHJIMBUyalbHO WK B rpymme. [lo
HEOOXO/IMMOCTH CTYJIEHT MOXKET 00pallaThCs 3a KOHCYJbTalUel K mpenojaBarento. BeinmonHenue
3a/laHuil KOHTPOJIUPYETCS U OLIEHUBAETCSI IPENI0JaBaTEIIEM.

JUis  yCHEUIHOrO CaMOCTOSITEIbHOIO H3YYEHHUs MaTepualla CerofHs HCIOJIb3YITCS
pa3IuyYHbIE CpelcTBa OOY4YEHHs, CpPEeIu KOTOPhIX 0C000€ MECTO 3aHMMAOT HH(OpPMAalOHHBIE
TEXHOJIOTUM Pa3HOI'O YPOBHS M HANPABICHHOCTHU: 3JIEKTPOHHbIE YUEOHUKH U KYpCHI JIEKLUH, Oa3bl
TECTOBBIX 3aJIaHUN M 3a/1a4. DJIEKTPOHHBIN YYEOHHK MPECTABISAET COOOM MpOorpaMMHOE CPEICTRBO,
MO3BOJISIIOIIEE  NPEACTaBUTh IS M3YyYEHHs] TEOpeTHUeCKHil  Mmarepuan, OpraHu30BaTh
anpoOHpoOBaHUE, TPEHAX U CaMOCTOSATEIbHYIO TBOPYECKYIO paldOoTy, MOMOrarouiee CTyA€HTaM U
IPEMNoJIaBaTe0 OLICHUTh YPOBEHb 3HAHUH B ONpEAEICHHOM TEeMaTHKe, a TakkKe cojepiKaliee
HEOOXOUMYIO CIIPaBOYHYIO MH(OpMAaIHIO. DIEKTPOHHBIN Y4eOHUK MOKET MHTErpUpOBaTh B cebe
BO3MOXXHOCTH PA3JIMYHBIX TEJarorn4eckux MPOTrPaMMHBIX CpEACTB: OOYy4aromUX MPOTrpaMM,
CIPAaBOYHHUKOB, yUeOHBIX 0a3 JaHHBIX, TPEHAKEPOB, KOHTPOIUPYIOLIUX MTPOTPAMM.

Jlig ycmeniHoW OpraHu3allyd CaMOCTOSTEIbHOM pPabOThl BCE AaKTUBHEE TNPUMEHSIOTCS
pasHooOpa3Hble 0Opa3oBaTeNbHbIE pPECypchl B ceTu VIHTEpHET: CHUCTeMbl TECTUPOBAHHS IO
pa3IMYHbIM 00JIaCTSIM, BUPTYalbHbIE JIEKIIMH, JJAOOPATOPUH, IPU ITOM MOJIH30BATENO JOCTATOYHO
UMETh KOMIIBIOTEp M MOJKIIOUeHne K MHTepHeTy i TOro, 4ToObl CBA3ATHCS C MPENoaaBaTelieM,
pelaTh BBIYUCIUTENbHBIE 33/1a4d U ToJyyaTh 3HaHUS. lcmonb30BaHue ceTell yCUIIMBAeT POJb
CaMOCTOSITENIbHOW pabOoThl CTyJEHTa U MO3BOJISIET KapAWHAJIBHBIM 00pa30oM H3MEHHUTh METOAUKY
MpernoaaBaHusl.
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CTyZneHT MOXET I10JIydaTh BCE 3a/laHNs U METOJAMUYECKUE YKa3aHUS Yepe3 CEepBEp, UTO JAET
€My BO3MOYKHOCTb IPHUBECTH B COOTBETCTBHE JIMYHBIE BO3MOXXHOCTU C HEOOXOAMMBIMHU MJIS
BBINOJIHEHUS paboT Tpyno3arparamMu. CTyI€HT UMEET BO3MOXHOCTH BBIIOJIHATH paboTy 0OMa MU
B aynuTopud. bousblioe BocmuTarenabHOe M 00pa3oBaTEIbHOE 3HAYEHHE B CaMOCTOSATEIBHOM
y4eOHOM Tpy/A€ CTYAEHTAa MMEET CaMOKOHTpOJb. CaMOKOHTPOJb BO30YXKIaeT M MOJICPKUBACT
BHUMAaHME U MHTEPEC, IOBBIIIAET AKTUBHOCTb IaMATH M MBILUICHUS, I03BOJIET CTYIEHTY
CBOEBPEMEHHO OOHApY)XUTh W YCTPAaHHUTh [OIYIICHHbIE OIIMOKA M HEAOCTATKH, OOBEKTHBHO
OINpEeNIeIUTh YPOBEHb CBOMX 3HAHUHM, NpakTU4ecKux ymeHui. Camoe HOCTyMHOE U IIPOCTOe
CPEACTBO CAMOKOHTPOJIS ¢ IPUMEHEHHEM HH(POPMAITMOHHO-KOMMYHHUKAIIHOHHBIX TEXHOJIOTUH - 3TO
psl TECTOB «on-line», KOTOpbIe MO3BOJSIIOT B PEKUME PEAJbHOTO BPEMEHHU OIPENENIUTh CBOU
YPOBEHb BIJIAJICHUS MPEAMETHBIM MaTEpHAIIOM, BBISIBUTH CBOM OIIMOKH M MOJYYHTh PEKOMEHIAINN
10 CaMOCOBEPILIEHCTBOBAHUIO.

Memoouueckue pexomenoayuu no pabome c 1umepamypoi

Bcro nutepaTypy MOXHO pas3fenuTh Ha y4eOHUKH M ydeOHbIE 1OCOOMs, OpUTrMHAJIbHBIC
Hay4YHbIe MOHOTpa(UIECKHEe HCTOYHIKH, HAYYHBIC IMyOJIMKAIIMHA B IEPUOINYECKON eyatu. Y3 HuX
MOYKHO BBIETHTD JIMTEPATYPy OCHOBHYIO (PEKOMEHAYEMYIO), JOMOIHUTENbHYIO U JIUTEPATypy JUIs
yrayOJIeHHOTr0 U3Y4EHUs JUCIUILINHBL.

W3yuenne TUCHMIIMHBI ClIeyeT HaUMHATh C y4eOHUKA, IOCKOJIbKY YUeOHHK — 3TO KHUTA, B
KOTOpPOM M3JI0)KEHbl OCHOBBI HAayUHBIX 3HAaHWH I10 ONpPEAEICHHOMY NPEIMETY B COOTBETCTBUU C
LEJIIMU U 33J]lauaMi 00y4€HUs!, yCTaHOBJIEHHBIMH ITPOrPaMMOM.

IIpu pabote c nuTepaTypoil HEOOXOAMMO YUUTHIBaTh, YTO UMEIOTCS pa3jMuYHbIE BUIbI
YTEHUS, U KaXKJIbI U3 HUX MCIIOJIb3YETCs Ha ONPEAETICHHbIX TalaX OCBOSHHs MaTepHuaa.

IIpeosapumenbroe YTEHNE HAIPABICHO HA BBISBIECHUE B TEKCTE€ HE3HAKOMBIX TEPMUHOB U
IIOUCK MX 3HAYEHUs B CIIPAaBOYHOI juTeparype. B yacTHOCTH, IpU YTEHUU yKa3aHHOH JIUTEpaTyphl
HE00X0IUMO OoAPOOHEHIINM 00pa30M aHAJIM3UPOBATh ITOHSATHS.

Cke03H0e umenue TpEANoONaraeT MpouyTeHHe MaTepuaia OoT Hayaja o KoHua. CKBO3HOE
YTEHUE JINTEPATYphl U3 MPHUBEICHHOTO CIHCKA JTAeT BO3MOKHOCTH CTYACHTY C(OPMHPOBATH CBOJ
OCHOBHBIX OHATHUH U3 H3ydyaeMoi 00JIaCTH U CBOOOHO BIAJETh UMHU.

Buibopounoe — Hao0OpOT, UMEET LENbI0 TIOUCK U OTOOp Marepuasia. B pamkax naHHOTo
Kypca BBIOOPOYHOE YTEHHUE, KaK CIOCO0 OCBOEHHUS COJAEp)KaHMs Kypca, JODKHO HCIOJIb30BATHCS
IIPU MOATOTOBKE K MPAKTUYECKUM 3aHATHUSM I10 COOTBETCTBYIOIIUM Pa3jieiiaM.

Ananumuueckoe umenue — 3TO KPUTHUECKHH paz0op TEKCTa C TOCIEAYIOIIMM €ro
KOHCHeKkTupoBaHueM. OCBO€HHE yKa3aHHBIX MOHATHH Oyner HaubOosnee 3(Q(EKTHUBHBIM B TOM
cilyyae, eciii IpU YTEHUH TEKCTOB CTYAEHT OyJeT 3a/JaBaTh K 3TUM TEKCTaM BONpPOCHL. YacTb u3
3TUX BompocoB chopmyiupoana B POC B mepeuHe BOIpocoB st codbecenoBanus. [lepedenn aTux
BOIIPOCOB OTPaHUYEH, MOITOMY Ba)XKHO HE TOJIBKO COJEp’KaHHWE BOIPOCOB, HO c€aM INPUHIUI
OCBOEHUS JIUTEPATYPHI C IOMOILIBIO BOIIPOCOB K TEKCTaM.

Lenbto usyyarowjeco 4TeHUs SBISETCS TIyOOKOE M BCECTOPOHHEE MOHMMaHHE YueOHOM
uH(popmanuu. EcTh HECKOJIBKO MPHUEMOB U3Y4aOIIEr0 YTEHHUS:

1. Urenne mo anroputMmy mpeinosnaraer pa3OueHue HMHPOpMalLuu Ha OJOKHM: Ha3BaHUE,
aBTOp; MCTOYHHK; OCHOBHAsi HJes TeKCTa; (PakTUUEeCKU Marepuan; aHajlu3 TeKCTa IyTeM
COIIOCTABJIEHUS UMEIOIUXCS TOUEK 3PEHUS 10 pacCCMATPUBAEMBIM BOIIPOCAM; HOBU3HA.

2. Ilpuem moCTaHOBKHM BOIIPOCOB K TEKCTY UMEET CIICAYIOIINI alrOPUTM:

—  MEUIEHHO NPOYUTATh TEKCT, CTApasACh MOHATH CMBICI U3JI0KEHHOT0;
—  BBIICIIUTH KJIIOYEBBIE CIIOBA B TEKCTE;
—  TOCTapaThCsl MOHATh OCHOBHBIE UJIEH, IOJTEKCT U OOIIHI 3aMbIceN aBTOpa.

3. IlpueM Te3upoBaHUs 3aKJIOYaeTcsi B (POPMYIMPOBAHUU TE3HCOB B BHUIE IMOJIOKECHUIH,
YTBEPKACHUM, BHIBOJIOB.

K »sromy MOXHO 100aBUTP U UHBIE TMpHEMbI: NpUeM pedepupoBaHUs, MpUEM
KOMMEHTHPOBAHMUSL.

Baxxnolt coctaBmistomeld Jr000TO  COMUAHOTO HAYYHOTO W3JIAHUS SBISIETCS  CITHMCOK
JUTEpaTypbl, Ha KOTOPYIO ccbulaeTcss aBTop. lIpm BO3HUMKHOBEHMM HHTEpeca K KaKOH-TO
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o0cyxaeMoli B TEeKCTe mpobiieMe BCera €CTh BO3SMOKHOCTh OOPAaTUTHCS K CITUCKY OTHOCSIIEHCS K
Hel nuTeparypbl. B 3ToM ciydae Bcsl mpoOsieMa kak Obl pa30MBaeTCs Ha COCTABIISIONINE YACTH,
KaxKaasa U3 KOTOPBIX MOKCT U3Yy4aTbCd OTACIIBHO OT APYIUX. HpI/I 9TOM BaXHO HC TCPATH U3 BUOA
OOIIMH KOHTEKCT U HE TOTPYXaThCs YPE3MEPHO B JIETAIH, IOTOMY YTO TaKMM O0pa3oM MOXKHO HE
YBUACTH I''IABHOT'O.

[ToaroroBka K »K3aMeHY JOJDKHA IPOBOJIUTHCS HAa OCHOBE JICKIIMOHHOTO MaTepuaa,
MaTepHuaja NPaKTUYECKUX 3aHATUI ¢ 00s3aTeNbHBIM OOpaIleHHeM K OCHOBHBIM y4eOHUKaM I10
Kypcy. DTO MO3BOJIUT MCKIIOYUTH OMMMOKH B MOHUMAaHHHM MaTephalia, OOJIETYUT €ro OCMBICIICHHUE,
MMPOKOMMCHTHUPYCT MaTCprajl MHOIOYHNCICHHBIMU IIPUMCPAMU.

Memoouueckue pekomenoayuu no HANUCAHUIO pedhepamos

Pedepar mnpezncraBiasier co0OM  COKpallleHHBIM Iepecka3 COAep)KaHus EpPBUYHOIO
JOKYMEHTa (MJIM €ro 4acTH) C OCHOBHBIMM (DAaKTHYECKMMHU CBEICHUSMHU M BbIBOjamMu. Hamucanue
pedepara wucnonpzyercs B y4eOHOM Ipoliecce By3a B ILENAX HNPUOOPETEeHHs] CTYAEHTOM
HE00X0IMMOW MPO(heCCHOHATFHON MOJITOTOBKH, Pa3BUTHS YMEHHS M HABBIKOB CAMOCTOSITEIHHOTO
HAY4YHOT'O TIOMCKA: U3yUeHUs JINTepaTyphl 10 BEIOPAHHOH TeMe, aHaIu3a pa3IuuHbIX UCTOYHUKOB U
TOYEK 3peHHsI, 0000IIEHU MaTepraa, BbIICICHHUS TJIaBHOTO, (POPMYIHMPOBAHUS BHIBOJIOB | T. 1. C
HOMOILBIO pedepaToB CTYIEHT Iy0)ke MocTuraeT Haubojee CIOXKHbIE MPOoOJIeMbl Kypca, YUHUTCS
JAKOHUYHO M3JaraTb CBOM MBICIH, MPAaBHIBHO OQOPMIIATH PadOTy, MOKIAABIBATH PE3YJIbTATHI
cBoero tpyna. Ilponecc Hammcanus pedepara BKIHOYAET: BHIOOP TEMbI; 110J00P HOPMAaTHBHBIX
aKTOB, CIEUUAIBHON JUTEpaTypbl M HHBIX MCTOYHHUKOB, MX M3yYCHHUE; COCTABJICHUE IIJaHa;
HalMcaHue TeKcTa paboThl U ee 0(OpPMIICHHE; YCTHOE U3JI0kKEeHUe pedepara.

Pedeparsr mumytcss mo Hambojiee akTyalbHBIM TeMaM. B HUX Ha OCHOBE THIATEIHHOTO
aHanmu3a U 00OOIIEHUs HAyyHOrO MaTepHaja COIOCTABISIOTCS pa3IMYHbIC B3Ikl aBTOPOB U
oInpezensercss COOCTBEHHasl MO3ULHUS CTYACHTa C HM3J0KEHHUEM COOTBETCTBYIOIIMX apryMEHTOB.
Tembl pedepaToB AOIKHBI OXBAaThIBATh W JUCKYCCHOHHBIE BONpOChl Kypca. OHM INpU3BaHbI
OTpakaTh TEpPEAOBbIE HAy4HBIE HJEH, O0000IATh TEHIEHIMH TPAKTHYECKOW JEATEIbHOCTH,
YUUTBIBAs IIPU 3TOM U3MEHEHUS B TEKYILIEM 3aKOHOAATENbCTBE. PekoMeH10BaHHAsI HUXKE TeMaTHKa
pedeparoB npumepHass. CTyIeHT NpHU KETaHUM MOXET caM MPEUIOKHUTh Ty WM HHYIO TEMY,
IIPEJIBAPUTEIILHO COTJIACOBAB €€ C HAYYHBIM PYKOBOIUTEIEM.

Pedepar, kak mnpaBuUiO, COCTOMT W3 BBEAEHHUS, B KOTOPOM KpaTKO OOOCHOBBIBAETCS
aKTyaJbHOCTb, Hay4yHass M MPAKTUYECKas 3HaYMMOCTb M30paHHOM TEeMbl, OCHOBHOI'O MaTepuaia,
COJIEpKallero CyTb MpoOJIEMbl U MYTH €€ PEIICHUs, U 3aKJIIOYeHUs, I7ie POPMUPYIOTCS BBIBOABDI,
OLIeHKH, npeanoxenus. OOmmii o0beM pedepara 20 TUCTOB.

Texaudeckue TpedoBanus k opopmieHuto pedepara cienyronme. Pedepar opopmisercs
Ha JucTax gopmata A4, ¢ 00s13aTeIbHON HyMepalel CTpaHull, IpuYeM HOMEp CTPaHUIIbI Ha
MIepBOM, TUTYJIBHOM, JIUCTE HE cTaBUTcs. [loms: BepxHee, HIDKHEE, TpaBoe, JieBoe — 20 MM.
A63annblii otetyn — 1,25; PUCyHKH JOKHBI CO3/1aBaThCs B UKIMYECKUX PEAAKTOPAX MM Kak
pucyHok Microsoft Word (crpynmupoBannslit). TaOmu1bl BRIMOTHATE TAOJIUYHBIME STYCHKaMU
Microsoft Word. CkaHupoBaHue pUCYHKOB U TaOJIMIl He olyckaeTcsl. BeipaBHMBaHUE TekcTa (110
HIMPUHE CTPAHUI[BI) HEOOXOAUMO BBIMOIHITH TOJIBKO CTAaHAAPTHBIMU CIIOCOOAMHU, a HE C TIOMOIIIbIO
npo6enoB. Pazmep Tekcra B pucynkax u tabnunax — 12 kernb. Ha tutynsHoM nucre pedepara
HYKHO YKa3aTh: Ha3BaHHe yueOHOTro 3aBeieHUs, (paKyIbTeTa, HOMEp IPYyNIbl U PaMUIINIO, UMS U
OTYECTBO aBTOPA, TEMY, MECTO U T/ €ro HanucaHus. Pexomenayemblit 00beM paboThl
CKJIa/IBIBAETCS U3 CIEAYIOMINX COCTABIISIIOIINX: TUTYNbHBIN UCT (1 cTpanuna), conepxkanue (1
cTpaHu1a), BBeeHue (1 — 2 cTpaHuUIbl), OCHOBHAS YacTh, KOTOPYIO MOKHO Pa3/iedUTh Ha IJ1aBbI
v pazaens! (10 — 15 crpanui), 3akmouenue (1 — 3 cTpaHuiibl), COUCOK JuTepatypsl (1 crpanuia),
npusoxenue (He oos3aTensHo). Eciu pedepar cogep kut Tabnuily, To ee HoMep U Ha3BaHUe
pacroararTcs CBepXy TaOIHIIbl, €CJIU PUCYHOK, TO BHU3Y PUCYHKA.

ConepxatenbHble 4YacTH pedepaTa — 3TO BBEJCHHME, OCHOBHAs 4YacTh W 3aKIIOYCHUE.
BBenenue M0MDKHO colepikaTh pacCyKIEHHE IO IOBOAY TOTO, YTO paccMaTpuBaemas Tema
aKTyajbHa (TO €CTh COBpPEMEHHA M K Hell ecTh OOJIbIION MHTEpeC B HACTOSIIEe BpeMs), a TaKxkKe
MOCTaHOBKY LIEJIM HCCIIeA0BaHNUs, KOTOpask HEMOCPEACTBEHHO CBsA3aHa C Ha3BaHWeM paboThl. Takxke
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BO BBEJICHHMHM MOTYT OBITh IMOCTABICHBI 331a4K (HO HE 00s3aTeNbHO, TaK Kak paboTa HEBEIHKa IO
00bEMY), KOTOPBIE JAETAIU3UPYIOT LeNb. B 3aKiItoueHuH NUIIyTcs KOHKPETHBIE, COJlepKaTeIbHbIe
BBIBOJIBI.

Conepxxanne pedepaTa CTYAEHT JOKJIaJblBa€T Ha CEMHUHApe, KpyXKe, HayuyHOU
KoH(pepeHmu. [IpeaBapuTensHO MOATOTOBUB TE3HCHI JIOKIAAa, CTyJIEHT B TeueHue 7 - 10 MuHyT
JIOJDKEH KPAaTKO M3JI0KUTh OCHOBHBIE IOJIOKEHHs cBOel palothl. [locne nokmana aBrop oTBedaer
Ha BONPOCHI, 3aT€M BBICTYNAIOT OIIOHEHTHI, KOTOPHIC 3apaHee IMO3HAKOMUIHCH C TEKCTOM
pedepara, 1 OTMEUAIOT €ro CUIIbHbIE U ci1abble cTOpoHbl. Ha ocHOBe 00cykeHHs 00ydaromemMycs
BBICTABJIIETCS] COOTBETCTBYIOIIAS OLICHKA.

Memoouueckue pexomenoayuu 011 OO20MOBKU K IKIAMEHY:

DOk3ameH B 7 ceMecTpe siBisercs (OpPMOM HTOTOBOTO KOHTPOJS 3HAaHUM M yMEHUH,
o0yyaroImuxcsi N0 JAaHHOW AMCUUIUIMHE, NOJYYEHHBIX Ha JIEKLIUAX, IPAKTUYECKUX 3aHATUSAX U B
npoIecce CaMOCTOSITEIbHONH paboTel. OCHOBOHM Ui OIpeNeNeHUs] OLCHKH CIY)KUT YPOBEHb
ycBOEHMsI OOy4arolMMHUCS MaTepuana, HpeJyCMOTPEHHOro IaHHOM pabodel mnporpammoin K
9K3aMEHY JIONMYCKAIOTCS CTYIEHTHI, HaOpaBmme 36 u Oojee Oa/UIOB MO HMTOraM TEKYIIEro M
IPOMEKYTOUHOro KOHTpoJsl. Ha sx3ameHe cTyaeHT MoxeT HaOpath ot 15 1o 30 6asos.

B mepmon moaroTtoBku K 9K3aMeHy oOOydaromupecss BHOBb OOpamiaroTcs K y4eOHO-
METOAMYECKOMY MaTepually U 3aKpeIlIsioT IPOMEXKYTOUHbIE 3HAHUS.

[TonroroBka oOyyaromerocst K 3k3aMeH BKIIIOYAET TPH dTama:

—  caMocTosTeIbHas paboTa B TEYEHNUE CEMECTPA;

—  HEeINOCPE/ICTBEHHAs OJrOTOBKA B JHU, IPEALISCTBYIOIINE 3K3aMEHY 110 TeMaM Kypca;

— TIOATOTOBKA K OTBETY Ha SK3aMEHAI[OHHBIE BOIIPOCHI.

[Ipu moaroToBkKe K 9SK3aMeHy OOydaromMMCS IIeNecO00pa3HO HCIOJIb30BaTh MaTEpUAIIbI
JEeKIHUHA, y4eOHO-METOJMYECKUE KOMIUIEKChl, HOPMAaTHBHbIE JOKYMEHTbI, OCHOBHYIO U
JOTIOJTHUTEIIBHYIO JIUTEPATYpy.

Ha sk3ameH BBIHOCHUTCS Marepuan B oObeMe, MPeayCMOTPEHHOM paboueil mporpammoi
y4eOHOI TUCIIMIUIMHEI 32 ceMecTp. DK3aMeH MPOBOJUTCS B IUCBMEHHOH / YCTHOH (hopme.

IIpu mpoBeaeHuu sK3aMeHa B NMHUCbMEHHOM (YCTHOH) ¢dopme, Benymuil mnpenojaBareib
COCTaBIIIET DK3aMEHAIIMOHHBIE OWJIETHI, KOTOpPBIE BKIIOYAIOT B CeOs: TECTOBBIC 3a/laHUS;
TEOpeTUYEeCKHe 3alaHus; 3afauyd Win cutyanud. DopMyaupoBKa TEOPETUUYECKUX 3aJaHus
coBmagaer ¢ (GopMyIMpOBKOI MepeyHsl SK3aMEHAI[MOHHBIX BOMPOCOB, JOBEIEHHBIX O CBEICHUS
oOyyaroIuxcsi HakaHyHe »K3aMeHallMOHHOH ceccuu. CopepikaHue BOIPOCOB OJHOrO Oumiera
OTHOCHTCSI K Pa3JIMYHBIM pa3JieiaM MPOrpaMMBbl C TeM, 4TOOBI 0oJiee MOJTHO OXBATUTH MaTephall
yueOHOM TUCIUTINHBI.

B ayauropuu, rI1e MPOBOMUTCS YCTHBIA K3aMEH, OJHDKHO OJHOBPEMEHHO HAXOAWUTHCS HE
Oosiee HIECTH CTYACHTOB Ha OAHOTO MpenojaBaTess, NMPUHUMAIOLIEro 3k3aMeH. Ha moarotoBky
OTBETa Ha OUJIET Ha SK3aMeHe OTBOAUTCS 40 MUHYT.

Ipu npoBeIeHNH MMCBMEHHOTO 3K3aMeHa Ha paboTy OTBOAUTHCS 60 MUHYT.

Pezynbrar ycTHOro (MMCbMEHHOT0) 3K3aMEHa BHIPAKAETCS OLICHKAMU:

Ouenxa «omauunon—om 91 0o 100 6an1068 — TEOPETHUECKOE COJIEPKAHUE KYpCca OCBOCHO
TIOJTHOCTBIO, 0€3 TPO0OesIoB, HEOOXOIMMBIE MPAKTHYECKHE HABBIKK PA0OTHI ¢ OCBOCHHBIM MaTEPHAIIOM
cthopmupoBaHbl. Bee niperycMoTpeHHbIe porpamMmoit 00ydeHus ydeOHbIe 3a/1aHusI BBITTOIHEHbI, KaYeCTBO NX
BBITIOJTHEHHST OLICHEHO YHCIIOM OaIlioB, OJIM3KMM K MaKCUMaTbHOMY. Ha 3K3ameHe CTyZIeHT IEMOHCTPHPYET
[TyOOKHE 3HaHUSI IPEITyCMOTPEHHOTO MPOrpaMMOi MaTepraa, yMeeT YeTKO, JIJAKOHMYHO 1 JIOTHIECKU
TIOCIIE/IOBATEIFHO OTBEYATh Ha IIOCTABJICHHBIE BOITPOCHL.

Ouenka «xopouioy» —om 81 0o 90 6an1068 — TEOPETIECKOE COZIEPAKAHUE KypCa OCBOECHO,
HEO0OXOIMMBIE MPAKTUUECKHE HABBIKK PaOOTHI C(hOPMHUPOBAHBI, BHINTOIHEHHBIC YIeOHBIE 3aJaHNsT COZICPKAT
He3HauYUTeNIbHbIE OMOKY. Ha sKk3ameHe CTy/IeHT IeMOHCTpUpPYET TBEPIOE 3HaHHsI OCHOBHOT'O (TIPOrPaMMHOT0)
Marepuaia, yMeeT 4eTKO, TPaMOTHO, O€3 CYIIeCTBEHHBIX HETOYHOCTEH OTBEYATh Ha TIOCTABJICHHBIE BOPOCHL.

Ouenka «yooenemeopumenvno» — om 61 0o 80 6annoe — TEOPETHUUECKOE COJEPIKAHUE
Kypca OCBOCHO HE IOJHOCTHIO, HEOOXOIMMBIE MPAKTHUYECKUE HABBIKH PAOOTHI CHOPMHPOBAHEI
YaCTUYHO, BBIIIOJHEHHBbIE Y4eOHBbIE 3aJaHMsl coiepkaT rpyOsle ommOku. Ha sk3ameHe CTyaeHT
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JEMOHCTPHUPYET 3HAHUE TOJLKO OCHOBHOI'O MaTepHalia, OTBETHI COJEPKAT HETOYHOCTH, CIIabo
apryMEHTHPOBAHBI, HAPYIIIEHA MOCIIEIOBATEIBHOCTh N3JIOKEHHS MaTepHrala

Ouyenka «neyooenemeopumenvruo» — om 36 00 60 6ann06 — TeOPETUIYECKOE COJIEPKaHUE
Kypca He OCBOCHO, HeOOXOJMMBIE TPAKTHYECKHE HABBIKK PAa0OTHI He CPOPMHUPOBAHBI,
BBINOJIHEHHBIE YUEOHBIE 3a/1aHUS CO/IEPKAT rpyOble OMMOKH, JOMOTHUTEIbHAS CAMOCTOSTENIbHAS
paboTa HaJl MaTepuajIoM Kypca He TPUBEIET K CYIIIECTBEHHOMY MOBBIIICHUIO Ka4eCTBa
BBITIOJTHEHMS YI€OHBIX 3a7aHuil. Ha ak3aMeHe CTyIeHT IeMOHCTPUPYET HE3HAHUE 3HAYUTEITHHON
YacTH MPOrpaMMHOT0 MaTepHalia, CylleCTBEeHHbIC OMTMOKH B OTBETaX Ha BOIPOCHI, HEYMEHHE
OPUCHTHUPOBATLCA B MAaTCPUAJIC, HC3HAHUC OCHOBHBIX HOHATUH JUCHUITIIMHBI

Memoouueckue pekomenoayuu no 6bINOJIHEHUIO 1A00PAMOPHBIX padom

BrimonHeHue kaxaou 1abopaTopHOH paObOThI CKIIAIBIBACTCS U3 CIICAYIOUINX ITAIOB.
1. CamocrosiTenpHasi TOATOTOBKAa CTYJEHTOB K pabote. Ilepen Hawamom pabGoThI
CTYACHTBI JJOJDKHBI YETKO MPEICTABIATh ceOe 1eb paboThl, U3YYUTh TEOPETUICCKUE CBEACHUS K
nabopaTopHoi paboTe

2. BeinonHeHue paboThl. DTOT 3Tal OCYLIECTBISAETCS B COOTBETCTBUU ¢ METOUYECKUMU
yKa3aHUsIMH, KOTOPBIE COJEPXKATCSA B ONMUCAHMU K Kaxnoi padborte. CHopMynnpoBaTh BHIBOIBI
10 IPO/IETIaHHOM pabore.

3. CocraBienue ordera o mpoaenaHHoi pabore. K oruery o BbImonHeHHOH paboTe
HPEIbBIAIOTCS CeNylolue TpeOOBaHUS:

OTuer MODKEH COAep)KaTh HMCUEPIBIBAIONINE JaHHBIC, KaK O LEIH padoThl, TaK M O
pe3ynbTaTax B CIEIYIOIIEH MOCIe0BaTeIbHOCTH:
*  TurynpHBIA JHCT
*  1IeNb paboThI
*  3ajaHue Ha Ja0OpaTOpHYIO paboTy IJIsl CBOETO BapHaHTa
*  OTBETHI HA KOHTPOJbHBIE BOMPOCHI
*  pe3yJIbTAThI BBHITIOJHEHUS pa0OTHI
*  BBIBOJBI MO paboTe.
4. 3ammurta jabopaTopHOM pabOTHI C MPENCTABICHHEM OTYeTa. 3aluTa JadopaTOpHOU
paboTsl MPOXOIUT B PopMe CBOOOTHOIM Oecebl o TeMe 1abopaTopHOi paboTHI.

Memoouueckue pekomem)auuu 1o noozomoeke K mecmupoeanuro

TecTbl — 3TO BONPOCH! WK 3a/laHus, IPEAYCMaTPUBAIOIIAE KOHKPETHBIN, KPATKUM, YETKUI
OTBET Ha UMEIOIINECS ATANOHBI OTBETOB. [Ip1u caMocToATENbHON MOATOTOBKE K TECTUPOBAHUIO
CTYJEHTY HEOOXO0IUMO:

a) TOTOBSCH K TECTUPOBAHUIO, IPOPadOTaTh MH(OPMALIMOHHBIN MaTepual Mo TUCHUIUIUHE.
[TpokOHCYIBTHPOBATHCS C MPENOAAaBATENEM 110 BOIIPOCY BbIOOpa y4eOHOH JINTEpaTyphl;

0) 4eTKO BBISICHUTE BCE YCIIOBUS TECTUPOBAHMS 3apaHee. 3HaTh, CKOJIbKO TecToB Bam Oyzer
IPEJI0KEHO, CKOJIBKO BpEMEHH OTBOJUTCS HA TECTUPOBAHME, KAKOBA CUCTEMA OLIEHKU
pe3yibTaToB U T.1.

B) NMpHUCTyMas K paboTe ¢ TeCTaMU, BHUMATEJILHO U /10 KOHIA IPOYTHUTE BOIIPOC U
npeJyiaraeMble BApMaHThl OTBETOB. BriOepuTe mpaBuiibHbIE (MX MOXKET OBITh HECKOJIbKO). Ha
OTJIEJIbHOM JINCTKE OTBETOB BBHIMUIINTE I (PY Bompoca U OyKBbI, COOTBETCTBYIOILINE MPABUIBHBIM
OTBETaM;

I') B [IPOLIECCE PEUICHMS KENATEIBHO IPUMEHITh HECKOJIBKO IOAXO0/I0B B PEIIEHUH 3aJaHHUS.
3T0 MO3BOJSET MAKCUMAJIbHO THOKO ONEPUPOBATh METO/IaMU PELICHUS, HaX0/Is KaXAbIN pa3
ONTUMAJIbHBIA BapHaHT.

1) eciu Bel BeTpeTuiu upe3BbIluaiiHO TPy IHBIN 1st Bac Borpoc, He TpaThbTe MHOTO BPEMEHU
Ha Hero. [lepexonure k qpyruM tectam. BepHuTech kK TpyTHOMY BOIIPOCY B KOHIIE.
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€) 00s13aTeIbHO OCTaBbTE BPEMS JIJIsl IPOBEPKHU OTBETOB, UTOOBI M30€KaTh MEXaHUIECKUX
OLIMOOK.

Kpumepuu oyenueanus

Onenka
HeY/10BJIETBOPUTEJIBHO YIOBJIETBOPHUTEIbHO Xopo1io OTJIMYHO
0 6an0B 3 damia 4 6aia 5 6anoB
Menee 50 % npaBuIIbHO 50-70% npaBUIBbHO 71-85% 86-100%
BBINIOJHEHHBIX 3aaHUM. BBIIIOJHEHHBIX MIPaBIIBHO MIPaBUIILHO
3aJJaHUH. BBIIOJIHEHHBIX BBIIOJIHEHHBIX
3aJaHui. 3aJIaHUil.

8. MATEPUAJIBHO-TEXHWYECKOE OBECIIEYEHUE JUCLHUITIINHBI
8.1. TpeGoBanus kK MaTepHAJIbHO-TEXHUYECKOMY 00ecredeHNI0

Criennanu3upoBaHHasi ayJUTOpUs, UCIOJIb3yeMas MPU MPOBEJCHUU 3aHATUN JIEKLIHOHHOIO
tuna Ned6, No48, Ned8a, No50, Ne56, No58 ochamieHa MyJnbTUMEAUNHBIM IPOEKTOPOM H
KOMIUIEKTOM  anmapaTypbl, IO3BOJIAIOIIEH JIEMOHCTPUPOBAaTh TEKCTOBbIE U TIpaduyeckue
MaTepuabl.
Jlaboparopun ocHaIeHbl HEOOXOAUMBIM 00opynoBanueM: KoMruiekT yuebroro odbopynoBanus [10
1715 «JlokanbHble KOMIbIOTEpHBIE ceTu», Kommiuekt yue6HOro obGopynoBanus IO 1154
«KopnopaTuBHble KOMIIBIOTEPHBIE CeTU», KomiuiekT ydeOHoro obopynoBanus 110 1582 «I'nobGanbHble
KommbroTepHbie cetny, Kommiuekt ydyebHoro obopymoBanus [IO 1305 «CeteBast 6e30macHOCTBY,
Kommekt yue6HOTO 060pynoBanus 110 1092 «becnipoBoansie cetn Wi-Fin, Microsoft Office, 7-
zip, Adobe Acrobat Reader DC u nap. Jlaboparopus «3amumieHHoii o0paboTku uHbOpMauu
ceTeBbIX TexHoJorui Cisco»

CryneHTsl UMEIOT 1OCTYI Yepe3 MIHTepHeT 10oCcTyn K equHOMY 00pa3oBaTebHOMY MOpTaIy,
I7I€ B OTKPBITOM JIOCTYII€ MMEIOTCS PECcypchl y4EeOHO-METOIUYECKON JIUTEPATyphl, SIBISIOMIMECS
pa3paboTtkamu Beaymux BY3os Poccun.

8.2. Oco0eHHOCTH peau3anuy JUCHUILIMHBI VIS HHBAJIU/I0B U JINI C OTPAHNYEHHBIMH
BO3MO’KHOCTSIMHU 3/10POBbSI

Jlis CTYAeHTOB C OrpaHUYEHHBIMU BO3MOXKHOCTSIMHU 3JI0pPOBbS CO3[aHbl CIEIHMATBHBIC
YCIIOBUS IS TOJIYYCHHUST 00pa3oBaHus. B IesX MOCTYIMHOCTH MOJYYCHHS BBICIIETO 00pa30BaHUs
Mo 00pa30BaTENbHBIM MPOrpaMMaM WHBAJIMAAMU MU JIUIAMHU C OTPAaHHYEHHBIMH BO3MOXHOCTSIMU
3JI0POBBSI YHUBEPCUTETOM O0CCIICUNBACTCS:

1. AnprepHaTuBHas Bepcus odulinaibHOro caiita B cetu «HTepHET» U1 c1aboBUISIINX;

2. 115 HBAJIUAOB C HApYLIEHUSIMU 3peHHUs (C1a00BUASIINE, CIIEIBIC):

- MPUCYTCTBHE aCCUCTEHTA, OKa3bIBAIOIIEr0 O0yJaromieMycsi HEOOXOAUMYIO TTOMOIIIb,
IyOMMpOBaHUE BCIYX CIPABOYHONW HMHGPOpPMAIMHM O pPACHUCAHUM Y4YeOHBIX 3aHATUN; HAIUYHE
CPEICTB ISl YCWIEHHS OCTarOYHOTO 3pEHUs, OpailieBCKOi KOMIIBIOTEPHOW TEXHUKH,
BHJICOYBEITMIHUTEIICH, TIPOTpaMM HEBU3YAJIBHOTO J0CTYIAa K HH()OPMAIIUHU, TPOrPaMM-CHHTE3aTOPOB
peun W JAPYruX TEXHUYSCKHX CPEJCTB MpHEeMa-Tiepeaadn ydeOHOW WHGOpMAIMu B JOCTYITHBIX
dbopMax IS CTYIEHTOB ¢ HAPYIICHUSIMH 3PCHUS;

- 3a7aHus JIJIs BBIIOJHEHHS HA DK3aMEHE 3aYMTHIBAIOTCS ACCHCTECHTOM;

- MMMCbMEHHBIC 33JaHUS BBIMOJHAIOTCS Ha Oymare, HaJUKTOBBIBAIOTCS ACCHUCTEHTY
oOyJaronmmcs;

3.J18 WHBAaIWIOB W JIMI[ C OTrPAaHUYCHHBIMH BO3MOXHOCTSIMH 3JI0POBBS I10 CITyXY
(cmabocnpimamue, TTyXue):

- Ha  3a4eTe/dK3aMeHe  NPHCYTCTBYeT  aCCHCTCHT, OKa3bIBAIONIUH  CTYIEHTY
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HEOOXOANMYIO TEXHHYECKYIO ITOMOIIb C y4eTOM HHIMBHIYaJbHBIX OCOOEHHOCTEH (OH MOMOTaeT
3aHATh pabouee MECTO, EePEABUraThCs, MPOYUTATh U OPOPMHUTH 3aJlaHHE, B TOM YHCIIC 3alUChIBAs
MOJ1 TUKTOBKY);

- 3a4eT/IK3aMeH MPOBOJUTCS B MMCbMEHHOI (hopme;

4. Jlnsd VHBaMMIOB M JIUII C OTPAaHUYEHHBIMH BO3MOXKHOCTSIMH 3JIOPOBBS, MMEIOIINX
HapyIICHHUsT OIOPHO-ABUIATEIBHOTO ammapara, CO3JaHbl MaTepUAIbHO-TEXHUYCCKUE YCIIOBHS,
o0ecrieunBaONIe BO3MOXHOCTh OECHPENITCTBEHHOTO JocTyna oOydalommxcs B ydeOHbIE
NOMCUICHUS, OOBEKTY IUTAHWS, TYaJCTHbIE M JAPYrHe IIOMEIICHHUS YHUBEPCHTETA, a TaKKe
npeObIBaHMs B YKA3aHHBIX IMOMEIICHHUAX (HaJM4YHe PacIIMPEHHBIX JBEPHBIX MPOEMOB, MOPYYHEH U
JPYTUX MPUCTIOCOOTICHU).

- NMCBMEHHBIE 33/IaHHs BBINOJHSAIOTCS Ha KOMIBIOTEPE CO CHENHAIN3UPOBAHHBIM
HPOTrPaMMHBIM 00€CIICYCHUEM WIIM HaJUKTOBBIBAIOTCS aCCUCTEHTY;

— 110 JKEJIAHHIO CTYICHTA YK3aMEH IPOBOJUTCS B YCTHOU (opMe.

OOy4aroruecs: U3 4HCia JIMI ¢ OrPAaHUYCHHBIMH BO3MOXKHOCTSIMH 370pOBbSI 00CCIICUCHBI
SNIEKTPOHHBIMH 00pa30BaTeNIbHBIME pecypcamMi B (opMmax, aJanTHPOBAHHBIX K OTPAaHUYCHHSM HX
3JI0POBBSL.
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Jlucer nepeyrBep:kIeHus padoyeii mporpaMMbl THCHUTLTAHBI
Pabouas nporpamma:
onobpena Ha 2017/2018 yueOnsriii roa. [Ipotokon Noe  3acemanust kadeapsl
oT«_» 2017r.
B paGouyro mporpamMmy BHECEHBI CIIEIYIONIIE U3MEHEHHUS:

1. B uacrtu pazgena «YuyeOHO-MeTOanYeCKoe U MHGOPMAIMOHHOE 00ecieYeHUE TUCLIUILIUHBD)

Pa3paboTumnk nporpaMmsl
3aB. kadeapoii

Ono6pena Ha 2018-2019 y4eOHbIii roa.

[Tporokon Ne  3acemanus kadeapsl oT « _ » 2018 .

B pabouyro mporpaMmy BHECSHBI CIICTYIOIINE U3MCHCHUS:

1. B yactm paszgena «YdeOHO-METOAMYECKOS M MHGOPMAIMOHHOE o0ecIeucHue
TIACIUILINHBD)

2. B gactu YII B cBs3M ¢ YTBEpPXKIEHHEM MOPSAKA OPraHM3alMKA M OCYIIECCTBICHUS
00pa30BaTEeNbHON  JIEATEALHOCTH 10 00pa30BaTeabHBIM _IIPOrpaMMaM  BBICHIETO

00pa3oBaHus, IIporpamMMaM 0OakajgaBpyuara, OporpaMMaM CIEHMUAIMTETA, IPOrpaMMaM
maructparypsl ([Ipukas MunoOpHayku Ne31 ot 05.04.2017 r.)

PazpaboTumnk nporpaMmel
3aB. kadeapoit

Onobpena na 2019/2020 yueOHbIN TOSI.
[Iporokon Ne_  3acemanms kadenpsl OT «_ » 20 T

B paGouyto mporpamMmy BHECEHBI CIEIYIONUE U3MEHEHUS:
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