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1. IEJb U 3AJAYU OCBOEHUA JUCHUITJINHBI

Henpto aucummumabel «KOHTpoMs u 0€30MaCHOCTh B KOMIIBIOTEPHBIX CETSAX» SBISAETCS
dbopMupOBaHUE Y CTYACHTOB 3HAHUI U YMEHHI MO 3alUTe KOMIBIOTEPHBIX CETEeH ¢ MpUMEHEHUEM
COBPEMEHHBIX IIPOrPaMMHO-AIIIAPATHBIX CPENICTB.

3aa4yu TUCHUIUIMHBIL:

- O3HAaKOMUTb CTYJIEHTOB C OCHOBHBIMM IOHSTHUSIMM, HCIOJIb3YEMBIMU IpU 3alIUTE
uH(pOpMalUU B KOMIIBIOTEPHBIX CETSX;

- JaTh TpejacTaBiIeHHWE OO0 OCHOBHBIX yrpo3ax U MpoOjieMax 3alluThl CeTEeBBIX
MH(OPMALIMOHHBIX TEXHOJIOTHI;

- 00yYUTH CTYICHTOB METO/1aM 3aIIUTHI MHPOPMALIUHU B CETAX PA3IIMYHOTO HA3HAYCHUSI.

N3ydyenne aucuumiuabel «KOHTpoab M 0€30MaCHOCTh B KOMIIBIOTEPHBIX CETSIX» JOJIKHO
CHOCOOCTBOBATh TIOJIYUEHHIO MPO(ECCHOHAIBHBIX KOMIETEHTHOCTH U KpPyrosopa, yMEHHUIO
OpUEHTUPOBAThCA B METOAAX M TEHICHIMSIX B Pa3BUTHH CPEACTB 3alIUThl COBPEMEHHBIX
KOMIIBIOTEPHBIX CUCTEM.

2. MECTO JUCHUIIVIMHBI B CTPYKTYPE OIIOII BO

JlucuuIuinHa BKIIFOYEHA B BAPHMATUBHYIO YaCTh 00s3aTENIbHBIX AUCLUUILUIMH Y4€OHOIO IJIaHa
no HampasieHuto nmoarotoBku 10.03.01 Mudopmannonnas 6e3omacHocTs npoduis: OpraHu3amms
Y TEXHOJIOTU 3allUThl HHPOPMALIUY .

Nzyuenne e€ Oaszupyercs Ha cCilenyromux aucuuiinHax: «CeTu U CUCTeMBbI Tepenadu
uHpOpMaLUn», «ANIapaTHbIE CPEJICTBA BHIYUCIUTEIBHON TEXHUKNY.

I[I/ICIII/IHJII/IHa ((KOHTpOJ'II) 1 0€30I1aCHOCTE B KOMIIBIOTCPHBIX CETAX» SABJIACTCA I[HCHI/IHJIPIHOﬁ
npo¢eCcCHOHATIBHOIO IHUKJIA.

3. TPEBOBAHWUS K PE3YJIBTATAM OCBOEHUSA JUCHUITJIMHBI

[Ipouiecc n3yueHus AUCIUILTUHBI HATIPaBlIeH Ha POPMHUPOBAHUE DTIEMEHTOB CIIEIYIOIINX
komretreHnuii B cootBercTBru ¢ ®I'OC BO u OINOIT BO no nanHoMy HanmpaBiIeHHUIO MTOATOTOBKHU:

OIIK-9CrocobeH NpUMEHSTh CpeACTBa KPUOTOTpadUUECKO ¥ TEXHUYECKOW 3allUThl
uH(popMaIuu ISl penieHus 3a1a4 npo(ecCHoHanbHON AesTENHHOCTH;

[MIKC-2CnocoGeH aAMHUHHUCTPUPOBATH OIMEPAIIMOHHBIE CHCTEMbI, CHCTEMBI YIIPaBJICHUS
0a3zaMM JTaHHBIX, BHIYUCIIUTEIIbHBIC CETH;

[IKC-3CnocoGeH mpoBOAUTH ayauT 3allMIIEHHOCTH OOBeKkTa WH(GOpMaTU3alUd B
COOTBETCTBUU C HOPMATUBHBIMH JIOKYMEHTAMHU.

B pesynbTaTe n3ydeHus AUCIUIUIMHBI CTYIEHTHI JOJKHBI

3HATh:

—  IIenu, 3a7a4u, MPUHIIUIIBI 1 OCHOBHBIE HaIpaBlieHUs oOecrieueHns nH(HOPMAIIMOHHON
0€30MacCHOCTH MPEATNPUATHS, YTPO3bI MPEANPHUATHS HA OCHOBE aHAIN3a CTPYKTYPHI U
cojiepkaHusi MHPOPMAITMOHHBIX MTPOIIECCOB €ro, YIPo3bl HHHOPMAITMOHHONW 0€30MaCHOCTH
rocy/1apcTBa, cojiepkanre nH(HOPMAIIMOHHON BOIHBI, METOBI U CPEJCTBA €€ BEJCHUS,
MMOHUMATh YTPO3bl 0€30MaCHOCTH UH(POPMAIINH, METOBI aHATN3a CTPYKTYPHI 1
0COOCHHOCTH (PYHKIIMOHUPOBAHUS 00BEKTa 3alUThI, MPUHITUIIBI OpPTaHU3AI[TT
MH(POPMAITMOHHBIX CHCTEM B COOTBETCTBUU C TPEOOBAHMUSIMU TIO 3aIIUTE HHPOPMAIIUH.

—  BEpOSITHBIE YIPO3bl U BO3MOXHBIE IIYTH WX HEUTpaTU3alli; OCHOBHBIE THUITbI CETEBBIX
TOTIOJIOTUH, PUEMBI PAOOTHI B KOMIIBIOTEPHBIX CETSIX; OCHOBBI a/IMUHUCTPUPOBAHHUS
MOACUCTEMBI HHPOPMAIIMOHHOMN 0€301MacHOCTH;

—  OCHOBBI OPTaHHU3AIMOHHO — TEXHUYECKUX MEp 3aIIUTH HHPOPMAIINH;, METOAUKH 110
BBITIOJTHEHHUIO PabOT M0 YCTAaHOBKE, HACTPOMKE M 00CTY>KUBAHUIO TEXHUIECKUX U
MPOrPaMMHO-AMIAPATHBIX CPEICTB 3aIIUTHI HH()OPMAIINH;



YMETB!

—  IPUMEHSTbh COBPEMEHHBIE TOJIXObI K IOCTPOECHUIO CUCTEM 3alllUThl HH(pOpMaIH,
BBIOMPATh M aHAIM3UPOBATH ITOKA3aTENIM KAYeCTBA U KPUTEPHH OLIEHKU CHCTEM
MH(POPMALIMOHHOTO HAallaIeHUsI U CUCTEM 3aIlUThl UHPOPMALIUH, OIPEAEIATh
UH(POPMALIMOHHBIE PECYPCHI, MOAJISKAIINE 3AIINUTE, TPOBOANUTH KIACCH(PHUKAINIO OOBEKTOB
U CyOBEKTOB HH(OPMALIMOHHBIX CUCTEM.

—  OLIGHUBATh BO3HUKAIOUIME YIPO3bl U HEOOXOIUMOCTh UX YCTPAHEHUS; IPUMEHSATH IPUEMBI
paboThI B KOMIIBIOTEPHBIX CETSIX; BEIOMPATh CETEBBIE TEXHOJIOTHH, IPOTPAMMHBIEC U
annapaTHble CpPeJCTBa JJIs HOCTPOEHHUS JTOKAIbHBIX KOMIIBIOTEPHBIX CETEH 10 3a1aHHBIM
napamerpam Juia opranuzanuu UT-uHppacTpyKTyphl peanpusTus; ObICTpo pa3oOparbes B
IIPOTOKOJIaX aJMUHUCTPUPOBAHMSI [TOICUCTEMBI HHPOPMALIMOHHOM 0€3011acHOCTH 00beKTa
3aIUTHI.

—  (opMynIHpoBaTh HEOOXOAUMBIE OPTaHU3ALIOHHO — TEXHUYeCKHEe Mepbl 311; BBINOIHAT
paboThI 110 YCTAaHOBKE, HACTPOHWKE U 0OCITYKUBAaHUIO TEXHUYECKUX U IPOrPaMMHO-
anmapaTHbIX CPEACTB 3alIUThI HH(POPMAIIHH.

Bnanern:

—  HaBbIKamMH ()OPMAIIbHOM MOCTAHOBKH U PEIICHUS 3a/1a4n o0ecrieyeHnst WHPOPMAIMOHHON
0€30MacHOCTH, HaBBIKaMH ONPEICIICHHSI BO3MOKHBIX ITyTEH HEUTpaIH3aIuy yrpo3,
IPUHLIUIIAMU PAacCHpeieNIeHHs IIPaB U OTBETCTBEHHOCTH MPHU OpraHU3aluu J0CTyNa K
00BEKTaM.

—  HaBbIKaMHM a/IMUHUCTPUPOBAHUS NOJCHCTEM MH(POPMAIIMOHHON 6€30aCHOCTH 00BEKTa
3alIUThl; HABBIKAMH [IPOCKTUPOBAHUS APXUTEKTYPhl CUCTEMBI 3aLUThI HH(OPMALUHU, TS
obecrieueHrs THPOPMALMOHHOM 0€30MaCHOCTH 00BEKTa; HABBIKAMH MCTIOIb30BAHUS
COBPEMEHHBIX allapaTHbIX U IPOrPaMMHBIX CPEICTB Opranusainuu cereii IBM;
ucnoib3oBanusi OBM B T€I€KOMMYHUKAITMOHHBIX CUCTEMAaX M JIOKATBHBIX CETSAX; HABBIKAMHU
pa3paboTKU CETEBOro MPOrpaMMHOI0 0OecredeHusl.

—  METOJMKOW 3alIUTHI OT YIrPpo3 HHPOPMALMOHHOMN OE30MACHOCTH; CITOCOOHOCTHIO BBITIOJIHATh
paboTHI 10 YCTaHOBKE, HACTPOWKE U OOCITY>KUBAHHIO TEXHUYECKHUX M ITPOrPAaMMHO-
annapaTHbIX CPEICTB 3aIIUThl HHPOPMALIUY;

4. COAEPKAHME U CTPYKTYPA JUCHUIIJINHBI

B tabnune 1 npuBoauTCS ONMUCAaHUE COJAEP)KAaHUS TUCUUIUIMHBI, CTPYKTYPHPOBAHHOE IO
paszenaM, ¢ yKazaHUEM IO KaXJIOMY pasjieny (GOpMbl TEKYIIEro KOHTPOJIS: 3allluTa JJabopaTopHOH
pab6otsl (JIP), komnoxBuym (K), pydexnsiit koutpoias (PK), rectuposanue (T).

Tab6mumna 1
Ne | HaumeHoBaHue Conep:xanue pa3aena Kon ®opma
pa3nesa KOHTPOIMDP | regymer
yemoii o
KOMIIETECHI
uu (uam ee | KOHTPOJI
4aCTH) A
1 | be3onmacHocTh OCHOBBI OpraHu3alNK U OIIK-9, (K), (PK),
CETE3aBUCUMBIX (GYHKIIMOHUPOBAHUS BBIYMCIUTEIBHBIX [TIKC-2, (T), (JIP)
YPOBHEU cerel. Llenu u 3agaun kypca. Conepxanue [IKC-3

TUCIUILIMHEL. PekoMenryemas nureparypa.
[Tonsitue cetn 3BM. Dtansl pa3BuTus
cereit. Kputepuu kinaccudukamm
BBIYHMCIIUTENbHBIX CETe. XapaKTepUCTUKHU
BBIYMCIIUTENBbHBIX ceTeil. CpeacTra
noctpoenus cereid DBM. Jlornueckas u




bu3nyeckas CTpyKTypu3aLus ceTel.
Mogens ISO OSI. CtannapTHble CTEKH
KOMMYHHUKAIIMOHHBIX TPOTOKOJIOB.
Texnonoruu obecrieyeHns: 6€30MACHOCTH B
BBIUUCIIUTENbHBIX CETSIX.

PU3NYECKUN U KaHAIbHBIA YPOBEHb
nocTpoeHus cereil. Pu3n4ecKuii ypoBeHb
MOCTPOCHUS BHIYUCITUTEIIbHBIX CETEH.
Crangaptel kabeneil, UCIoJIb3yeMbIX IS
noctpoenus cereid. CTpyKTypupoBaHHas
ka0enbHas cuctema. becipoBoiHbIe ceTH.
KanayibHbIl ypOBEHB IIOCTPOCHHUS
BBIYHMCIIUTENBHBIX ceTeid. MeToabl JocTyna K
paszaensieMont cpeae. MeToapl KOMMyTalHH.
YTrpo3bl 6e301macHOCTH HHPOPMAIIHH,
nepeaaBaeMoil B BBIUMCIUTEIbHBIX CETAX, Ha
(bU3MYECKOM U KaHATTbHOM YPOBHSIX.
Meto1bl UX HEUTpaATU3ALNY.

OIIK-9,

(K), (PK),
(T), JIP)

TexHONIOrnu MOCTPOCHUS JTOKATBHBIX CETEH.
Cranpaptel IEEE 802.x. Ynpasnenue
JIOTUYECKUM KaHAJIOM, METOJI IOCTYIa K
pasnensemoit cpene CSMA/CD. @opmaTtsl
kanapoB TexHosioruu Ethernet. CtanmapTsl
¢usnueckoii cpensl Texnonoruu Ethernet.
Meronuka pacuera cereii Ethernet.
Texnonoruu Token Ring, FDDI. UaTepdeiic
Berkley Sockets. BeicokockopocTHble
texHojoruu noctpoenus JIBC: 100VG-
AnyLan, Fast Ethernet, Gigabit Ethernet, 10
Gigabit Ethernet. Texnonoruu VLAN.
VYrpo3bl 6e30macHoCcTH HH(OPMALIHH,
repeaBaeMoy B JIOKATbHBIX
BBIYUCIIUTENBHBIX CETSAX. MeTOo/ bl uX
HEHUTpaIN3alUN.

[IKC-2,

(K), (PK),
(T), JIP)

CereBoll ypOBEHb ITIOCTPOCHHUS CETEM.
Mapmpytuzanus. CeTeBoil ypoBeHb
noctpoeHus cereid. DyHkIMK U MHTEpPENCH
ceteBoro ypoBHs. CeTeBoil ypoBeHb
Internet. ITporoxomnel IPv4, IPv6, anpecanus
B [P-ceTsax. [IpoTokosnsl paszpemenus
aapecoB ARP, RARP. Anropurmsl
MapLIpYTU3aLUHU, X XapaKTePUCTHUKA.
ITpoTOKOJIBI M aNTOPUTMBI BHYTPEHHEN U
Mex1oMeHHoN Mapupytuzauuu (RIP,
OSPF, IGRP, NLSP, EGP, BGP).

[IKC-3

(K), (PK),
(T), JIP)

Bbe3zonacHocTs
CETEHE3aBUCUMBIX
YPOBHEM

TpancnoptHas IOJICUCTEMA
BBIYMCIIUTEIBHBIX ceTe. TpaHcrmopTHBIN
YPOBEHb MOCTPOCHUs ceTeil. TpaHCIOpTHBIE
nporokosnsl B Internet: TCP u UDP.
TpaHCHOPTHBIN YPOBEHb NOCTPOEHUS CETEH.
Yrpo3sl  0e30MacHOCTH M CpEACTBa
OpraHu3aIn 06e301macHOTO

OIIK-9,

(K), (PK),
(T), JIP)




WH(POPMAITMOHHOTO B3aUMOJICHCTBHUS B CETAX
TCP/IP.

YpoBeHb MIPUIIOKEHUH. VYnpasienue
BBIYUCIIUTEIbHBIMU CETSIMU.
[IpencraBuTenbCKUd M MPUKIAAHON YPOBHU
nocrpoeHus cered  OBM.  IIpotokossl
MIPUKJIATHOTO u IIPEICTaBUTEIIBCKOTO
ypoBHel cetd Internet. Ynpasnenue cersimu
OBM. ®OyHKIMU NPOTOKOJIOB YIPABICHUS
cetbto. [Iporokonbl ynpasinenus SNMP u
CMIP. CereBble cayxObl U CpeacTBa
yIpaBJICHUSL.

ITKC-2,

(K), (PK),
(T), JIP)

[IporpaMMHO-TeXHUYECKHE cpeacTna
3alIUTHl BBIYUCIUTENbHBIX ceTeid. CpeacTna
KOHTPOJISI  BHEIIHEro IMEepUMeTpa  CeTH.
CpenctBa KOHTPOJIS JOCTyNa K CETEBBIM

cyxbam. CpencrBa akTHBHOTO —ayauTa
BBIYUCIUTCIBHBIX ceTeil.
Kpunrorpadguyeckne cpencrsa  3aIiuThl
I/IH(bOpMaIII/II/I B BbIYUCIUTCIBHBIX CCTAX.
Bupryaneusie wactHele cetH. lIporokon
SSL. Cpeactpa IIPOTUBOAECUCTBUS
KOMITbIOTEPHBIM BUPYCAM. CpencrBa

OpraHM3aly JIO)KHOTO HH(OPMALKOHHOIO
pecypca B ceru. Mcmosb30BaHHME CpENCTB
3aIMThl MH(POPMALUU B BBIYHCIUTEIHHBIX
ceTax Uil oOecrieyeHUs MHGPOPMALUOHHOM
0e30nmacHOCTH UHPOPMALMOHHBIX CHCTEM.

ITKC-3

(K), (PK),
(T), JIP)

CTpyKTypa TUCHUNIMHBI

OO6m1ast Tpy10€MKOCTh TUCIUIUIMHBI COCTABIISIET 4 3aueTHbIe eAMHUIHI (144 qaca)

Tabmumna 2
Bun padorsi TpyroeMKOCTb, Yachl
5 cemecTp Bcero
OO0mas Tpya0eMKOCTh (B 32a4eTHBIX 144 144
eTUHUIIAX)
KonraktHasi pa6ora (B yacax): 75 75
Jlexyuu (J1) 30 30
Jlabopamopuwvie pabomut (JIP) 15 15
Ilpakxmuueckue 3auamus (113) 30 30
CamocrosiTesibHasg padora (B yacax): 42 42
Kypcosoii npoexT (KIT)
Kypcosas pabora (KP)
CamMOCTOSITETbHOE N3YUYCHUE PA3]IETIOB 42 42
IloaroroBKa M NPOXoXKIEHUE 27 27
NPOMEKYTOYHOM aTTeCTALMHI
Bua npomeKyTo4HO# aTTecTAlMH DK3amMeH OK3aMeH

Taonuua 3. JIeKUMOHHBIE 3aHATUS



Ne i/

Tema

OcHOBBI Opranu3anyu U (yHKIIMOHUPOBAHMSI BRIYMCIUTENBHBIX ceTell. Llenn u 3amaun
kypca. Coaepxkanue qucuuiuiniel. Pekomenayemas aurepatrypa. [lonstue cetu 9BM.
Ortansl pa3Butus cereil. Kpurepun knaccuukanuy BBIYUCIUTEIBHBIX CETEH.
XapakTepUCTUKU BBIYUCIUTENBHBIX ceTeil. CpencTBa mocTpoeHus cereit BM.
Jlornueckast u puzmueckas crpykrypusanus cereil. Mogens ISO OSI. CrangaptHbie
CTeKH KOMMYHUKAIIMOHHBIX MPOTOKOJIOB. TexHonoruu odecredenusi 0e30macHOCTH B
BBIYMCIIUTEIIbHBIX CETSIX.

®uU3NYECKU U KaHAJIBHBIN YPOBEHB MOCTPOEHUS ceTell. PU3NYECKUil YPOBEHB
IIOCTPOEHHUSI BBIYMCIUTENBHBIX ceTeil. CTaHaapThl Kabemeil, NCIoJIb3yeMBbIX AJIs
nocrpoenus cereil. CTpyKTypupoBaHHasi kabesbHas cuctema. becrpoBoiHbIe ceTH.
KanasbHblil ypOBEHb IIOCTPOCHMS BBIYUCIUTEIBHBIX ceTel. MeToIbl nocTymna K
paznenseMoit cpeae. MeToibl KOMMYyTallMK. YTPOo3bl 0€30MacHOCTH UH(pOpPMALIUH,
nepeaBaeMoi B BEIYUCIUTENBHBIX CETSAX, Ha (PU3NYECKOM M KaHATBHOM YPOBHSIX.
Meto/ibl X HEUTpaIu3aluu.

Texnonoruu noctpoenus JokanbHbIx ceteit. Ctannaptsl IEEE 802.x. Ynpasnienue
JIOTUYECKUM KaHAJIOM, METOJ1 ocTyma K pasaensemoit cpeae CSMA/CD. @opmaTtsl
kanpoB TexHonoruu Ethernet. Ctanmaptel pusmueckoii cpeast TexHonoruu Ethernet.
Metonuka pacueta cereit Ethernet. Texnonoruu Token Ring, FDDI. UuTepdeiic
Berkley Sockets. Beicokockopoctabie Texnonoruu nocrpoenus JIBC: 4100VG-
AnyLan, Fast Ethernet, Gigabit Ethernet, 10 Gigabit Ethernet. Texnonorun VLAN.
Yrpo3sl 6€301aCHOCTH HHPOPMAITHH, TIEPEIaBAEMON B JIOKAITBHBIX BRIYHCIUTEIIBHBIX
ceTsix. MeTo/ibl NX HEUTPAIU3AIUH.

CereBoil ypoBeHb nocTpoeHus cereil. Mapuipyruzanus. CereBoil ypoBEHb IOCTPOCHUS
cereil. @ynkuuu u uaTepdericel cereBoro yposus. CeteBoil ypoBeHb Internet.
[Iporokoinsl IPv4, IPv6, anpecauus B [P-cetsix. [IpoTokonsl pa3peuienus aapecos ARP,
RARP. Anroputmsl MapiIpyTu3alun, X XapakrepucTuka. [I[poTokoss! 1 anropuTMal
BHyTpeHHel 1 MexxaoMenHol mapuipyrusaiuu (RIP, OSPF, IGRP, NLSP, EGP, BGP).

TpancnopTHass MOJACUCTEMA BBIYMCIUTENbHBIX ceTed. TpaHCIOPTHBIA YpOBEHb
noctpoeHus cerei. TpancnoptHeie TpoTokossl B Internet: TCP u UDP. TpancniopTHbIit
YPOBEHb TOCTPOCHHS CeTeil. YTpo3sl 0e30MacHOCTH U CpPEACTBAa OpraHu3aluu
6e3onmacHOro HHGOPMaIMOHHOTO B3anuMoieiicTBus B cetax TCP/IP.

YpoBeHb NPUIOKEHNUN. YTIPAaBICHUE BEIYUCIUTEIBHBIMU CEeTAMU. [IpencraBuTenbckui
U TPUKIAAHONW YpoBHHM mnocTpoeHus cered OBM. IlpoTokonsl mOpUKIagHOTO U
IIPEICTaBUTENBCKOTO ypoBHEN cetu Internet. Ynpasnenue cersmu OBM. ®DyHxnun
MPOTOKOJIOB yrpaBieHus cetbto. [IpoTokonsr ynpasnenus SNMP u CMIP. Cerebie
CIIy>kObI U CpeJICTBA yIPaBICHHUSI.

[IporpaMMHO-TEXHUYECKHE CpEACTBA 3alUThl BBIUMCIUTENbHBIX ceTeil. CpencrBa
KOHTpOJISi BHEIIHEro mnepumerpa cetd. CpencTBa KOHTPOJSA JOCTyNa K CETEBBIM
ciyx0aM. CpencTBa akTUBHOTO ayJiuTa BBIUUCIUTENbHBIX ceTeid. Kpunrorpapuueckue
CpeAcTBa 3allUThl MH(MOPMAIMM B BBIYUCIUTENbHBIX CETAX. BUpTyallbHblE YacTHbIE
cetu. [Ipotokon SSL. CpencTBa mpoTUBOACHCTBHS KOMITbIOTEPHBIM BUupycaMm. CpeacTaa
OpraHu3aIK JIO)KHOTO MH(POPMALIMOHHOTO pecypca B ceTu. Vcrnonb3oBaHue CpeacTs
3alIUThI I/IH(i)OpMaHI/II/I B BBIYHCIIUTCIBHBIX CETAX OJISA oOecrieueHus HH(i)OpMaHHOHHOﬁ
6€301macHOCTH HH(POPMALIMOHHBIX CUCTEM.

Ta6muma 4. JlabopatopHbIe 3aHATHS

Ne Tembl 1a00OpaTOPHBIX 3aHATHI
Tembl
l. AYJIUT BE3OITACHOCTU ITPOTOKOJIA SNMP
2. AYJIUT BE3OITACHOCTHU ITPOTOKOJIA STP




3. BUPTYAJIBHBIE CETH IEEE 802.1Q

4. | BASBOBBIE MEXAHUN3MbI BE3OITACHOCTU KOMMYTATOPOB

3. BE3OITACHOCTDb HA OCHOBE TEXHOJIOI'MM CETMEHTAIIMN TPAOUKA

6. | BESOITACHOCTDH HA OCHOBE ITPOTOKOJIA IEEE 802.1X

7. CIIMCKH KOHTPOJIA JOCTVIIA ACL

8. KOHTPOJIb JOCTVYIIA K KOMMVYTATOPY

9. N PPOBAHUME KAHAJIA C UCITIOJIbB3OBAHUEM ITPOTOKOJIA WEP

10 MNPPOBAHUE GECITPOBO/JHOI'O KAHAJIA WI-FI C UCIIOJIb3OBAHUEM
* | IPOTOKOJIOB WPA, WPA-2

1 AYTEHTUOUKALIMA BECITPOBOIHBIX KIIMEHTOB HA OCHOBE YHETHBIX
"~ | BAIIMCEU ITOJIB3OBATEJIEU 1 AIIITAPATHBIX AAIPECOB KOMIIBIOTEPOB

12. | OBHAPYXEHUE ATAK JUCCOLMAILIMN C NCITIOJIb3OBAHMEM OC LINUX

13. | ITIPOTOKOJI PPPOE

14. | TEXHOJIOI'MA NETWORK ADDRESS TRANSLATION (NAT)

15. | BUPTYAJIBHBIE HACTHBIE CETU VPN

16. | YTUWIWTA IPTABLES

17. | HAUDOPOBBIE CEPTUDUNKATDI

18. | CHCTEMA OBHAPY>XEHI S BTOPXKEHUI SNORT

19, gé’EIEJUH/IPOBAHI/IE COEJIMHEHUH C UCIIOJIb30BAHUEM ITPOTOKOJIA

20. | YJAJIEHHOE VITIPABJIEHHME 10 [TPOTOKOJIY SSH

Tabmuna 5. CaMOCTOATENbHOE N3YUEHHUE Pa3/IeIoB JUCIUTUIAHBI

Ne
pasuea Bonipochl, BBIHOCHMbIE HA CAMOCTOATEIbHOE H3yUYeHHe

OcHOBBI Opranu3anuy 1 (yHKIIMOHUPOBAHUS BEIYMCIUTEIBHBIX ceTeid. Llemn
u 3a1a4yn kypca. CoaepxaHue JUCHUIUIMHBL. PekoMenayemas nureparypa.
[Tonstue cetn 3BM. Dransl pazButus ceteil. Kputepun knaccudukanuum
BBIUMCIIUTENIBHBIX ceTei. XapaKTepUCTHKU BBIYUCIUTENbHBIX CETEH.
Cpenctsa noctpoenus cereit DBM. Jlornyeckas u pusnyeckas
ctpykrypuzanus cereil. Mogens ISO OSI. CtangapTHble cTekH
KOMMYHHMKAIIMOHHBIX TPOTOKOJIOB. TeXHOJI0run obecrneyeHus: 0e30MacHOCTH
B BBIYUCIIUTENBHBIX CETSIX.

@u3nYecKUil U KaHAJIbHBIN YPOBEHb IOCTPOEHUS ceTel. PU3NUECKUI
YPOBEHb IOCTPOCHMSI BHIUMCIIUTENBHBIX ceTeil. CTaHaapThl kaleneH,
HCIOJIb3YEMBIX JJIsl HOCTpoeHus ceTeil. CTpyKTypupoBaHHas KabenbHast
cucrema. becripoBognsle cetn. KaHanpHBINM ypOBEHb IOCTPOEHUS
BBIYMCIIMTENBHBIX ceTe. MeToAbl JOCTyIIa K pa3iensieMon cpene. Meroasl
KOMMYTallMU. YTpo3bl 0€3011acHOCTH HH(OpMAIINH, TIepeiaBaeMoi B
BBIYHUCIIUTENBHBIX CETIX, Ha (U3NYECKOM U KaHAJIbHOM YPOBHSIX. MeTOIbI X
HEUTpaIU3aLHHU.




Texnonoruu nocrpoenus JiokanbHbix cetedl. Cranaaptsl IEEE 802.x.
VYnpaBiieHue JIOTHYECKUM KaHaJIOM, METOJ IOCTYIIA K pa3AesieMoi cpene
CSMA/CD. ®opmatsl kaapoB TexHosioruu Ethernet. Ctangaptsl Gpu3nveckoit
cpens! Texnonorun Ethernet. Metoauka pacuera cereit Ethernet. Texnonmoruu
4 Token Ring, FDDI. Uuatepdeiic Berkley Sockets. BeicokockopocTHbIe
texnonorun nocrpoenus JIBC: 4100VG-AnyLan, Fast Ethernet, Gigabit
Ethernet, 10 Gigabit Ethernet. Texnomorun VLAN. Yrpo3sl 6e30macHOCTH
nH(pOpMaINH, IepeIaBaeMOi B JIOKAJIbHBIX BHIYMCIUTEIBHBIX CETAX. MeTo bl
WX HeUTpaJlM3alluu.

CereBoil ypoBeHb 1ocTpoeHus cereil. Mapupyrusanus. CeTreBoil ypoBEHb
noctpoeHus cereir. DyHKIMKU U HHTEPhENChl ceTeBOT0 ypoBHs. CeTeBoi
ypoBens Internet. IIpotokonsl IPv4, IPv6, anpecanus B IP-cersx. IIpoTokosst
pazpemenus agpecoB ARP, RARP. AinroputMbl MapuipyTu3amnuu, ux
XapakTepUCTUKA. [IpOTOKOIIBI M aNrOpUTMBI BHYTPEHHEH U MEKIOMEHHOU
mapmpytusanuu (RIP, OSPF, IGRP, NLSP, EGP, BGP).

TpaHcnopTHas IOACUCTEMA BBIYMCIUTEIBHBIX ceTel. TpaHCIIOPTHBIN ypPOBEHb
noctpoeHust cereid. TpancnoptHeie mnpotokoasl B Internet: TCP u UDP.
6 TpaHCnOpTHBI YpOBEHb MOCTPOCHHS CETEH. YTPOo3bl 0OE30IacCHOCTH U
CpeIcTBa OpraHu3anuu 0e30macHoro MHGOPMAIMOHHOTO B3aUMOJICHCTBUS B
cersix TCP/IP.

YpoBeHb  INPUIOKEHUH.  YIIPaBIE€HUE  BBIYUCIUTCIBHBIMA  CETAMM.
[IpencraBuTenbckuil M MPUKIAAHONM YpPOBHHM mOCTpoeHus cereil OBM.
IIpoTOKOJIBI IPUKIAJHOTO M IPEACTAaBUTENBCKOIO YpPOBHEW cetu Internet.
VYopasnenue cersimu OBM. @yHKIMM NOPOTOKOJIOB YIPABIEHUS CEThIO.
IIporokonsl ynpaiaenuss SNMP u CMIP. CeteBble cinykObl M CpencTBa
YIPABJICHMUS.

IIporpaMMHO-TEXHUYECKHE CPEJCTBA 3AIUUTHl BBIYUCIUTEIBHBIX CETEH.
CpencTBa KOHTPOJIS BHELIHETO niepumeTpa ceTd. CpencTBa KOHTPOII A0CTyIa
K ceTeBbIM ciy)x0am. CpeacTBa akTUBHOIO ayJUTa BBIYHUCIUTENIBHBIX CETEH.
Kpunrorpadguueckue cpeacrtsa 3amuTbl UHGOPMALKUKU B BBIYUCIUTEIBHBIX
8 cersix. Bupryanpnele uwactHble cetn. [Iporokon SSL. Cpenctsa
MPOTUBOACUCTBUSI KOMIBIOTEPHBIM BHpycaM. CpelncTtBa OpraHuzalnuu
JIO)KHOTO HMH(OPMALMOHHOIO pecypca B ceTH. lcmonb3oBaHUE CpencTB
3alUThl  MHQOpPMAlMM B BBIYUCIUTEIBHBIX CETIX JUIsl oOecrneueHus
H(pOpPMaIIMOHHOHN 0€301MacHOCTH MH()OPMAIIMOHHBIX CUCTEM.

S. OHEHOYHBIE MATEPHUAJIBI U151 TEKYHIIEI'O U PYBEXKHOI'O
KOHTPO.ISI YCIIEBAEMOCTH U TIPOMEXKXYTOYHOM ATTECTAIIUA

@opMbl KOHTPOJS TEKYIIMX, PYOEXKHBIX M IPOMEXKYTOUHBIX 3HAHUM CTYAEHTOB IO
JVICIIATUTHHE OTIPEJIEIISIOTCS. B COOTBETCTBHH € YIeOHBIM TUTaHOM 00pa30BaTeNIbHONM MTPOTPaAMMEI U B
COOTBETCTBUM C JeicTBytomuM [lonmokeHneM o OauIbHO-PEUTUHIOBOM CHUCTEME OLIEHKU
ycneBaeMocTu ctyneHToB KbI'Y.

Ot oOyuarouuxcsi TpeOyeTcs IMOCELIeHUe 3aHATHI, BBIIOJIHEHUE JIAOOPaTOPHBIX padoT,
3HAKOMCTBO C PEKOMEHI0BaHHOM JIUTEPATYPOU.

ITpu aTTectanyu oOy4yaromuxcst OLIEHUBAETCS Ka4YeCTBO pabOThI Ha 3aHATUSAX (YMEHUE BECTH
JIMCKYCCHIO, CTOCOOHOCTh YETKO W EMKO (hOPMYJIMPOBATH CBOW MBICIIH), YPOBEHb TOJTOTOBKU K
CaMOCTOSITENIbHOW JIeATENIbHOCTH, KAuyeCTBO BBINIOJHEHUS 3alaHui (IIpe3eHTalui, OKJIafIoB,
BBITIOJTHEHHE JTA0OPATOPHBIX padOT | 1Ip.).

KoHeunbiMu  pe3yiabTaTaMH  OCBOCHHMsSI ~ HpPOTpaMMbl  JUCHUIUIMHBI  SIBJISIOTCS
c(OpMHUPOBAHHBIE KOTHUTHUBHBIC JIECKPUIITOPHI «3HATH», «YMETh», «BIAJETH», PAaCHHCAHHBIC IO
OTJENbHBIM KoMHeTeHIusM. DopMupoBaHue 3THUX IECKPUIITOPOB NMPOUCXOAUT B TEUEHHUE BCETO
ceMecTpa Io ATaraM B paMKaX Pa3InYHOTO BHJA 3aHATUH M CAMOCTOSATEIBHON PadOTHI.
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5.1. OneHoYHbIe MATEPHUAJIBI JAJISl TEKYIEr0 KOHTPOJIS.

Llenb TEKylIEro KOHTPOJIA — OLIEHKA pPE3yJlbTaToB pabOThl B CeMecTpe U oOecredeHue
CBOEBPEMEHHOI 00paTHOI CBs3U, AN KOPpPEKUUU OOyueHUs, aKTUBU3ALUU CaAMOCTOSTENIbHOMI
pabotel oOyuaromerocst. OOBEKTOM TEKYIIETO KOHTPOJIS SBISIOTCS KOHKPETH3HPOBAHHBIC
pe3ynbTaThl 00yueHus (yueOHbIC TOCTHKEHUS) TI0 TUCIUILIAHE.

Texymmii KOHTPOJIb YCIIEBAEMOCTH 00ECTICUNBACT OLIEHUBAHHE X0/1a OCBOCHHS I CIUILIINHEI,
OIICHKAa KauyecTBa MOJIOTOBKA HAa OCHOBAaHUH BBIMIOJIHEHHBIX 3aJ]aHUI BeJETCs MpernoaaBareneM (¢
00CYXXJIEHUEM PE3YIIbTATORB), OAJLITBI

Kpurepun ¢popmupoBanusi oueHOK (OlleHNBAHUSA) YCTHOT'O ONPOca

VYCTHBIN ompoc SABISIETCS OJHUM U3 OCHOBHBIX CHOCOOOB yuéTa 3HAHUN O0YYaromIerocs Io

JUCHUITIINHC. P aSBépHYTBIfI OTBCT JOJDKCH IIPCACTaBJIATH coboi CBJA3HOC, JIOTHYCCKU
OoCJICA0BATCIBHOC COO6H.I€HI/IG Ha 3aJaHHYKO TEMY, IOKa3blBATb C€ro YMCHHUC MPUMCHATH
OIpCaACIICHUA.

B pesynbraTe ycTHOTO Onpoca 3HaHUs, 00yJaroIerocs: OLICHUBAIOTCS 10 CIISTYIOIICH IIKae:

3 6ana 2 daana 1 6ana 0 6ay10B
CTaBUTCA, €CIIN | CTaBUTCA, €CIIH | CTaBHUTCA, €CIIH | CTaBUTCH, ecm
00yYaroII1iACs: oOyJatromuiics MacT | oOydJaromuics oOyJaronuiics
1) MOJIHO M3Jaraer | OTBET, oOHapyXMBAeT 3HAHUE U | OOHAPYKUBAET
W3YYCHHBI MaTepual, | yJOBIETBOPSIONINA TeM | IOHUMaHHE OCHOBHBIX | HE3HAHUE OombIei
TagT MPaBHIIBHOE | )K€ TPeOOBaHUAM, UTO W | TIOJOXKEHHH JAHHOHW | 4acTh
OTIpeieICHHOE s Oamma  «ly», HO | TeMBI, HO: COOTBETCTBYIOIIETO
SKOHOMUYECKUX normyckaet 1-2 omuOkwu, | 1) M3NaraeT pasnmena HM3y4aeMOTo
TTOHSITHI; KOTOpBIS cam K€ | MaTepwall HEMOJHO W | MaTepuana, JOIyCKaeT
2) oOHapyXHBaeT | UCTIpaBIseT, ©  1-2 | JOIMyCKaeT HETOYHOCTH | OIIMOKU B
MMOHMMAaHWE MaTepuana, | HeJouéra B |B orpeeneHnd | GOpMYyIUPOBKE.

MOKeT 00OCHOBATh CBOY | TIOCEIOBATENIFHOCTH U | TIOHSTHIA,

CYXICHHS, TPHUMEHUTH | SI3BIKOBOM OQOpPMIIEHUH | 2) HE yMeer
3HAaHWS Ha TPAKTUKE, | U3J1aragMoro. JOCTaTO4YHO TIYOOKO U
MIPUBECTH HEOOXOTUMBIS JIOKa3aTeNbHO

MIPUMEPBI HE TOJIBKO IO 000CHOBaTh CBOH
YUEOHHUKY, HO u CYXKICHHS W IPUBECTH
CaMOCTOSITEITbHO CBOU ITPUMEPBL;
COCTaBJICHHEIE, 3) n3naraer

3) u3araer MaTepuanl

MaTtepuan HETOCIIeIOBATEeIbHO U
MTOCIIEZIOBATENHHO u JOTTYCKAeT OIINOKH B
MPaBUILHO C  TOYKHU SI3BIKOBOM  O(hOpMIICHHH
3peHUS HOPM U3J1araeMoro.
JTUTEPATYPHOTO S3bIKA.

bannsl «1», ((2)), «3» MOTYT CTAaBUTBCS HC TOJIBKO 3a CL[I/IHOBpCMeHHLII\/’I OTBE€T, HO U 3a
paCCpeHOTOIIeHHBIﬁ BO BpEMCHHU, T.C. 3a CyYMMY OTBCTOB, JAaHHBIX Ha MPOTAKCHHU 3aHATUA.
Ha4YUCJIIAIOTCA B 3aBUCUMOCTH OT CJIOXKHOCTH 3aJaHHA.

S.2. OneHo4yHbIC MaTepHAJIbI VI CAMOCTOAITEILHON PadoThl 00y4aromerocs
(TunmoBbIe 3a1a4M) (IPH HAJTUYIHUM)

PaGouas nmporpamma npenycMaTpuBaeT MpoBe/IeHNE JIEKIIMOHHBIX, J1a00paTOPHBIX 3aHATHH,
a TaKXke caMoCToATeNbHYyI0 pabory obOyuaroumxcsi. B ®I'BOY BO «Kabapnuno-bankapckuii
rOCY/IapCTBEHHBI YHHUBEPCUTET» JAECUCTBYET OayNIbHO-PEUTHMHIOBas CUCTEMa OLEHKU Y4YeOHBIX
JOCTIOKEHUH, 00y4aromuxcsi mo oOpa3oBaTelbHBIM IMPOrpaMMaM, peau3yeMbIM Ha OCHOBAHUU
denepanbHBIX TOCYJAapCTBEHHBIX OOpa30BaTENbHBIX CTaHAApTOB. bamibHO-pedTHHTOBas cucTeMa
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OIICHKM 3HAHUW SBJISIETCS OJHOM W3 COCTaBIAIONIMX CHCTEMbl YIOpPaBJICHUS KaueCTBOM
00pa3oBaTeNbHOI 1eATEeIbHOCTH B YHUBEPCHUTETE.

—

9]

23.
24.
25.

IIpuMepHbIii nepeyeHb BONPOCOB HA KOJUIOKBUYM 0 TeMaM JHCHHMIIJIMHBI
(xonTpoMpyemas komnerenuus OIIK-9, IIKC-2.1, ITKC-3.2)

Konuenmus nadopmMaiiioHHoi 0e301acHOCTH.
OCHOBBI PKOHOMHUYECKOH 0€30MacHOCTH MPePUHUMATEIBCKON AEATEIbHOCTH.
AHau3 3aKOHOJATENBHBIX aKTOB 00 oOXpaHe HH(OPMAILMOHHBIX PECYPCOB OTKPBITOIO
JOCTyIHa.
AHain3 3aKOHOJATEIbHBIX AKTOB O 3alllUTe MH(POPMALMOHHBIX PECYpPCOB OTrPaHUYEHHOIO
JOCTyIHa.
CooTHolleHHe MNOHATUI: MHPOPMALMOHHBIE pecypchbl, HWH(OPMAIMOHHBIE CHCTEMBl U
uHpOpMaLMOHHAsE 0€30IaCHOCTb.
HNudopmannonHas 6e30nacHOCTS (110 MaTepraiaM 3apyOexHbIX HCTOUHUKOB U JINTEPATYPBI).
[TpaBoBBIE OCHOBHI 3aIIUTHl KOH(PUICHINATBHON HH(OPMAIIHH.
OKOHOMUYECKHE OCHOBBI 3aILUThI KOH(PUIEHIIMATbHON HH(OpMALIHH.
OpraHu3anroHHbIE OCHOBBI 3aIIUTHI KOH(PHICHIIHATHHON HH()OPMAIIH.

. CprKTypa, COACPIKAaHUC U MCETOAHWKA COCTABJICHUA IICPCUHA CBGI[GHH?I, OTHOCAIIUXCA K

IIPEANPUHUMATEIIBCKON TallHE.

. Konuenmus nadopmarrionHoit 6e30nacHoCTy.

. OcHOBHBIE BU/IBI YTPO3 HH(GOPMAIIMOHHBIM pecypcam

. OcobenHocTu yrpo3 KoH(pHIeHIUAIBHON HHPOPMAIIHH

. [IpyyrHBI BOSHUKHOBEHHUS YIPO3 YTPATHI WM YTEYKH KOH(DUICHINAIBHOW HHPOPMALIUU

. IIpyuurHbBI BO3HUKHOBEHHUSI KaHAJIOB HECAHKIIMOHUPOBAHHOTO JI0CTYIa K HHPOpMaLuU

. Knnaccu¢ukanus Biu1oB KaHaa0B HECAHKIIMOHUPOBAHHOTO JOCTYNA K HH(OpMAIIH

. TexHuueckue KaHajabl HECAHKLIMOHUPOBAHHOIO AOCTYNa K HH(pOpMaLUU

. JleranpHbIC U HENETATBHBIE METOIBI OOECTICUeHHSI ISHCTBUS KaHAIOB YTEUKHA HHPOPMALIUU
. OcobGeHHOCTH yrpo3 aBTOMAaTU3UPOBAHHBIM HH(POPMALMOHHBIM CUCTEMaM

. Knnaccugukanus ynaaeHHbIX aTak

. OCHOBHBIE HalpaBJIeHUs PaBOBOH 3alUTHI HH(OpMAIH

. CxeMa KaHaJlOB BO3MOXKHOW YTpaThl KOH(QUICHIMAIBLHOU HMH(pOpMAIUH, HaXoJsliencs B

KOMITBIOTEPE, JTOKAJIBHOMN CETH

CreneHb OMacHOCTH KaHaoB yTeuku uHpopmaruu B JIBC.

DneMEeHTHI TPOrPaMMHO-TEXHHUECKOH 3alIUThl HHPOPMAIIMOHHBIX PECYPCOB
TexHuveckue cpencTna 3amThl MHPOpMaIIMK IPH MPOBEIEHUN BEOWHAPOB.

OO0pa3upbl TeCTOBBIX 32 IaHU
(xonTpoupyemas komnerenuus OIIK-9, IIKC-2.1, IIKC-3.2)

1. Undopmanus, 3adukcupoBaHHas Ha MaTEpUAIIbHOM HOCUTEIIE, C PEKBU3UTAMU,
MO3BOJIIOIIMMU €€ UJIEHTU(UIUPOBATh, HA3BIBAETCS

a) JIOCTOBEpHOM

b) koHpUIAEHIIMATHHON

C) JOKYMEHTHPOBAaHHOU
d) xommepueckoil TaltHOM

2. Tlo moctynHocTH HHPOPMAIUS KIaCCUPHUIUPYETCS Ha

a) OTKPBITYIO HH(OPMAITHIO U TOCYTAPCTBEHHYIO TallHY

b) koHbuaeHIMATEHYIO HHPOPMAIHIO 1 HHPOPMAIIHIO CBOOOIHOTO IOCTYIA

¢) HH(QOPMAIIMIO C OTPAaHUYEHHBIM JIOCTYIOM U OOIIEIOCTYIHYIO HHPOPMAIIHIO
d) BuIBI HHPOPMALIMY, YKa3aHHBIE B OCTAIBHBIX MYHKTaX

3. K xonduaeHunaibHol HHGOPMAIIUU OTHOCSTCS TOKYMEHTBI, COJIepKalie

a) uH(pOPMAIMIO O IPaXKaaHaxX
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b) 3akoHOmATEIbHBIC aKThI

¢) "Hoy-xay"

d) cBemeHus 0 30JI0TOM 3amace CTPaHbl
4. be3onacHoCcTh HH(MOPMAITUY -

a) TPOLECC CO3/IaHUs M UCTIOIb30BAHUS B aBTOMATU3UPOBAHHBIX CUCTEMAX CIIEIIHATbHBIX
MEXaHHU3MOB, MOJICP>KUBAIOIINX YCTAHOBICHHBIN CTATYC €€ 3allUIICHHOCTH
noJyiep>KaHue Ha 33JaHHOM YPOBHE TEX IMapaMeTpOB HaXOSIICHCS B
aBTOMATHU3UPOBAHHON cucTeMe HH(OpPMAaILIMK, KOTOPbIE XapaKTEPU3YIOT YCTAaHOBIICHHBIH
CTaTyc ee XpaHeHus, 00pabOTKH U HCIIOJIb30BAHUS
C) COOBITUS WM JEHCTBUS, KOTOPbIE MOTYT BbI3BaTh HapylleHUe (yHKIIMOHUPOBAHUS
ABTOMATH3UPOBAHHOMN CUCTEMBI, CBA3aHHOE C YHHUTOXCHUEM HITU
HECaHKIIMOHUPOBAHHBIM HCIOJIb30BaHUEM 00pabaThiBaeMoil B Hel HH(pOpMauu
COCTOSIHUE 3AIIUIIEHHOCTH HH(OpMAIMK XpaHUMasi 1 oOpabaTeiBaeMasi B
ABTOMATHU3UPOBAHHOW CUCTEME, OT HETAaTUBHOT'O BO3/ICHCTBUS HA HEE C TOUKU 3PEHUS
HapyIeHHUs ee (PU3NUECKON U JIOTHIECKOH LEeTOCTHOCTH MIIM HECAHKLIIMOHUPOBAHHOTO
JocTyna
5. 3anpeiieHo OTHOCUTH K MHPOPMAIMU OrPaHUYEHHOI'O JOCTYIIa

a) HHQOPMAIUIO O YPE3BBIYANHBIX CUTYAIIUSIX

b) wH(pOpMaLHIO O IEATEITHPHOCTH OPTAHOB TOCYIAPCTBCHHOH BIIACTH

C) JIOKYMEHTHI OTKPBITBIX apXUBOB U OMOIHOTEK

d) Bce, mepeynciieHHOE B OCTAIBHBIX ITYHKTAX

b)

d)

5.3. ®opmbl U cogepkaHue Py0e:KHOTO KOHTPOJIA

PyOexxHbIii M TPOMEXYTOYHBI  KOHTPOJIb  OCBOGHHS  CTYACHTOM  TUCLUILIHHEI
OCYIIECTBJISICTCA B paMKax OalIbHO-PEHTHHIOBOM crcTeMbl. PacipeniesieHre 6auioB B COOTBETCTBHU
¢ neiicTBytomuM [lonoxeHnem o 6aIbHO-PEHTHHIOBOI CHCTEME OLIEHKH yCIIEBAEMOCTH CTYACHTOB
KBI'Y npuseneno B tabnuie 7.

Tabmauua 7
Pacrnipenenienare 6aJisioB B COOTBETCTBHH C JICUCTBYIONINM [lo10XKeHEM 0 0aUTBHO-PEUTUHTOBOM
CHUCTEME
Ne peiitunrosoit | KomnmoxkBuym | Jlab.mpaktukym | Ilocemaemocts | TectupoBanue | Mroro
TOYKHU
1 7 8 3 5 23
2 7 8 3 5 23
3 7 8 4 5 24
Tabmumna 8
Kpurepuu onenkn
Bun meponpusitus Kpurepuu onieHku Basel
KomnnokBuym (ycTHbIN - ICHOCTb, YETKOCTb U JIOKa3aTEeIbHOCTb 0-21 6ann
OIIPOC 10 TEME) U3JI0’KEHUSI OTBETOB Ha BOIIPOCHI;
- BJIaZICHHE CIIEUAIbHBIMU TEPMUHAMU;
- CHCTEMHOCTb 3HAHHH 110 TEMATHKE
JlaGopaTopHoe 3aHsTHE - MTOHUMAaHHME MEJIU U 3a/1a49 padOThI 0-24 6amma
- BBITIOJIHEHUE 3aaHMid U 00paboTKa
pe3yNbTaToB
- OTYET U 3aIIuTa JJAOopaTOpHON pabOThI
KomnerorepHoe Pesynbrathl TECTUPOBAHUS 0-15 6annos
TECTUPOBAHUE TIO (KonmaectBo 6amioB = 5*@, ¢ - most
pazaenaM JUCHMILINHEI MIPaBIJIBHO OTBEYEHHBIX TECTOB 110 TEME).
ITocemenue 3anaTnii IIpu 6onee 3 mpomyckax 0e3 yBaXHUTEIbHON 0-10 6annos
MIPUYMHBI 3aHITHIH aHHYIUPYIOTCS OBl
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OK3aMeH SICHOCTB, YETKOCTh M JOKA3aTEIIFHOCTh 0-30 6asu1oB

W3JI0KEHUSI OTBETOB HA BOIIPOCHI;
- BJIQJICHUE CIICIIMAIbHBIMU TEPMUHAMHU;
- CHCTEMHOCTD 3HAaHHUH O TEMATHKE
IUCILUIUIMHEI B LIEJIOM

Urorosas onenka 0-100 6ayutoB

e A

23.

24.
25.
26.
27.
28.
29.
30.
31.

32.
33.
34.
35.
36.
37.
38.

Bomnpockl, BBIHOCMMBIE HA IK3aMeH
(konTposupyemas komnerenuusa OIIK-9, ITKC-2.1, ITKC-3.2)

IlonsTue u KJIaCCI/Iq)I/IKaLII/ISI aTaK Ha KOMIIbIOTCPHBIC CCTH.
OCHOBHBIE THUIIEI CETEBBIX aTak. CpeI[CTBa pcain3anuun aTakx.
MexaHu3Mbl TUIIOBBIX aTaK, OCHOBAaHHBIX Ha YA3BHUMOCTAX CCTCBBIX ITPOTOKOJIOB.

ATaku Ha ceTeBble CIYKObl. ATaKU C UCIOJIb30BAaHUEM IPOMEKYTOUHBIX Y3JIOB  TEPPUTOPHUH.

TexHonorun 0OHAPYKEHUS KOMITBIOTEPHBIX aTaK U MX BO3MOXKHOCTH.

[IpsiMble 1 KOCBEHHBIE IPU3HAKK aTaK. MeTO Ikl OOHAPYKEHUS aTak.

Tpebosanust, npenbsasiasiemble kK COA. Crangaptusanus B 001actu oOHapyKEHUs aTak.
CtpaTteruu u cpeacTBa MEKCETEBOT'O SKPAHUPOBAHUS.

Co3znanue 3alMIIeHHBIX CETMEHTOB IPU padoTe B ceTu HTEepHET C UCTIOIB30BaHUEM
MEKCETEBBIX SKPaHOB.

TpeboBanus pykooasmux gokymeHToB @CTOK Poccun k MexceTeBbIM SKpaHaM.

. 0O630p nokymentoB RFC, perinamMeHTUPYIOMINX HCIIONb30BAHHE MEKCETEBBIX SKPAHOB.
. Tumbl MexKCeTeBBIX IKpaHOB. CXEeMBbI MEKCETEBOTO IKPAHUPOBAHUS.

. @unbtpanus naketoB. Kputepuu u npaBuia QUIbTpaluu.

. Peanm3anus nakeTHsIx GriibTpoB. [ToHATHE NeMWIUTAPHU30BAaHHON 30HBI.

. Opranu3zanus y3J10B JUisl OTBJICYEHUSI BHUMAHUS 3JI0YMBIIICHHHKA.

OcobeHHocTr GMIBTPALUH Pa3IMYHBIX THIIOB TpaduKa.

. I11n103b1 IPUKIIAJHOTO YPOBHS.

. Kontpons HTTP-Tpaduka u 371€KTpOHHOM MTOYTHI.

. be3omnacHOCTh Ha NEPBOM CETEBOM YPOBHE.

. besonacnoctsb crangapra 802.11.

. be3zonacHocTs ctanaapra 802.15.

. besonacHocth cranaapra 802.16 1 4acTHBIX KaHaJIOB OECIPOBOJIHOM Mepe1ayu TaHHbIX Ha

BBICOKHMX 4acTOTaX.
be3onacHoCTh CITyTHUKOBOM Nepeaun JaHHBIX OT MepexBaTa U HECAaHKIIMOHUPOBAHHOIO
JOCTyTa.

Omneparuu u 6e3omacHocts SSH.

Omneparuu u 6e3onacHocth SSL/TLS.

Omneparuu u 6e3onacHocTh [PSec.

ITapameTpsl 6€30M1aCHOCTH, TPOTOKOJIBI U PEXHUMBI (DYHKIITMOHUPOBAHHUS.

Br160p mm¢poB 1 uMIIIeMEHTaUH.

[Tporokonsl ayrentudukanuu: RADIUS, TACACS+ u Kerberos.

Br16op HeoOxoaumoit umruieMeHTaruu. Y sizpumoctu Kerberos 4.

Crannapt ayreHtudukanuu 802.1X ¥ TUIIBI pacIIUPIEMOro MPOTOKOIA ayTeHTU(PUKALIUT
(EAP).

Va3BumocTu otaenbHbIX TUnoB EAP

OO611ue cBeieHNs 0 TEXHOJIOTUU TEPMUHAIBHOIO JOCTYTIA.

3anauu, pemaemble VPN. TynnenupoBanue B VPN.

3amuTa 1aHHbIX HAa KaHAJIBHOM YPOBHE.

Opranmzanus VPN cpencrtsamu npotokosia PPTP.

3amuTa 1aHHbBIX Ha ceTeBoM ypoBHe. [IpoToxon SKIP.

IIporokou IPSec. 3amura Ha TPaHCIIOPTHOM YPOBHE.
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39. Hacrpoiika SSL-coennnenus. Opranuszanus VPN npukiagHoro ypoBHs.

40. 3amuiieHHbId 0OMEH JIEKTPOHHOM MOYTOM.

41. Cnyx6a xaramoroB LDAP.

42. Cucrtema eIMHOTO BXOJIa B CETh HA OCHOBE MpoTokoiia Kerberos.

43. CoszmaHue equHOTO MPOCTpPaHCTBa Oe30macHOCTH Ha 0asze Active Directory.

44. 3ammTa cpeactBaMu (GailIoBBIX CUCTEM.

45. HopMaTHBHO-IIPABOBBIC M OPTaHU3AIMOHHBIC OCHOBBI IIPOBEICHUS ayuTa 0€30MaCHOCTH
KOMITBIOTEPHBIX CHCTEM.

46. MexayHapoaHble, TOCYAapCTBEHHBIE U BEIOMCTBEHHBIE CTAHAPTHI U PEKOMEH AU B
obnactu nHGOpPMAITMOHHOM 0€30ITaCHOCTH.

47. BbIsSBICHHE U IOCTPOCHUE CXEMbI HH(OPMAIIMOHHBIX TIOTOKOB 3aIIUIAEMON HH(DOPMALIUH.

48. CeteBOM MOHUTOPUHT Ha OCHOBE UCMOJIb30BaHMUsI Mexannu3mMa WMI u nportokosioB ICMP,
SNMP u CDP.

49. IlpumeHeHne CUCTEM aBTOMATHU3UPOBAHHOTO MOCTPOCHUS CXEMBI CETH.

50. CpencTBa ¥ METO/BI BBISIBIICHUS YSI3BUMOCTEH B IPOTPAMMHOM O0ECTICUCHUH y3JI0B
KOMITBIOTEPHOM CETH.

51. IlpumeHeHHe cpeACTB aHaIN3a 3aLIUILEHHOCTH CEPBEPOB MPUIIOKEHHI.

52. OueHka pucka oOHapYyKEHHBIX YSI3BUMOCTEH.

53. CocraBneHnue peKOMEHIAIMN 10 YCTPAaHEHUIO0 OOHAPYKEHHBIX YSI3BUMOCTEH.

54. Hanucanue u ¢popmat otuera o0 ayauTte 0€30MacHOCTH.

55. IlpumeHeHHe cpeACcTB aBTOMATU3ALUMU KOMILIEKCHOTO ayJuTa HH(pOpPMaLlMOHHON
0€30IaCHOCTH.

56. CtpykTypa ¥ QyHKIIMH KOMIICKCHBIX IKCIICPTHBIX CUCTEM ayuTa OC30IMaCHOCTH.

57. Y4er cTpyKTypbl alnapaTHO-MPOTPAMMHBIX CPEICTB 00beKTa HHPOpMATH3AIUH.

58. IIpeumyiecTBa U HETOCTATKU UCIIOIH30BAHUS AaBTOMATU3UPOBAHHBIX CUCTEM IIPOBEPKHU
0€30MaCHOCTH.

KonTpoJb kypcoBbIX padoT

KypcoBbie paboThl HE IPEeTyCMOTPEHBI

Kpurtepun ¢popmMupoBaHusi OEHOK 110 NPOMEKYTOYHOM aTTeCTANMHI

Ouyenka «omauunon— om 91 0o 100 6annoe — TeopeTHUECKOE COACPKaHUE Kypca OCBOCHO
HOJIHOCTBIO, 6€3 Mpo0esioB, He0OX0AUMBIE TIPAKTUYECKHE HABBIKU PAOOThI C OCBOEHHBIM
MaTepuaioM chopMupoBaHbl. Bee npeaycMoTpeHHbIe TporpaMMoii 00yueHus: yueOHbIe 3a/1aHus
BBITIOJTHEHBI, KAYECTBO MX BBIIIOJHEHHS OLEHEHO YHCIIOM 0aijioB, OM3KUM K MakcuMaiabHoMYy. Ha
HK3aMeHe CTYJIeHT AEMOHCTPHUPYET IIyOOKHE 3HAHU MTPelyCMOTPEHHOTO NPOrpaMMoii MaTepuaia,
YMEET YEeTKO, TAKOHUYHO U JIOTHYECKH 10CJIEIOBATEIbHO OTBEYATh HA IIOCTABJICHHbBIE BOIIPOCHI.

Ouenka «xopowioy» —om 81 0o 90 6annee — TEOPETUUECKOE COAEPIKAHUE Kypca OCBOEHO,
HE0O0XO0UMbIE TPAKTUUECKHUE HABBIKU pabOThl CPOPMHUPOBAHBI, BHITIOJHEHHbIE YUEOHbIE 3a/1aHUS
coJiepKaT He3HauuTeNbHble OMOKU. Ha sKk3aMeHe CTyJeHT AeMOHCTPUPYET TBEpA0e 3HAHUS
OCHOBHOTO (IIPOrpaMMHOI0) MaTepualia, yMeeT 4YeTKO, TPaMOTHO, 0€3 CyIIECTBEHHBIX HETOUHOCTEHN
OTBEYaTh Ha IOCTABJICHHBIE BOIIPOCHI.

Ouyenka «yooenemeopumenvHo» —om 61 0o 80 6an106 — TeOpeTUIECKOE COJIEPIKAHNE Kypca
OCBOCHO HE IMOJIHOCTHIO, HEOOXOMMBIE MTPAKTUYECKHE HABBIKU paboThl chopMUPOBAaHBI YACTUYHO,
BBITNIOJTHEHHBIE YUeOHBIE 3a/laHus cojiepKaT rpyoble omnOku. Ha sx3aMeHe cTyIeHT 1eMOHCTpUpPYET
3HaHUE TOJBKO OCHOBHOI'O MaTepuaia, OTBEThI COJepXkaT HETOYHOCTH, cabo apryMeHTHPOBAHBI,
HapylIlIeHa MoCIeA0BaTEIbHOCTD U3JI0KEHUS MaTepraia

Ouenka «neyooenemeopumenvno» — om 36 0o 60 6annoe — TeOPETUUECKOE COJIEPKAHUE
Kypca He OCBOE€HO, HEOOXOMMbIE MPAKTUYECKUE HABBIKK paObOThI HE C(HOPMUPOBAHbI, BHITIOJTHEHHBIE
yueOHbIe 3allaHusl COAEp)KaT IpyOble OIIMOKHM, IOMOJHUTENbHAs CaMOCTOsITeNbHas padoTa Haj
MaTepuaioM Kypca He NMPUBEIET K CYIIECTBEHHOMY MOBBIIIEHUIO Ka4eCTBA BBIMOJIHEHUS YUYEOHBIX
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3amaHuil. Ha sk3aMeHe CTyACHT AEMOHCTPUPYET HE3HAHME 3HAYUTEIbHOM 4acTH IIPOrPAMMHOIO
MaTepHala, CYyIIECTBEHHbIE OIIMOKM B OTBETaX Ha BOIPOCHl, HEYMEHHE OpPUEHTHPOBATHCS B
MaTrepualie, He3HaHUE OCHOBHBIX IIOHATUM JUCLMUILIAHEIL.

MeToanyeckue peKOMeHIAMU /sl MOATOTOBKH K K3aMeHY

Dk3aMeH B 8-M cemecTpe sBiseTcs (OPMOM HMTOTOBOTO KOHTPOJS 3HAHUW W yMEHHI
CTYJICHTOB TIO JaHHOW AWCIMIUIAHE, TONYyYCHHBIX Ha JIEKIHUAX, JJA0OPATOPHBIX 3aHITHIX U B
Ipolecce caMocTosATeNbHOM padoThl. K 3\9k3amMeHy omycKaroTcsl CTYJAEHTHI, HaOpaBIlue HE MEeHee
36 Oa/IOB MO WUTOraM TEKYIIETO W MPOMEKYTOYHOTO KOHTpoJss. Ha 3K3aMeHe CTYyIEeHT MOXKET
Habpath ot 15 1o 30 Gamios.

B niepro moaroToBKY K 3K3aMEHY CTYIEHTHI BHOBb 00paIiaTcs K y4eOHO-METOMYECKOMY
MaTepuaty U 3aKperuisiioT IPOMEKYTOUHbIC 3HAHUS.

[ToaroroBka cTyeHTa K SK3aMEHY BKJIFOUAET TPH ITara:

—  caMocCTosTenbHas paboTa B TEUEHUE CEMECTPa;

—  HEIMOCpPEACTBEHHAasl MOATrOTOBKA B JTHU, IPEAIIESCTBYIOLIUE IK3aMEHY 110 TEMaM Kypca;

— TMOATOTOBKA K OTBETY Ha AK3aMEHAIMOHHBIE BOIIPOCHI.

[Ipu moAroTOBKE K 3K3aMEHY CTYACHTaM IeJIeCO00pa3HO HCIOIb30BaTh MaTEPHUAIIbI JICKITUH,
yueOHO-METOINYECKHUE KOMIUIEKChl, HOPMATHUBHBIE OKYMEHTBHI, OCHOBHYIO M JOMOJHUTEIbHYIO
JUTEPATypy.

Ha sx3ameH BBIHOCHTCS MaTepuan B oObeMe, IMPeayCMOTPEHHOM paboueil mporpammoit
yueOHOM TUCIUILIMHBI 32 CEMECTp. DK3aMeH MPOBOIUTCS B YCTHOU (popme.

[Ipn mpoBeneHUM SK3aMeHa B MHCbMEHHOW (yCTHOH) (opMe BeAyluil MpernojaBaTellb
COCTABJISIET SK3aMEHAIIMOHHBbIE OWJIEThI, KOTOpPBIE BKJIIOYAIOT B CEOs: TECTOBBIE 3aJaHUSs;
TEOPETUUECKHE 3aJaHus; 3a/1a4K WK CUTyaluu. @opMyIHMpOBKa TEOPETUUECKUX 3a/IaHUs COBIAAET
¢ (OpMYIHPOBKOM TMEPEUHsS IK3aMEHAIIMOHHBIX BOIIPOCOB, JOBEICHHOIO 10 CBEJCHUS CTYJIEHTOB
HaKaHyHE »5K3aMeHalMoHHON ceccun. ColepikaHue BOMPOCOB OJHOTO OuieTa OTHOCHTCS K
pa3IMYHBIM pazjiesiaM MpPOrpaMMbl C TE€M, 4TOOBI OOJee IMOJTHO OXBATHTh Marepuan ydeOHOMH
JUCIUTLIAHBI.

B ayautopuu, rae nmpoBOAMTCS SK3aMEH, JOHKHO OJIHOBPEMEHHO HAXOAHUTHCS HE Ooliee
HIECTH CTYJIEHTOB Ha OJHOTO IPENoiaBaress, IPUHUMAIONIETo Sk3aMeH. Ha moarotoBky orsera Ha
OuieT Ha sk3amMeHe 0TBoAUTCA 20 MUHYT.

[Ipu npoBeneHnr TUCHMEHHOTO YK3aMeHa Ha paboTy oTBOAUTCS 60 MUHYT.

6. METOJAMYECKHUE MATEPHAJIbI, OITPEAEIAIOIUE ITPOHEAYPbI
OIlEHUBAHMUS 3HAHUU, YMEHUU, HABBIKOB U (MJIN) OIIBITA
JAEATEJIBHOCTH

OOmmii Oanmnm  Tekymero M pyOeXKHOro KOHTPOJS CKJIAIbIBACTCS U3  CIEAYIOIINX
coctaBsitomux (mpuioxenue 2). Kpurepuem orneHku ypoBHS C(HOPMUPOBAHHOCTH KOMIIETEHITUHN B
paMKax y4eOHOM IUCIHIUIMH B 8 ceMecTpe sABIsIeTcs 3k3aMeH. Llenbio MpoMeXyTOUHbIX aTTecTalui
10 JUCLUMIUIMHE SIBJISETCS OIEHKAa KauecTBa OCBOEHUS TUCIUIUIMHBI OOydarolmuMmucs. TUIOBbIE
3agaHus, obecneunBarone popmupoBanue kommnerenuuu [1K-1, OK-8, IIK-15 npeacraieHs! B
Tabsure 9.

Tabnuna 9. Pe3ynbraThl 0OCBOCHUS yueOHON AUCIMILTUHBL, TOJUIeKAIINE TPOBEPKE.

Pe3yabTaThl 00yuyeHus OcHOBHBIE OKA3aTEJIN OLEHKH Bua ouenoynoro
(koMHneTeHIMH) pe3yJbTaToB 00y4eHHs MarepuaJia
CIOCOOEH MPUMEHSATh 3Hamyb: 3HAET OCHOBHBIE BHIBI cpencts | KomiokBuym
cpencTaa KpUnrorpaduueckon 3amuTel | Beinonnenue n
Kpunrtorpaguueckoi u uHpopmanuu (CK3UM), Bkitoyas GiiovHbIE | 3amuTa
TEXHUUYECKOM 3aILUTBI M TOTOYHBIE CHCTeMBbl IHU(POBaHMs, | Ja0OPATOPHBIX pabOT
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uHpopManuu st
pelieHus 3a1aq
npodecCuOHATbHON
nesitenbHocTH (OIIK-9)

KpunTorpaduueckue CUCTEMBI c
OTKPBITBIM KIJIFOUOM, KpHNTOTrpadudecKue
xen-QpyHKIMAd ©W  KpunTorpaduyeckue
MPOTOKOJIbI; HAIIMOHAIBHBIE CTaHIAPTHI
Poccuiickoit  ®eneparuu B oOiactu
KpUnrorpaduyeckon 3alLUTBHI
nHpopmaruu u chepsl X TPUMEHEHUS
Yumems: TPUMEHSATH COOTBETCTBYIOLIUI
MaTeMaTUYECKUn anmnapar npu
MIPOBEJICHUU HU3MEPUTEITbHBIX
AKCIIEPUMEHTOB;

UCIIOJIb30BAaTh MAaTEMaTUYCCKUE METOJIbI
IpU  T[OCTPOCHUHM KPUNTOrpapUuecKux
AITOPUTMOB; WHTEPIPETUPOBATH "
NPUMEHSTh  CHUMBOJIMYECKUH  ammapar
TEOpPUU MHOXKECTB M OTHOIICHHU ISt
OMHCAHUS MaTEeMAaTUYECKUX TMOHATHH U

KOHCTPYKLUH,

HCIOIb30BaTh CK3H1 B
ABTOMAaTU3UPOBAHHBIX CUCTEMAX.
Braoem»: HaBbIKaMM  HCIIOJIB30BAaHUS
COOTBETCTBYIOIIETO MaTeMaTH4YECKOrO
amnmapata Npd  PEIIeHWH 3aJad 1o

nH(pOpMaIMOHHOM 0€30MMacCHOCTH;
METOJIaMU ¥ CPEJACTBAMH TEXHHYECKON
3alUThl HH(OPMAIIHH.

TectupoBanue

ITKC-2.1
NPUMEHHUTH
METO/IbI
UIeHTU(UKAIUY,
ayTeHTU(UKALUU
ABTOPH3AIIHH.

croco0eH
CpeICTRBa,
U TPOTOKOJIBI

n

3name:

- OCHOBHBIE TIOHSITHS ¥ HAPABIICHUS B
3aIUTE KOMITBIOTEPHOW HH(POPMALINH, -
TIPUHIIMITEI KTacCU(DHUKAIIH U TTPAMEPBI
yrpo3 6e3omnacHocTy 6a3aM JaHHBIX U
KOMITHIOTEPHBIM CUCTEMaM,

- COBPEMEHHBIE MOAXOAbI K 3a1uTe 0a3
JIAHHBIX U CUCTEM HUH(POPMAIIMOHHBIX
TEXHOJIOTHH,

- OCHOBHBIE HMHCTPYMEHTHI 00ecredyeHUs
MHOTOYpOBHEBOW Oe3omacHocTH B 0azax
JTAHHBIX U UHOOPMAIIMOHHBIX CHCTEMAaX.

TuroBble OLIECHOYHBIE
MaTepHaIIbI JJIs
YCTHOTO OTIpoca
(pazoen 5.1.1);
TUTIOBBIE TECTOBBIC
3afaHus (pasoen
5.2.2.);

IPUMEPHBIE TEMbI
pedepatoB u 3cce
(pasoen 5.1.5);
TUIIOBbIE OLICHOYHBIE
MaTepHalIbl K
9K3aMeHy (paszoen
5.2.)

Ymemo:

- KOH(UTYpUPOBATH BCTPOSHHBIC CPECTBA
0e30IMacHOCTH B 0a3ax JTaHHBIX,

- yCTaHaBIUBATh M HCIIOJIB30BATh OJHO U3
cpencTs s mudpoBaHus HHGOpMaAIUU U
OpraHu3aIy 0OMeHa JTaHHBIMU C
MCIIOJIb30BaHUEM DJIEKTPOHHOM U(PPOBOIA
MOATMNCH;

OneHounsle
MaTePHAIIBI JIS
CaMOCTOSITEIIbHOMN
paboThI (TUIIOBBIE
3amauu pazaen 5.1.2.);
MIPUMEPHBIC TEMBI
pedeparoB (pazaen
5.1.3));
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- YyCTaHABJIMBATh M HACTPANBATh
porpaMMHOE 00eCTIeYeHUE IS 3AIUThI
OT BPEIOHOCHOTO MPOTPaMMHOTO
o0ecIeUCHHUS;

- HACTPOUTh HMHCTPYMEHTHI PE3ePBHOTO
KOMTUPOBAHUS u BOCCTAHOBJICHHS
nHpopmaruu

MIPUMEPHBIC TEMBI
JOKJIaToB (pa3aen );
THIIOBBIE TECTOBEIE
3amanus (paszaen
5.2.2)

Bnaoemo:

- MeTOoJIaMH ayuTa 0e30macHoCTH 0a3
JAHHBIX I/IH(I)OpMaLII/IOHHBIX CHUCTEM,

- METOIAMH aHaJIN3a 3alIMIIEHHOCTH 0a3
JAHHBIX I/IH(I)OpMaLII/IOHHBIX CUCTEM

MPUMEPHBIC TEMbI
pedepats (pazgen
5.1.3).;

MPUMEPHBIC TEMbI
acce (pazaen 5.1.5);

CIOCOOEH MPUMEHSATh
KPUTEPUH OLICHKH
3aLIUILEHHOCTH 00BEKTa
nHpOpMaTH3aLUH,
TEXHUYECKHE CPECTBA
KOHTpoIIs 3 hekTnBHOCTH
Mep 3alIMThl HH(OPMALHH,
METO/bI U3MEPECHHUI,
KOHTPOJISL U TEXHUYECKUX
pacyeToB XapaKTEPUCTUK
IIPOrpaMMHO-aIlnapaTHbIX
CPEACTB 3alIHTHI
unpopmanuu (IIKC-3.1)

3HaTh: OCHOBHEIE OHATHS U METOLOJIOTHIO
KPUTEPHUU OLIEHKH 3aIIUIIIEHHOCTU 00BEKTa
nH(popMaTH3aIHH.

YMeTh: IpUMEHSTh TEXHUYECKUE CPEJICTBA
KOHTPOJII 3(h(HEKTUBHOCTH MeEp 3alUThI
MH(pOpMaLIUH.

BnaneTs: MeTo1amMu U3MEPEHHH, KOHTPOJIS
U TEXHUYECKHX PACUETOB XaPaKTEPUCTHK
MIpOrpaMMHO-anmapaTHbIX CpeICTB
3aImuThl THOPMAITIH.

TecTsl,

nabopaTopHas pabota

7. YYEBHO-METOAMYECKOE OBECIIEYEHME ANCLWITJIMHBI

7.1. HopmaTtuBHO-npaBoBas 0a3a

1. ®enepanbHelii 3akoH oT 29 utons 2015 1. Ne 188-D3 «O BHecenuu nsmenennii B OenepaibHbIi

3akoH "0 nrdpopmanyy, MHHOPMALMOHHBIX TEXHOJOTHAX U O 3aiuTe nHpopMauuu" u cTateio 14

OenepanbHoOro 3akoHa "O KOHTPAKTHOH cucTeMe B chepe 3aKyImoK TOBapOB, paboT, yCIyT AJst

o0ecreveHus TOCYJapCTBEHHBIX U MYHUITUTAIBHBIX HYXI'»
2. ®epepanbHblil 3akoH oT 05 anpenst 2013 1. Ne 44-03 (pen. ot 31.12.2014) «O KOHTpaKTHON

cucTeMe B cdepe 3aKyIoK TOBapOB, paboT, YCIYT ISl 00eCIeueH s TOCY/IapCTBEHHBIX U

MYHUIIUIIAJIBHBIX HYX]D),

3. ®enepanpnbiit 3akoH 0T 04 mast 2011 1. Ne 99-D3 «O nureH3upOBaHUH OTIACTHHBIX BHIOB

JACATCIIBHOCTU,

v s

®Denepanbhbiii 3aKoH oT 06 anpens 2011 r. Ne 63-03 «O0 31eKTPOHHOHN MOATTUCHY;
Oenepanbhbiii 3aKoH oT 28 aekadps 2010 r. Ne 390-03 «O 6e3omacHOCTHY;

6. ®Dexnepanbublii 3akoH 0oT 27 utoist 2006 1. Ne 149-03 «O6 nnpopmannu, THPOPMATHOHHBIX

TCXHOJIOTHUAX U O 3alIUTEC I/IH(i)OpMaHI/II/I»;

7. ®@enepanbHbli 3akoH 0T 27 utonsg 2006 r. Ne 152-03 «O nepcoHaATBHBIX TaHHBIXY;

8. ®dexpepanbHblii 3akoH 0T 19 nexadps 2005 r. Ne 160-D3 «O patudukauun Konsenun Cosera

EBporibl 0 3amure GU3NYECKUX JIUI IPH aBTOMATH3UPOBAHHOW 00pabOTKe MePCOHANBHBIX JIaHHBIXY;

9. ®enepanbubiii 3ak0H OT 29 utonst 2004 r. Ne 98-D3 «O koMMepUeCcKoH TailHey;

10. ®enepanbubiit 3akoH oT 07 uronst 2003 r. Ne 126-03 «O cBsazu»;

11. denepanbbiii 3akoH oT 27 nexadps 2002 1. Ne 184-D3 «O TeXHHUYECKOM PEryJIMPOBaHUNY;
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12.
13.

14.

15.

16.

17.

18.

19.

Tpynoroii komekc PD. ['maBa 14. «3amnuTa mepcoHANIBHBIX TaHHBIX PAaOOTHUKAY.

Vka3 IpesunenTa Poccniickoit @eaepanmu Ne 260 ot 22 mas 2015 roga «O HEKOTOPBIX BOIIPOCax
nHpopMamoHHo# 6e3onacHocTu Poccuiickoit @eneparumy.

Vka3 Ipesunenta Poccmiickoit @enepammm Ne 537 ot 12 mas 2009 roma «O cTparernn
HallMOHAJIBbHOM Oe3onacHocTu Poccutickoit @enepannu o 2020 rogay;

Vka3 [Ipesunenta Poccuiickoit ®@eneparuu Ne 351 ot 17 mapta 2008 roga «O Mepax o
obecnieuennto nHPOpMaIMoHHON Oe3omacHocTH Poccuiickoit denepariuy pH UCIIOIb30BaHUT
MHPOPMaIMOHHO-TEIEKOMMYHHKAIIMOHHBIX CETeH MEKIAYHAPOIHOTO HHPOPMALMOHHOTO OOMEHa;
Vka3 Ipesunenta Poccuiickoit @enepammm Ne 1576 ot 01 Hos6ps 2008 roga «O coBeTe npu
[Ipe3unente Poccuiickoii denepanmu 1o pa3BuTHIO HHOOPMAIIMOHHOTO 00IecTBa B Poccutickoii
Denepanun»;

Vka3z [Ipesunnenta Poccuiickoit @eneparim Ne 1085 ot 16 aBrycra 2004 roga «Bompocst
OenepanpHoi City:kOBI IO TEXHUYECKOMY U IKCIIOPTHOMY KOHTpOIO» (B pea. Yka3os Ilpesnnenta
P® ot 22.03.2005 Ne 330, ot 20.07.2005 Ne 846, ot 30.11.2006 Ne 1321, ot 23.10.2008 Ne 1517, ot
17.11.2008 Ne 1625);

Vka3 [Ipesunenta Poccuiickoit @eneparu Ne 960 ot 11 aBrycra 2003 roma «Bormpocsr
DenepanpHoii Ciryx061 besonacHocTu Poccwmiickoit @eneparum» (B pea. Ykasos llpesunenta PO or
11.07.2004 Ne 870, ot 31.08.2005 Ne 1007, ot 01.12.2005 Ne 1383, ot 12.06.2006 Ne 602, ot
27.07.2006 Ne 799, ot 28.12.2006 Ne 1476, ot 28.11.2007 Ne 1594, ot 28.12.2007 Ne 1765, ot
01.09.2008 Ne 1278, ot 23.10.2008 Ne 1517, ot 17.11.2008 Ne 1625, ot 22.04.2010 Ne 499, ot
14.05.2010 Ne 589);

Pacnopsixenue Ilpesunenta Poccuiickoit @enepanuu Ne 366-pm ot 10 urons 2001 roga «O
MOMTMCAaHUK KOHBEHITUHY O 3aIuTe (PU3NUECKUX JIUI] IPH aBTOMATH3UPOBAHHON 00paboTKe
IMEPCOHAIBHLIX TaHHBIX»

7.2.0cHoBHasi IUTEPaTypa

Hukudopor C.H. 3amura nuadopmaruu. 3amuiieHHble ceTy [ DIeKTpOHHBIN pecypc]:
yaebnoe nocodbue/ Huxkudopor C.H.— Dnektpon. TekcroBbie nannbie.— CI16.: CankT-
[TerepOyprckuii rocy1apcTBEHHBIN apXUTEKTYpHO-CTpouTenbHbIl yHUBepcutet, D5C ACB,
2017.— 80 c.— Pexum gocrtyna: http://www.iprbookshop.ru/74382.html.— 9bC
«IPRbooks»

®omun J1.B. UHpopmanronHas 6€301acHOCTb U 3alUTa HH)OPMALIUH:
CIEUAIN3UPOBaHHbIE aTTECTOBAaHHBIE IPOIPAMMHBIE U IPOIPaMMHO-AINIapaTHBIE CPEACTBA
[DnexTpoHHbIH pecypc]: yauebHo-MeToandeckoe mocooue/ @omun J[.B.— DnextpoH.
TekcToBble JaHHble.— CapaTtoB: By3zoBckoe oOpa3oBanue, 2018.— 218 c.— Pexum
noctyna: http://www.iprbookshop.ru/77317.html.— 3BC «IPRbooks»

Huxugopos C.H. 3amuTa napopmaryy. 3amura OT BHEIITHUX BTOPKEHUH [ D1eKTPOHHBIN
pecypc]: yuebnoe nocodue/ Hukudopor C.H.— Dnextpon. TekcroBbie ganabie.— CII6.:
Cankr-IlerepOyprckuii rocyaapCTBEHHBIH apXUTEKTYPHO-CTPOUTEIbHBIN YHUBEPCUTET,
9BC ACB, 2017.— 84 ¢.— Pexum noctyna: http:// www.iprbookshop.ru/74381.html.—
9bC «IPRbooks»

['onmukoB A.M. KoaupoBaHue B TeJI€KOMMYHUKALMOHHBIX cUCTeMaXx [ DIE€KTPOHHBIH
pecypc]: yae6HOe mocobue s cienuanutera: 090302.65 UndopmannonHas 6€30macHOCTh
TEJIEeKOMMYHUKAMOHHBIX cucTeM. Kypc nekunii, KoMIbIOTEpPHBIN MPAaKTUKYM, 33laHUE Ha
camocTosTeNbHYI0 padoTy/ ['onnkoB A.M.— DJIEKTPOH. TEKCTOBBIE JaHHbIe.— TOMCK:
Tomcknii rOCYyJapCTBEHHBIN YHUBEPCUTET CUCTEM YIIPABJICHUS U PAIUOIEKTPOHUKH,
2016.— 338 ¢.— Pexwum nocryna: http://www.iprbookshop.ru/72111.html.— 3bC
«IPRbooks»
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7.3.lonoJHUTEIbLHAS JIUTEPATYypa

®dopoysan bexpoys A. Kpunrorpadus u 6€30macHOCTb CeTeil [ DNeKTpOHHBIN pecypc]:
yueOHoe mocodue/ Dopoyszan bexpoys A.— DIEKTPOH. TEKCTOBBIC JaHHBIE.— MOCKBa,
Caparo: Untepuer-YHnusepcuter Undopmanmonnsix Texnomoruit (MHTYUWT), By3zoBckoe
obpa3zoBanue, 2017.— 782 c.— Pexum nocryna: http:// www.iprbookshop.ru/72337. html.—
9bC «IPRbooks»

Ixouc K. JI. MacTpyMeHTaNIbHBIE cpeicTBa o0ecrieueHrs 0€30IacHOCTH [ DIIeKTPOHHBII
pecypce]/ dxonc K. /1., llema M., Jlxkoncor b.C.— D1eKTpoH. TEeKCTOBBIC JaHHBIE.— M.:
Wurepuer-Yuausepcurer Mudopmarmonnsix Texnonoruit (MHTYUT), 2016.— 914 c.—
Pexxum noctyna: http://www.iprbookshop.ru/73679.html.— 3BC «IPRbooks»

UysinoB A. I'. [IpoGiembl 3alUIIEHHOCTH TEIEKOMMYHUKALMOHHBIX CUCTEM [ DJIEKTPOHHBIN
pecypc]: yuedHoe nocodbue/ UyssHoB A. I'.— DIeKTpoH. TeKCTOBBIC JaHHBIE.— OMCK:
Owmckas akanemust MBJI Poccun, 2015.— 164 ¢.— Pexxum noctyma:
http://www.iprbookshop.ru/61873.html.— 3BC «IPRbooks»

Hlansrun B.®. MadopmarnmonHas 6€30macHOCTh KOMITBIOTEPHBIX CUCTEM U ceTeit —M.:
®opym: Uudpa-M, 2013.-592c.

7.4.1lepuoanyeckue H3TaHUA

[lepeueHs nepuoAUYECKUX U3IaHUH, TOTydaeMblx Onbnuotexoit KbI'Y:

—_—

Bectauk MI'Y. BeiuncnurenbHas MaTeMaTuka U KHOEpHETHKA

BectHuk poccuiickoro oouiectBa UHQOPMATUKU U BBIYUCIUTEIBHON TEXHUKU
NudopmaTtuka u o6pa3zoBaHue

HudopmalinoHHbIE TEXHOIOTUN

Mup I1K

[TepcoHabHBII KOMITBIOTEP CETOIHS

[TporpamMmmupoBanue

HNudopmannonHas 6€30MacHOCTb

7.5.MHTEpHET-pECypPChI

http://all-ib.ru/
http://SecurityLab.ru
http://infosecurity.report.ru/
https://nordrus.info/security/
http://www.anti-malware.ru/

Nk v

7.6.CoBpemMeHHbIe TpodeccHoHATbHbIE 0a3bl JAHHBIX
baza nannsix Science Index (PWUHLI) http://elibrary.ru
HarmonanwsHas snexktponnas 6ubnnorexa PI'b https://H36.pd
KpymHelimas enquHas 0a3a TaHHBIX, COJIepIKaIias aHHOTAIIMHA U HHPOPMAITHIO O
UTUPYEMOCTH PelIEH3UPYyEMOI HAYYHOH JIUTEPATypPhl, CO BCTPOSHHBIMU HHCTPYMEHTAMH
OTCII)KUBAHMSI, aHAHM3a U BU3yaIH3aI[iH TaHHBIX. WWW.SCOpUS.cOm

7.7.MeToan4yeckue yKa3aHusl 10 NPOBEJICHUIO PA3JINYHBIX Y4eOHBIX 3aHATHI, K KypCOBOMY

NMPOEKTHPOBAHUIO M IPYTMM BHIAM CAMOCTOSITE/ILHOI padoThI

Memoouueckue pekomenoayuu npu padoome Had KOHCHEKMOM 60 6pems NPOBeOeHUs 1eKUUU
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http://elibrary.ru/
https://нэб.рф/
http://www.scopus.com/

B mporuiecce NEKIMOHHBIX 3aHATUH 11€1€C000pa3HO KOHCHEKTHPOBATh YU4E€OHBIH MaTepHal.
JUis  aTOro MCHosb3yrTCcsl OOImMe M YTBEpAUBIIMECS B IpPAaKTUKE IIpaBWiIa, M IPHUEMBI
KOHCIIEKTUPOBAHMS JICKIUH:

KoHcnexktupoBaHue JIEKIMN BEAETCA B CIIELUATIBHO OTBEAECHHON JJIS 3TOTO TETPAIH, KayK bl
JUCT KOTOPOM JOJDKEH HMETh II0JIs, Ha KOTOPBIX JENAI0TCS IOMETKH M3 PEKOMEHIOBAaHHOU
JUTEPATYpPBl, TOMOJIHAIOLINE MaTepHall IPOCITYILIAHHON JIEKIIUH, a TAaKXKe OJUYEePKUBAIOIIE 0COOYIO
BAKHOCTb T€X WJIN UHBIX TEOPETHUUECKUX MTOJIOKEHUN.

IesnecooOpa3Ho 3anuchiBaTh TEMY M IUIAH JIEKIHUH, PEKOMEHIYEMYIO JIUTEPATypy K TeMe.
3anucu pas3fesioB JIEKIMM JIOJDKHBI HMMETh 3arojlIOBKH, II0J3ar0jIOBKM, KpacHblE CTpOKuU. Jlis
BBIICJICHUS PA3/EIIOB, BBIBOJOB, ONPENEICHHUM, OCHOBHBIX HAEH MOXHO HCIOJb30BaTh LBETHBIC
KapaHaamm u GromMacTepsl.

Ha3BaHHble B JEKIMM CCHUIKM Ha NEPBOMCTOYHUKHU Hal0 MOMETHTh Ha IOJAX, YTOOBI MpHU
CaMOCTOSTENIbHOW paboTe HAWTHU U BIIUCATh MX. B KOHCIIEKTE TOCIOBHO 3aMMCBHIBAIOTCS ONPEICICHUS
HOHATUI, KaTeropuit ¥ 3akoHOB. OCTajIbHOE TOJKHO OBITh 3aIIMCAHO CBOMMH CJIOBaMH.

Kaxnomy cryneHTy HE0OXOJMMO BBIPa0OTaTh M MCHOJIB30BATH JOMYCTHMbIE COKpAIEHUS
Haun0oJiee pacpoCTPaHEHHBIX TEPMUHOB U MIOHATHH.

Memoouueckue pekomenoayuu npu ROO2OMOEKe K KOJIOKGUYMY

L4 npopa60TaTb KOHCIIEKTHI JICKITUH I10 BOIIPOCaM KOJUIOKBUYMaA,

® [IPOYUTATH OCHOBHYIO M NOIIOJHHUTCIBHYIO JIMTECPATYPY, PCKOMCHAOBAHHYIO 110 U3Yy4YaCMbIM
BOITIpOCaM;

® OTBCTUTH HAa BOIIPOCHI KOJJIOKBHYMA;

® [Ipu 3aTPYAHEHUSX, IPOKOHCYIBTUPOBATHCS C MIPENOaBaTeIeM.

Kpumepuu oyenueanus

Onenka
HEY/10BJIETBOPUTEIbHO YIOBJIETBOPUTEIBHO | XOPOIIO OTJIMYHO
2 6ay1a 4 6aya 6 6an10B 8 6a10B
CTyaeHT He 3HaeT CryneHt Cryzaent xopomo | CTyAeHT B OJIHOM
3HAYUTEIBLHON YacTH MOBEPXHOCTHO 3HAET | 3HAET MaTepuan, | oObeMme 3HaeT
BOITPOCOB, JIOMTYCKAET BOIPOCHI TPaMOTHO U TIO MaTepuan,
CYIIIECTBEHHBIE OLTUOKHU B KOJUIOKBUYMA, CYyILIECTBY TPAaMOTHO U 1O
OTBETaX Ha BOMPOCHI. JIOTTyCKaeT H3JIaraeT ero, CYILIECTBY
HETOYHOCTHU B OTBETE | JOMYCKas n3JIaracT ero, He
Ha BOIPOC HEKOTOPBIE JOTTyCKast
HETOYHOCTH B CYILIECTBEHHBIX
OTBETE Ha HETOYHOCTEH B
BOIIPOC. OTBETE Ha BOIMPOC.

Memoouueckue pekomenoauuu no OP2aAHU3AUUU CAMOCMOAMETbHOU PAOOmbl

CamocrositenbHast padota (mo B.W. Jlamo «camMOCTOSITENbHBIN — YeTOBEK, UMEIOIINA CBOU
TBEp/bIE YOSKIEHUSN») OCYIIECTBISETCS MpU BeeX popmax 00ydeHHUs: OUHON U 3a0YHOM.

CaMocTtosiTenpbHasi paboTa OOyYarOIMXCS - CIOCO0 AaKTHBHOTO, IIE€JICHANPABICHHOTO
MpUOOpETEHNUsT CTYICHTOM HOBBIX JIJISl HETO 3HAHWM U YMEHUW 0€3 HEMOCPEICTBEHHOTO YJacTHs B
ATOM Tporiecca npenoaBateneii. [loBblmeHne poiu caMOCTOSATENBHON paboThl 00YYAIOIINXCS TPU
MIPOBEICHUH PA3IMYHBIX BUIOB YUCOHBIX 3aHATUN MTPEATIONAraeT:

—  ONTUMH3AIHMIO METOJIOB 00yUYEHUsI, BHEAPECHNUE B YUCOHBIN MPOIIECC HOBBIX TEXHOIOTHUH
00y4YeHHs1, MOBBIMIAIONINX MPOU3BOAUTEIHHOCTh TPYAA MpEroaaBaress, akTUBHOE UCIOIb30BaHUE
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UH(POPMALIMOHHBIX TEXHOJOTHH, MO3BOJSIOMIMX OO0yJalomeMycsi B YAOOHOE IjIsi HEro Bpems
OCBaWBaTh YUEOHBI MaTepra;

—  IIMPOKOE BHEIPEHHUE KOMITBIOTEPU3UPOBAHHOTO TECTUPOBAHMS,

—  COBEpIICHCTBOBAHME METOJUKU MPOBEICHHUS MPAKTUK U HAYyYHO-HCCIEI0BATEIbCKOM
paboThl 00y4aIOIINXCS, TOCKOIbKY UIMEHHO 3TH BHJIbI Y4eOHOI paboThl B IEPBYIO OUEPEIb TOTOBAT
00y4aromuxcst K CAaMOCTOATEIBHOMY BBITTOJHEHHIO MTPO(ECCHOHABHBIX 3a/1a4;

—  MOJEPHM3AINIO CUCTEMbI KypCOBOTO M JIUIIJIOMHOTO IIPOEKTUPOBAHUS, KOTOpas AOHKHA
MOBBILIATH POJIb CTYACHTA B [10A00pEe MaTepuaa, MOUCKeE IMyTell pelieHus 3a1ad.

CamocrosrenbHas paboTa MIPUBOJUT CTYIEHTA K OTYYSHHUIO HOBOTO 3HAHUS, YIIOPSI0UYCHUIO
U YIIyOJIGHHWI0O MMEIOIIMXCS 3HaHUHM, (GOPMUPOBAHHIO Y HEro mpodecCHOHATbHBIX HAaBBIKOB U
ymenwnid. CaMocTosTebHas padoTa BRIMONHSIET P QyHKINKI:

—  pa3BUBAIOLIYIO;

—  nH(pOPMAIMOHHO-00YUYaOIIIYIO;

—  OPHUCHTHPYIOIIYIO U CTUMYJIHUPYIOIIYIO;

—  BOCIHTHIBAIONUIYIO;

—  HCCIIEZ0BATEIbCKYIO.

B pamMkax Kypca BBIOIHSAIOTCS CIIEAYIOIINE BUIbI CAMOCTOATEIBHOM paboThI:

1. TIpopaboTka yueGHOrO MaTepHana (Mo KOHCIeKTaM, yueOHOM U HAyYHOU JTUTepaType);

2. BrimonHenue pa3Ho ypoBHEBBIX 3a/a4 U 3a/IaHUI;

3. Pabota ¢ Tectamu U BOpocamu Jjisi CAMOIIPOBEPKH;

4. BBINOJIHCHUE UTOTOBOM KOHTPOJIHHON PaOOTEHI.

CryneHTaM peKOMEHIYeTCsS C CaMOro Hadalla OCBOGHMs Kypca paboTaTh C JIUTEpaTypoil u
npeUiaraéMbIMU 3aIaHUSIMH B (POpMeE IMOATOTOBKH K OYEPETHOMY ayIUTOPHOMY 3aHATHIO. [Ipu aTOM
AKTyaJIM3UPYIOTCS UMEIONINeCs 3HaHUs, a TakKe co3aaercs 0as3a A yCBOSHHsI HOBOI'O MaTepHaia,
BO3HHUKAIOT BOIIPOCHI, OTBETHI HA KOTOPHIE CTYACHT MOIYYaeT B ayIUTOPHH.

Heo0xonuMo OTMETHTh, YTO HEKOTOPBIC 3a/laHusl IS CAMOCTOSATENbHON PabOThl O KypCy
UMEIOT onpeaeneHHyo crneunpuky. [Ipm ocBoeHMM Kypca CTYOEHT MOXET TI0Jb30BATHCS
OubIMoTeKON By3a, KOTOpas B TOJHOW Mepe oOecreueHa COOTBETCTBYIOIIEH JHUTEpaTypOU.
3HAYUTENbHYIO TOMOIIb B TOATOTOBKE K OYEPEAHOMY 3aHSATHIO MOKET OKa3aTh MMEIOLIUICS B
y4eOHO-METOIUUECKOM KOMITJIEKCEe KPATKUI KOHCHEKT JIeKIMH. OH 5k€ MOKET UCTIOIb30BATHCS U 1S
3aKpeIuIeHUs] TOJYYCHHOTO B aymuTopum Mmarepuana. CamocrosrenbHas paboTa CTyIEHTOB
peyCMOTpEHa YUeOHBIM IJIAHOM U BBIMIOJHSAETCS B 003aTENbHOM MOpsAKe. 3aJaHus IPEAT0oKEHbI
0 KOKIO0H N3ydaeMoi TeMe U MOTYT FOTOBHTHCS MHAWBHIYAIBHO WK B rpymiie. [1o HeoOxoaumoctn
CTYACHT MOXET o0paiiatbCsi 3a KOHCYyJbTallMell K TIpernojaBarento. BelnogHeHue 3agaHui
KOHTPOJIMPYETCS M OIICHUBAETCS MTPETI0IaBaTeIeM.

JUis  yCHEUIHOrO CaMOCTOSITEIbHOIO H3YYEHHUS MaTepualla CerofHs HCIOJIb3YITCS
pa3nuyHble CPEACTBa OOYYEHHs, CPeIr KOTOPHIX 0CO00€ MECTO 3aHUMArOT HH(OPMAIMOHHBIC
TEXHOJIOTUM Pa3HOTO YPOBHS M HAIIPABJICHHOCTU: AJIEKTPOHHBIC YUEOHUKH U KYpCHI JIEKLUH, Oa3bl
TECTOBBIX 33aJJaHUI W 3a/1a4. DIIEKTPOHHBIN y4eOHUK MPEICTABISAET COOOW MPOrpaMMHOE CPECTBO,
NO3BOJISIOIIEE  NPEACTaBUTh I M3yYeHHs] TEOpeTHMUeCKUM  Marepuajn, OpraHu30BaTh
anpoOupoBaHKe, TPEHAX M CAMOCTOSITEIILHYIO TBOPYECKYIO padoTy, MOMOraromiee CTyJeHTaM WU
IPEMNoJIaBaTel0 OLICHUTh YPOBEHb 3HAHUH B ONpEAETICHHOM TEeMaTHKe, a TaKkKe cojepiKaliee
HEOOXOUMYIO CIIPaBOYHYIO MH(OpMaIHIO. DIEKTPOHHBIN Y4eOHUK MOXKET UHTErpUpPOBaTh B cebe
BO3MOXXHOCTH Pa3MYHBIX I€Jarori4eckKuX IMPOrpaMMHBIX CpEACTB: OOydalomMX MpPOrpaMM,
CIPAaBOYHHUKOB, yU4eOHBIX 0a3 JaHHBIX, TPEHAXKEPOB, KOHTPOIUPYIOLIUX MPOTPAMM.

Jlig ycrenmiHOW OpraHu3allyd CaMOCTOSTENIbHOM pPabOThl BCE AaKTUBHEE TNPUMEHSIOTCS
pa3sHooOpa3Hble 00pa3oBaTeNbHbIE peCypchl B ceTh VIHTEpHET: CHUCTEeMBbl TECTUPOBAaHUS IO
Pa3NIUYHBIM 00JacTsIM, BUPTYyaJIbHBIC JICKITUH, JJAOOPATOPUH, TIPH STOM TIOJIB30BATEIO JOCTATOYHO
UMETh KOMIIBIOTEp M MOJKI0UeHne K MHTepHeTy Ui TOro, 4ToOBl CBA3ATHCS C MPENoAaBaTelieM,
pemarh BBIYUCIUTENBHBIE 33aaud W TOJy4aTh 3HaHWA. VICronmb30BaHHME CETEH YCHIIMBAET pOITh
CaMOCTOSITENIbHOW palbOoThl CTyJEHTa U TO3BOJIAET KapIMHAJIbHBIM 00pa3oM HM3MEHUTb METOIUKY
IPEToIaBaHMsI.
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CTyneHT MOXeT MOIy4aTh BCE 33JaHUs U METOAMYECKUE yKa3aHHUs 4Yepe3 CepBep, UTO JaeT
€My BO3MOYKHOCTb HIPHUBECTH B COOTBETCTBHE JIMYHBIE BO3MOXKHOCTH C HEOOXOAMMBIMHU ISt
BBITIOJIHEHUS paboT Tpyno3arpaTramMu. CTYAEHT HMEET BO3MOKHOCTB BBIIIOJHATH paboTy IoMa WK B
ayauropuu. bosbiioe BocnuraTebHOE U 00pa30BaTeIbHOE 3HAUEHUE B CAMOCTOATEIILHOM YUeOHOM
TPYAE CTY/AEHTAa UMEET CAaMOKOHTPOJIb. CaMOKOHTPOJIb BO30YKAAeT U NONJAEPKUBAET BHUMAHUE U
UHTEpEC, IOBBIIIAET AKTUBHOCTh MAMATU U MBIIUICHUS, IO3BOJISET CTYJIEHTY CBOEBPEMEHHO
OOHApPY>KUTh U YCTPAHUTH AOMYIICHHBIE OMMOKN U HEAOCTATKH, OOBEKTHBHO ONPEACIUTh YPOBCHb
CBOMX 3HaHUH, NpakTudeckux ymeHuil. Camoe OCTYNHOE U MPOCTOE CPEICTBO CAMOKOHTPOJIS C
NpUMEHEHHEM HH()OPMAIMOHHO-KOMMYHHKAIIMOHHBIX TEXHOJOTHI - 3TO PsJ TECTOB «on-liney,
KOTOpbIE IO3BOJIAIOT B PEXHUME PpEaJbHOTO BPEMEHHU OIPEIeNITh CBOH YPOBEHb BIIaJICHUS
OPEIMETHBIM  MaTEpUaioM, BBIABUTH CBOM OIIMOKM UM MOJYYUTh PEKOMEHJAIMU  I10
CaMOCOBEPILEHCTBOBAHUIO.

Memoouueckue pekomenoayuu no padbome c 1umepamypoi

Bcro nutepaTypy MOXHO pasfenuTh Ha y4eOHUKH M ydeOHbIe MOCOOMs, OpUTHHAJIbHBIC
Hay4HbIe MOHOTpa(UYEeCKHEe HCTOUHMKH, HAYYHBIE MMyOJIMKAIIMHA B IEPUOINYECKON neyatu. M3 HUX
MOYKHO BBIAETIHUTD JINTEPATYPy OCHOBHYIO (PEKOMEHIYEMYIO), AOMOJHUTEIbHYIO U JIUTEpaTypy s
yrayOJIeHHOTr0 U3Y4€HUs JUCIIUILINHBL.

W3yuenne TUCHMILIMHBI ClleyeT HaUMHATh C y4eOHUKA, IOCKOJIbKY YU4EOHHK — 3TO KHUTA, B
KOTOpPOM M3JI0)KEHbIl OCHOBBI HAayUHBIX 3HAHWUW IO OIpPENEICHHOMY NPEAMETY B COOTBETCTBUU C
LEJIIMU U 3aJlauaMi 00y4€HUs!, YCTAaHOBJIIEHHBIMHU IIPOTPAMMOH.

[Tpu pabote ¢ TUTEpPaTYpOil HEOOXOIMMO YUYUTHIBATH, YTO UMEIOTCS pa3IMYHbIC BUIBI YTCHUS,
U KX/l U3 HUX UCIIOJB3YETCS Ha ONPE/IeTICHHBIX 3TallaX OCBOCHUS MaTepHaa.

IIpeosapumenbroe YTEHNE HAIPABICHO HA BBISBIECHUE B TEKCTE€ HE3HAKOMBIX TEPMUHOB U
IOUCK MX 3HAYEHUs B CIIPABOYHOI JuTepaType. B yacTHOCTH, IpH YTEHUH YKa3aHHOM JIMTepaTypbl
HE00X0UMO MOAPOOHEHIINM 00pa30M aHAJIM3UPOBATh ITOHSATHS.

Cke03H0e umenue TpeANoONaraeT MpouyTeHHe MaTepuaia OoT Hayaja 10 KoHua. CKBO3HOE
YTEHUE JINTEPATYPhl U3 MPHUBEIECHHOTO CIUCKA JAaeT BO3MOXXKHOCTH CTYIEHTY C(OPMHPOBATH CBOJ
OCHOBHBIX TOHATHUH U3 H3ydyaeMoi 00JIaCTH U CBOOOHO BJIAJETh UMHU.

Bvibopounoe — Ha000pOT, UMEET IIEIBIO MOMCK U 0TOOp MaTepuaiia. B pamkax maHHOTrO Kypca
BBIOOPOYHOE UTEHME, KaK CIIOCOO OCBOCHMS COJEpKaHUs Kypca, JOJDKHO HCIOJIb30BaThCs MpPU
MOJIFOTOBKE K MPAKTUYECKUM 3aHATHSM 110 COOTBETCTBYIOLIUM pa3ieaM.

Ananumuueckoe umenue — 3TO KPUTHUECKUH paz0op TEKCTa C MOCIEAYIOUIMM €ro
KOHCIIEKTUpoBaHueM. OCBOEHHE yKa3aHHBIX MOHATUH OyaeT Haubosee 3p(HeKTUBHBIM B TOM Cllyyae,
€CIIM IPU YTEHUU TEKCTOB CTYJEHT OyneT 3ajaBaTh K 3TUM TEKCTaM BOIPOCHL. YacTb M3 3THUX
BorpocoB chopmynupoBana B ®OC B mepeuHe BompocoB i cobecenoBanus. I[lepedenp »Tux
BOIIPOCOB OTPAHUYEH, TIOITOMY BaXKHO HE TOJIBKO COJEPKaHUE BOIIPOCOB, HO CaM IIPUHIUII OCBOEHUS
JUTEPATyphl C TOMOIIbIO BOIIPOCOB K TEKCTaM.

Lenbto usyyarowjeco 4TeHUs SBISETCS TIyOOKOE M BCECTOPOHHEE MOHMMaHHE YueOHOM
uH(popmanuu. EcTh HECKOJIBKO MPUEMOB U3Y4YaIOIEr0 YTEHUS:

1. Yrenne mo ajiroputMmy mnpefnonaraer pa3OueHue HMHPOpMaluu Ha OJOKHM: Ha3BaHUE,
aBTOp; MCTOYHMK; OCHOBHAasi HJesl TeKCTa; (PAKTUUECKHM MaTepual; aHajdu3 TeKCTa IyTeM
COIOCTABJICHUSI UMEIOIUXCS TOYEK 3PEHUs 110 pacCMaTPHUBAaEMbIM BOIIPOCAaM; HOBU3HA.

2. Ilpuem nocTaHOBKM BOIPOCOB K TEKCTY UMEET CJIEIYIOIIUNA alrOpUTM:

—  MEIJICHHO NMPOYHUTATh TEKCT, CTAPasACh MOHATH CMBICI M3JI0KEHHOTO;
—  BBIJICJIUTH KJIIOUEBBIE CIIOBA B TEKCTE;
—  TOCTapaThCs MOHATh OCHOBHBIE UJIEH, IOJTEKCT U OOIIMI 3aMbIcen aBTOpa.

3. IlpueM Te3upoBaHUs 3aKJOYaeTcsl B (POPMYIMPOBAHUU TE3HCOB B BHUJIE IMOJIOKECHHH,
YTBEP)KJICHHI, BBIBOIOB.

K »ToMy MOXHO 100aBUTh W WHBIE TPHEMBL: TpHEM pedepupoBaHUs, TpPUEM
KOMMEHTHPOBAHMUSL.

Baxxnolt coctaBmistomeld Jr000TO  COMUIHOTO HAYYHOTO W3JIAHUS SBISIETCS  CITMCOK
JUTEpaTyphl, Ha KOTOPYIO ccbulaeTcs aBTop. [IpyM BO3HMKHOBEHHMH MHTEpeca K KaKOW-TO

23



o0cyxaeMoii B TEKCTE MpoOIeMe BCerjja €CTh BO3MOKHOCTh OOPATUTHCS K CIIUCKY OTHOCSIICHCS K
Hel juTeparypbl. B 3ToM ciydae Bcs mpobiieMa kak Obl pa30MBaeTCs Ha COCTABIISIFONIUE YaCTH,
KaxKaasa U3 KOTOPBIX MOKCT U3Yy4aTbCsd OTACIIBHO OT APYIUX. HpI/I 9TOM BaXHO HC TCPATb U3 BUOA
OOIIMI KOHTEKCT U HE TIOTPYKAThCS YPE3MEPHO B JICTAIU, TOTOMY YTO TaKMM 00pPa30oM MOXKHO HE
YBUIACTH I'NIABHOT'O.

[TogroToBka K »K3aMeHY JOJDKHA IPOBOJIUTHCS HAa OCHOBE JICKIIMOHHOTO MaTepuaa,
MaTepHuaja NPaKTUYeCKUX 3aHATUH ¢ 00s3aTeNbHBIM OOpalleHneM K OCHOBHBIM y4eOHUKaM I10
Kypcy. DTO MO3BOJIUT MCKIIOYUTh OIIUOKH B MOHMMAaHUKM MaTepuaa, OO0JISTYUT €ro OCMBICICHUE,
MMPOKOMMCHTHUPYCT MaTCpral MHOTOYHCIICHHBIMU IPUMCPAMU.

Memoouueckue pekomenoayuu no HANUCAHUIO pedhepamos

Pedepar npencrasiser co0oii cokpallleHHbIH Nepeckas CoAepKaHus MEPBUUHOIO JOKYMEHTa
(MM ero YacTH) C OCHOBHBIMH (DAKTHUYECKHMMHM CBEIEHHUSMH W BbIBOjaMu. Hamucanme pedepara
UCMONb3yeTcsl B y4eOHOM IIpolecce By3a B LENIAX NPUOOPETEHHs CTYJEHTOM HEOOXOIUMOM
npoeCCHOHATIBHON MOATOTOBKM, PA3BUTHS YMEHHMS W HaBBIKOB CAMOCTOSITENBHOIO HAYYHOTO
IIOWCKA: U3Y4YCHMsI JMTEPATyphl O BHIOPAHHOM TeMe, aHalu3a Pa3IMYHBIX MCTOYHUKOB U TOUYEK
3peHusi, 0000UmIeHnsT MaTepuala, BBIACICHHS TIIaBHOTO, (popMmynupoBaHus BBIBOJOB M T. m. C
HOMOIIBIO pedepaToB CTYIEHT Iy0)ke MOocTUraeT Haubojiee CIIOKHBbIE MPOOJIEeMbl Kypca, YUUTCS
JAKOHUYHO U3J1araTh CBOM MBICIIH, TPABUIBHO OPOPMIISTH padOTy, JOKIIAABIBATE PE3YIbTATHI CBOCTO
Tpyaa. Ilpouecc Hamucanusi pedepara BKIIOYAET: BbIOOP TEMBI; MOJOOP HOPMATHBHBIX aKTOB,
CHEIUaJIbHOM JIUTEepaTypbl U MHBIX MCTOYHUKOB, UX H3YyYEHHUE; COCTABICHHUE IUIaHA; HaIllMCaAHUE
TeKcTa paboThl U ee 0opMIIEHHE; YCTHOE U3JI0XKEeHHE pedepara.

Pedeparsr mumytcs mo Hambojiee akTyaldbHBIM TeMaM. B HUX Ha OCHOBE THIATEIHHOTO
aHanmu3a U 00OOIIEHUS HAayyHOro MaTepHaja COIOCTABISIOTCS pa3IM4HbIC B3IVl aBTOPOB U
oIpezenseTcss COOCTBEHHasl MO3ULUSA CTYJAEHTa C U3JI0KEHUEM COOTBETCTBYIOLIMX apryMEHTOB.
Tembl pehepaToB JOIKHBI OXBATHIBATH U TUCKYCCHOHHBIE BOIIPOCH! Kypca. OHUM PU3BaHbl OTpaXxaThb
NepeI0BbIC HayUHbIE UJIeH, 0000111aTh TEHAECHLIUN IPAKTUYECKON e TEIIbHOCTH, YUUTHIBAS IPU 3TOM
U3MEHEHHMs B TEKYyIEeM 3aKOHOJaTeldbcTBE. PexkoMmMeHJoBaHHas HIKE TeMaThuka pedeparoB
npuMmepHasi. CTyIEHT NpU KEJIaHUU MOXKET caM IPEIOKUTh Ty WIH UHYIO TEMY, [IPEIBAPUTEILHO
COI'JIACOBAB €€ C HayYHbIM PYKOBOJIUTEIIEM.

Pedepar, kax mnpaBuUiO, COCTOMT W3 BBEAEHHUS, B KOTOPOM KpaTKO OOOCHOBBIBAETCS
aKTyaJlbHOCTb, Hay4yHas M MpPAKTHYECKas 3HaYMMOCTb M30paHHOM TeMbl, OCHOBHOIO MaTepuaina,
COJIEpIKallero CyTb MpOOJIEMbl U MYTH €€ pPEelICHUs], U 3aKJIIOUeHus, rae GOpMUPYIOTCS BBIBOJBI,
OLIeHKH, npeanoxenus. O0muit oobeM pedepara 20 TUCTOB.

Texauueckue TpedboBanus k opopmieHuto pedepara cienyronme. Pedepar opopmisercs
Ha Juctax gopmara A4, ¢ 00s13aTeNIbHON HyMepaluei cTpaHull, IpuYeM HOMEp CTPAHHULbI Ha
MIepBOM, TUTYJILHOM, JIUCTE He cTaBUTcs. [loms: BepxHee, HIKHEE, ITpaBoe, JieBoe — 20 MM.
A63ansbIi otetyn — 1,25; PUCyHKM JOKHBI CO3/1aBaThCsl B MUKIMUYECKUX PEIAKTOPAX MITH Kak
pucyHok Microsoft Word (crpynmnupoBanssiii). TaOmuIbl BRIMOTHATH TAOJIMYHBIMU SUYEHKaAMHU
Microsoft Word. CkaHupoBaHHe pUCYHKOB U TaOJIMIl He JoyckaeTcsi. BelpaBHUBaHUE TekcTa (IO
IIMPUHE CTPAHUI[bI) HEOOXOAMMO BBIMOIHITH TOJIBKO CTAaHAAPTHBIMU CIIOCOOAMHU, @ HE C TIOMOIIbIO
npo6enoB. Pazmep Tekcta B pucyHkax u tabnunax — 12 kerns. Ha TutynsHOM nucte pedepara
HYKHO YKa3aTbh: Ha3BaHUE y4eOHOro 3aBeeHUs], (aKyIbTeTa, HOMEp TPYIIIbI U (PAMUITUIO, UMS U
OTYECTBO aBTOPA, TEMY, MECTO U TOJ €ro HanucaHus. PexkoMeHyemblit 00beM paboTh
CKJIa/IBIBAETCS U3 CIEAYIOIINX COCTABIISIFOIIMX: TUTYNbHBIN JUCT (1 cTpanuna), conepxkanue (1
cTpaHu1a), BBejeHue (1 — 2 cTpaHuIlbl), OCHOBHAS YacTh, KOTOPYIO MOXKHO pa3eiuTh Ha IJ1aBbI
wiu pazaens! (10 — 15 crpanui), 3akmouenue (1 — 3 cTpaHuiibl), COUCOK JIuTepatypsl (1 cTpanuna),
npusoxenue (He oos3aTenbHo). Eciu pedepar cogepxut Tabnuity, To ee HoMep U Ha3BaHUE
pacroJararTcs CBepXy TaOIHIIbl, €CJIU PUCYHOK, TO BHU3Y PUCYHKA.

ConepxatenbHble 4YacTH pedepaTa — 3TO BBEJCHHME, OCHOBHAs 4YacTh U 3aKIIOYCHUE.
BBenenue q0mKHO coiepkaTh pacCy ACHHE 110 TOBOJLY TOT0, YTO paccMaTpuBaeMasi TeMa akTyallbHa
(TO ecTh COBpeMEHHa U K Hel ecTh OOJIBLION MHTEpEC B HACTOSIIEE BpeMs), a TAK)KE MOCTAHOBKY
LIEJIM UCCIIeI0OBaHMs, KOTOpasi HEMOCPEACTBEHHO CBsI3aHa C Ha3BaHUEM paboThl. Takxke BO BBEJIEHUU
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MOTYT OBITh IOCTaBJEHBI 3a7audl (HO HE 00s3aTeNbHO, TaK Kak paboTa HEBEIHKa MO 00beMy),
KOTOpBIE JETAM3UPYIOT LieJb. B 3aKimoueHnn NuIyTcss KOHKPETHbBIE, COAEPKATETbHBIE BHIBOIBI.

Conepxxanne pedepaTa CTYAGHT JOKIQAbIBAC€T Ha CEMHUHApe, KpyXKe, HaydHOU
koH(pepenuuu. [IpeaBapuTenbHO MOATOTOBUB TE3UCHI OKIANa, CTYAEHT B TedeHue 7 - 10 MUHYT
JIOJKEH KPaTKO M3JIOKHUTh OCHOBHBIE TIOJIOKEHHS CBoe paboTsl. [Tocne nokasa aBTop oTBEYaeT Ha
BOIPOCHI, 3aT€M BBICTYHAIOT OMIOHEHTHI, KOTOPbIE 3apaHee MO3HAKOMUINCH C TEKCTOM pedepara, u
OTMEYAIOT ero CHIIbHBIE U ci1a0dble cTOpoHbl. Ha ocHOBe 00Cy:xaeHHs 00y4aroneMycs BEICTABISIETCS
COOTBETCTBYIOIIAs OIICHKA.

Memoouueckue pekomenoauuu 011 NOO20MOEKU K IK3AMEHY:

DKk3aMeH B 7 ceMmecTtpe sBseTcs (OPMOM HTOTOBOIO KOHTPOJISA 3HAHMK W yMCHHH,
00yYaromuxcst Mo JaHHOW AMCUUIUIMHE, MOJYYCHHBIX HA JIGKIUAX, NPAKTUYECKUX 3aHATUSAX U B
IIPOLIECCE CAMOCTOSITENbHOM paboThl. OCHOBOI AJIst ONPEICTICHUS OLIEHKU CITY>KUT YPOBEHb YCBOCHUS
o0yJaromuMucsl MaTepualia, MpeIyCMOTPEHHOTO IaHHOH paboueil mporpammoit K sx3ameny
JIOITYCKalOTCA CTYACHTHI, HaOpaBiire 36 u 6ojee OAJIOB MO UTOTaM TEKYIIETO U MPOMEKYTOYHOTO
KOHTpoJs. Ha sx3amene ctyaeHT MoxeT HaOpath ot 15 1o 30 Ganmios.

B nepuox moArotoBkM K 3K3aMeHy OOydaroliuecs BHOBb OOpamiaroTcst K ydeOHO-
METOAMYECKOMY MaTepHaIly U 3aKPETUISIOT MPOMEKYTOYHBIE 3HAHUS.

[ToaroroBka oOy4aroerocs K 5k3aMeH BKJIIOYAET TPU dTara:

—  caMOCTosTeNIbHas padoTa B TEUEHUE CEMECTPA;

—  HEMOCPEICTBEHHAs MOJATrOTOBKA B JIHHU, MPEANISCTBYIOIINE SK3aMEHY 10 TeMaM Kypca;

— TOJTrOTOBKAa K OTBETY Ha SK3aMEHAIIHOHHBIE BOIIPOCHI.

[Ipy moAroToBKE K HSK3aMEHY OOy4aroUuIMMcs IIeIeCOO0pa3HO HUCIOIb30BaTh MaTepUabl
JEKIHA, y4eOHO-METOJMYECKAE KOMIUIEKCHl, HOPMAaTHBHBIC JIOKYMEHTBI, OCHOBHYIO U
JOTIOTHUTEIIBLHYIO JTUTEPATypYy.

Ha sk3ameH BBIHOCHTCSI Marepuan B o0ObeMe, MPEAyCMOTPEHHOM pabodeil MmporpaMMoii
yueOHOM TUCIUIUIMHBI 32 CEMECTp. DK3aMeH MPOBOIUTCS B MUCbMEHHOH / YCTHOU (hopme.

[Ipyn mpoBeacHWHM 3K3aMeHa B MHUCHMEHHOH (yCTHOW) (hopme, BEeayImIUi MpernoaBaTellb
COCTaBISieT HK3aMEHALIMOHHBIE OWJIETHI, KOTOpPBIE BKJIIOYAIOT B ceOs: TECTOBbIE 3aJaHMUS;
TEOPETUYECKHE 3a/IaHUS; 3a]]a9U WIH CUTyauuu. @OpMyITUpOBKa TEOPETUYESCKHX 3a/IaHMsI COBIIAIAET
¢ hopMynTUpPOBKOI EepedHs IK3aMEHALMOHHBIX BOIIPOCOB, TOBEJCHHBIX /10 CBEIEHUS 00YyJaOLINXCS
HaKaHyHE »5K3aMeHalMOoHHOM ceccuu. ColepkaHue BOIPOCOB OJHOIO OwujieTa OTHOCHUTCS K
pasNIMYHBIM pa3jielaM IporpaMMmbl € TeM, 4TOOBl Oojiee MOJIHO OXBAaTUTh Marepuan ydeOHOU
JVICTIATUTAHBL.

B ayauropum, rie mpoBOIUTCS YCTHBIA 3K3aMEH, JTOJDKHO OJHOBPEMEHHO HAXOAUTHCS He
Oosee IIECTH CTYIEHTOB Ha OJHOTO IpernojaBaTelis, NMpUHUMAoIIero 3k3aMeH. Ha moaroroBky
OTBETa Ha OMJIET Ha SK3aMeHe OTBOIUTCS 40 MUHYT.

[pu npoBeneHny MMCBMEHHOTO SK3aMeHa Ha paboTy OTBOIUTHCS 60 MHUHYT.

Pe3ynbTar ycTHOTO (IMMCBMEHHOI'0) 9K3aMeHa BhIPaKaeTCsl OLICHKAMU:

Ouenxa «omauunon— om 91 oo 100 6an106 — TeOpeTHUIECKOE COZIEPIKAHNUE KYpca OCBOCHO
HOJTHOCTBIO, 6€3 MPOOETIOB, HEOOXOMMbIE TPAKTHYECKUE HABBIKU PA00ThI C OCBOEHHBIM MaTepHaioM
copmupoBanbl. Bee mpemycMoTpeHHbIE IporpamMMoi 00ydeH s yaeOHbIe 3aJaHNsT BBHITTIOJTHEHBI, KaYeCTBO MX
BBITIOJTHEHHS! OLIEHEHO YHCIIOM OailioB, OTM3KMM K MakcUMaTbHOMY. Ha 3K3ameHe CTyIeHT IEMOHCTpHpYeT
[TyOOKHE 3HaHWI IPEeyCMOTPEHHOIO TIPOrpaMMOii MaTepHasa, yMeeT YETKO, JJAKOHMYHO 1 JIOTHYECKU
TOCIIE/IOBATENBHO OTBEYATH Ha IIOCTABJICHHBIE BOMPOCHL.

Ouenka «xopouwion —om 81 00 90 6a17106 — TEOPETIUECKOE CONIEPIKAHKE Kypca OCBOCHO,
HEOOXO/IMBIE MPAKTHYECKHE HaBBIKK PadOThI c(hOPMHUPOBAHBI, BBHITOIHEHHBIE yUeOHbIE 3a/1aHNsI COZIepKaT
HE3HAYMTENBHBIC OMHMOKK. Ha 9K3aMeHe CTyIeHT IEMOHCTPUPYET TBEP/IOE 3HAHHSI OCHOBHOTO (TIPOIPaMMHOTO)
Martepuasa, yMeeT YeTKO, TPaMOTHO, O€3 CYIIIECTBEHHBIX HETOUYHOCTEH OTBEUaTh Ha MOCTABJICHHBIE BOMPOCHL.

Ouyenka «yooenemeopumenvHo» —om 61 0o 80 6an106 — TeOpeTUIECKOE COJIEPIKAHNE Kypca
OCBOCHO HE MOJIHOCTHIO, HEOOXOJMMbIE MPAKTUYECKHE HABBIKU paboThl c(hOpMUPOBAHBI YACTUYHO,
BBITNIOJTHEHHBIE YUeOHbI€ 3a/1aHusl coAepKaT rpyObie omnoOku. Ha sx3aMeHe cTyIeHT JeMOHCTpUpPYET
3HaHUE TOJBKO OCHOBHOI'O MaTepuaia, OTBEThI COJepXkKaT HETOYHOCTH, cabo apryMeHTHPOBAHBI,
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HapylleHa MOCJIeI0BaTEIbHOCTh U3JI0KEHHS MaTepuana

Ouenka «HeyoosiemeopumenvHo» — om 36 00 60 6ann06 — TEOPETUUECKOE COJIEPIKAHUE
Kypca He OCBOEHO, HEOOXOIUMBIC TTPAKTUIECKIE HABBIKU PabOThI HE CHOPMHUPOBAHBIL,
BBITNIOJTHEHHBIE Y4eOHbIE 33/1aHUs COJIePKaT IrpyOble OMMOKH, JOTOJIHUTEIbHAS CAMOCTOSTEIbHAS
paboTa HaJ MaTEepHaJIOM Kypca He MPUBEET K CYIIECTBEHHOMY MOBBIIIEHUIO KaYECTBA
BBIMIOJTHEHMS Y4eOHBIX 3a7aHuil. Ha ax3aMeHe CTyIeHT 1eMOHCTPUPYET HE3HAHUE 3HAUUTEIHHON
4acTH MPOrPaMMHOTO MaTepualia, CylIeCTBEHHbIC OTUOKU B OTBETAX HA BOIPOCHI, HEYMEHHUE
OpPUEHTUPOBATHCS B MaTepuae, He3HaHWE OCHOBHBIX MOHATUN AUCLIUITIIMHBI

Memoouueckue pekomenoayuu no 6bINOJIHEHUIO 1A00PAMOPHBIX Ppadom

Brimonnenue kaxxaoi 1abopaTopHOi pabOThI CKIIABIBAETCS U3 CIEAYIOUINX ITAIOB.
1. CamocTosiTeNIbHAS TOATOTOBKA CTYJCHTOB K padore. [lepen HauaaoM paboOThI CTYIEHTHI
JOJDKHBI YETKO TIPEJCTABIATH ceOe Ieinb padoThl, U3YYUTh TEOPETUYECKUE CBEICHUS K
nabopaTopHoi paboTe

2. BeinmonHerue paboThl. TOT 3Tal OCYLIECTBISETCS B COOTBETCTBUU C METOIMYECKUMU
YKa3aHUSAMHU, KOTOPBIE COJIEPKATCS B ONMUCAHUU K Kax a0l padore. ChopmynupoBaTh BHIBOABI IO
MpoJieTaHHOM padoTe.

3. CocraBienue oTtdera O mpojaenaHHoi pabote. K oTyeTy o BBINONHEHHOH pabote
IPEBbABISAIOTCS CIEAYIOIINE TPeOOBaHUS:

Otyer MOMKEH CONEpKATh MCUEPIBIBAIOIINE JAHHBIE, KaK O LeNd padoThl, Tak M O
pe3yabTaTax B CIEAYIOLIEH MOCIeI0BaTeIbHOCTH:

*  TuryneHbIi qHCT

*  IeTb paboThI

*  3a/aHMe Ha JJabOPaTOPHYIO PadOTY LI CBOErO BapHaHTa

*  OTBETHI HAa KOHTPOJILHBIE BOIIPOCHI

*  pe3yJIbTaTHI BBIOJHEHUS paOOTHI

*  BBIBOJBI IO padorTe.

4. 3ammra 1a00paTOpHOIl pabOTHI C IPEICTABICHUEM OTYETA. 3aluTa J1a00paTopHOil paboTHI

POXOIUT B opMe cBOOOIHOM Oecesbl o TeMe 1abopaToOpHON pabOTHI.

Memoouueckue pekomenoayuu no n0020moeKe K mecmuposanuro

TecTsl — 3TO BOIIPOCH! WM 3aJaHus, IPEyCMaTPUBAIOIINE KOHKPETHBIN, KPATKHUM, YETKAN
OTBET Ha UMEIOLIUEC dTAalIOHbI OTBETOB. [IpH caMOCTOATENBHOM TOATOTOBKE K TECTUPOBAHUIO
CTYJICHTY HEOOXOAMMO:

a) TOTOBACH K TECTUPOBAHUIO, TPOpadoTaTh MH(YOPMAIIMOHHBIN MaTepUal Mo JUCIUIUIMHE.
[TpoKOHCYIBTUPOBATHLCS C MPEINOIaBaTENIEM 10 BOIIPOCY BbIOOpA yUeOHOM JINTEpaTyphI;

0) 4eTKO BBISICHUTE BCE YCIOBHS TECTUPOBAHUS 3apaHee. 3HaTh, CKOJIbKO TecToB Bam Oyzer
IIPEIIOKEHO, CKOJIBKO BPEMEHH OTBOAMTCS Ha TECTUPOBAHME, KAKOBA CUCTEMA OLICHKH
pe3ynbTaToB U T.1.

B) IpUCTyMas K paboTe ¢ TeCTaMu, BHUMATEIbHO U JI0 KOHIA IIPOYTUTE BOIIPOC U
npejiaraeMble BapuaHThl OTBETOB. BriOepuTe mpaBuiibHbIE (MX MOKET OBITH HECKOJIBKO). Ha
OTJIEIbHOM JIMCTKE OTBETOB BBHIMUIINTE LU PY BOMpoca U OYKBbI, COOTBETCTBYIOIINE MTPABUIIbHBIM
OTBETaM;

I') B [IPOLIECCE PEUIeHMS JKeIaTeIbHO IPUMEHITh HECKOIBKO MOAXO0/I0B B PEIICHUH 3aaHHUS.
3T0 MO3BOJISET MAKCUMAIIBHO TMOKO ONIEpUPOBATh METOJAMU PELICHHUs, HAXOs Kbl pa3
ONTUMAaJIbHBIA BapHUAHT.

1) eciny Bel BcTpeTnim ype3BbIuaiiHO TPYIHBIN U1t Bac Borpoc, HE TpaTbTe MHOTO BPEMEHH
Ha Hero. [lepexoauTe k apyrum tectam. BepHUTECH K TpyTHOMY BOIIPOCY B KOHIIE.

€) 00s13aTeIbHO OCTaBbTE BpEMS JUIsl IPOBEPKH OTBETOB, YTOOBI M30€KaTh MEXaHUYECKUX
OIINOOK.

26



Kpumepuu oyenueanus

Onenka
HEY/10BJIEeTBOPUTEILHO Y/10BJIETBOPHUTEIHHO Xopo1io OTJIHYHO
0 6an0B 3 6ana 4 daju1a 5 6anaos
Memnee 50 % npaBUIbHO 50-70% npaBUIBHO 71-85% 86-100%
BBIITOJIHEHHBIX 3aIaHHUM. BBIIOJIHEHHBIX MPaBUIILHO MPaBUIILHO
3aJaHUH. BBITTOJTHEHHBIX BBITTOJTHEHHBIX
3aJlaHUM. 3aJlaHUH.

8. MATEPUAJIbHO-TEXHUYECKOE OBECITEYEHUE JUCIHUTTJIMHBI
8.1. TpeOoBaHusI K MATEPUAIHbHO-TEXHUYECKOMY O0ecrne4YeHH 0
Crnenunanu3upoBaHHasi ayAUTOPHs, UCTIOIb3yeMas IMPHU MPOBEACHUU 3aHATHH JIEKIIMOHHOTO
tuna No46, No48, No48a, No50, No56, No58 ocHallleHa MyJIbTUMEAUHHBIM TPOEKTOPOM M KOMITJIEKTOM
anmaparypsbl, HO3BOJISIOIIEH IEMOHCTPUPOBATh TEKCTOBBIE U TpapUUECKUE MaTePUAIIbI.
Jlaboparopuu ocHaiieHbl He0OX0AUMBIM o0opynoBanueM: Komiiekt yuebHoro obopyaosanus 110
1715 «JlokanbHble KOMMBIOTEpHBIE ceT», Kommiekt ydeOHOro obGopynoBanus I10 1154
«KoprniopaTuBHbIe KOMIBIOTEPHBIE CETH», KommuiekT yuebHOro obopymoBanus I10 1582 «I'mobanbHbie
KoMIbioTepHble cetny, KomrekT yueObnoro obopymoBanust 10 1305 «CeteBas 0e30macHOCTBY,
KommiekT yuebnoro obopynosanus [10 1092 «becnpoBonnsie cetu Wi-Fi», Microsoft Office, 7-zip,
Adobe Acrobat Reader DC u np. Jlaboparopus «3amumieHHoi 00padoTku WHPOPMALIUU CETEBBIX
texHosoruii Cisco»
CryneHTsl UMEIOT 10CTYI Yepe3 MIHTepHeT 1ocTyn K eqMHOMY 00pa3oBaTelIbHOMY IOpTaly,
I7Ie B OTKPBITOM JIOCTYIIE€ UMEIOTCS PECypChl y4EOHO-METOIUYECKOW ITUTEPATYPHI, SBISIOIIMECS
paspaboTtkamu Benymux BY3oB Poccun.
[Ipu npoBeneHnr 3aHATUH JIGKIIMOHHOTO TUIIA, CEMUHAPCKUX 3aHATHI UCIIONIBb3YIOTCS:
JUIEH3UOHHOE IPOrpaMMHOE 00ecrieYeHuE:
— IIpoayktsr MICROCOFT (WINEDUperDVC ALNG UpgrdSAPk MVL A Faculty
EES (KopnopaTtuBHas nmoanucka Ha npoaykTsl Windows omepaiyioHHas cucreMa u

otuc)) JOTOBOP Nel0/DA-223.

— Kaspersky Endpoint Security nns 6usneca — CranaaptHeiii Russian Edition. 1500-
2499 Node 1 year Educational Renewal License, JJOTOBOP Ne 15/9A-223.

— Mathlab/Simulink JIOT'OBOP Ne80/EJI-223.

— Adobe Creative Cloud for Teams — All Apps. JIunienzun Education Device license aiis
oOpazoBarenbHbix opranuzanuii JJOIOBOP Ne 15/3A-223.

— ABBYY FineReader JIOTTOBOP Ne 15/9A-223.
— Awnrtumnaruat BY3 JIOT'OBOP Ne 15/9A-223.
— ¢aiinoBelil Mmenemkep Far Manager.

— 7zip-apxuBarop.

— Adobe Reader (cBoboaHOE pacripocTpaHeHHE)
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8.1. Oco0eHHOCTH peau3aluy JUCHUIIMHBI VIS HHBAJIU/I0B U JINI C OTPAHNYEHHBIMH
BO3MO’KHOCTSIMHU 3/10POBbSI
JUJIs CTYICHTOB C OrpaHHYEHHBIMH BO3MOXXHOCTSIMHU 3JI0POBbSI CO3JIaHBI CIICIIMATBLHBIC
YCIIOBUS JIJIs1 TTOJIy4eHUs 00pa30BaHus. B 1ensx JOCTYIMHOCTH MOTY4YeHHsI BBICILIEr0 00pa30BaHus Mo
o0Opa3oBarelbHBIM TMpPOTPpaMMaM HWHBAJIUJAAMHU W JUIIAMH C OTPAaHUYCHHBIMH BO3MOXKHOCTSIMHU
3I0POBBSI YHUBEPCUTETOM 00€CTICUNBACTCS:
1. AnprepHaTuBHas Bepcus o(uiinaIbHOro caiita B cetu « HTepHET» U1 cTabOBUISIINX
2. 115 MHBATUAOB C HApYLIEHUSIMU 3peHus (C1a00oBUASsIINE, CIICTbIe):
- MIPUCYTCTBUE ACCHUCTEHTA, OKa3bIBAIOIIIETO oOyyJaroremycs
HE0OXOMUMYI0 TOMOIb, AyONMpOBaHHE BCIyX CIPaBOYHOW HHQOpPMALUU O
pacnucaHuy y4eOHBIX 3aHATHIL; HAJIMYNE CPEACTB JIsl YCUIICHUS! OCTaTOYHOTO 3PEHUS,
OpaiiJIeBCKON ~ KOMITBIOTEPHOW  TEXHHKH,  BUJCOYBEIHMYHMTENICH,  Iporpamm
HEBU3YAJILHOTO JIOCTYyNa K WH(POpPMAINH, MPOrpaMM-CHHTE3aTOPOB PEUd M JIPYTHX
TEXHUYECKUX CPEACTB MpUeMa-niepenayn y4eOHOH HHPOpPMAMH B JIOCTYITHBIX
(dhopMax IS CTyICHTOB C HAPYIICHHUSIMU 3PCHHUS,

- 3aJaHus JIA BBIIIOJIHCHHA HA O9K3aMCHC 3a4UTBIBAIOTCA aCCUCTCHTOM,

- NUCbMEHHBIE 33/1aHHsI BBIMOJHSAIOTCS Ha Oymare, HaJMKTOBBIBAIOTCS
ACCHCTEHTY 00y4aroluMcs;

3]s WHBaIWJAOB W JIMI[ C OTrPAaHUYCHHBIMH BO3MOXXHOCTSIMH 3JI0POBBS IO CIIyXY
(cmabocnplmamue, TIyxXue):
- Ha 3aUeTe/9K3aMeHe MTPUCYTCTBYET ACCUCTEHT, OKA3bIBAIOIINI CTYICHTY
HEOOXOIUMYIO TEXHHUYECKYIO TIOMOIIIb C YY€TOM HHIMBHUIYaTbHBIX 0COOCHHOCTEH (OH
MIOMOTAET 3aHATh pabouee MECTO, MePEIBUTATHCS, TPOUUTATh K OPOPMHUTH 3a/IaHUE, B
TOM YHCJIC 3aITUChIBAs MO]] TUKTOBKY);

- 3a4eT/3K3aMeH MPOBOAMUTCS B MUCbMEHHOM Qopme;

4. Jlnd MHBAIMAOB M JIMI C OTPaHUYEHHBIMH BO3MOXHOCTSMHU 370POBbs, HUMEIOLINX
HapyIlIEeHHs OIOPHO-/IBUraTeIbHOIO armapara, CO3JaHbl MaTepUalbHO-TEXHUYECKHUE YCIIOBHUS,
00eCreyrBaone BO3MOXHOCTh OECHpPENsATCTBEHHOTO JOCTyNa oOOydaloluxcs B y4yeOHbIE
MOMEUICHUs, OOBEKTYy MHUTaHUS, TyaJeTHble W Jpyrue IOMELIEHUS YHHUBEPCUTETa, a TaKkKe
npeObIBaHMsI B YKa3aHHBIX NOMEUICHUSIX (HaJU4YMe PACIIMPEHHBIX ABEPHBIX MPOEMOB, MOPYUYHENH U
JPYTUX MPUCTIOCOOTIEHHUI).

- NUCbMEHHBIE  3aJaHMsl  BBIOJHSIOTCS HA  KOMIIBIOTEpE  CO

CIICIUAJIM3UPOBAHHBIM  IIPOTPaMMHBIM oOecrieycHUEM WU HaAWKTOBBIBAIOTCS
ACCUCTCHTY,

— 10 JKETIAaHUIO CTYACHTA K3aMeH MPOBOAUTCS B YCTHOU (hopme.

OOyuaroruecss U3 YKCIa JUI[ ¢ OTPAHUYCHHBIMH BO3MOXKHOCTSIMH 370POBBSI 00€CTICUEHBI
AIIEKTPOHHBIMU 00pa30BaTeNbHBIMU pECypcamMu B opMax, aJanTHUPOBAHHBIX K OTPAHUYCHHSIM UX
3I0OPOBBSL.
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9. JUCT NEPEYTBEPXXJIEHUS PABOYEN TPOT'PAMMBI JIJUCHUTLIAHBI

PaGouas mporpamma:
onobpena Ha 2021/2022 yue6nsrii roa. [Ipotokos Ne 3acenanus Kadeapsl oT
«_» 20 .

B pabouyto mporpaMmy BHECEHBI CIICTYIOIINE U3MEHCHUS:

Pa3paboTunk nporpammsl

3aB. kadeapoii

onobpena Ha 2022/2023 y4eOnsrit roa. IIpoTokon Ne 3aceqaHus Kadeapel OT
« _» 20 T

B pa60qy}0 mporpaMmMy BHECCHBI CIICAYIOINE U3MCHCHU:

Pa3paboTunk nporpammsl

3aB. kadenpoii

onobpena Ha 2023/2024 yue6nsrii roa. [Ipotokomn Ne 3acenanus Kadenpsl oT
« _» 20 T

B pabouyto nporpaMmy BHECEHBI CIIEAYIOLINE U3MEHEHHUS:

Pa3pabotunk nmporpaMmel

3aB. kaeapoit
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Pacnpenesienue 0a/1710B TeKYIIEro M py0e;KHOr0o KOHTPOJISA

MNPUJIO)KEHHUE

Neni/n

Bua koHTpOJIS

Cymma 6asi10B

Obmas 1-11 TOuKa 2-91 TOUKA 3-11 Touka
cymMma

1 INocemenue 3angaruii | 1o 10 6ayuioB no 3 0. 1o 30. 1o 40.

2 Texymwmii kouTpons: | g0 30 Ganos 1o 10 6. 1o 10 0. 1o 10 6.

PyGexHbIil KOHTPOJIB
3 (TecTupoBaHue U 110 30 oamwtoB o 10 0. no 10 0. o 10 0.
KOJUUIOKBHYM)
4 HToro cymMma TeKyIero
U PyOEKHOTO KOHTPOJIS 1o 70 6amwtoB 1o 230 no230 1o 24 6
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