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1. MACHHOPT ITIPOI'PAMMBI IPO®ECCUOHAJIBHOT'O MOYJIA
IIM.02 BAIIUTA UTHO®POPMAIIUU B ABTOMATHU3UPOBAHHbBIX CUCTEMAX
IMPOI'PAMMHBIMU U ITPOI'PAMMHO-AIIITAPATHBIMHU CPEJCTBAMUA

1.1. O6s1acTh NpUMeHEeHHUs IPOrPaMMBbI
[Iporpamma mnpodeccuonanbHoro Monyias (manee nporpamMa [IM)-sBisercss YacTbio
IIPOrpaMMbl MOATOTOBKHM CHELMAIUCTOB cpeAHero 3BeHa B coorserctBuu ¢ ®PI'OC CIIO 10.02.05
Obecneuenne MHGOOPMAIIMOHHON 0€30IIaCHOCTH ABTOMATHU3UPOBAHHBIX CUCTEM, B 4aCTH OCBOCHUS
OCHOBHOT'O BHJIa JICATEIILHOCTH
1.2. llesin 1 32524 MOAYJIsl, TPeOOBAHMS K Pe3yJIbTATAM OCBOCHHUS MOILYJIsSA
C 1menpl0 OBNAACHHUS YKAa3aHHBIM BUAOM JESTEIBHOCTH U COOTBETCTBYIOIIMMH
npoeCCHOHATBHBIMI KOMIIETEHLIIUAMHU OOYyYaroIUHCs B XOAE OCBOEHHUS HPOPECCHOHATIBHOTO
MOy TOJIKEH:
HMeTh NPAKTHYeCKHIl ONbIT:
—  YCTaHOBKH, HACTPOWKH MPOTPAMMHBIX CPEJCTB 3alIUTHl HH(OPMAIMKA B aBTOMATU3UPOBAHHOMN
cucTeMe;
— oOecniedeHWs] 3alIUThl ABTOHOMHBIX aBTOMATHU3MPOBAHHBIX CHCTEM TPOTPAMMHBIMH U
IPOTPaMMHO-aNIapaTHBIMK CPEJICTBAMU;

— TeCcTHpOBaHUSA  (YHKIMH, JUArHOCTHKA, YCTPAaHEHMS OTKAa30B M  BOCCTaHOBJIECHUS
paboTOCIOCOOHOCTH  MPOTPaMMHBIX M IPOTPaMMHO-aNapaTHBIX  CPEACTB  3aIIUTHI
nHpopmanuu;

— pemenus 3amad 3amuTel oT HCJl k mHpOpManuu OTpaHMYEHHOTO JOCTyHa C IOMOIIBIO
IPOTPaMMHBIX M ITPOrPaMMHO-AINIAPATHBIX CPEJICTB 3aILUThl HHPOPMALIUY;

— TNPUMEHEHUS AJIEKTPOHHOH MOJIMUCH, CHMMETPHUYHBIX U aCHMMETPHYHBIX KPUITOTpapUIeCcKuX
AJITOPUTMOB, U CPEJICTB MU(PPOBAHUS JAHHBIX;

— yuéra, oOpabOTKH, XpaHEHHs U Iepenadyd MH(OpMAaIMM, A7 KOTOPOH YCTAHOBIIEH PEXKUM
KOH(UIEHIIMATBHOCTH;

— paboThI ¢ MOJICUCTEMaMH PETUCTPALIH COOBITUH;

—  BBIABJICHUS COOBITHI U MHLIMACHTOB 0€30MaCHOCTH B aBTOMAaTU3UPOBAHHOM CHUCTEME.

yMeTb:

— yCTaHaBJIMBATh, HACTPAUBATh, IPUMEHATH IPOrPAMMHBIE U TPOrPaMMHO-aINIapaTHbIe CPEACTBA
3alUTHl MH(OpMAIIH;

— yCTaHaBiIMBaThb M HACTpaWBaTh CPEACTBA AHTUBUPYCHOW 3alllUThl B COOTBETCTBHM C
peIbBIsEMbIMU TPEOOBAHUSAMU;

— JIMarHOCTUPOBATh, YCTPAHATh OTKa3bl, oOecrneynBaTh pabOTOCIOCOOHOCTh M TECTHPOBATh
(GyHKIIMHM POrpaMMHO-aNapaTHRIX CPEJCTB 3alIUTh HHPOpMAIH;

— TMPHUMEHATH MPOrpPaMMHBIE U MPOTPaMMHO-aNNapaTHBIE CPEJICTBA Ul 3alUThl HH(OPMAIK B
0aszax JaHHEIX;

— TMPOBEPSTH BBHINOJIHEHHE TPEeOOBaHUI MO 3amuTe UHPOPMALKUU OT HECAHKIIMOHUPOBAHHOTO
JOCTyNa TMpH aTTecTalMd OO0BEKTOB HH(POpMATHU3ALMU 10 TPeOOBAaHUSAM OE30MaCHOCTH
uH(pOopMaLnu;

— TMPUMEHATh  MaTeMaTHYeCKWi  ammapaT  Juii  BBIIOJHEHHA  KPUITOrpaduuecKux
npeoOpa3oBaHMiA;

— HWCIOJB30BaTh THUIOBBIE TMPOTrPaMMHBIE KpPUNTOTpapHUUecKUe CpeAcTBa, B TOM YHCIE
AIIEKTPOHHYIO MOJINCH;

— IPHUMEHATH CPEICTBA FaPaHTUPOBAHHOTO YHUUTOXKEHUS HHPOPMALINY;

— yCTaHaBJIMBAaTh, HACTPAUBATh, IPUMEHATH IPOTPAMMHBIE U ITPOrPAMMHO-AIIapaTHbIE CPEACTBA
3aIUTHl THGOPMAIIHH;



— OCYIIECTBJIATb MOHUTOPHHT M PETUCTPAIMIO CBEIACHUN, HEOOXOIMMBIX JJIS 3aIUTHl OOBEKTOB
UH(pOpMATHU3AIMH, B TOM YHCIIE C HCIOIb30BAaHUEM NPOrPAMMHBIX U IIPOTPaMMHO-aNIIapaTHBIX
CpeAcTB OOHApPYKEHUS, IPEIYIPEKACHUS U TUKBUIALNY TTOCIIEACTBUN KOMITBIOTEPHBIX aTakK
3HATh:

— O0COOCHHOCTH M CIOCOOBI NMPUMEHEHUS MPOrPaMMHBIX M IPOTPaMMHO-ANMapaTHBIX CPEICTB
3aIuTHl HHQOPMALIUK, B TOM YHCJIE, B ONIEPAIIMOHHBIX CUCTEMaxX, KOMIIBIOTEPHBIX CETAX, 0a3ax
JAHHBIX;

— METOJbl TECTHPOBaHMSA (YHKIHMHA OTIEIBHBIX INPOrPaMMHBIX M IPOrPAaMMHO-aNIapaTHBIX
CPEJ/ICTB 3alUTHl HHPOPMAIINY;

—  THUIOBBIC MOJIENIU YIPABJICHUS JOCTYIIOM, CPEJICTB, METO/I0B U MPOTOKOJIOB UACHTU(DUKALUU U
ayTeHTH(HKALUHY;

— OCHOBHBIC TOHSTHS KPUNTOTpaQUU M THUMOBBIX KPUINTOrpaUUECKUX METOIOB M CPEJICTB
3aIUThl HH)OpPMAITHH;

— 0COOCHHOCTH W CHOCOOBI MPUMEHEHHs MPOrPaMMHBIX U MPOTrPaMMHO-ANIapaTHBIX CPENCTB
rapaHTHPOBAHHOTO YHUYTOXKEHUS HH(pOpMaIum;

— THIIOBBIC CPEACTBA U METO/IbI BEICHUS ay/IUTa, CPEJICTB U CIIOCOOOB 3aUTHl HH)OpMALUK B
JIOKAJIBHBIX BEIYMCIUTEIBHBIX CETSX, CPEICTB 3aIIUTHI OT HECAHKIIMOHMPOBAHHOTO JJOCTYIIA.

1.3 Kosin4ecTBO 4YacoB Ha OCBOEHHE MPOrPaMMBbI NPO(ecCHOHATBLHOI0 MOTYJIS:
00BeM 00pa3oBaTeIbHOM MPOrpaMMbl Y4eOHOM TucHuIuiHbl — 603 yacos,

00beM paboTel 00yyaromuxcs ¢ npenogasareiaem mo MJIK— 395
camocTosTeNnpHas padora - 6
KOHCYJIbTAIlH — 8
MPOMEXYTOUHas aTTectanus - 14
yueOHo# nmpakThku - 108
MIPOU3BO/ICTBEHHOM MPAKTUKU — /2



2.PE3YJIBTATbBI OCBOEHUSA TIPOPECCHUOHAJIBHOI'O MOAYJIA
PesynbraToM OCBOGHHSI TpPOTpaMMbl MPO(ECCHOHAIBHOTO MOIYJS SBIISIETCS OBJaJleHUE

O6y‘IaIOH_[I/IMI/ICSI BUIAOM JCATCIIbHOCTHU 3a1111/1Ta I/IH(I)OpMaI_II/II/I B aBTOMATHU3UPOBAHHLIX CUCTCMaAX

NporpaMMHbBIMU W MIPOrpaMMHO-AIlNapaTHBIMU CPECACTBAMH, B TOM YHUCIIC HpOCI)CCCI/IOHaJIBHBIMI/I

(ITK) u o6uumu (OK) koMIeTeHITUSAMHU:

Kon HaumeHoBaHue pe3yabTara 00y4eHHs

IIK2.1. | OcymecTBasATh YCTAaHOBKY M HACTPOMKY OTHENBHBIX IPOrPAMMHBIX, MPOTPaMMHO-
annapaTHbIX CPE/ICTB 3aIUThl HHPOPMALIHH.

IIK2.2. | OGecrieunBath 3amIUTy HHPOPMALIUY B aBTOMATU3UPOBAHHBIX CUCTEMAaX OTAEIbHBIMH
IIPOrpaMMHBIMH, IPOrPAMMHO-AIIAPATHBIMU CPEJICTBAMH.

IIK 2.3. | OcymiecTBIsATh TECTUPOBAHUE (PYHKIMI OTIENBHBIX MPOTPAMMHBIX U TIPOTPAMMHO-
annapaTHbIX CPE/ICTB 3aIIUTHl HHPOPMALIUU.

IIK 2.4. | OcymecTBasaTh 00pabOTKyY, XpaHEHHE U Tiepeady HHPOPMALUU OrPaHHUYECHHOTO
J0CTyna.

IIK2.5. | YHnuTO)XaTh HHGOPMALHIO U HOCUTETH HH(OPMAIIMH C HCIIOIB30BAaHUEM IPOTPAMMHBIX
U IIPOrpaMMHO-aNNAPATHBIX CPEJICTB.

[IK 2.6. | OcymecTBIsATh PETUCTPALIMIO OCHOBHBIX COOBITUH B aBTOMaTU3MPOBAHHBIX
(MH(pOPMAIIMOHHBIX) CUCTEMAX, B TOM YHUCJIE C UCIIOJIb30BaHUEM IPOTPAMMHBIX U
IIPOrpaMMHO-aIlNapaTHBIX CPEICTB OOHAPYKEHUS, IPEIYPEKACHUSA U TUKBUAALUN
MOCTIC/ICTBII KOMIIBIOTEPHBIX aTaK.

OK 1. BeiOupate  cmocoObl  pemieHus  3a1ad NpO(ECCHOHANBHOM  J1EATEeNIbHOCTH,
MPUMEHUTEIHHO K Pa3IMYHBIM KOHTEKCTaM.

OK 2. Ocy1ecTBIATh NOUCK, aHATU3 U HHTEPIPETaLui0 HHPOPMALIUU, HEOOXOAUMON ISt
BBINIOJTHEHUS 33124 NPO(ECCHOHATBHON JESITEIbHOCTH.

OK 3. [TnanupoBaTh U peann30BbIBATH COOCTBEHHOE MPOQECCHOHATBHOE U TMYHOCTHOE
pa3BUTHE.

OK 4. PaboTathb B KOJIJIEKTHBE U KOMaH€, 3PPEKTUBHO B3aUMOAEHCTBOBATh C KOJIIEIaMH,
PYKOBOJICTBOM, KJIIMEHTAMHU.

OK'S. Ocy1ecTBIATh YCTHYIO U MUCbMEHHYI0 KOMMYHHKAIIMIO HA TOCY/1apCTBEHHOM SI3bIKE C
y4eTOM 0COOEHHOCTEN COLIMAIIBHOTO U KYJIbTYPHOI'O KOHTEKCTA.

OK 6. [TposBAATE IrpakJaHCKO-ATPHOTHUECKYIO MO3UIIHIO, JEMOHCTPHUPOBATh OCO3HAHHOE
MOBEJICHHE HAa OCHOBE TPAJIUIIMOHHBIX O0IIEYEITOBEYECKUX IEHHOCTEMH.

OK'7. CopelicTBOBaTh COXPAHEHUIO OKPYXKAIOIIEH Cpelibl, pecypcocOepexeHuto, 3PpPeKTUBHO
JIeiCTBOBAThH B UPE3BBIYAIHBIX CUTYalIUSX.

OK 8. Hcnonb3oBath cpecTBa GU3NYECKON KYIbTYPHI AJI1 COXPAHEHUS U YKPETUJICHUS
3JI0pOBbsI B IIpo1iecce MPO(ecCHOHATBHOM NeSTeTbHOCTH U MO IepKaHue
HEOOXOAMMOTO YPOBHS (DU3NYECKOMN TTOITOTOBICHHOCTH.

OK 9. Vcnonp30BaTh HHPOPMAIIMOHHBIE TEXHOJIOTHH B IPO(PECCHOHATBHOM I TETbHOCTH.

OK 10. | ITonp3oBatbest mpohecCHOHATBHOM JOKYMEHTAMe Ha roCy1apCTBEHHOM U

HHOCTPAHHOM A3bIKaX.




3. CTPYKTYPA U COAEP/)KAHUE NIPO®PECCHUOHAJIBHOI'O MOJAYJIA
IIM.02 3ammTa nHpopMALMH B AaBTOMATH3HPOBAHHBIX CHCTEMAX NPOrPAMMHBIMHU H IPOIPAMMHO-ANNAPATHBIMH CPeACTBAMH
3.1. TeMaTu4eckuii miiaH NpogeccCHOHAILHOT0 MOIYJIs

O6BeM pohecCHOHATFHOTO MOIYIIS, Yac
Oo6yuenue mo MJIK
IIpakTuka
Komprl HaumeHoBaHus pasenos Beero O6nem B TOM 4HCTIe = W <
IIK u po¢eCcCHOHATHHOTO 00pazoBaTenbH ¢ o < = =i = = 3
qacoB o o = @] T O o = o =
OK MOAYJIA OH MPOTPaMMBI o = S 2 gz g0 = S g £ 8
Qo = o M =X ]
£ L 2 S8 | g&82| 5&| 2 |82 | vom | mm
O £ o 8 &3 & S w 2 = K
&0 Z 9 S = a2 | 23 g g s
23 g g " S =T
1 2 3 4 5 6 7 8 9 10 11 12 13
K 2.1.- | MK 02.01 IIporpamMmHbIe
2.6 U IpOrpaMMHO-aMNnapaTHeie 355 247 129 66 i 30 6 8 8 79 36
OK 1-10 | cpeactpa 3anuTh
nHdopmanuu
MK 02.02
Kpunrorpagureckue 242 170 110 60 i i 36 36
CpencTBa 3allHThI
HHPOpPMATUU
DK3aMeH 110 MOJYJIIO 6 - - 6
Bcero: 603 417 239 126 - 30 6 8 14 108 72




3.2. Conep:xxanue 00y4eHusl M0 NPoPecCHOHATBLHOMY MOTY.TIO

HaumenoBanue pa3zzienon YpoBeHb
npodeccuonansHoro Mmoaynsa | Conep:kanue yaeOHOTo MaTepHasa, JabopaTopHbIe PadOThl M MPAKTUIECKUE 3aHATHS, CAMOCTOSTEIbHAS O0beM | ocBoeHHUs
(IIM), MeXauCIHTUIMHAPHBIX | paboTa o0ydJaromerocs, KypcoBas pabota (TIpoeKT) JacoB
kypcoB (MJIK) u Tem
1 2 3
Paznmen 1 mogyms. [IpumeneHne mporpaMMHBIX M POTPaMMHO-aIIapaTHBIX CPEICTB 3aIIUThl HH()OPMAITUH 355
M/IK.02.01. [IporpaMmHBIe ¥ TIPOTrPaMMHO-aIIIIapaTHBIE CPEICTBA 3AIIUTH HHPOPMAITHH 247
Paznmen 1. OcHOBHBIE IPUHITHITHI IPOTPAMMHOM W TIPOTPAMMHO-AIIIAPATHOHN 3aIIUTHI HHPOPMAITHH 52
Tewma 1.1. Ilpeamer u 3agaun | Conepkanue 6
MIPOTrpaMMHO-anmapaTHON 1 | Ilpeamer u 3agaum mporpaMMHO-aIapaTHON 3alIUTH HH(pOpMaUN 12
3aIIMTHI HHPOPMALIUH 2 | OcHOBHBIE IOHATHS IPOTPAMMHO-ANIAPATHON 3aIIUTHI HH(pOpMaK 6 1,2
3 | Knaccudukamnus MEeTo10B U CPEICTB MPOrpaMMHO-aIIapaTHON 3aIUThl HH()OPMAITUT 1,2
Tewma 1.2. Cranmaptst Conepxanne 10
0e30macHOCTH 4 | HopmaTuBHBIEC IPaBOBbIE AKThl, HOPMATHBHBIE METOIUYECKUE JOKYMEHTBI, B COCTaB KOTOPBIX BXOAAT 2 2
TpeOOBaHUS U PEKOMEHIAIIUH 110 3alIUTe HHPOPMALIUK TPOrPAMMHBIMHU M IPOTPaMMHO-aINapaTHBIMH
cpeactBami. IIpoduin 3amuThl IPOrpaMMHBIX M IPOrPaMMHO-aNMNAapaTHBIX CPEACTB (MEXCETEBBIX
9KPaHOB, CPEACTB KOHTPOJISI ChEMHBIX MALIMHHBIX HOCUTENIEH HHPOPMALINH, CPEICTB TOBEPEHHON
3arpy3KH, CpeJICTB aHTUBUPYCHOM 3alINTHI)
5 | CranmapTsl 1O 3auTe UHPOPMAIIMH, B COCTAB KOTOPIX BXOAT TPEOOBaHMS U PEKOMEHIAINH 110 2 2
3amyTe MHQOPMALMU IPOrPaMMHBIMU M TPOTPAMMHO-aNIapaTHBIMKU CPEICTBAMM.
TemaTrKa MPaKTUYECKUX 3aHITHN 6 2,3
[paktuueckas padora Nel. O630p HOPMAaTHBHBIX PABOBBIX aKTOB, HOPMATUBHBIX METOAMYECKUX JOKYMEHTOB
1o 3aiuTe HHPOPMAIINH, B COCTAB KOTOPHIX BXOJSAT TPEOOBAHHS U PEKOMEH/IAINH TI0 3aIIUTe HHPOPMAITUH
MPOrPaMMHBIMHU M IPOTPAMMHO-ANIAPATHBIMU CPEICTBAMU
[Ipaktnueckas padora Ne2-3. Pabota ¢ conepkaHueM HOPMAaTUBHBIX MTPABOBBIX aKTOB
00630p cranmapToB. PaboTta ¢ comepkaHreM CTaHIaPTOB
Tema 1.3. 3amumennas CopepxaHue 16
aBTOMAaTH3MPOBaHHAS 6 | ABromaTHu3auus npouecca o0padoTku nHpopmanuu. [loHsTHE aBTOMATH3NPOBAHHON CHCTEMBI. 2 1
cucremMa
7 | OcobeHHOCTH aBTOMATU3UPOBAHHBIX CUCTEM B 3alUIIeHHOM ucoiHeHnd. OcHoBHBIC BUIEI AC B ’ 2

3alllUIICHHOM HCITIOJTHCHHUH.




8 MCTOI[BI CO3JaHuA 0Ee30IMacHBIX CUCTEM. MCTO,Z[OJ'IOFI/ISI MPOCKTUPOBAHUA FAPAaHTUPOBAHHO 3alMUIICHHBIX

KC 2
9 | JluckperroHHbie MOICIH. MaHIaTHbIC MOIEIH 2
TemaTnka NpakTUYECKUX 3aHATUN 8
[Ipaktuueckas padota Ned. Yuer, 00paboTka, XpaneHue u nepenada uapopmanuu B AUC. Orpannyenne
JOCTyTIa Ha BXOA B cuctemy. Unearudukanms n ayreHTHUKAIIS TOTb30BaTeNen
[MpakTuueckas padora NeS. Pasrpannuenue nocryma. Perucrpanus coObITh (2yIuT).
[Ipaxtrueckas padora Ne6-7. KOHTpOIIb 11€IOCTHOCTH TaHHBIX. YHHYTOXKCHHE OCTAaTOYHOW HH(OpMAITHH.
Tema 1.4. CopepkaHue 8
Jecrabmusupyroiiee 10 | McrouHuku AeCTaOMIM3UPYIOLIETO BO3ICHCTBUS Ha O0BEKTHI 3aI[UThI 2
BO3NCHCTBHE Ha 00BbEKTEI 11 | CnocoObl BO3IeHCTBYS HA MHPOPMAIIHIO 2
3aIUTHI —
12 | Ilpu4uHBI ¥ YCIOBHS ASCTAOMIN3UPYIONIETO BO3CHCTBHS HA HHPOPMALIUIO 2
TeMaTrKa NpaKTHYECKUX 3aHITHIA 2
[IpakTuaeckas padora Ne§. Pacripenenenne kaHaIOB B COOTBETCTBUH C HICTOYHUKAMHU BO3IEHCTBHS Ha
WHPOPMALIUIO
Tewma 1.5. Ilpunnunst CopepxxaHue 12
MpOrpaMMHO-aNTapaTHON 13 | IlonsTHE HECAaHKIIMOHUPOBAHHOTO MOCTYMa K WHpopMaru OCHOBHBIE TTOAXObI K 3amuTe HHOOPMaIIUU 2
3aIUTHl THPOPMAIIAX OT or HC/]
HCCAaHKITMOHMPOBAHHOTO 14 | Opranuzamnus qoctyna K aiiam, KOHTPOJIb JOCTYIA U pa3rpaHHYCHUE JIOCTYIIA, HEPAPXUUECKUI JOCTYI
JocTyma K (aitnam. @ukcarus qoctyna K daiinam 2
15 | Hoctyn K JaHHBIM CO CTOPOHBI IpoIiecca 2
16 | OcobeHHOCTH 3alUTHI TaHHBIX OT m3MeHeHus. [llndposanue
TeMaTrKa NpakKTHYECKUX 3aHITHIA 4
[Tpaktrueckas padora Ne9. Opranuzanust JocTyna K daiinam
[Tpaxtuueckas padora Nel0. O3HaKOMIIEHUE C COBPEMEHHBIMH MPOTPAMMHBIMH H IIPOTPaMMHO-aIapaTHEIMH
cpenctBamu 3amuThl or HCJJ
PyOexxHblii kKoHTposb Nel 2
CamocTtosiTensHas paboTta
Cucremarndeckasi mpopadoTKa KOHCTIEKTOB 3aHATHH, yIeOHOW U CIIEIINATbHON TEXHUYECKOU JTUTEpaTyphl (110 BOIIpocaM K maparpadam,
rJIaBaM y4eOHBIX TTOCOOHIA, COCTABICHHBIM ITPETIOIaBaTEIIeM ) 1

HOZ[FOTOBK& K OIPaKTU4YCCKUM pa60TaM C UCITOJIB30BAHUEM METOIUYCCKUX pCKOMCH,Z[aL[I/Iﬁ npenogaBaTeiid, O(bOpMJ'IeHI/Ie MPAKTHYCCKUX pa60T,

OTYCTOB K HX 3alIHTE.

Temaruka BHEAYJUTOPHBIX CAMOCTOSITEIBHBIX padoOT:




Hanmcats pedepar Ha Temy «HoBble TeXHOIOTHH XpaHEeHHsI HHPOPMALIUID

Pazgen 2. 3ammTa aBTOHOMHBIX aBTOMAaTH3HPOBAHHBIX CHCTEM 74
Tema 2.1. OCHOBBI 3aIIATHI Coneprxanne 8
ABTOHOMHBIX 17 | Pabota aBToHOMHOI AC B 3ammunieHHoM peskume. Anroputm 3arpy3ku OC. LltarHsie cpencTBa 9 1,2
aBTOMATHU3WPOBAHHBIX 3aMBIKaHUs CPeJIbI
CUCTEM 18 | Pacmupenune BIOS kak cpeacTBo 3aMbIKaHHS IIPOrPAMMHON Cpebl 2 2
19 | Cuctemsl THIa DNEKTPOHHBIHN 3aMOK. D3 ¢ IPOBEPKON IIETOCTHOCTH POTPAMMHOM CPEIbL. 2 2
20 | Monsarue AM/I3 (noBepenHas 3arpyska). [IpiMeHeHne 3aK1a0K, HATPABICHHBIX HA CHUKEHUE 2 1
3¢ (HEKTUBHOCTH CPEJCTB, 3aMBIKAIOIINX CPEAY.
Tema 2.2.3amuta nporpamm | Coneprkanue
OT U3y4YEHUs 21 N3zyuenne u obpatHoe npoektupoBanue [10. 2
22 3amayn 3aUTHl OT U3yUEHUS U CITOCOOBI MIX PelieHHs. 3alIiuTa OT OTIAIKH 5 2
23 3amuTa OT TU3acceMOTNPOBAHUS 2 2
24 3ammra OT TPACCUPOBKH IO TPEPHIBAHUSAM 5 2
Tewma 2.3. BpemonocHoe Conepxanne 18
MporpaMMHoOe o0ecIieueHUe 25 BpenonocHoe nporpaMMHoe oOecrieueHre Kak 0COObIi BUJI pa3pylIatOIMX BO3ICHCTBHIA. 2
Knaccudukanms BpeZJOHOCHOTO MPOrPaMMHOTO 00eCTIedeHus 2
26 Cxewma 3apaxenusi. Cpencrsa Helirpanuzaunu BpegoHocHoro [10. IIpodunaktuka 3apaxenns 9 2
27 Ionck cnenoB aktuBHOCTH BpeaoHocHOro [10. Peectp Windows. OCHOBHBIE BETKH, CO/IEpIKAIIIe 2
uHopmaruio o BperonocHoM I10. [lpyrue o0bekTsl, coaeprkaire napopmanuio o BpeaoHocHowm 110, | 4
(hatiner prefetch.
28 Bor-uwets1. [lpuanun ¢pyHKmoHUpoBaHyst. MeTO bl 00HAPYKEHHUS 5 2
29 Knaccngukanus anTuBupycHbIX cpencTB. CUTHATYPHBIH U 9BPUCTHUECKUHN aHATIN3 9 2
30 3amuTa OT BUPYcOB B "pydHoM pexxume"". OCHOBHBIE KOHIIETIIINY TTOCTPOEHHS CHCTEM aHTUBUPYCHON 2 3
3alIUTHl HA IPEIIPUSTHN
TeMaTrKa NpakTHYECKUX 3aHITHU 4

[Ipaktuueckas padora Nel1-12. [Ipumenenus cpeacts uccienoBanus peectpa Windows 17151 HaX0KASHUS

CJIeI0B aKTUBHOCTHU BpeaoHocHoro [10




Tewma 2.4. 3amura nporpamm
U JaHHBIX OT
HECAaHKLIMOHUPOBAHHOTO
KOIMPOBaHUS

Copepxanue

10

31

HecankmmornpoBanHoe komupoBanue nporpamMm kak Tun HCJ. FOpuandeckne actieKTh
HECaHKIIMOHUPOBAHHOTO KOMUPOBaHUs nporpaMm. OOIiee MOHATHE 3alIUTH OT KOIMPOBAaHUS

32

[pussska [10 x annmapaTHOMY OKPYKEHHIO U HOCUTEISAM

33

3amuTHBIE MEXaHU3MbI B COBPEMEHHOM IporpaMMHOM obectieueHnu Ha npumepe MS Office

TemaTnka NpakTUYECKUX 3aHATUN

[IpakTnueckas padora Nel3-14. 3amuTa nHPOPMALUK OT HECAHKIIMOHMPOBAHHOTO KOITMPOBAHUS C
HCIOJIb30BAaHUEM CIIELUATIN3UPOBAHHBIX IPOTPAMMHBIX CPEICTB
3amuTHRIC MEXaHU3MBI B IpHIIokeHnx (Ha mpumepe MSWord, MSExcel, MSPowerPoint)

Tema 2.5. 3amura
nH(GOPMAITUN Ha MAITHHHBIX
HOCUTCIIAX

CopepxaHue

18

34

[IpobGiema 3ammThI 0TIy JaeMbIX KOMITOHEHTOB [I19BM.

35

MeTo/p! 3an1uThl HHQOPMAIIUU Ha OTUYKAaeMbIX HocuTelsx. [ludposanue.

36

CpencrBa BoccTaHOBIIEHUS OcTaTOYHOM mH(popManuu. Co3nanue moceKTopHbIX 00pazoB HXKM/I.

37

[IpumeneHnue cpeCTB BOCCTAHOBJICHHS OCTATOYHON HHPOPMAIUK B CYACOHBIX KPUMHUHATHCTUICCKUX
9KCHEPTHU3ax U NPU pacciefoBaHul HHIMAeHTOB. HopMmaTuBHas 6a3a, HOKyMEHTHPOBaHHUE PE3yIbTaTOB

38

BeSBOSBpaTHOG YAAJICHUC NaHHBIX. HpI/IHLII/IHI:I " aJITOPUTMBI

TeMaTrKa NpakKTHYECKUX 3aHITHI

[paktuueckas padora Nel5. [IpumeHneHue cpeacTBa BOCCTAHOBICHUSI OCTATOUYHON HH(OpMAIIUK HA TIpUMEpE
Foremost niu ananora

[Ipaktnueckas padora Nel6-17. Ilpumenenue cnenynanu3upoBaHHOTO IPOTPAMMHOIO CPEICTBA ISt
BOCCTaHOBJICHUS Y/IaJICHHBIX (hailyioB

ITpaxtuueckas pabora Nel8. [Ipumenenne nmporpamm st 6€3BO3BPATHOTO YIATICHUS TaHHBIX

[paktuueckas padora Nel9. [IpumeHeHne nporpamMm jisi IUQPOBAHUS TAHHBIX HA ChEMHBIX HOCHTEIISIX

Tewma 2.6. AnnapaTHble
CpeAcTBa HACHTU(PHUKALNN U
ayTeHTU(UKAIH
IOJIb30BaTENIECH

CogepxaHue

39

TpeboBaHus K anmapaTHBIM CPEICTBaM HICHTU(UKALMY U ayTeHTU(HUKALINH [0JIb30BaTeNe,
npuMmenseMbiM B O3 u AIIM/I3

40

Yerpotictea Touch Memory

Tema 2.7. CucteMsl
oOHApY)KEHUS aTaK

CopepxaHue

41

COB u COA, otnnuus B pyakuusax. OcHoBHbIe apxuTekTypsl COB

N[O N N |
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BTOPKEHUH 42 | Ucnonn3oBanue ceTeBbix cHU(depoB B kadecTBe COB

43 | Ammnapatabiii komnoHeHT COB. Iporpammustii komnonentT COB 2
44 | Monenu cucteMbl 0OHapy)eHus BTopxkeHui. Knaccudukanus cuctem oOHapyKeHHAS BTOPKESHH. 2
O6Hapy>xenue curHatyp. OO0HapyxeHue aHoMaini. Jlpyrue MeTo1bl 00HapYyKEHHUSI BTOPKECHUHN
TemaTnka NpakTUYECKUX 3aHATUN 2
[IpakTiuaeckas padora Ne20. MoaenupoBaHue MpoBeieHNs aTaku. M3ydeHne HHCTPyMEHTaIbHBIX CPENICTB
o0OHapy)KeHHsI BTOP)KCHHUN
PyGesxxHbIli KOHTpOIIB No2 2
CamocTrosTensHas paboTa 2
Cucremarnyeckast Ipopad0TKa KOHCIIEKTOB 3aHATHH, y4eOHOH! U CIIEUATbHON TEXHUYECKOW JIUTEpaTyphl (10 BOIpocaM K maparpadam,
rJ1aBaM y4eOHBIX TTOCOOHIA, COCTaBICHHBIM MTPETIOIaBaTEIEeM )
[MoaroroBka Kk mpakTHYECKUM paboOTaM C UCIOIB30BaHUEM METOJIUYECKUX PEKOMEHAAU MpenoaaBarens, ohopMiIeHHE TPAaKTHUECKUX padoT,
OTYETOB K UX 3alllUTe.
Temaruka BHEAyJUTOPHBIX CAMOCTOSITEIbHBIX PaOOT:
[ToaroroBuTh npe3eHTannio Ha TeMy «CTaTHCTHKA M aHAJIM3 KPYMHBIX YTeYeK HH(POPMAIIUH 3a TOI»
2 CEMECTP OBYYEHUA 17
Paznen 3. 3amuTa nHGOpPMANINN B TOKATBHBIX CETSIX
Tema 3.1. OcHOBHI Conepxanne 7
[IOCTPOEHUS 3AIUIIEHHBIX 45 | Ceru, paboTaromye o TEXHOIOTHH KoMMyTanuu nakeToB. Ctek mpoTtokonoB TCP/IP. Ocobennoctn 5
cerei MapuIpyTH3aLluu
46 | IlItaTHble cpeacTBa 3amnThl MHGOpMannu creka npotokosnos TCP/IP
47 | CpencrBa uaeHTU(UKAIINY U ayTEHTU(UKAIIMY Ha Pa3HBIX ypoBHsX npotokona TCP/IP, nocrouncTsa, 2
HEIOCTATKH, OTPaHUYCHHS
Tewma 3.2. Cpencrsa Conepxanue 10
opranuzanuu VPN 48 | BupryanbHas yactHas ceTb. yHKIMU, HA3HAUYEHHUE, TIPUHIIAT TOCTPOCHHS 2
49 | Kpunrorpaduueckue u HeKpunTorpaguyeckue cpeactsa opranuzanuu VPN. Yerpoiictsa, obpasyromme | 2
VPN. KpunromapipyTru3aTtop U KpUITOPHIBTP
50 | Kpunropoytep. [IpuHIMITEL, apXUTEKTYpa, MOJIEIb HAPYIIUTEIIS, JOCTOMHCTBA U HEAOCTATKU 2
51 | Kpunrodunstp. [IpuHIMIEL, apXUTEKTYpa, MOAETb HAPYLIUTENS, JOCTOMHCTBA U HEJOCTATKU 2
TemaTHka NpaKTUUECKUX 3aHITHH 2
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[Ipaktnueckas padora Ne21. PazBepreiBanue VPN

CamocrosTenpHas padoTta 1
CucremaTnyeckas npopaboTKka KOHCIIEKTOB 3aHATHH, yUeOHOH U CrieUaIbHON TEXHUUECKON JInTepaTypsl (10 BOIpocaM K maparpadam,
rJ1aBaM y4eOHBIX TTOCOOHIA, COCTaBICHHBIM TPETIOIaBaTEIEM)
[ToaroroBka K mpakTHYECKUM pabOTaM C UCIOIb30BaHUEM METOIMYECKUX PEKOMEHAALUH IIpenoaaBarens, opopMiIeHHE IPAaKTHUECKUX padoT,
OTYETOB K UX 3allIHTe.
TemaTtuka BHEAyJUTOPHBIX CAMOCTOSITEIBHBIX pabOT:
[ToaroroButh npe3eHTanuio Ha TeMy «llonck nHpopMaLuy 0 HOBBIX BUAAX aTaK Ha MH()OPMAIIMOHHYIO CUCTEMY»
Paznen 4. 3amuTa nHGOpMAaINK B ceTAX 00MmIero nocTyna 16
Tewma 4.1.006ecnieucHue Conepxkanue 16
0€30I1aCHOCTH MEKCETEBOTO 52 | Metop! 3aUThI HHGOPMAIMK TP PabOTe B CETSAX OOIIEro JOCTyIa 2
B3aUMOJICHCTBUA 53 | MexcerteBble skpanbl Tuna firewall. JlocTonHCcTBa, HEAOCTATKH, peaau3yeMble MOJTUTUKNA O€30IaCHOCTH. 5
Ocuosnble Tunsl firewall. CumMeTpuunblie 1 HecuMMeTpuuHbie firewall
54 | Ypogens 1. [lakeTHbIe QUILTPBL. YpoBeHDb 2. OUIbTpanus ciayk0, MOUCK KIIOUEBBIX CIOB B TEJE
[IaKETOB HA CETEBOM ypOBHE. YpoBeHb 3. Proxy-cepBepa MpUKIaAHOIO YPOBHSA 2
55 | OnHOXOCTOBBIEC U MYJIbTHXOCTOBBIC firewall 2
56 | OCHOBHBIE THIIBI APXUTEKTYP MYIbTUXOCTOBBIX firewall. TpeOoBaHMS K KaXKIOMy XOCTY UCXOAS U3
APXUTEKTYPHI U BHIITOJHICMBIX (QYHKIHH. 2
57 | TpeGoBaHus MO cepTUDUKAITUN MEKCETEBBIX SKPAHOB
TemaTrKa NPaKTUUECKUX 3aHITUH U JJAOOPATOPHBIX paboOT 4
[Tpaktnueckas padora Ne22. Uzyuenne u cpaBHenne apxurektyp Dual Homed Host, Bastion Host, Perimetr
[Ipaktnueckas padora Ne23. Mzyuenne pa3anuHbIX cIOCO0OB 3aKphITH "'0oNacHBIX" IOPTOB
CamocTtosTensHas paboTta
Cucremarnueckas Ipopad0TKa KOHCIIEKTOB 3aHATHH, yueOHOH U CIICIUAIbHOM TEXHUYECKOW JIUTepaTyphl (110 Bompocam K naparpadam,
rJlaBaM y4eOHBIX MOCOOUH, COCTaBIEHHBIM IIPEIIOJaBaTEIeM)
[ToaroroBka K MpakTHYECKUM paboOTaM C HCHOIb30BAaHHUEM METOIMYECKMX PEKOMEHAALMI IpernoiaBares, ohopMiIeHHe NpakTHIeCKuX pador, | 1
OTYETOB K WX 3allIHTe.
Temaruka BHEAYJUTOPHBIX CAMOCTOSITEIBHBIX pabOT:
[ToaroroButk gokinan no reme «O030p COBPEMEHHBIX MPOrPAMMHBIX H IPOTrPaMMHO-aNNAapaTHBIX CPEICTB 3aIUThD)
Paznen 5. 3amura nndopmanyu B 6a3ax JaHHBIX 14
Tema 5.1. 3amuta Conepxanne 14
uHdopmar B 6a3aX JAHHBIX | 58 | OcHoBHBIE THIIB YTPO3. MoJieTb HAPYIIUTENs 2
59 | CpencrBa HACHTU(PHUKALNY U ayTCHTU(QHUKALNUK. Y TIPaBI€HHE JOCTYIIOM 2
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60 | CpencTBa KOHTPOJISI LIEJIOCTHOCTH HHPOpPMAaLuH B 6a3ax qaHHBIX.CpeacTBa ayIuTa U KOHTPOJIS

6e3onacHocTr. Kputepnn 3ammuimeHHoCTH 0a3 TaHHBIX 2
61 | IlpumeneHue kpunTorpadUIECKUX CPEACTB 3alIUThHI HH(POPMAIMK B 0a3aX JaHHBIX 2
TemaTnka NpakTUYECKUX 3aHATUN 6
[Ipaktuueckas padora Ne24-25. M3yuenue mexann3moB 3amuTel CYBJ] MS Access
[IpakTiuaeckas padora No26. M3ydenne mratabix cpeacts 3amuTtel CYBJ] MSSQL Server
Py6esxHbIN KOHTpOJTb Ne | 2
Pasnen 6. MOHMTOPHHI CHCTEM 3aIlIUThI 22
Tewma 6.1. MoHUTOPHUHT Conepxkanue 10
CHCTEM 3aIUTHI 62 | [lonarue u 060CHOBaHKE HEOOXOJMMOCTH HCIIOIH30BaHUSI MOHUTOPHHTA KaK HEOOXOIUMOIN KOMIIOHEHTHI | 2
CHCTEMBI 3aIUTHI HHHOPMALIUH
63 | OcobenHOCTH (hrKcayy COOBITHH, TOCTPOSHHBIX HA Pa3HBIX MPUHIIMIIAX: CETH C KOMMYTaIuei 2
COCIMHEHHMIA, CeTh ¢ kKomMMyTaruei naketos, TCP/IP, X.25
64 | Knaccugukamnus orciexuBaeMbix coObITHI. OCOOEHHOCTH MOCTPOCHHUS CUCTEM MOHUTOPHHTA.
Hctounuku nHdopmMannu iss MOHUTOPHUHIA: CETEBbIE MOHUTOPHI, CTATUCTHUECKUE XaPAKTEPHUCTUKI 2
Tpaduka gepez MO, mpoBepKa pecypcoB 00IIETO IMOIE30BaHUS
Knaccudukanms cereBbIx MOHUTOPOB. CHCTEMBI YIIPaBICHHUS COOBITUAMHI WHPOPMAITUOHHON
65 | 6e3omacHoctu (SIEM). 2
0630p SIEM-cucteM Ha MUPOBOM UM POCCHHCKOM PBIHKE
TeMaTrKa NpakKTHYECKUX 3aHITHI 2
[IpakTnueckas padora Ne27. M3yueHue u cpaBHUTEIBHBIN aHATIN3 PACIIPOCTPAHEHHBIX CETEBBIX MOHUTOPOB Ha
npumepe RealSecure, SNORT, NFR unu qpyrux anajaoros
Tema 6.2. zyuenue mep Conepxanne 4
3alUThl THPOPMALIUH B 66 | Mzyuenue TpeboBanuii 0 3amuTe HHGOPMALIUH, HE COCTABIISIONIEH rOCy 1apCTBEHHYIO TaiiHy. U3yuenne | 2
WH(POPMALMOHHBIX CHCTEMAax MeToandeckux foKkyMeHToB @CTOK no nprMeHeHHI0 Mep 3aIHThI
TemaTnka NpakTUYECKUX 3aHATUN 2
[paktudeckas padora No28. Beibop mMep 3amuThl HHGOPMAITUH IS MX peau3aluy B HH)OPMAIMOHHON
cucreme. BEIOOp COOTBETCTBYIOMIMX MTPOTPAMMHBIX U POIPAMMHO-AIIAPATHRIX CPEJICTB U PEKOMEHAALUIH 110
MX HAaCTpOHKe
Tewma 6.3. U3yuenue TemaTrka MPaKTHYECKUX 3aHITHN 8

COBPEMEHHBIX IIPOrPaMMHO-
anmnapaTHbIX KOMIUIEKCOB.

[pakTuueckas pabora Ne29. YcraHOBKa M HACTPOHKa KOMILJIEKCHOTO cpeacTBa Ha npumepe SecretNetStudio
(yueOHas TUMIIECH3HsI) MM JPYTUX aHaJIOTOB

[Ipaktnueckas padora Ne30. YcTaHOBKa M HACTPOMKA POTrPaMMHBIX CPEACTB OLEHKH 3alMIIEHHOCTH U
ayaurta HHQOPMAIIMOHHOM 0€30IaCHOCTH, N3ydeHre QYHKIMHA U HACTPOWKa PEXKMMOB PabOTHI Ha MpUMEpe
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MaxPatrol 8 wan qpyrux aHajiaoroB

[IpakTiuaeckas padora Ne31M3yuenne THmoBsIX pemennid ams noctpoeHnss VPN Ha mpumepe VipNet
JPYTUX aHAJIOTOB

[IpakTuueckas padota Ne32. MzyueHrne COBpeMEHHBIX CICTEM aHTHBHPYCHOH 3alllUTHI HA IPHIMEpe
KopropaTuBHBIX pemiennii KasperskylLab nnm apyrux aHanoros

PyGesxHb1ii KOHTpOsb Ne2 2
CamocrosTenpHas padoTta

CucremaTnyeckas npopaboTka KOHCIIEKTOB 3aHATHH, YUeOHOH U CrIeUaIbHON TEXHUUECKON JInTepaTypsl (10 BOIpocaM K maparpadam,

rJlaBaM y4eOHBIX MMOCOOUH, COCTaBICHHBIM IMIPEIoJaBaTeIeM)

[ToaroroBka K mpakTHYECKHUM paboTaM ¢ UCTIOIH30BAHUEM METOJMYECKUX PEKOMEHIAINH MTperoaaBarTeis, ohpopMIeHHE MPaKTHIeCcKuX pador, | 1
OTYETOB K UX 3alllUTe.

Temartuka BHEAYJUTOPHBIX CAMOCTOSITEIBHBIX paboOT:

[TonroroButh pedepat no Teme «CpaBHUTENBHBIN aHAIN3 COBPEMEHHBIX MPOTPAMMHBIX U IIPOTPAMMHO-AIAPATHBIX CPEACTB 3aIUTHD)

Kypcosas pabora 30
[TpumepHas TemMaTuka KypcoBBIX padoT

Ouenka 3QpeKTUBHOCTH CYIIECTBYIONIMX MPOrPAMMHBIX U IPOTrPaMMHO-aINapaTHBIX CPEICTB 3aIUThl HHPOPMAIIUK C TPUMEHEHHEM
CHETMaTU3NPOBAHHBIX HHCTPYMEHTOB M METOIOB (MHAWBHIyaJIbHOE 33 aHIE)

O030p 1 aHATH3 COBPEMEHHBIX MPOTPAMMHO-AIAPATHBIX CPEACTB 3alIUTH HHPOPMANUY (HHIUBUAYAIEHOE 3a/1aHUE)

Br100op onTEManbsHOTO CpeICcTBa 3aIUThl HHPOPMAUK UCXo s 13 MeToardeckux pekoMeHnanuii @®CTIOK n uMeromumxcs HCXOTHBIX AaHHBIX
(MEIUBUOYATBHOE 33/1aHUE)

[IpumeHeHne mporpaMMHO-aIapaTHRIX CPEACTB 3aIUTH HHPOPMAIIUY OT PA3JIMYHBIX THUIIOB YTPO3 HA MPEANPUATHH (MHIAUBHyaTbHOES

3a/1aHue)

[Mpobnema 3amuTe! HHGOpPMANUHU B 001aYHBIX XpaHWwniax qanaeix u [[0/Jax

3amuTa cpei BUPTyaIH3aiun

Tematuka camocrosiTensHON padoTel mpu m3ydernnn MJIK.02.01

W3yueHne HOBBIX TEXHOJOTHI XpaHEHUsI HHPOPMAITUH

CraTucTHKa U aHAIIN3 KPYITHBIX yTeYeK HHPOPMAIIHY 32 TOJT

[Nouck nHpOpPMANIK O HOBBIX BHJAX aTaK Ha WH()OPMAIMOHHYIO CHCTEMY

00630p cOBpeMEHHBIX POTPAMMHBIX U IPOTPAMMHO-AIIAPATHBIX CPEACTB 3aIIUTHI

CpaBHHUTENBHBIA aHAJTN3 COBPEMEHHBIX MPOTPAMMHBIX U TPOTPaMMHO-ANIIAPATHBIX CPEJICTB 3AIIUTHI

[IpomexxyTounas arrectanus no MJIK.02.01 B Buze sx3ameHa 6

Buner camoctosTensHBIX paboT Mpu U3ydeHuH paszgena 1 Moaymns

CucremaTtrueckas Ipopad0oTKa KOHCIIEKTOB 3aHATHH, yueOHOH U CIIeIUalIbHOM TEXHUYECKOW JTuTepaTyphl (110 Bompocam K naparpadam,
rJIaBaM y4eOHBIX TOCOOUM, COCTABIICHHBIM IIPEII01aBaTeIIeM )

[MoaroroBka kK MpakTHYECKUM paboTaM C UCTIOIB30BAHUEM METOAMYECKUX PEKOMEHIAIHIA TTPeTioiaBatelisi, 0pOopMIIEHUE TPAKTHIECKUX padoT,
OTYETOB K UX 3allUTE.
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PaboTa Hax KypcoBBIM POeKTOM (paboToil): IiIaHUPOBaHKE BHIIIOJHEHUSI KyPCOBOT'O PoeKTa (padoThl), onpeneneHue 3aaad paboTsl,
H3y4YCHHE JINTEPATYPHBIX HCTOYHUKOB, IPOBEICHUE NPEAIIPOSKTHOTO HCCIICAOBAHHUSI.

YyeOHas mpakTHka 1o pasgeny | Momyns
Bugpt pabor:

HpI/IMCHCHI/IG MMpOrpaMMHBIX U IIPOrpaMMHO-AIIapaTHbIX CPEACTB obecneueHus HH(pOpMaHHOHHOfI 0e30IMacHOCTH B ABTOMATU3UPOBAHHBIX

cucreMax

JlnarHocTrka, ycTpaHeHHe 0TKa30B 1 o0ecredeHre paboTocrmocoOHOCTH MPOrpaMMHO-aMIapaTHBIX CPEACTB o0ecnedeHus] HHPOPMaMOHHON

0e3omacHOCTH

Orenka 3(pGeKTHBHOCTH MPUMEHSIEMBIX TIPOrPaMMHO-ANIapaTHEIX CPEACTB oOecTieueHns HHPOPMAITHOHHONW 0€30ITaCHOCTH
CocTtaBneHue TOKyMEHTAIMH 110 YIeTy, 00padoTKe, XpaHSHHIO U ITepeaade KoHPHACHIINAIbHOM HHDOpMaIuu

Hcnonb3oBaHue nporpaMMHOTO obecriedeHust Ajsi 00pabOTKHU, XpaHEHHUs U Nepeiad KOHPHUICHINAILHON HH(pOpMaLuu
CocraBieHue MapiipyTa H COCTaBa MPOBEICHHS PA3TUYHBIX BUIOB KOHTPOILHBIX IPOBEPOK MPH ATTECTAIUN 00HEKTOB, MOMEIICHUIH,
MPOTpaMM, ajrOPUTMOB.

YcrpaneHnue 3aMedaHmii O pe3yabTaTaM MPOBEPKH

AHanu3 ¥ cocTaBlieHHEe HOPMaTHUBHBIX METOJIMYECKUX JJOKYMEHTOB 110 00ecneueHHI0 HHPOPMAITHOHHOH 0€30MaCHOCTH MPOrpaMMHO-
amnmapaTHBIMU CPEJICTBAMH, C YIETOM HOPMATHBHBIX MPABOBBIX aKTOB.

[IpuMeHeHne MaTeMaTHYECKUX METOJIOB JIJIS OIEHKU KAa4eCcTBa U BRIOOpA HAMIIYUIIIETO MPOTPaMMHOTO CPEICTBA

72

Paznen 2 mogyms. [Ipumenenune kpunrorpaguuecKux CpecTB 3aUTH HHPOPMAITHH

242

MJIK.02.02. Kpunrorpadudeckre cpeacTBa 3amuThl HHPOpPMaIUH

170

Brenenne Conepxanue

1 ‘ ITpeamer u 3agaun kpunrorpaduu. Mcropus kpuntorpaduu. OCHOBHBIE TEPMHUHBI

Paznen 1. MaTemaTrueckre OCHOBBI 3allIUTHI HH(pOpMaIHN

Tema 1.1. MaTtematuueckue Conepxanue

40

OCHOBBI KpI/IHTOFpaq)I/II/I 2 DJIEMEHTBI TCOPHHU MHOXKCCTB. prrmm, KOJiblia, I10JI4.

3 I[GJ'II/IMOCTB YHUCCII. HpI/ISHaKI/I JACIINMMOCTH. HpOCTBIe N COCTABHBIC YHCJIa.

N

N

4 OcHoBHas TeopeMa apudmeTrku. Hanbonpmii o0uit qenureb.

N

5 Bsaumno npoctelie uncna. AnroputM EBknuna s Haxoxaenus HOJL.

6 OtHomenns cpaBHEMOCTH. CBOMCTBa cpaBHeHMA. MogysipHas apudMeTHKa.

7 Knaccer. Ilonnas u npuBeneHHast cuctema BeraetoB. GyHKIMs Diinepa.

8 Teopema @epma-Oitnepa. ATropuT™ ObICTPOrO BO3BEACHHS B CTETIEHD [0 MOJYIIIO.

NN DNINDN
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9 CpaBHeHnus epBoii crenenu. JInneinsle An0QanToBHl ypaBHeHUs. Pacimpennsiii anroput™ EBxinaa

10 Kwuraiickas Teopema 06 ocTaTkax.

N

9 IIpoBepka urcen Ha IPOCTOTY. ANTOPUTMBI T€HEPAITUH ITPOCTHIX YHCEIL.
11

12 Merton npoOHbIX aeneHuil. Pemmero Jparochena.

13 PaznoxkeHue uncina Ha MHOXXHTEIH. AropuTMbl aktopu3saiuu. Gakropusanus Depma. Meron
Tlonnapaa.

14 Anroputmsl quckperHoro JorapudmupoBanus. Meton [lommapaa. Meton [loppa.

15 Apudmernueckre onepaiyun HaJl O0JBIIMMHU YHCIIAMH.

N

16 DAmunTUYecKre KPUBBIC M X MPUIIOKEHUS B KpUIITOTpaduH.

TemaTrka NPaKTUUECKUX 3aHATUN U JTAOOPATOPHBIX pabOT

COIN NN W

[IpaxTrueckas padora Nel-2. [Ipumenenne anroputma EBkimna ans Haxoxaerans HOJl. Pemmenne nmuHeRHBIX
J0(aHTOBBIX YpaBHEHUH

ITpakTrueckas padora Ne3. [IpoBepka uncen Ha IPOCTOTY

[Mpaktudeckas padbora Ne4. Pemenne 3aa4 ¢ 371eMEHTaMU TEOPHH YHCEIL.
Py6exub1ii KoHTpoH No 1

Paznen 2. Knaccuueckass Kpunt:

orpadus

Tema 2.1. MeToas!

Conepxanue

14

KpUNTOrpaduaecKoro
3aIUTHl HHpOpMALUH

Knaccudukanus 0CHOBHBIX METOJIOB KPHIITOrpaQUUECKON 3aIIUTHI.
17

18 | MeToibI CHMMETPUYHOTO MIU(POBAHUS

19 | Hludps 3amensl. [Ipocras 3aMeHa, MHOTOaNI()aBUTHAS TTOICTAHOBKA, TPONOPIMOHAIBHBIN U(D

20 | Meronsl nepecranoBku. Tabnu4Has IepecTaHOBKA, MapIIPyTHAS MEPECTaHOBKA

21 | l'ammupoBanue. ['aMmmMupoBaHe ¢ KOHEYHOW M OECKOHEUHOH raMMaMu

NIN|N -

TemaTnka MpaKTHYECKUX 3aHATUN U JJAOOPATOPHBIX padboT

oo NININ N

[Ipaktnueckas padora Ne5-6. IlpumeHeHHe KIacCHUECKUX IU(PPOB 3aMEHbI

[Ipaktrnueckas padota Ne7. Ilpumenenue knaccuyeckux MHU(POB IepecTaHOBKU

IIpaktudeckas pabora Ne8. [IpumeHeHre METO1a FrAMMHUPOBAHUS

Tewma 2.2. Kpunroananus

Coneprxanue

14

22 | OcHOBHBIE METOJIBI KpuliTOaHamu3a. Kpunrorpapuueckue aTaku.
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23 | Kpunrorpaduueckas croikoctb. AOCONMIOTHO cTolKue KpunrocucteMsl. [puanumnst Kupkxodda 2
24 | IlepcueKTUBHbIC HAITPABICHNS KPUIITOAHAIIN3a, KBAHTOBBII KPHIITOAHAIN3. 2
TemaTnka MpaKTHYECKUX 3aHATHN U JJA0OPATOPHBIX padboT 10
[Tpaktuuaeckas padora Ne-9-10. Kpuntoananus mudpa npocToi 3aMeHbl METOIOM aHaJi3a YaCTOTHOCTH
CHMBOJIOB
IIpaktraeckas padora Nell. Kpunroananns KiiacCHYeCKUX MU(POB METOIOM TIOJTHOTO repedopa Kirrouei
IIpaktruaeckas padora Nel2. Kpunroananmns mmdpa Bwknaepa
Tewma 2.3. Ilorounsie mmpper | Comeprkanne yaeOHOTO MaTeprala 10
Y TeHepaTophl 25 OcHOBHBIE IPUHLUIBI TOTOYHOTO MNP POBAHHUSI. 2
MICEBAOCITYYaHHBIX YHCEI
AocIy 26 [Tpumenenue reaeparopos I1CY B kpunrorpaduu 2
27 MerToabl OTy4eHUs MceBAOCTyYaliHbIX mocnenoparensHocTel. JIKL, meton ®ubonayuu, metog BBS. | 2
Tematnka MPaKTUUECKUX 3aHATHN U Ta0OPaTOPHBIX paboT 4
[IpaxTrueckas padora Nel3-14. Ilpumenenue metonoB renepamuu [1CY
Py6esxHbIif KOHTpOITH No 2
2 CEMECTP OBYYEHUA 20
Paznen 3. CoBpemenHas Kpuntorpadus
Tewma 3.1. KonupoBanue 28 Komuposanne napopmarin. CHMBOIIEHOE KOAHUPOBAHHE. 2
nH(pOpMAITHH.
2 MBICJIOBOE KOJMpoBaHre. Mexanuszaius mu@poBaHus. 2
KoMITBIOTepH3aIHs 9 CMBICIIOBOE KOAMpPOBaHUE. MexaHu3all ¢posa
mUQppoOBaHUSL
30 [Ipencrarnenue naopmanuu B 1BOUUYHOM Kojie. Tabmura ASCII 2
31 Kommerorepuzanus mudpoBanus. AnmnapaTHoe U IporpaMMHOe mu(poBaHue 2
32 CranapTuzanus IporpaMMHO-aNTapaTHEIX KPUNTOTPapHIECKUX CHCTEM U CPEJICTB. 2
33 N3yyeHne coBpeMeHHBIX NPOrPAaMMHBIX M alllIapaTHBIX KPUNTOTPahUIeCKUX CPEACTB 2
TemMaTuka NpakTUUECKUX 3aHATHN 10
[pakTrnaeckas padora Nel5. Koguposanue undopmarmn
[paktrndeckast padora Nel6. [IporpammHas peanu3zaius KJIacCHUECKUX MUPPOB
[IpakTudeckas pabora Nel7-18.M3yuenue pean3anun KJIacCUYSCKUX IIM(POB 3aMEHBI U NIEPECTAHOBKH B
nporpamme CrypTool nnu anasore.
Tewma 3.2. CummeTpU4HBIE Conepxanue yueOHOro MaTepuaa 9
UCTEMBI IU(POBAHHS
cuere (bposa 34 | O6wwue cBeaenusi. CTpyKTypHas cXxeMa CUMMETPUYHBIX KPUNTOrpaQUIecKUX CUCTEM 2
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35 | OreuectBennsie anroputMbl Marma u Kysueunk u ctangaptel [OCT P 34.12-2015 u TOCT P 34.13-

2015.

36 | Cummerpuunsie anropurMbl DES, AES, TOCT 28147-89, RC4

TemaTuka MpakTHYECKUX 3aHATUN

IIpakTudeckas padora Nel9.Mzydenne nporpaMMHO# peann3anny COBPEMEHHBIX CHMMETPHUYHBIX MH(POB

Tema 3.3. AcuMMeTpHUYHEIE
CUCTEMBI MU(POBaAHUS

Copeprxanne yueOHOTO MaTepraia

37 | KpunrocucreMsl ¢ OTKPBITHIM KII0YOM. HeoOpaTrMocTh cucTeM

38 | CrpykTypHas cxema Mu(POBaHUS C OTKPHITHIM KIIFOUOM

N

39 | DnemMeHTHI TeOpUHU YUCeT B KpUNTOrpaduH ¢ OTKPBHITHIM KIIOUOM

Tematnka MPaKTUYECKUX 3aHATAN U Ta0OPaTOPHBIX paboT

BAINDNIN

[IpaxTrueckas padora Ne20. [I[pumeHeHHE pa3InIHBIX ACHMMETPUYHBIX AITOPUTMOB.

[IpaxTrueckas padora No21. M3yueHne mporpaMMHON peanu3aiui aCHMMETPUIHOTO anroputMa RSA

Tewma 3.4. Ayrentuduxanus
JAHHBIX. DJIEKTPOHHAA
MOIIUCH

Copneprxkanne yaeOHOTO MaTepuaa

12

40 | Ayrentuduxarys naaasx. Oomue noustus. 1. MAC. OgHoHampaBiieHHbIE Xel-(pyHKIINN

41 | Anroput™Msl HUQPOBOH MOAIHCH

TemaTuka NpakKTUYECKUX 3aHATUN U JIAOOPATOPHBIX padboT

[Mpaktuaeckas padora No22. [lpumeHeHHE pa3nUuHBbIX (YHKINH XEIIMPOBAHNUS, aHAIN3 0COOCHHOCTEH Xele

[Mpaktudeckas padbora Ne23. TIpumeHeHHe KpUNTOrpadUUECKUX aTak Ha Xeul-()yHKIIHUH.

[Mpaktuueckas padora No24. Mzyuenne nporpaMMHO-aINapaTHBIX CPENICTB, PEATN3YIOIINX OCHOBHBIC
¢ysknuu OI1

Tema 3.5. Anroput™mel
oOMeHa Kiro4elt u
MPOTOKOIIBI Ay TEHTU(UKAIINH

Conepxanue yueOHOro MaTepuana

42 AJ'II‘OpPITMBI pacipeaciiCHus KJII04el ¢ MNPUMCHCHUCM CUMMETPHUYHBIX U ACUMMCTPUYHBIX CXEM

43 | IIporokomnsl ayreHTHuKay. B3anmuas ayrenTudukanus. OQHOCTOPOHHSS ayTeHTU(QHUKALNS
Py6esxnsiii koHTpob Ne 1

Tematuka MMPAKTUYICCKUX 3aHATUH U J'Ia60paT0pHLIX pa60T

BN (N

[Ipaktnueckas padota Ne25. [Ipumenenune nporokona Juddu-Xemmmana 111 oOMeHa KII0o4YaMu
mudpoBaHusL.

[pakTndeckast padota Ne26. M3yueHne NpUHIMIOB PabOTHI TPOTOKOIOB ayTEHTH(HKAIINY C
MCII0JIb30BaHMEM JIOBEPEHHOMN CTOPOHBI Ha puMepe npotokoiia Kerberos.

19




Tewma 3.6. Kpunrozamura Copnepxanue yaeOHOTO MaTepuana 6
HH(POPMALIUH B CETAX "
(bopmar 44 | Abonentckoe mudposanue. [laketHoe mudpoBanue. 3amuTa NEHTPa TeHEpaIK KITIOUeH. 2 1
nepeaayy JaHHbIX 25 v
Kpunromapmpyruzarop. [lakeTHblid GUIbTp 2 2
46 | Kpunrorpaduueckas 3amura OSCIIpOBOIHBIX COSAMHCHUH B ceTsax cranaapTa 802.11 ¢ ucnonp3oBanueM | 2 2
nportokonaoB WPA, WEP.
Tema 3.7. 3amura Copeprxanne yueOHOTO MaTepraia 10
MHOOPMALUK B SICKTPOHHBIX 747 HpuHImms! GyHKIHOHNPOBAHHS SIEKTPOHHBIX IVIATEKHBIX CHCTEM. JIIEKTPOHHBIC IIACTHKOBBIC KAPTHL. | o 2
TUTATEKHBIX CUCTEMax
49 | IlepcoHanbHbIM HACHTU(PUKALTUOHHBIA HOMED 2
50 | Ilpumenenue kpunTorpaduIecKX MPOTOKOIOB sl o0ecTiedeH s 0€30IaCHOCTH AIEKTPOHHOM 2
KOMMEPIIHH.
TemaTrka NPaKTUUECKUX 3aHATUN U JTAOOPATOPHBIX pabOT 4
[TpakTrueckas padora No27-28. [IpuMeHeHne ayTeHTH(DHUKAIMH IO OJHOPA30BbIM MapoisiM. Peannzanus
AITOPUTMOB CO3JIaHHS OJJTHOPA30BBIX MapoJiei
Tewma 3.8. KomnproTepHas Copepxanne yueOHOTO MaTeprana 12
cTeraHorpagua 51 | CkpsiTas nepempaya nHGOPMAITUU B KOMITBIOTEPHBIX CUCTEMAaX. 2 2
[IpoGiema ayreHTHQHUKAIME MyTFTUMETUHHON HHOpMAITHH. 3al[UTa aBTOPCKUX IIPaB.
52 | Metonsl koMmmbloTepHOH cTeranorpadun. LlndpoBeie BosHbIE 3HAKH. 2 2
53 | Anroputmsl BectpanBanus L[B3 2 2
TemaTnka NpakTHUECKUX 3aHATUN U Ta0OPaTOPHBIX paboOT 6

ITpaktuueckas padora Ne29 O030p u cpaBHUTENbHBIN aHainu3 cymectByomero [10 mis Bcrpausanus LIB3

ITpaktuueckas padora Ne30 Peanuzarnus npocTedmx creraHorpaguueckux alropuTMOoB
PyOesxHbliil kKoHTpOsb Ne 2

[MpumepHas TemMaTrka caMoCTOATEIbHON paboTh! npu n3ydennu MJIK.02.02
HUctopus pazBuTus Kpunrorpaduu
[IporpamMMHas peanu3anus KIacCHYECKUX MUPPOB
Ontumu3anys METOI0B YaCTOTHOT'O aHAIN3a MOHOAI(ABUTHBIX MIH(POB.
[IporpaMMHas peanu3anys KIaCCHYECKUX MUPPOB

MCTO,E[I:I MEXaHU3alnu H_II/I(i)pOBaHI/IH

Ludposoe npencrapieHre pa3nuyHbx GopM HHPOpMAIHN
AHann3 COBPEMEHHBIX CHMMETPHYHBIX KPUIITOAJITOPHUTMOB
AHanu3 COBPEMEHHBIX aCHMMETPHYHBIX KPUIITOATITOPUTMOB
[IporpaMMHasi peaju3anusi COBPEMEHHBIX KPUITOAITOPUTMOB
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CpaBHUTENBHBIN aHATU3 QYHKIHHA XEeIIMPOBAHUS

AyTteHTH(UKALINS COOOIIEHHHA

3aKOHOATEILCTBO B 00IaCTH KPUTITOTpadUISCKOH 3aITUThI HH(OOPMAITIH
[lepcnekTHBHBIC HaNpaBJIeHUs] KpUNTOrpahuu

[Tpomexyrounas arrectarms no MJIK.02.02 B Bune nuddepeHIUpoBaHHOrO 3aueTa

[TpuMepHBIe BUIBI CAMOCTOSITEIIBHOM PA0OTHI TIPU H3YUCHHH pa3jielia 2 MOMYJIs

Cucremarnyeckast Ipopad0TKa KOHCIIEKTOB 3aHATHI, yUeOHOH U CIIeIUAIbHOW TEXHUIECKON JTUTEepaTyphI (10 BoIpocaMm K maparpadam,
rJIaBaM y4eOHBIX TOCOOUM, COCTABIICHHBIM MPEIO1aBaTEIIeM )

IMoaroToBka K MpakTHYECKUM pabOTaM C UCIOIb30BaHHEM METOIUYCCKUX PEKOMEHIAINH ImperoiaBaress, ohopMIIeHHe 1abopaTopHO-
MPAKTUIECKUX PadOT, OTUETOB K MX 3aIIHTE.

YyeOHas mpakTUKa paszjiesna 2 MOy 36
Bugpt pabor:

Hcronp30BaHNe THUITOBBIX KPUNITOrPAaQUIECKUX CPEICTB M METOJIOB 3alIUTHl HHPOPMAIIMHU, B TOM YHCIIE U 3JIEKTPOHHOHN MTOITHCH
[IponsBoacteennas mpaktuka mo 11M.02 36
Buner pabot

— AHanu3 NPUHIIMIIOB MOCTPOCHUSI CHCTEM WHPOPMAIIMOHHOH 3alUThI TPOM3BOJCTBEHHBIX NOpa3AciICHUN.

— TexHuuyeckast SKCIUTyaTalus 3JIEMEHTOB IPOrPaMMHOM M aNapaTHON 3allUThl aBTOMAaTU3UPOBAHHON CHCTEMBI.

— Yyactue B AMarHOCTUPOBAaHHH, YCTPAaHEHUH OTKA30B M 00ECIICUYCHUH PadOTOCIIOCOOHOCTH MTPOrPaMMHO-AIIapaTHBIX CPENICTB 00ECTIEYeHHS
MH(GOPMAITMOHHOM 0E30MaCHOCTH;

— AHanu3 3QQEeKTUBHOCTH MPUMEHIEMBIX MPOrPAMMHO-ANIAPATHBIX CPEJCTB oOecTedeHnsi HHPOPMAIIMOHHON 0€30MacCHOCTH B CTPYKTYPHOM
HOZpa3/IeICHUN

— Yuactue B obecriedeHnH y4eTra, 00pabOTKH, XpaHEHUs U Mepeiayn KOHPHICHIMAIEHON nHpOpMauH

— [IpMeHeHre HOPMATHBHBIX MPABOBBIX aKTOB, HOPMATUBHBIX METOJANYECKUX JOKYMEHTOB 110 00eclieueHHI0 HH(POPMAIIMOHHON 6€30I1aCHOCTH
pOrpaMMHO-AIIAPATHRIMU CPEICTBAMH TIPH BHITIOJIHEHNH 33124 MTPAKTHKH.

DK3aMeH 110 Po(ecCHOHAILHOMY MOIYIIIO 6
HToro yacoB mo MoayIo: 603
Teopernueckoe 00y4eHHEe 239
MPaKTUIECKH 00y4eHHE 126
KypcoBoe nmpoektupoBaHue 30
VYuebHas npakTHKa 108
[Tpown3BocTBEHHAsI TPAKTHUKA 72
CamocrosTenpHas paboTta 6
KoncyapTanun )
[IpomexxyTouHas arrecTanus 14
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4. YCJIOBUSA PEAJIMBAIIUU ITPOTPAMMBI IPOPECCHUOHAJIBHOI'O MOAYJIA

4.1. TpeGoBaHusi K MAaTepHAIbHO-TEXHUYECKOMY 00eceYeHUIo

Peanuzanus mporpamMMbl MpearnoyiaraeT Hajluuue y4eOHBIX KaOWHETOB — JIGKIIMOHHBIC
ayIUTOpUUM C  MYJIbTUMEIUHHBIM  oOopymoBaHueMm; saboparopuu  «lIporpamMMmHBIX U
IIPOrpaMMHO-aIIIAPATHBIX CPelICTB oOecreueHnss HHHOPMAIIMOHHON O€301IacCHOCTH.

O6opynoBanne ydeOHOro kabuHeTa W paboOYMX MeCT KaOuWHeTa — JICKIMOHHAS
ayIuTOpUs: ocagouHbIX MecT - 30, paboyee MeCTO MpernoaaBares, MPOeKTOpP, MEePCOHATbHBIN
KOMIIBIOTEP, KOMIUJIEKT MpPe3eHTallUH.

Ob6opynoBanue mnaboparopun «lIporpaMMHBIX M IPOrpPaMMHO-ANIAPATHBIX CPEICTB
oOecrieyeHns HHPOPMALIMOHHOMN 0€30MacHOCTH» U pabounX MECT T1abopaTOpPHH:

— paboune MecTa CTYACHTOB, 000pPYI0BaHHBIE IEPCOHATBHBIMU KOMIIBIOTEPAMU;

— nabopaTopHble yueOHbIE MAKEThI;

— paboyee MeCTO MpernoJaBaTes;

— y4eOHO-MeToInYecKoe 0OecredyeHrne MOIys;

— HHTEpaKTUBHAS J0CKa, KOMILUIEKT [IPE3eHTAIIHIA;

— AHTHBHPYCHBIE IIPOTPAMMHBIE KOMILJICKCHI;

— IporpaMMHO-anmnapaTHble cpeiactBa 3amuTbl uHpopManuu ot HCJI, OmoxupoBku

JOCTYTIA ¥ HAPYIIECHUS LEJIOCTHOCTH;
— MpOorpaMMHBIE U  MPOrpaMMHO-AlNIapaTHbIE  CPelICTBa  OOHAapyKEHHUs  arak
(BTOp>KEHUI), TIOUCKA yA3BUMOCTEN;
— CpeacTBa YHHMUTOKEHHUSI OCTaTOUYHOM MH(OpPMAIMK B 3aIIOMUHAIONINX YCTPOMCTBAX;
— TPOTPaMMHBIE CPEACTBA KPUNTOTpaGUIECKON 3alUThl HHPOPMALIUH.

4.2. NudopmanuoHHoe odecneyeHue 00y4eHust
OcHoOBHbIE MeYaTHbIe HCTOYHHKH:
M/IK. 02.01 IIporpaMMHBbIe M IPOrPAMMHO-ANNaPaTHbIE CPEACTBA 3aIIUTHI HH(pOpManun

1. Jdymkun A.B., [IporpamMHo-anmapaTHble cpeacTBa oOecnedeHus HHGOPMaMOHHON
0e30macHOCTH [DNEeKTpOHHBIN pecypc]: Yuebnoe mocobue mns By3oB / A.B. Jymkun, O.M.
bapcykos, E.B. Kpasnos, K.B. CnaBnos. [Tox penakmueit A.B. Jlymkuna - M. : ['opsiuas nuHus
- Tenmekom, 2016. - 248 «c¢. - ISBN 978-5-9912-0470-5 - Pexum ngocryna:
http://www.studentlibrary.ru/book/ISBN9785991204705.html

2. OpraHu3alOHHO-TIpaBOBOe oOecreueHre HMHPOPMALMOHHONW Oe3omacHOCTU:  yueo.
nocodue s CTyA. yupexaeHui cpen. mpod. oopasosanus/ E.b. benos, B.H. [IpxxeropauHckuii.
— M.: U3narensckuil neHTp «Axkanemusi», 2017. — 336¢

3. Bsexpenue B 3amuty uHpopmanuu ot BHyTpeHHHX UT-yrpo3 : yaeOHOE mocodue. — 2-¢
m3n. — MockBa : UHTYUT, 2016. — 39 c. — TekcT : 3AEKTPOHHBIA // DIEKTPOHHO-
oubmmoteuynas cucrema «Jlampy : [caiiT]. — URL: https://e.lanbook.com/book/100720 (mata
obpamenus: 11.10.2019). — Pexum goctyna: AJist aBTOPHU3. MOJIH30BATEICH.

4. bonmapenko, 1.C. Metoas! u cpeacTsa 3ammThl HHGopMaiuu : yaebnoe nocoodue / 1.C.
bounapenko, FO.B. lemunimnn. — MockBa : MUCHUC, 2018. — 32 c. — TeKCT : 31eKTpOHHBII
// DNeKTPOHHO-OMOIMOTeYHAs cucrema «Jlaupy» : [caiT]. — URL:
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https://e.lanbook.com/book/115269 (mara obOpamenus: 10.10.2019). — Pexum gocryna: s
aBTOPU3. IIOJI30BATEIICH.

M/IK.02.02 KpunTorpaguyeckue cpeAcTBa 3alIUTHI MHHpOpManun

5. Bapuuer C.I'., ['onuyapoB B.B., CepoB P.E. OcHOBBI coBpeMeHHOI Kpunrorpaduu: ydeo.
[Tocobue. — M.: T'opsiuas nunus — Tenekom, 2017.- 175 c.

6. byrakosa, H.I'. Kpunrorpadguueckue MeToapl 3amuThl HHPOpPMALUU, yaeOHOe mocodue :
yueOHnoe nocobue / H.I'. byrakosa, H.B. ®enopos. — Canxkr-IlerepOypr : Uarepmenus, 2016.
— 384 ¢. — TekcT : 3NMeKTPOHHBIHN // DNeKTpOHHO-O0MOIMoTeuHas cucreMa «Jlaupy : [caiit]. —
URL: https://e.lanbook.com/book/90270 (mara oGpamenms: 11.10.2019). — Pexum goctyma:
JUIsL aBTOPH3. T10JIb30BaTEIIEH.

7. baxapos, JI.LE. HnadopmarmonHas 0e30MacHOCT, M 3amuTa HHGOpManuu (pa3iaeibl

kpunrorpadus u creranorpadus) : yueobnoe nocobue / JL.E. baxapoB. — Mocksa : MUCHUC,
2019. — 59 c. — ISBN 978-5-906953-94-0. — Tekcr : S7EKTpOHHBIA // DJIEKTPOHHO-
oubmmoreunas cucrema «Jlaup» : [caiit]. — URL: https://e.lanbook.com/book/116907 (mara

obparmmenus: 10.10.2019). — Pexxwum gocTyma: i aBTOPU3. MOJIb30BATEICH.

8. Creranorpaduueckie u KpunTorpaduveckue METOAbl 3alIUThl HHpOpMAHMH : y4eOHOE
nocobue. — Ya : BI'TIY umenn M. Axkmymisl, 2016. — 112 ¢. — TekcT : 3MeKTPOHHBIH //
DIIeKTPOHHO-OUOINOTEUHAS cucrema «Jlanpy» : [caiiT]. — URL:
https://e.lanbook.com/book/90963 (mara obOpamenus: 10.10.2019). — Pexum gocryna: ans
aBTOPU3. IIOJI30BATEIICH.

9. CoBpeMeHHble METOABI OOecreYeHHs 3alUThl HHPopMaIuu : yuebHoe mocodoue. — Yoa :
BITIY wmmenu M. Axmymiel, 2016. — 112 ¢. — TekcT : 2JIEKTPOHHBIN // DIEKTPOHHO-
oubmmoteuynas cucrema «Jlanb» : [caiiT]. — URL: https://e.lanbook.com/book/90965 (mara
oopamenust: 10.10.2019). — Pexum goctyna: AJjis aBTOPU3. MOJIb30BATENCH.

JlonoIHUTeIbHBIE TeYaTHbIEe HCTOYHHUKH:

1. Tloropenos B.A., Caukos B.H. (pexn.). CioBaps kpuntorpa@uieckux TEPMHUHOB. - M.:
MITHMO, 2006. CnoBaps kpuntorpadpuueckux tepmMuHoB. Iloxg pea. B.A. Iloropenosa u
B.H. CaukoBa. — M.: MITHMO, 2006 r

2. @enepanbHblii 3akoH oT 27 wuronga 2006 1. Ne 149-03 «0O6 wunHdopmanmu,
UH(POPMALIMOHHBIX TEXHOJIOTHAX U O 3alIUTe HHPOPMALIUI.

3. ®epnepanbhbii 3akoH OT 27 utonst 2006 1. Ne 152-03 «O nepcoHaNbHBIX TaHHBIX).

4. @enepanbHblii 3akoH oT 27 pekabps 2002 1. Ne 184-03 «O TexHUYECKOM
PEeryIupOBaHUMY.

5.  ®enepanbbiii 3akoH OT 4 Mast 2011 1. Ne 99-®3 «O nuneH3UMpOBaHUU OTIAEITBHBIX
BUJIOB JI€ATEIILHOCTI.

6. ®enepanpHblii 3akoH oT 30 nexabps 2001 r. Ne 195-®3 «Kopeke Poccuiickoit
®denepanun 00 aAMUHUCTPATUBHBIX IPABOHAPYIIICHUSIX).

7. VYka3 Ilpesunenrta Poccuiickoit @eneparuu ot 16 aBrycta 2004 r. Ne 1085 «Bompocsr
®enepalibHOH CITYKOBI 10 TEXHUYECKOMY U SKCIIOPTHOMY KOHTPOJTIOM.

8. Vxa3 Ilpesunenta Poccuiickoit ®enmepammu ot 6 mapra 1997 r. Ne 188 «O6
YTBEPKACHUH MEPEUHs CBEJCHUI KOH(PHUIEHIIMAIBHOTO XapaKkTepay.

9. Vka3 [lpesunenra Poccuiickoit @eneparnmm ot 17 mapra 2008 r. Ne 351 «O mepax 1o
oOecrieueHnio HHGpopMalMoHHON Oe3onacHocT Poccuiickoit Denepani Npu UCHOIB30BAaHUN
UH(POPMAITOHHO-TEIEKOMMYHHKAIIMOHHBIX CETEH MEXTyHapOIHOTO HH(POPMAIIMOHHOTO OOMEHA.

10. Tlonmoxxenne o0 cepTU(UKALUN CPEICTB 3aIUTHl  MHQOpPMALUH. YTBEpPXKIECHO
nocranoBieHueM IIpaBurensctBa Poccniickoii @enepaunu ot 26 urons 1995 r. Ne 608.
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http://techbook.ru/book_list.php?str_author=%D0%A1%D0%B5%D1%80%D0%BE%D0%B2%20%D0%A0.%D0%95.

11. CocraB u comepkaHUE OPTraHU3AIMOHHBIX W TEXHUYECKUX MEp IO OOeCIeYeHHUIo
0€30MIaCHOCTH TEPCOHATBHBIX JAHHBIX IMPH HMX 00paboTKe B MH(POPMAIMOHHBIX CHCTEMax
NEPCOHANBHBIX AaHHBIX. YTBepxkaeHb! npukazomM @CTIK Poccun ot 18 despans 2013 r. Ne 21.

12. Mepbl 3ammThl MHQOPMAIMM B TOCYNAPCTBEHHBIX HWH(POPMALMOHHBIX CHUCTEMaX.
Yreepxkaenst ®CTIOK Poccun 11 depans 2014 r.

13. AnmunuctpatuBHbii  permameHT <~ DCTOK  Poccum  mo  mpemocTaBieHHIO
rOCYyJapCTBEHHON YCIyrd [0 JIMIEH3UPOBAHUIO JIEATEIBHOCTH 110 TEXHUYECKOH 3alure
koH(puaeHnmanbHONH uHpopManuu. YTBepxacH npukazom @CTIK Poccun ot 12 mrons 2012 r.
Ne 83.

14. AnmunucrparuBabii  permamenT  ®CTOK  Poccum  1mo  mpeaocTaBiICHHIO
rOCy/IapCTBEHHOW YCIIYTH IO JIMLIIEH3UPOBAHUIO ACSITEIBHOCTU 10 pa3padOTKe U MPOU3BOJACTBY
CPeZACTB 3aIIUThl KOH(UAeHIHaNbHON nHpopManuu. Y1BepxaeH npukazom @CTOK Poccun ot
12 uronst 2012 1. Ne 84.

15. CoeuumanbHple  TpeOOBaHMs UM PEKOMEHJIALMM IO  TEXHUYECKOM  3aiure
koHpuaeHnuansHoit nuudopmanuu (CTP-K). YTBepxknens! mpukazom ['ocrexkomuccun Poccun
ot 30 aBrycra 2002 1. Ne 282.

16. TpeGoBanus o 3amure HH(GOPMAIMU, HE COCTABIAIOIIEH T'OCYIApCTBEHHYIO TalHY,
coJepKalieiics B TOCYIapCTBEHHBIX HMH(MOPMAIIMOHHBIX CHUCTEMaX. YTBEpXKIEHBI MPUKA30M
OCTIK Poccum ot 11 dpespanst 2013 1. Ne 17.

17. TpeGoBanus o 3amuTe WHGOPMAIMHU, COAEPKAIICHCS B MH(OOPMAIIMOHHBIX CHCTEMaxX
obmero monb3oBanus. YTBepxkaeHel mnpukazamu DOCBb Poccum u OCTIK Poccum
ot 31 aBrycra 2010 r. Ne 416/489.

18. TpeboBanus k cucremMaMm OOHapyKeHUs BTOpKeHMH. YTBepxkaeHsl npukazom GCTOK
Poccum ot 6 nekabps 2011 r. Ne 638.

19. PyxoBomsmuii nokymeHT. I'eonHpopMaioHHblEe CHCTEMBI. 3aluTa WH(pOpMAalUU OT
HECaHKIIMOHUPOBAaHHOTO JocTyna. Tpeboanus no 3amurte uHGopmarun. YTeepxaeH PCTIK
Poccun, 2008.

20. PykoBomsamuii  JOKyMEHT. 3amuTa OT HECAaHKIMOHMPOBAHHOTO JOCTyma K
uHpopmanuu. Yacte 2. [IporpammHoe obOecrnieueHue 0a30BBIX CHCTEM BBOJIa-BbIBOJIA
NEPCOHAIBHBIX AJIEKTPOHHO-BBIUMCIUTENbHBIX MamnH. Kiaccudukaiys no ypoBHIO KOHTPOJIS
OTCYTCTBHS HeAeKJIapupoBaHHBIX Bo3MoxkHOcTel. YTBepxkaeHn ®CTOK Poccum 10 oktsOps
2007 1.

21. Tlpuxaz DPAIICU npu Ilpesunente Poccuiickoit @enepamuu ot 13 urons 2001 r.
Ne 152 «OO6 yTBepKICHMHM MHCTPYKIMM OO0 OpraHum3aluu U obecreueHuH Oe30MacHOCTU
XpaHeHus, o0pabOTKM U TIepelayd [0 KaHajaM CBS3M C HCIOJb30BAaHUEM CPENCTB
KpunTtorpaguueckoil 3amuThl MHQOPMAIMM C OTPAaHUYEHHBIM JOCTYNOM, HE cojaepKalleit
CBEJICHUH, COCTABIIAIOIINX TOCYJaPCTBEHHYIO TAHY.

22. Tlpuxa3z ®CB Poccum ot 9 despans 2005 r. Ne 66 «O06 yrBepxnenun Ilonoxenus o
pa3paboTke, IIPOU3BO/ICTBE, peannzanuu " DKCILTyaTaluu 1 poBaIBHBIX
(kpunTorpauUecKux) CpeACTB 3aLIUTHI HH(OPMAIIUMY.

23. TOCT P HCO/MDBK 13335-1-2006 HWudopmanmoHHas TeXHOIOTHUA. MeToabl u
cpeactBa oOecneuenust OezomacHoctd. Yacte 1. KoHuenmmss M Mozenu MeEHEIKMEHTa
0e30MmacHOCTH UH(POPMALIMOHHBIX U TEJIEKOMMYHUKAIIMOHHBIX TEXHOJIOTUI
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24. TOCT P UCO/MDBK TO 13335-3-2007 MnadopmarmonHass TEXHOJOTHS. MeToasl U
cpeacrtBa obecneueHust Oe3omacHocTH. Yacth 3. Meroabl MeHEIKMEHTa Oe30MacHOCTH
UH(POPMALIMOHHBIX TEXHOJIOTUN

25. TOCT P MCO/MDK TO 13335-4-2007 NupopmarrioHHast TEXHOJIOTHSI. MeTOIbl U
cpezacTBa obecnieyenus 6e3onacHocT. YacTs 4. Bbibop 3ammTHEIX Mep

26. TOCT P UCO/MDK TO 13335-5-2006 MudopmarmonHas TeXHOJOTHSA. MeToasl U
cpeactBa obecrnieueHus 6ezonacHocTd. YacTh 5. PyKOBOJICTBO 10 MEHEIKMEHTY 0€30MacHOCTH
ceTu

27. TOCT P UCO/MBK 17799-2005 HNudopmanmonHas texHoyorus. I[IpakTudeckue
npaBuia yrpasiieHUs] HHOOPMAITMOHHON 6€301aCHOCTbIO

28. TOCT P HMCO/M3K 15408-1-2008 HWudopmanuoHHas TEXHOJIOTUS. MeTOnbl H
cpenctBa obecrieueHuss Oe3omacHOCTH. Kputepuu OIeHKH 0e30macHOCTH HH(DOPMAIMOHHBIX
texHozoruil. Yacte 1. BBenenue u obmas Mojiensb

29. TOCT P HCO/MDK 15408-2-2008 WudopmarmonHass TeXHOJOTHSA. MeToasl u
cpeacTtBa obecnedyeHus: Oe3onacHocTH. Kpurtepun oueHku 06e30macHOCTH MH(POPMALMOHHBIX
TexHosoruil. Yacts 2. @yHKIMOHAIbHBIE TPeOOBaHUS O€30I1aCHOCTH

30. TOCT P HMCO/MDBK 15408-3-2008 HWMudbopmanmoHHas TEXHOJOTHSA. MeToasl U
cpencTBa obecriedeHus Oe3omacHOCTH. Kputepuu oreHKH 0e30macHOCTH HH()OPMAIMOHHBIX
texHozoruil. Yacte 3. TpeboBanust 1oBepus K 0€300aCHOCTU

31. TOCT P 34.10-2001. "Mudopmanmonnas texHojorus. Kpunrorpadudeckas 3ammra
uHpopmanuu. [Iporeccs GopMHUPOBaHUS U TPOBEPKH AIEKTPOHHON I PPOBOI moarmcu"

32. TOCT P 34-11-94. "Undopmanuonnas texnonorus. Kpunrorpadpuueckas 3ammura
uHpopmanuu. OyHKIUA XoUMpoBaHus"

33. TOCT P 50922-2006 3amura nHpopmarmu. OCHOBHBIE TEPMHHBI M ONpEAEICHUS.
PocrexperynupoBanue, 2006.

34. TOCT P 52069.0-2013 3amwmra wunpopmamuu. Cucrema crangapToB. OCHOBHbIE
nosioxenus. Poccrangapr, 2013.

35. TOCT P 51583-2014 3amuTa nadopmarun. [Topsaok co3naHusi aBTOMaTH3UPOBAHHBIX
CUCTEM B 3alllMIIEHHOM ucnoiaHeHuu. O6mue nonoxxenus. Poccranaapr, 2014.

36. TOCT P 51624-2000 3amura wuHpOpManmuu. ABTOMAaTH3UPOBAHHBIE CHCTEMBI B
3anuieHHoM uenonHenuu. Oouue tpedosanus. ['occrangapt Poccun, 2000.

37. TOCT P 51275-2006 3ammra uHpopmanuu. OObekT uHPopmaruzanuu. PakTopsl,
BO37eHcTBYIONME HAa HH(popMaruto. O6mue nonoxenus. Pocrexperynuposanue, 2006.

38. TOCT P 52447-2005 3ammra wuHpopmanuu. TexHMKa 3amMTHl HHQOPMAIIHH.
Homenknartypa nokaszarenei kauectBa. PocrexperynupoBanue, 2005.

39. TOCT P 50543-93 Koncrpykiuu 0a3zoBbie Hecymue. CpencTBa BBIYHCIUTEIHHOMN
TexHUKU. TpeboBaHMs 1O OOECHEUEHUI0 3alMThl HH(OpPMAMM U  3JIEKTPOMATHUTHOU
COBMECTHMOCTH METOJIOM dKpaHupoBanus. ['occtangapt Poceun, 1993.

40. TOCT P 56103-2014 3ammura wuHdopManuu. ABTOMAaTU3UPOBAHHBIE CHCTEMBI B
3alIUIIEHHOM HcnonHeHuu. OpraHuzanus W cojaepkaHue paboT 1o 3alUTe  OT
NOpPEJHAMEPEHHBIX  CHWJIOBBIX  JJIEKTPOMArHUTHBIX  Bo3AeWcTBuil.  OOLIMEe  MOJOXKEHHUS.
Poccranpapr, 2014.

41. TOCT P 56115-2014 3ammra uHbopManuu. ABTOMATU3UPOBAHHBIE CHCTEMBI B
3alqUIIeHHoM — ucnoidHeHud.  CpeacTtBa  3alllUThl  OT — MpeJHAMEPEHHBIX  CHJIOBBIX
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3JICKTPOMArHUTHBIX Bo3aeicTBuid. O0mue TpedoBanus. Poccrangapr, 2014.

42. TOCT P HMCO/MDK 15408-1-2012 WudbopManuoHHass TEXHONOTHsI. MeToasl H
cpeactBa obecneueHus: Oe3omacHocTH. Kpurtepuu oneHkn 06e30macHOCTH MH(POPMALMOHHBIX
texHosoruil. Yacte 1. Beenenue u obmas moaens. Poccrannapt, 2012.

43. TOCT P HMCO/MDK 15408-2-2013 HudopmannoHHas TeXHONOTHUA. MeToabl u
cpenctBa obecrieyeHus: Oe3zomacHOCTH. Kputepuu oleHKH 0€30MacHOCTH HH(POPMAIMOHHBIX
texHosioruil. Yacte 2. DyHKIMOHaJIbHBIE TpeOOBaHUs Oe30MacHOCTU (MpsAMOe MPUMEHEHHE
ISO/IEC 15408-2:2008). Poccranmapt, 2013.

44. Metoauka onpeesieHus aKTyallbHbIX YyTpo3 0€3011acHOCTH MEPCOHANBHBIX TAHHBIX TPU
uX 00paboTKe B MH(POPMAIMOHHBIX CHUCTEMaX MEPCOHANBHBIX JaHHBIX. YTBepxaeHa OCTOK
Poccun 14 despains 2008 r.

45. COOpHHK BpEMEHHBIX METOJAMK OIEHKHA 3allMIIEHHOCTH KOH(UACHIIMATHLHOU
uH(pOpMallMK OT YTEUKH [0 TEXHUYECKUM KaHanaMm. YTBepxaeH ['octexkomuccueit Poccum,
2002.

46. T'OCT P 50922-2006 3ammra undopmanuu. OCHOBHBbIE TEPMHHBI U OIpPEACTICHHUS.
PocrexperynupoBanue, 2006.

47. TOCT P 51275-2006 3amurta undopmanuu. O0bekT uHbopMaTuzanuu. DakTopsl,
BO3/eHcTBYIONME HA HH(popMaruio. O6mue nmonoxxenusi. Pocrexperynuposanue, 2006.

48. COOpHHK BpEMEHHBIX METOJHMK OIEHKHA 3alWIIEHHOCTH KOH(PHUIACHIIMATHLHOU
uH(pOpMallKl OT YTEUKH 0 TEXHUYECKUM KaHaiaMm. YTBepxzaeH ['ocrtexkxomuccueit Poccum,
2002.

49. TpeOoBanus o 3ammre HWH(OPMALMU, HE COCTABISIOLIEH TOCYJapCTBEHHYIO TaiiHY,
coJleprKalleiicss B TOCYJapCTBEHHBIX HH(POPMAIIMOHHBIX CHUCTEMaX. YTBEPKICHBI MPHUKA30M
OCTIK Poccum ot 11 ¢pespans 2013 . Ne 17.

50. Mepsl 3ammThl HHGOpPMALMKM B TOCYAAPCTBEHHBIX HH(OPMAIMOHHBIX CHCTEMaXx.
Vrepxnensl ®CTIK Poccun 11 pepans 2014 r.

51. Meroauyeckre peKOMEHIAINH TT0 TEXHUYECKOH 3amuTe HHPOPMAIINH, COCTABIISIONICH
komMmepueckyto TaiiHy. Y1BepxaeHsl ®CTOK Poccun 25 nexadps 2006 r.

B) MporpaMMHOe oOecIeYeHHE: CIEeIHUaTIN3UPOBAHHOE MPOrpaMMHOE oOecreueHue A
IPOBEPKU 3allMIICHHOCTH TOMELIEHUH OT yTeukd HHQOpMAalMK IO aKyCTHYECKOMY |
BUOpPOAKYCTMUECKOMY KaHajlaM, CHEIMaJbHBIX HCCIEAOBAaHUM CPEJICTB BBIYMCIUTEIHHON
TEeXHHKHU;

r) 6a3bl JaHHBIX, UH(OPMAIIMOHHO-CIIPAaBOYHBIE U MOMCKOBBIE CUCTEMbl: wWww.fstec.ru;
www.gost.ru/wps/portal/tk362.

Iepunoauyeckue M31aHuA:

1. Chip/Yun: XypHan 0 KOMIBIOTEPHOH TEXHHMKE JUIs MPO(ECCHOHATOB M OMBITHBIX
10JIb30BAaTENEH;

2. 3aumra uHpopmanuu. Mucaiin: MHpopManOHHO-METOIMUECKUH KypHAaI

3. Hudopmannonnas 6e30macHOCTb peruoHoB: HayuyHo-pakTHYeCcKHid JKypHa

4. Bompocsl kubepOe3zomacHoctd. Hayunblif, nepuognueckuii, HHPOPMAIMOHHO-
METOIMYECKHIl KypHal ¢ 0Oa3oBoi crnenmanu3aunued B o0jgacTh  MHPOPMAIMOHHOMN
6e3onacuoctu.. URL: http://cyberrus.com/

26



5. be3omacHocTh MHGOPMAIMOHHBIX TEXHOJOTHH. [lepuoguvecKuil pereH3upyeMblid
HayuHbli )xypHan HUAY MU®U. URL: http://bit.mephi.ru/

DJIeKTPOHHbIE UCTOYHUKM:

1. ®epepanbHas ciayxk0a TO TEXHUYECKOMY U 3KCHOpTHOMY KoHTponro (PCTIK
Poccun) www.fstec.ru

2. HudopmanmoHHO-CIIpaBOYHAsi CUCTEMa IO JOKyMEHTaM B 0O0JacTH TEXHHYECKOH
3amuThl HHpopMarmu WWw.fstec.ru

3. OOpazoBatenbHble NOPTAJIbl MO PA3JIMYHBIM HANpaBICHUSIM OOpa30BaHUS U
temartuke http://depobr.gov35.ru/

4. CnpaBouHo-npaBoBas cucrema «KoncynpranT [Trocy www.consultant.ru
CnpaBouHo-nipaBoBas cucrema «l'apant» » wWww.garant.ru
denepanbublii nopran «Poccuiickoe odOpazoBanue Www.edu.ru
®enepanbHblii paBoBoil noptan «lFOpuandeckas Poccusi» http://www.law.edu.ru/
Poccuiickuii Onomerprueckuii mopran Www.biometrics.ru

N O

9. ®enepanbubiii mopran «MHPOPMAIMOHHO- KOMMYHHKALIMOHHBIE TEXHOJIOTHH B
obpaszoBanum» htpp\\:www.ict.edu.ru
10. Caiit Hayunoii anektponHoii 6ubmuorekun Www.elibrary.ru
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5. KOHTPOJIb U OLIEHKA PE3YJIBTATOB OCBOEHUA
IMPOPECCHUOHAJIBHOI'O MOAVYJIABUIA JEATEJBHOCTH)

Pe3yabTaTsl OcHoOBHBIE MOKA3aTeJIN MeToabl 1 METOIbI KOHTPOJIS U
(ocBoennbie 1K) OLICHKH pe3yJibTaTa OLICHKH
IIK 2.1. OcymecTtBiAth | JleMOHCTpUPOBAaTh YMEHUS | TECTUPOBAHUE,

YCTaHOBKY U
HACTPOMKY OTIEIBHBIX
IPOTrPaMMHBIX,
POTrPaMMHO-
anmapaTHbIX CPEJICTB
3alIUThI UH(OPMAITHH.

Y MPAaKTUYECKUE HABBIKY B
YCTQHOBKE U HAaCTpPOMKe
OTJENIbHBIX
POTrpaMMHBIX,
IIPOrpaMMHO-aINapaTHbIX
CPEZCTB 3aLUThI
uH(popManuu

9K3aMeH KBaIU(PHUKAIIMOHHBIH,
JKCIIePTHOE HAOII0IeHHE
BBITNOJIHEHUSI TAOOPATOPHBIX padoT,
JKCIIePTHOE HAOII0IeHHE
BBITIOJTHEHUS MPAKTUYECKUX paboT,
OIICHKA PEIICHUS CUTYallHOHHBIX
3ajad,

OLIEHKA TPOIIeCcca U Pe3ysIbTaToB
BBITMIOJTHEHMSI BUJIOB pa0doOT Ha
PAaKTHKE

IIK 2.2. OGecneunBath
3anMTy nH(GOPMAIHH B
ABTOMATHU3MPOBAHHBIX
CUCTEMAaX OTJCIbHBIMHU
MIPOrPaMMHBIMH,
MIPOrPaMMHO-
armapaTHbIMU
CpeICTBaMHU.

JleMOHCTpHUpOBAThH 3HAHUS
Y yMEHHS B 00€CTIeueHUH
3alUThl HUH(OpMaUU B
ABTOMAaTU3UPOBAHHBIX
CUCTEMaxX OTJEJIbHBIMU
MPOrPaMMHBIMH,
IPOrpaMMHO-
annapaTHbIMM CPEICTBAMHU

TECTUPOBaHUE,
9K3aMeH KBaIH()UKAIMOHHBIMH,
JKCIEPTHOE HAOIIIOICHHE
BBITIOJIHEHUSI JTAOOPAaTOPHBIX padoT,
JKCIEPTHOE HAOIIIOICHHE
BBITTOJIHEHHSI TPAKTHYECKUX PadoT,
OLICHKA PEIICHUS CUTYallMOHHBIX
3amad,

OLIEHKa Mpoliecca U pe3yIbTaToB
BBITIOJTHEHMSI BUJIOB pa0doOT Ha
MIPaKTUKE

MK 2.3. OcymiecTBiasTh
TECTUPOBAHUE
GYHKIUH OTAETBHBIX
MIPOTrPaMMHBIX U
MIPOrpaMMHO-
anmnapaTHBIX CPE/ICTB
3aImuThl HHHOPMAITUH.

BelnonHenue nepeyns
paboT Mo TECTUPOBAHUIO
(byHKUIUH OTAETBHBIX
IIPOrPaMMHBIX U
IIPOrpaMMHO-aINapaTHbIX
CPEJICTB 3alIUThI
uH(popMalun

TECTUPOBaHUE,

9K3aMeH KBaIU(PUKAIIMOHHBIH,
JKCIIePTHOE HAOII0IeHHE
BBITOJIHEHUS Ta0OPaTOPHBIX PadoT,
JKCIIePTHOE HAOII0IeHHE
BBITTOJIHEHUSI TPAKTHYECKUX PadoT,
OIIEHKA PEeIICHUS] CUTYallHOHHBIX
3ajad,

OIIEHKa TpoIIecca U pe3yIbTaToB
BBITTOJTHEHUS BUIIOB paboT Ha
MIPaKTUKE
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MK 2.4. OcyiiecTBiATh
00paboTKy, XpaHEHUE U
nepeaayy HHPOpMaLUU
OrpPaHUYCHHOTO
JOCTYyTIa.

IIposiBnATE 3HaHMA,
HaBBIKU U YMEHHS B
00paboTKe, XpaHEHUH U
nepeaaye uHpHopMaIuu
OTPaHUYEHHOTO JJOCTYIa

TECTUPOBAHUE,
9K3aMeH KBATH(DUKAITMOHHBIH,
JKCIEePTHOE HAOIIIOICHHE
BBITIOJIHEHUS JTA0OPATOPHBIX PadoT,
IKCIEPTHOE HAOIIOICHUE
BBITTOJIHEHHSI TPAKTHYECKUX PadoT,
OLICHKA PEIICHUS CUTYallMOHHBIX
3ajad,

OIICHKA MPOIIecca M Pe3yIbTaTOB
BEITIOJTHEHUS BUJIOB paboT Ha
MIPaKTUKE

IIK 2.5. YHnuroxarp
nHpOpMAIIUIO U
HOCHUTEIU UHPOpMaLUH
C UCIIOJIb30BaHUEM
IIPOrPaMMHBIX U
IPOrpaMMHO-
annapaTHbIX CPE/ICTB.

JleMoHCTpanus ajiropurMa
poBeieHUs paboT 1Mo
YHUYTOXCHUIO
uHpOpMaLUU ¥ HOCUTENEH
uHpopManuu ¢
UCIIOJIb30BaHUEM
POTPaMMHBIX U
POTPaMMHO-AIapaTHBIX

TECTUPOBAHUE,
9K3aMeH KBaIH()HUKAMOHHBIMH,
JKCIEPTHOE HAOIIIOICHHE
BBINIOJTHEH U Ta0OPaTOPHBIX padoT,
IKCIIEPTHOE HAOIIIOICHUE
BBITIOJTHEHUSI IPAKTHUECKHUX padoT,
OLICHKA PELICHUS CUTYallHOHHBIX
3ajad,

CPEICTB OLIEHKa IIpoliecca U pe3ysbTaToB
BBITIOJTHCHHMSI BUJIOB pa0doOT Ha
MIPaKTUKE
IIK 2.6. OcywectBiath | [IposiBiATh 3HaHUSA U TECTUPOBAHUE,

perucTparmio
OCHOBHBIX COOBITHII B
aBTOMaTH3UPOBAHHBIX
(MHpOpPMAIIMOHHBIX)
cucTeMax, B TOM YHCIIe
C MCIOJTb30BaHUEM
MPOTPAaMMHBIX H
IPOrpaMMHO-
anmapaTHbIX CPE/ICTB
OOHapyKeHHUs,
MPEIYIpPexICHUS U
JTUKBUIAAN
MTOCJIEICTBHI
KOMITBIOTEPHBIX aTaK.

YMEHUS B 3alllUTe
ABTOMAaTH3UPOBAHHBIX
(MH(MOPMAITMOHHBIX )
CHCTEM C HCIOJIb30BaHUEM
POTPAMMHBIX H
IIPOTPaMMHO-aIapaTHBIX
CpEJCTB OOHAPYKEHMUS,
NpeaynpexIeHus U
JMKBUAALMY TTOCIEACTBUI
KOMITbIOTEPHBIX aTaK

9K3aMeH KBATH(HUKAIIMOHHBIH,
JKCIIePTHOE HAOII0IeHHE
BBITIOJTHEHHSI TAOOPATOPHBIX padoT,
JKCTEPTHOE HAOIIIOICHHE
BBIITOJIHCHH A MMPAKTHUICCKUX pa60T,
OIICHKA PCIICHUA CUTYAallHOHHBIX
3ajad,

OIIEHKa IMpoliecca M pe3ynbTaToB
BBITIOJTHEHMSI BUJIOB padoOT Ha
MPAKTHKE

q)OpMBI U MCTOAbI KOHTPOJIA W OLICHKU PE3YJIbTATOB O6y‘{CHI/I$I JOJIXKHBI ITO3BOJIATH
IMMPpOBECPATHL Yy 06yqa101u1/1xc51 HC TOJIBKO C(I)OpMI/IpOBaHHOCTB HpO(I)CCCI/IOHaJ'IBHBIX KOMHCTCHHHﬁ,
HO U pa3BUTHUC 06]].[I/IX KOMIIETECHIIUN U O6CC1'[C‘-II/IB8.IOIJ_[I/IX nux YMCHI/Iﬁ
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PesyabTaTsl
(ocBoeHHBIE 001N E
KOMIIETEHIIMH)

OcHOBHBIE ITOKA3ATEJIH
OLIEHKHM pe3yJibTaTra

@®opMBbI H METO/IbI KOHTPOJIA
U OLlEHKH

OK 01. Bei6uparp

CHIOCOOBI perieHus 3a/1a4

npodeccnoHanbHOM
NEeSITeIbHOCTH,
MIPUMEHHUTEIBHO K

PAa3JIMYHBIM KOHTCKCTAaM.

— 000CHOBaHHOCTh
MTOCTAHOBKH I1€JIH, BBIOOPA U
NPUMEHEHHSI METOJIOB U
CIOCO0O0B PEIICHHS
npodeccHoHABLHBIX 33/1a4;

- aJicKBaTHas OLICHKA U
camooleHKa 3(ppekTuBHOCTH
Y Ka4eCTBa BBITIOJTHCHUS
npoecCUOHANBHBIX 3a/1a4

NuTepnperanus pe3ynbTaToB
HaOIIOACHUH 32
JeSITeNIbHOCTHIO
o0yyJaroIerocs B pouecce
0CBOEHUs1 00pa3oBaTeNbHOM
MPOTPaMMBI

DKcnepTHOE HAOII0IEHUE U
OLICHKa Ha J1a00paToOpHO -
PAKTUYECKUX 3aHATHUSX, TPU
BBITIOJTHEHUH PadOoT 110
y4eOHOI U TPOU3BOJCTBEHHON
PAKTHKAM

DKk3aMeH KBaTn(pUKaIMOHHBIN

OK 02.OcymmecTBasTh
MIOUCK, aHAJIN3 U
HHTEPIPETALHIO
nH(popManuu,
HEOOXOTUMOM TSI
BBINOJIHEHUS 3a/1a4
npodeccnoHaTBLHOM
JeSITeITbHOCTH.

- UCII0JIb30BaHUE Pa3IMUHBIX
HMCTOYHUKOB, BKITIOYAs
AJIEKTPOHHBIE PECYPCHI,
Meaunapecypcesl, UutepHet-
pecypchl, IEpUOINYECKUE
W3JIaHus TI0 CIIEUAIBHOCTH
JUISL pellieHus
npodeccnoHanbHbIX 3a1a4

HHTtepnperanus pe3ybTaToB
HaAOJIFOJEHU 3a
JeSITeTbHOCTHIO
00y4YaroIerocs B mporecce
OCBOEHUST 00pa30oBaTEILHOM
IPOTPaMMBI

DKCTepTHOE HAOIIOICHUE U
OLICHKa Ha J1abopaTopHO -
MPAKTHYCCKUX 3aHATHUSIX, TIPH
BBINTOJIHEHUH PadoT MO
y4eOHOM U TTPOU3BOICTBEHHOM
NpaKTUKaM

DK3aMeH KBaJTNU(UKaMOHHBIN

OK 03. [InanupoBats
peann30BHIBATH
coOCTBEHHOE
po¢eCCuOHAIBHOE U
JMYHOCTHOE Pa3BUTHE.

- IEMOHCTpAIHs
OTBETCTBEHHOCTH 32
MIPUHSTHIE PEIICHUS

- 000CHOBaHHOCTH
camMoOaHaIn3a U KOPPEKIIHs
pe3yIbTaTOB COOCTBEHHOM
paboThI;

WuTepnperanus pe3ynbTaToB
HalIo1eHnH 3a
NeSITeIbHOCTBIO
o0Oydaromierocs B mporecce
OCBOEHMS 00pa30BaTEIbHOM
MPOrpaMMBbI

DKcnepTHOE HAOI0IEHUE U
OlIeHKa Ha J1ab0opaTopHO -
MPAKTUYECKHUX 3aHATHUSX, IPH
BBITIOJTHEHUH paboT 1O
y4eOHOI U IPOU3BOJICTBEHHOM
MPaKTHKaM

DK3aMeH KBaJTH(PHUKAIIMOHHBII

OK 04. PaGorats B
KOJIJICKTHBE U KOMaH/IE,
3¢ heKTUBHO
B3aMMO/ICHCTBOBATh C
KOJIJICTaMH,
PYKOBOJICTBOM,
KITUCHTaMHU.

- B3aUMOJICHCTBHE C
oOyJaronumucs,
npenoaaBaTeiIsiMi U
MacTepaMu B X0Je 00yUueHus,
C PYKOBOJUTEISIMU y4eOHOM
Y MIPOU3BOJICTBEHHOMN
IIPAKTHK;

WNHTtepnperanus pe3yabpTaToB
HaOIt0IeHnH 3a
JeSITeIbHOCTBIO
o0yyaroIerocs B rporecce
OCBOCHHS 00pa30BaTEIbHON
MIPOTPaMMBbI
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- 000CHOBAaHHOCTH aHAIN3a
paboThI YICHOB KOMAH/IbI
(O TYMHEHHBIX )

DKCNepTHOE HAOIIOICHUE 1
OLIeHKa Ha J1a0opaTopHO -
PAKTUYECKUX 3aHATHUSX, TPU
BBITIOJTHEHUH PadOoT 110
y4eOHOH U TTPOU3BOJICTBEHHOM
MIPaKTUKaM

DK3aMeH KBaJIU(DUKAITMOHHBIN

OK 05. OcymiecTBiATh
YCTHYIO ¥ TUCBMEHHYIO
KOMMYHHUKAITHIO Ha
TOCYJapCTBECHHOM SI3BIKE
C Y4€TOM OCOOCHHOCTEMH
COITHAILHOTO U
KYJIbTYPHOI'O KOHTEKCTA.

-TPaMOTHOCTb YCTHOU U
NMUCbMEHHOM peuHu,

- ICHOCTH (POPMYITUPOBAHUS
U U3JI0)KEHUS MbICIIEH

HHteprperanus pe3ybTaToB
HaOJIFOEHUII 3a
JeSITeTbHOCTBIO
o0ydarorierocst B mporecce
OCBOEHUsI 00pa30oBaTEILHOM
HPOTPaMMBI

DKCTepTHOE HAOIIOICHUE U
OLICHKA Ha J1ab0paTOpHO -
NPaKTUYECKUX 3aHATUAX, IPU
BBIMIOJTHEHUH PadoT 110
yueOHOW U IPOU3BOJACTBEHHOMN
HpaKTHKaM

DK3aMeH KBaJIU(pUKAMOHHBIN

OK 06. IIposBiarh
IPa)TaHCKO-
MaTPUOTHYECKYIO
MMO3HIIUIO,
JTEMOHCTPHUPOBATH
OCO3HAHHOE TOBEACHUE
Ha OCHOBE
TPaJIUIIHOHHBIX
00I1IIeUeI0BeYeCKUX
IICHHOCTEH.

- cOOII0IeHNE HOPM
MTOBEJICHHSI BO BpPEMSI
y4eOHBIX 3aHATUH U
MPOXOXKJICHHSI Y4eOHOH 1
MPOU3BOACTBCHHON MPAKTHK,

WuTepnperanus pe3yinbTaToB
HaOJI0IeHUH 3a
JeSITeIIbHOCTBIO
oOyuarolerocs B mporecce
OCBOCHHS 00pa30BaTEIIbHOM
IPOTPaMMBI

DKcrepTHOE HAO0IEHUE U
OlIEHKa Ha Jab0paTopHO -
NPaKTUYECKUX 3aHATUAX, IPU
BBITIOJTHEHUH pa0OT MO
y4eOHOI ¥ IPOU3BOJICTBEHHOM
MPaKTHKaM

DK3aMeH KBaIH(HUKaIMOHHBIHI

OK 07. ConelicTBOBarTh

- 9(ppeKTUBHOCTH

WHTtepnperanus pe3ybTaToB

COXPaHEHUIO BbInosHeHus npasui Th Bo HaOJIro/1eHui 3a
OKPY’KaroIllleH Cpeasl, BpeMs yUEOHBIX 3aHITHH, IPU | AESITEIbHOCTHIO
pecypcocOepexeHuIo, MPOXOXKICHUN y4eOHOU U o0yyaroIerocs B rnporecce
a3 pexTUBHO MIPOU3BOJICTBEHHON MIPAKTUK; | OCBOCHUSI 00pa30BaTEIbHOM
JIeicTBOBATh B - 3HaHUE U UCTIOJIb30BAHUE IPOrpamMMbl
Ype3BhIYATHBIX pecypcocheperaronmx DKcnepTHOE HAOII0IeHUE U
CUTYyalUsX. TEXHOJIOTHH B 001acTH OLIeHKa Ha J1a00opaTopHO -
TEJIIEKOMMYHHUKAITHH MPAKTHYECKHUX 3aHATHSX, IPH
BBINOJIHEHUH padoT MO
y4eOHOM U TTPOU3BOJICTBEHHOM
MIPAKTUKaM
DK3aMeH KBaJTU(UKaMOHHBIN
OK 08. Hcnonb3oBats - 3¢(eKTUBHOCTH WHTepnperanus pe3ynbTaToB

cpencTBa pU3HUECKOU
KYJIBTYPBI JIJIS
COXpaHEeHud U

BbITTOJIHEHUS nipaBuil Th Bo
BpeMs yueOHBIX 3aHATHH, TPU
MIPOXOKICHUH YICOHOU 1

HaOJIIOEeHNIT 3a
JeSTeIbHOCTHIO
00ydJaromerocs B mporecce

31




YKPEIUICHHUS 3[I0POBbS B
nporecce
npodeCCHOHATLHON
JEATEILHOCTH
MoJIZICpIKaHNe
HEO0XOAUMOTO YPOBHS
buznveckoi
MOJITOTOBJICHHOCTH.

MIPOU3BOJICTBEHHON MPAKTHK;

OCBOCHHS 00pa30BaTeIbHON
MIPOTPaMMBbI

DKcnepTHOE HAOII0IEHUE U
OLICHKa Ha J1a00paToOpHO -
NPAKTUUECKUX 3aHATHUSX, TPU
BBITIOJTHEHUH PadOT 110
y4eOHOH U TPOU3BOJICTBEHHOM
MPaKTUKaM

DK3aMeH KBaJTU(PUKAITMOHHBII

OK 09. Ucmonb3o0BaTh
MH(OPMALMOHHBIC
TCXHOJIOTHUU B
npodeccHoHaTbHOM
JIEATEIILHOCTH.

- 3 pexTUBHOCTH
WCIIOJIb30BAHUS
nH(pOPMAIIMOHHO-
KOMMYHUKAITHOHHBIX
TEXHOJIOTHI B
npodeccHOHATLHON
NEeSITeTbHOCTH COTJIACHO
(bopMHUpPYyEMbIM YMEHUSM U
MOJTy4aeMOMY
MPAKTUYECKOMY OIIBITY;

HHteprperanus pe3ysbTaToB
HaOJIFOIEHUI 3a
JeSITeTbHOCTBIO
o0ydarorierocst B mporecce
OCBOEHUSI 00pa30oBaTEILHOM
HPOTPaMMBI

DKCIepTHOE HAOIIOICHUE 1
OLICHKA Ha JabOpaTOPHO -
NPaKTUYECKUX 3aHATUAX, IPU
BBINIOJTHEHUH PadoT 110
yueOHOW U IPOU3BOJACTBEHHOMN
HpaKTHKaM

DK3aMeH KBaJTU(UKALMOHHBIN

OK 10. ITons30BaThCs
npodeccnoHaTBEHOM
JOKyMEHTAaIl1el Ha
rOCy/IapCTBCHHOM U
WHOCTPAHHOM SI3BIKAX.

- 3 peKTHBHOCTH
HCIIOJIE30BaHMS B
npodeccuoHaIbHOM
JIEATEIbHOCTH HEOOX0IUMOM
TEXHUUYECKOH IOKYMEHTallUH,
B TOM YHCJI€ Ha aHTJIMHCKOM
SI3BIKE.

Wutepriperanus pe3yabTaToB
HaOJI0IeHuH 3a
JEATeILHOCTBIO
o0ydaromierocs B rnpoiecce
OCBOEHMS 00pa30BaTEIbHOM
MPOrpaMMBbI

DKcnepTHOE HAOOIEHUE U
OlIEHKa Ha J1ab0opaTopHO -
NPaKTUYECKUX 3aHATUAX, IPU
BBITIOJTHEHUH padoT 10
y4eOHO ¥ IPOU3BOJICTBEHHOM
MPAaKTUKaM

OK3aMeH KBAJTH(PHUKAIIMOHHBIN
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