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1. TACIIOPT NPOI'PAMMBI NIPOPECCUOHAJIBHOI'O MOAYJIA
IIM.02 3AIIUTA THO®OPMAILIUMU B ABTOMATU3NPOBAHHbBIX CUCTEMAX
INPOTI'PAMMHBIMHA U ITPOI'PAMMHO-AIINIAPATHBIMU CPEACTBAMUA

1.1. O61acTh NpUMEHEHHUS POrPaAMMBbI
[Iporpamma mpodeccnoHambHOrO MOAYIS (manee mporpamma [IM)-sBIsSeTCS YacThIO

IIPOrpaMMbl OJrOTOBKU CHELHAINCTOB cpeaHero 3BeHa B coorserctBuu ¢ ®I'OC CIIO 10.02.05

Ob6ecnieuenrie MHGHOPMAITMOHHOM OE30MMACHOCTH aBTOMATU3UPOBAHHBIX CHUCTEM, B YAaCTH OCBOCHUS

OCHOBHOTO BHUJIA JICATCIEHOCTH

1.2. llesiu v 3a1a4u MOaYJIsl, TPEOOBAHMS K Pe3yJbTaTaM O0CBOEHHUSI MOLYJIsl

C T1uenpi0 OBNQJCHUS YKAa3aHHBIM BHJIOM JESATCIILHOCTH W  COOTBETCTBYIOIIUMH
po(hecCHOHATLHBIME KOMTIETCHIIUSAMHA OOYYArOIIMICS B XOJI€ OCBOCHHS NPOPECCHOHATBHOTO

MOJTYJIS IOJIKEH:

HMETh MPAKTHYECKUH ONBIT:

—  YCTaHOBKH, HACTPOWKH MPOTPAMMHBIX CPEJICTB 3aIIMTHl HHPOPMAIIMH B aBTOMATH3UPOBAHHOM
cucTeme;

— o0ecriedeHus 3allUThl aBTOHOMHBIX aBTOMATH3HPOBAHHBIX CHCTEM TNPOTPAMMHBIMH W
MIPOrPAMMHO-AIITAPATHBIMU CPEJICTBAMM;

— TecTHpoBaHUS  (PYyHKIMH, JUATHOCTHKA, YyCTPAaHCHHWS OTKAa30B W  BOCCTAHOBJICHUS
paboTOCIIOCOOHOCTH ~ TPOTPAMMHBIX W TPOTPaAaMMHO-AIMAPAaTHBIX  CPEJICTB  3aIlUTHI
nHpopmanuu;

— pemenus 3anmad 3amutel oT HCJl x wHbOpMamuu OrpaHUYeHHOTO JOCTYMAa C TMOMOIIBIO
MIPOrpaMMHBIX U TPOrpaMMHO-AMNMaPATHBIX CPEJICTB 3alUIUThI HH(OPMALUY;

— TIPUMEHEHHUS DJIEKTPOHHOM MOANUCH, CHMMETPUYHBIX U ACUMMETPUYHBIX KPpUNTOrpauyecKux
QITOPUTMOB, U CPEJICTB IMHU(PPOBAHUS JAHHBIX;

— yu€ra, 00pabOTKH, XpaHEHUS U Tiepeaaund WHQOpMaIuu, i1 KOTOPOHW YCTaHOBIICH PEXUM
KOH(HMICHIINAITBHOCTH;

— paboTBHI C MOJACUCTEMaMH PETUCTPALIIH COOBITHH;

—  BBIABIICHUS COOBITUI U MHIMJCHTOB 0€301IaCHOCTH B aBTOMATU3HPOBAHHOW CHCTEME.

yMeThb:

— yCTaHaBJHMBaTh, HACTPAUBATh, IPHMEHSTH IIPOTPAMMHBIC H ITPOrPAMMHO-AIIIapaTHBIC CPECTBA
3alIUThl HHQOPMAIHH;

— YCTaHaBJMBAThb W HACTpauWBaTh CPEJICTBA AHTHBHPYCHOW 3alllUThI B COOTBETCTBHUH C
MPEIBSBIIIEMBIMU TPEOOBAHMSIMU;

— JIMarHOCTUPOBAaTh, YCTPaHATh OTKa3bl, OOECIEUUBATH PAOOTOCIIOCOOHOCTH M TECTUPOBATH
(GYHKIMU IPOrpaMMHO-alapaTHBIX CPEACTB 3alIUThl HHPOPMAIIHH;

— MPUMEHATH MPOTPAMMHBIC M MPOrPAMMHO-AIAPATHBIC CPEJICTBA JUIS 3alIUThl HH(OpMAIMH B
0azax JaHHBIX;

— TpOBEpATHh BBINOJHEHHWE TpeOOBaHM MO 3amuTe WHOOPMALUU OT HECAHKIIMOHHPOBAHHOTO
JOCTyMma TpH aTTecTalli OOBEKTOB HMHGOpMATH3aIMU IO TpeOOoBaHUSAM OE30MaCHOCTH
uHpOpMaLnH;

— TMPUMEHATh  MAaTEeMaTHYeCKWi  ammapar  Juis  BBIIOJHEHHS  KpPHUNTOrpaduyecKux
npeoOpa3oBaHMUIi;

— WCTOJb30BaTh THUIIOBBIE TMPOTPAMMHBIE KpUINTOTrpauuecKue CpeacTBa, B TOM UHCHE
ANEKTPOHHYIO MOJIHKCH;

— TPUMEHATH CPEJICTBA TAPAHTHPOBAHHOTO YHHUUTOKEHUSI MHPOPMAIUH;

— yCTaHaBJHMBaTh, HACTPAUBATh, IPUMEHSTH MPOTPAMMHBIC M ITPOrPAMMHO-aIIapaTHbIC CPEACTBA
3alIUThl HHQOPMAIIHH;



— OCYUIECTBJISTh MOHUTOPUHT M PETUCTPALMIO CBEICHUN, HEOOXOIUMBIX ISl 3aIIUThl 00BEKTOB
nH(POpPMATH3aLINH, B TOM YUCIIE C UCIIOJIB30BaHUEM IIPOTPAMMHBIX M IIPOrPaMMHO-aNIapaTHbIX
cpeacTB oOHapy KEHUs, MPEIYIPEKACHUS U TUKBUAALNHN TOCIEICTBUNA KOMITBIOTEPHBIX aTaK
3HATh:

— OCOOEHHOCTH U CHOCOObI NMPUMEHEHHS MPOrPAMMHBIX U IMPOTrpaMMHO-ANNapaTHBIX CPEICTB
3anIuThl HHQOpPMAIUK, B TOM YHCIIE, B ONEPAI[MOHHBIX CHCTEMAaX, KOMIBIOTEPHBIX CETAX, Oa3ax
JTAaHHBIX;

— METOJBl TECTUPOBaHUS (YHKIHMA OTIAECTBHBIX MPOTPAMMHBIX W MPOTrPaMMHO-aNIapaTHBIX
CPEICTB 3alUThl HH(OPMaLUY;

—  THUIOBBIE MOJIEJIM YIPABJIEHUS JOCTYIIOM, CPEACTB, METOJOB U IPOTOKOJIOB UJIEHTU(UKALUN U
ayTeHTH(UKALINH;

— OCHOBHBIE MOHATHS KpUNTOrpaduu M THUIOBBIX KPUNTOrpapUUYECKUX METOJO0B U CPEICTB
3alUThl HH(OPMALIUK;

— O0COOEHHOCTH U CHOCOOBI MPUMEHEHHS! MPOrPAMMHBIX U IMPOTrPaMMHO-aNNapaTHBIX CPEICTB
rapaHTUPOBAHHOIO YHUUTOXKEHUS HH(DOpMalNH;

—  THUIIOBBIE CPEJCTBA U METO/IbI BE/IEHUS ay/IUTa, CPEACTB U CIIOCOOOB 3allUThl HH(OPMALIUU B
JIOKQJIbHBIX BBIYMCIUTENBHBIX CETAX, CPEJICTB 3alUTHI OT HECAHKIIMOHUPOBAHHOTO JI0CTYTIA.

1.3 Kosim4ecTBO 4acOoB HA OCBOEHHE NMPOrpaMMbl PO ecCHOHAIBLHOT0 MOYJIA:
00BbeM 00pa3oBaTEIHLHOM MPOTPAMMBI YU€OHOUM MUCIUTUTAHBI — 603 yacos,

00BeM paboThl 00yyaromuxcs ¢ npenojaasarenaem no M/IK— 395
caMOCTOsITeNIbHas padoTa - 6
KOHCYJIbTAIlUU — 8
MPOMEXKYTOUYHas arrectanus - 14
y4ueOHOM mpakTuku - 108
MPOU3BOJCTBEHHON MPAKTUKHA — 72



2.PE3YJIBTATBI OCBOEHUA ITPO®ECCHUOHAJBHOI'O MOAYJIA
PesynbraToM OCBOCHHMS MpPOrpaMMbl MPO(PECCHOHAITBHOTO MOAYJIS SIBJSETCS OBJIAJCHUE

06y‘-IaIOH_[I/IMI/ICSI BUJIOM ACATCIIBHOCTHU 3aII_II/ITa I/IH(bOpMaI_[I/II/I B aBTOMATU3UPOBAHHBIX CHUCTCMAX

POrPpaMMHBIMH M TIPOTPaMMHO-ANMapaTHBIMU CPEICTBAMH, B TOM 4YHCIE NMPO(hecCHOHAIbHBIMU

(ITK) n o6mumu (OK) koMreTeHIusAMu:

Kon HaumenoBanue pe3yibrara 00yueHust

IIK 2.1. | OcyiiecTBaAsATh YCTAaHOBKY M HACTPOMKY OTHEJIbHBIX IPOrPAMMHBIX, HPOrpaMMHO-
anmnapaTHBIX CPEJCTB 3alIMThl HHPOPMAaIIHH.

IIK 2.2. | O6ecnieunBath 3aUTy HH(HOPMALIMU B aBTOMATU3UPOBAHHBIX CUCTEMAX OTAEIbHBIMU
IIPOrPaMMHBIMHU, TPOrPAMMHO-ANIAPATHBIMU CPEACTBAMM.

IIK 2.3. | OcymuiecTBasTh TECTUPOBAHUE (PYHKIIMI OTJENBbHBIX IPOrPAMMHBIX U IPOIPaMMHO-
anmnapaTHBIX CPEJCTB 3aIMThl HHPOPMAaIIHH.

IIK 2.4. | OcymecTBasTh 00pabOTKY, XpaHEHHE U Nlepeaady HHPOPMaIUU OrpaH HuE€HHOTO
J0CTyIIa.

IIK 2.5. | YHHUTOXaTh MH(OOPMALIMIO U HOCUTETU UH(POPMAILIMH C UCTIOIB30BAHUEM MPOTPAMMHbBIX
Y IPOTPaMMHO-aNNapaTHbIX CPEJICTB.

IIK 2.6. | OcymiecTBAsSTh PErUCTPALIMI0 OCHOBHBIX COOBITHI B aBTOMAaTU3UPOBAHHBIX
(MH(pOPMAIIMOHHBIX) CUCTEMAX, B TOM YHUCIIE C UCTOIb30BaHUEM IIPOrPAMMHBIX U
MIPOrpaMMHO-AMIAPATHBIX CPEACTB OOHAPYKEHUS, IPEAYPEKACHUS U TUKBUIALIUU
MIOCJICACTBUM KOMIIBIOTEPHBIX aTaK.

OK 1. BriOupate  cmocoObl  pemieHus — 3amad  npodeccHoHambHON — JACSTENBHOCTH,
IIPUMEHUTEIBHO K Pa3IM4YHbIM KOHTEKCTaM.

OK 2. Ocy1iecTBIATh NOUCK, aHAJIU3 U UHTEPIPETALMIO HH(OPMALMH, HEOOXOIUMOM JUIs
BBITNIOJIHEHUS 33/1a4 TPO(ECCUOHAILHON 1A TEIbHOCTH.

OK 3. [InanupoBaTh M peasn30BBIBATh COOCTBEHHOE TPO(ECCHOHATBLHOE M JIMUHOCTHOE
pa3BUTHE.

OK 4. PaGoTath B KoJIEKTHBE U KOMaHA€e, 3p(PEKTUBHO B3aUMOAECHCTBOBATh C KOJUIETAMH,
PYKOBOACTBOM, KIUEHTAMU.

OK'S. OcCyIIecTBIATh YCTHYIO U IUCBbMEHHYIO KOMMYHHMKAIUIO HA TOCYJApCTBEHHOM SI3BIKE C
Y4€TOM 0COOEHHOCTEH COLMAIBHOIO U KYJIBTYPHOIO KOHTEKCTA.

OK 6. [IposBIATH IpakJaHCKO-NIATPUOTUYECKYIO IMO3ULUI0, JEMOHCTPUPOBATH OCO3HAHHOE
NOBEJICHHE HAa OCHOBE TPAJAULIMOHHBIX O0IIEUETI0BEYECKUX LIEHHOCTEH.

OK 7. ConeiicTBOBaTh COXpaHEHUIO OKPYIKaIOIIEH Cpeibl, pecypcocOepexeHnto, 3pPpeKTuBHO
JCHUCTBOBATH B UpE3BbIYANHBIX CUTYyaLUsX.

OK 8. Hcnonb3oBathk cpeacTBa GU3NUECKOM KyJIbTYpHBI U1l COXpPAHEHUS U YKPEIICHUS
3JI0pOBbsI B ITpoLiecce NPOoPecCHOHATBHOMN IeSTENbHOCTH U OIep/KaHue
HE00X0IMMOT0 YpOBHS (pU3HUeCKON MOATOTOBICHHOCTH.

OK 9. Vcnonp30BaTh HHPOPMALIMOHHBIE TEXHOJIOTHH B NPO(PECCHOHANBHOM eI TETbHOCTH.

OK 10. | ITonmp30oBaTbcs NpodecCHOHATbHOM TOKYMEHTaluel Ha TOCYJapCTBEHHOM U

HHOCTPAHHOM S3bIKaX.




3. CTPYKTYPA U COAEP KAHUE NIPOPECCHUOHAJIBHOI'O MOAYJIA
IIM.02 3amuTa uHpoOpMaNy B ABTOMATH3UPOBAHHBIX CHCTEeMaX NPOrpaMMHBIMHM M IPOrPAMMHO-ANNAPATHBIMH CpeICcTBAMH
3.1. TemaTnuyeckuii nu1ad npogecCHOHATBHOI0 MOAYJIS

O6beM npodeccnoHaIEHOTO MOTYIIA, Yac
O6yuenue mo MJIK
[IpaxTuka
Kozt Haumenosanus pas3nenos Beer O6bem B TOM 4HClIe o = «
IIK u po(heCCHOHATBEHOTO cero o0pa3oBaTesbH < © . = = = =
4acoB . 52 =) = s g 3 o g
OK MOAYJIS 01 mporpamMMmsl S 2 S Y - 5 E & 8 : g5
= n e ]
=2 2 s¢ | sg8 §&| B |82 | wn T11
£ < 8 g5 | SRE|l 28 g | 8=
53 g © E R I 2 | £
1 2 3 4 5 6 7 8 9 10 11 12 13
IK 2.1.- | MK 02.01 ITporpammHbIe
2.6 U IPOTrpaMMHO-aMNIapaTHbe 355 247 129 66 ) 30 6 3 3 7 36
OK 1-10 | cpenctBa 3amuThI
uHbopManyu
MK 02.02
Kpunrorpaguseciae 242 170 110 60 - - 36 36
CPEACTBA 3aIUTHI
nHbopManyu
DK3aMeH 10 MOAYJIIO 6 - - 6
Bcero: 603 417 239 126 - 30 6 8 14 108 72




3.2. Conepxanue o0ydeHus M0 Npo¢ecCHOHATLHOMY MOIYJII0

Haumenoanue paznenos YpoBeHb
npodeccuonansHoro moaynst | Conepkanue yueOHOTO MaTepHala, JJadopaTOpHbBIE PadOThl M MPAKTUUECKUE 3aHSTHS, CAMOCTOSITEIbHAS O6beM | ocBOeHUS
(IIM), MexxauCIUIITMHAPHBIX | paboTa o0ydaromierocs, KypcoBas padoTa (IIpoeKT) 4acoB
kypcoB (MJIK) u tem
1 2 3
Paznen 1 moayns. [IpimeHeHrne MpOrpaMMHBIX U TIPOTPaMMHO-AIAPATHBIX CPEJICTB 3l TH HHPOPMAIIH 355
MJIK.02.01. ITporpamMmMHbIe W TPOrpaMMHO-aNapaTHbIE CPENICTBA 3aIUTHl HHPOPMAIIH 247
Paznen 1. OcHOBHBIE IPUHIIMTIBI POTPAMMHON U MPOTPAMMHO-aNapaTHON 3alIuThl HH(pOpMaIHu 52
Tema 1.1. Ilpeamer u 3agaun | Coxmepxkanue 6
[IpOrpaMMHO-aIIIIapaTHON 1 | Ilpeamer u 3aaul MPOTPaAMMHO-AIAPATHON 3aTUTHl HHPOPMAIIUN 1,2
3alIMTHI HHPOPMAIUK 2 | OcHOBHBIE TIOHSTHS TIPOTPAMMHO-AIIAPATHON 3aUTHI HHQOpMaImn 6 1,2
3 | Knaccugukariyst METOIOB M CPEICTB IIPOrPaMMHO-AIIapaTHON 3alluThl HH(pOopMarn 1,2
Tema 1.2. Cranmaptsl Copeprxanue 10
Oe3omacHoOCTH 4 | HopmaTuBHbIE IpaBOBbIE aKThl, HOPMAaTUBHbIE METOIMUYECKUE JOKYMEHTHI, B COCTaB KOTOPBIX BXOJSAT 2 2
TpeOOBaHMSI U PEKOMEHAAINHY T10 3aIliuTe HHGOPMALIMK IPOrPAMMHBIMU U IPOIpaMMHO-alIapaTHbIMU
cpeactBamu. IIpoduim 3amuTel IpOrpaMMHBIX U IIPOrPaMMHO-AIIIAPATHBIX CPEACTB (MEKCETEBBIX
9KPAHOB, CPE/ICTB KOHTPOJISI ChEMHBIX MAIIMHHBIX HOCUTENeH NH(OpMALH, CPEACTB JOBEPEHHON
3arpy3KH, CPeJICTB aHTUBUPYCHOM 3aIlUThI)
5 | CranmapTsl M0 3aIuTe HHPOPMAITHH, B COCTaB KOTOPHIX BXOIAT TPEOOBAHMS M PEKOMEHIAITUH 110 2 2
3amMTe MH(OpMaIyy NPOrpaMMHBIMU M IPOTPAMMHO-aNNapaTHBIMKU CPEACTBAMH.
TemaTnka MPaKTHIECKUX 3aHATHH 6 2,3
IIpaktuueckas padora Nel. O630p HOPMATUBHBIX IPABOBBIX aKTOB, HOPMAaTUBHBIX METOANYECKUX JOKYMEHTOB
110 3a1mTe HH(OPMALUK, B COCTaB KOTOPBIX BXOAAT TPEOOBAaHMS U PEKOMEHAALIUH 110 3aIUTe HH(OpMaLuu
MIPOrpaMMHBIMHU U IPOTrPaMMHO-aNNapaTHBIMUA CPEACTBAMU
[IpakTrueckas padora No2-3. PaboTa ¢ conep»xaHreM HOPMATHBHBIX MTPABOBEIX aKTOB
00630p crangapToB. Pabora ¢ comepkaHneM CTaHAapTOB
Tema 1.3. 3amumennas Conepxanne 16
aBTOMaTU3MPOBAHHAS 6 | ABromarm3aums npouecca 00padotku nHpopmanuu. [loHsTHE aBTOMAaTU3UPOBAHHOMN CUCTEMBI. > 1
cucrema
7 | OcoOeHHOCTH aBTOMATH3UPOBAHHBIX CUCTEM B 3alIUINEHHOM HcronHeHnH. OcHoBHBIE BUABI AC B ) 2

3allIUIICHHOM M CIIOJTHCHHUH.




8 MeTtoapl Co3gaHMs 0€30ITaCHBIX CUCTEM. Mertononorus IMPOCKTUPOBAHUA IT'APAHTUPOBAHHO 3allIUIIICHHBIX

KC 2
9 | duckpeuronnsie Moaen. MaHgaTHbIe MOJACIN 2
TeMarnka NpakTUYECKUX 3aHATUN 8
[paktuydeckas padora Ned. Yuer, 00paboTKa, XpaneHue u nepeaada napopmanuu B AVIC. Orpannuenue
JIOCTYTIa HA BXOJ B CUCTeMy. MneHTrdUKAIMS 1 ayTeHTH(QUKAIHS [T0JIb30BaTeen
[IpakTrueckas padora NeS. Paszrpanudenue nocryna. Perucrpanus coObiTuii (ayaur).
[paktuydeckas padora No6-7. KOHTpOIIb 1IEOCTHOCTH IaHHBIX. YHHUYTOKEHHE OCTATOYHON HH()OPMAIIHH.
Tema 1.4. Conepxanue 8
Jecrabumsupyroiiee 10 | UcTouyHuku aecTaOuIM3UPYIOIEro BO3JACHCTBYS HAa O0ObEKThI 3aIUThI 2
BO3JICHCTBHE Ha OOBEKTEI 11 | CnocoOsl Bo3neiicTBUS Ha MH(DOpMAIIHIO 2
3aIIUThI _
12 | ITpuuuHbI U yCIOBHS JIecTaOMIIH3HPYIONIETO BO3JICHCTBIS Ha HH(OPMAIIUIO 2
TeMarrka MpakTUYECKUX 3aHSITUN 2
IIpaxtrueckas padora Ne8. PacmipeneneHue KaHaIOB B COOTBETCTBHH C HCTOYHUKAMHE BO3ICHCTBHS HA
nH}opMaIio
Tewma 1.5. IpuHTmms! Copeprxanue 12
MIPOTpaMMHO-AIMTapaTHOM 13 | IloHATHE HECAaHKIIMOHUPOBAHHOTO JOCTyTA K HH(popmaruu OCHOBHBIC TTOAXOIbI K 3aIIUTE HHGOPMAITHN 2
3aIUTH HHPOPMAITUN OT or HC/]
HECaHKIIMOHHUPOBAHHOTO 14 | Opranuzanms qoctyna K (aifiaaM, KOHTPOIb HOCTyIa U pa3TpaHHyYEHIe JOCTYTa, HePAPXUIECKAN OCTYII
JIOCTyna K ¢aitmam. @ukcanus KocTyma K (aitmam 2
15 | JocTym K IaHHBIM CO CTOPOHBI IIpoIecca 2
16 | OcoOGeHHOCTH 3alUTHI TaHHBIX OT m3MeHeHus. [ludpoBanne
TeMaruka MPakKTUUYECKUX 3aHSITUI 4
ITpaktrueckas padbora Ne9. Opranuzamnus 1ocTyma K (anmam
[IpaxTrueckas padora Nel(0. O3HaKOMIIEHHE C COBPEMEHHBIMH IMMPOTPAMMHBIMH W TTPOTPAMMHO-AITAPATHRIMH
cpeacrBamu 3anuthl oT HCJI
PyOGexxHBINH KOHTPOIH Nel 2
CamocrosiTensHas paboTa
Cucremarnueckas mpopaboTKa KOHCIIEKTOB 3aHATHH, y4eOHOU U CIIeNMaTbHON TEXHUIECKOH JImTepaTypsl (TI0 BoImpocaM K maparpadam,
rJ1aBaM y4eOHBIX TOCOOUH, COCTABICHHBIM MTPETIOAaBaTEIeM) |

HOILFOTOBKa K IIPAaKTUYICCKUM pa60TaM C UCIIOJB30BAHUEM MCTOANYCCKHUX peKOMCHHaHI/Iﬁ npenoaaBaTeid, O(l)OpMJ'IeHI/Ie MMPAKTUYICCKUX pa60T,

OTYCTOB K HMX 3aIllIUTC.

TemaTtnka BHCAYAUTOPHBIX CAMOCTOATCIIbHBIX pa60T:




Hammucats pe(bepaT Ha TCMY «HoBBI€ TeXHOIOTHHU XPaHCHU I/IH(bOpMaHI/II/I))

Paznen 2. 3amuTa aBTOHOMHBIX aBTOMaTH3UPOBAHHBIX CHCTEM 74
Tema 2.1. OCHOBBI 3alTUTHI Conepkanue 8
ABTOHOMHBIX 17 | Pabora aBronomuoi AC B 3amuineHHoM pexxume. Anroputum 3arpys3ku OC. lItaTaeie cpencrsa > 1,2
ABTOMATHU3WPOBAHHBIX 3aMBIKaHUS CPEJIbI
CHCTEM 18 | Pacimmpenne BIOS kak cpencTBO 3aMbIKaHUsI IPOTPaMMHOI cpeibl 2 2
19 | Cucremsl Tuna DMeKTpOHHBIN 3aMOK. D3 ¢ MPOBEPKOI 1ETOCTHOCTH MPOTrPaMMHOM Cpeibl. o) 2
20 | Ilonsarue AM/I3 (noBepenHas 3arpyska).[IpumMeHenne 3aKna oK, HallpaBIEHHBIX Ha CHIDKEHUE ) 1
3(hdEKTUBHOCTH CPEJICTB, 3aMBIKAIOIINX CPEY.
Tema 2.2.3amuta nporpamm | Comeprxanue 8
OT U3y4EHUs 21 Wzyuenue u obpatHoe mpoekTupoBanue [10. 2
22 3a/1auu 3alUThl OT U3YyUYSHHUS U CIIOCOOBI MX PEIICHHUs. 3alluTa OT OTIaIKA ’ 2
23 3anmTa OT IU3acceMONINPOBAHUS 2 2
24 3ammTa OT TPACCHPOBKH T10 MPEPHIBAHUSIM ) 2
Tema 2.3. BpenonocHoe Conepxanne 18
MporpaMMHoOe obecrieueHue 25 BpenonocHoe mporpaMMHoe obecrieueHre Kak 0COOBIH BHJT pa3pyIIaroIuX BO3/ICHCTBUH. 2
Kiraccudukariis BpeJoOHOCHOTO MPOTPaMMHOTO 00eCTICUCHIS 2
26 Cxewma 3apaxenus. Cpencrsa HelTpam3aruu BpenoHocHoro [10. [Ipodunakruka 3apakeHust ’ 2
27 ITonck cnenoB akTuBHOCTH BpemoHocHOTO I10. Peectp Windows. OcHOBHBIE BETKH, COACPIKAIIHEC 2
nHpopmaruio o BperoHocHoM [10. [Ipyrue o0BexTsI, comeprkamnie nHpopmamnuio o BpenoHocHom 10, | 4
(hatimer prefetch.
28 Bor-aets1. [Ipuanmn ¢hyHKIpIoHUpoBaHus. MeToap! 00HApYKEHUS > 2
29 Knaccudukanus aHTuBupycHbIX cpencTB. CUTHATYPHBIM U 3BPUCTUYECKUI aHATU3 ) 2
30 3ammra oT BUPYCOB B "py4HOM pekume’. OCHOBHBIE KOHUEIIUU TOCTPOCHUS CHCTEM aHTUBHPYCHOU ) 3
3aLIUTHI HA IPEANIPUSTHN
TemaTuKa NPaKTUYECKUX 3aHATUN 4

[Ipaktuueckas padora Nel1-12. ITpumenenus cpeacTs uccienoBanus peectpa Windows A HaX0XXIeHUS

CJICAOB AaKTUBHOCTHU BPCAOHOCHOT'O 110
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Tema 2.4. 3amura nporpamMm
U IaHHBIX OT
HECaHKIMOHUPOBAHHOTO
KOIIMPOBaHUS

Conepkanue

10

31

HeC&HKHHOHHpOBaHHOC KOIMUPOBAHUEC IMPOrpaMM KakK THUII HCI[ IOpI/II[I/I'-ICCKI/Ie ACIICKThI
HCECAaHKIIMOHUPOBAHHOI'O KOMMMPOBAHUS IIPOTPpaAMM. O6III€€ IMOHATHC 3allIMTHI OT KOIMMPOBAHUA

32

[Ipusszka [10 k anmapaTHOMY OKPYXEHHIO U HOCUTEISIM

33

3amuTHBIE MEXaHW3MBI B COBPEMEHHOM IIpOrpaMMHOM obecnieueHnn Ha npumepe MS Office

[\

TemaTuka IPaKTUYECKUX 3aHATUN

[IpakTrueckas padora Nel3-14. 3anmra uHGpOpPMAIMK OT HECAHKIITMOHUPOBAHHOT'O KOITMPOBAHUS C
HCIIOJIb30BaHUEM CIIEIMATM3UPOBAHHBIX MPOTPAMMHBIX CPEICTB
3amuTHBIE MEXaHWU3MBI B TIpHIIokeHusax (Ha mpumepe MSWord, MSExcel, MSPowerPoint)

Tema 2.5. 3amura
nH(pOpMaIUK Ha MAIIMHHBIX
HOCUTCIIAX

Conepxanue

34

[IpoGiieMa 3aIUThI OTYYKIAEMBIX KOMITOHEHTOB [I9BM.

35

MeTo/p! 3aMThl HHPOPMAIIUK Ha OTUYXIaeMbIX HocuTelsix. [lludpopanue.

36

CpecTBa BOCCTaHOBIICHUS ocTaTo4HOMN MH(popManuu. Co3nanue noceKTopHbix o0pazos HXKM/I.

37

[IpuMeHeHne cpeliCTB BOCCTAHOBJICHUS OCTATOYHOM MH(OpMAIHK B CYICOHBIX KPUMHUHAIMCTHYECKHX
JKCIEePTH3ax M MPH pacciieIoOBaHUU MHIMACHTOB. HopMaTiBHas 6a3a, JOKyMEeHTHPOBAHHUE PE3YIHTATOB

38

besBo3BparHoe yaanenne qaHHbIX. [ [pUHITUITBL B aJrOpUTMBI

TeMarruka MpakKTUYECKUX 3aHSTUN

[Ipaxtrueckas padora Nel5. IlpuMeHeHHe cpencTBa BOCCTAHOBIICHHS OCTATOYHOW HH(OPMAITUN Ha TIpUMepe
Foremost v ananora

IIpaxtrueckas padora Nel6-17.ITpuMeHeHNE CIEUATU3UPOBAHHOTO IMPOTPAMMHOTO CPEIICTBA JUIS
BOCCTaHOBJICHUS YIATCHHBIX (haiiioB

IIpaxtrueckas padora Nel8. IlpuMeHeHHE TporpaMm JijIsl 0€3BO3BPATHOTO YIAICHHS JaHHBIX

IIpaktrueckas padora Nel9. IlpuMeHeHHE TpOrpaMM ISl MMM POBAHUS TAHHBIX Ha CheMHBIX HOCHTEIIIX

Tema 2.6. Anmaparabie
CpeAcTBa ACHTU(HUKALNYI U
ayTEeHTU(PUKAITUH
M0JIb30BaTENEH

ConepxaHue

39

TpeboBaHus K anmapaTHBIM CPEACTBaM UIACHTU(UKALIUHN 1 ayTeHTU(UKAIIUH TT0JIh30BaTEIEeH,
npumeHsieMbiM B 93 u AIIMJ13

40

VYerpotictea Touch Memory

Tema 2.7. CucreMsl
oOHaApyKEHUS aTaK u

Copaepxanue

41

COB u COA, otnnuus B pyHKiusx. OcHoBHBIE apxuTekTypsl COB

ool | o |~
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BTOP>KCHUIA 42 | Ucnonw3oBanue ceteBbix cHUpdepoB B kauectee COB

43 | Annaparuerit komnoneHT COB. IIporpammustii komnonent COB 2
44 | Mopenu cucteMbl 00Hapy KeHUs BTop:keHui. Kitaccudukarms cucteM oOHapyKCHHSI BTOPKCHH. 2
Oo6Hapyxenue curaaryp. OO0HapyxeHue aHoManui. J[pyrue MeTo il 00HAPYKEHHUSI BTOPIKSHHUI
TeMarnka NpakTUUYECKUX 3aHATUN 2
[Ipaktuydeckas padora Ne20. MoaenupoBanue npoBeicHUs ataku. V3yueHre HHCTPYMEHTAIBHBIX CPEICTB
00HapYKCHUSI BTOPKCHUIH
Py6esxxHbiil KOHTpOITb No2 2
CamocrosiTenbHas paboTta 2
Cucremarnueckas mpopadoTKa KOHCIIEKTOB 3aHATHH, y4eOHOM U CIIEIMaIbHON TEXHUYECKOH JInTepaTyphl (110 BOIIpocaM K naparpadam,
rJIaBaM y4eOHBIX TTOCOOUIA, COCTABJIICHHBIM ITPEIIOIaBaTEIIeM )
[MoaroroBka k mpakTHYECKUM pabOTaM C UCIOJIB30BaHUEM METOIMUECKIX PEKOMEH A MperoaaBares, oopMiieHe TPaKTHUECKHX padoT,
OTYETOB K HX 3alllHTE.
Temarvka BHEay IUTOPHBIX CAMOCTOSTEIbHBIX Pa0OT:
[ToaroToBUTH NMpe3eHTan Ha TeMy «CTaTUCTHKA M aHAJIM3 KPYITHBIX YTeYeK HH()OPMAIIMH 3a T/
2 CEMECTP OBYYEHU A 17
Pasnen 3. 3amura nHGOPMAIIMHK B JIOKAJIBHBIX CETSIX
Tema 3.1. OcHOBEI Conepxanne 7
ITOCTPOCHUS 3AIMUIIECHHBIX 45 | Ceru, paboTaroiye 0 TEXHOJIOTHH KoMMyTaruu nakeToB. Ctek mpoTokosioB TCP/IP. OcobenHocTr 5
ceren MapIIpyTU3aAIUU
46 | llTarable cpencTBa 3amUTH HHGOPMAITUK cTeka mpotokoioB TCP/IP
47 | CpencrBa uaeHTU(UKAIINY U ayTEHTU(UKAITUN Ha Pa3HBIX ypoBHsX mpoTokona TCP/IP, nocromnHcTBa, 2
HEJOCTAaTKH, OTPaHIIEHHS
Tema 3.2. CpenctBa Coneprxanne 10
opranuzanuu VPN 48 | BupryanpHas yactHas ceTb. OyHKINHY, Ha3HAYCHHE, IPUHITUN TOCTPOCHUS 2
49 | Kpunrorpaduueckue 1 Hekpunrtorpaguueckue cpenctsa opranuzanun VPN. Yerpoiictsa, obpasyromue | 2
VPN. Kpunrromapipytuszarop U KpuntToQmibTp
50 | Kpunropoytep. [IpuHIUIblL, apXuTEKTypa, MOJENb HAPYLIUTENs], JOCTOUHCTBA U HEJOCTATKU 2
51 | Kpunrodunbtp. [IprHINTIEL, apXUTEKTYpa, MOJIENb HAPYIIATENS, JOCTONHCTBA H HEAOCTATKH 2
TemaTuKa NpaKTUYECKUX 3aHATUN 2
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[Ipaktuueckas padora Ne21. PazBepreiBanue VPN

CamocrosTenpHas padoTa 1
Cucremarnyeckas mpopadbOTKa KOHCIIEKTOB 3aHATHH, yueOHOH U ClieNMabHOW TEXHUYECKOH JIMTepaTyphl (110 BOIpocaM K naparpadam,
rJIaBaM y4eOHBIX TTOCOOUM, COCTABJICHHBIM MTPETIOAaBaTEIICM )
[ToaroroBKa K MPaKTHYECKUM padoOTaM C UCIIOIb30BAHUEM METOAMUYSCKUX PEKOMEH AN MpernoaaBareis, 0(hopMICHUE MPAKTHICCKUX PadoT,
OTYETOB K UX 3aIlUTE.
Temaruka BHeAy TUTOPHBIX CAMOCTOSITCIBHBIX Pa0OT:
[ToaroToBuTh NMpe3eHTaNN0 Ha TeMy «[lorck nH(OpMAIIMK O HOBBIX BUJAX aTak Ha MHQOPMAIIMOHHYIO CUHCTEMY»
Paznen 4. 3amura nHGOpPMAIIMU B CETAX OOILEro A0CTyNa 16
Tema 4.1.06ecmieueHue Conepxxanue 16
0e301macHOCTH MexceTeBoro | 52 | Mero/ipl 3aIiThl HHPOPMAIMHU MPU paboTe B CETSX OOIIIEro J0CTyma 2 1
B3aMMO/ICHCTBHS 53 | MexcerteBble 3kpanbl Tuna firewall. JlocTonHCTBa, HEOCTATKH, PEATU3yEMBbIC MOJIUTUKN 0€30MIACHOCTH. ) 2
OcHoBuble Tuibl firewall. CumMMeTpudHbIe 1 HecuMMeTpuuHbIe firewall
54 | Yposens 1. [TaketHbie GUIBTPHL YpoBeHb 2. GUIbTpaIUs CITYkO, IIOMCK KITFOUYEBHIX CJIOB B TEIE 2
[1aKETOB Ha CETEBOM ypOBHE. YpOBeHb 3. Proxy-cepBepa NpuKIaIHOIO YPOBHS 2
55 | OnHOXOCTOBBIE U MYJILTHXOCTOBBIC firewall 2 2
56 | OCHOBHBIC TUITBI APXUTEKTYP MYyJIbTUXOCTOBBIX firewall. TpeOoBaHMS K KaXKIOMY XOCTY HCXOJIS U3 2
ApPXUTEKTYPHI ¥ BHITOTHAEMBIX (PYHKITHH.
57 | TpeboBaHus M0 CEPTUPHUKAITAN MEKCETEBBIX IKPAHOB 2
TemaTrka TPaKTHICCKUX 3aHATHH U JIA0OPAaTOPHEBIX paboT 4
IIpaxtrueckas padora Ne22. M3yuenne u cpaHenune apxutektyp Dual Homed Host, Bastion Host, Perimetr
IIpaktrueckas padora Ne23. M3ydeHne pa3InvHbBIX CITOCOOOB 3aKPHITHS "0nacHBIX'" IOPTOB
CamocrosTenbHast paboTa
Cucremarnueckasi mpopaboOTKa KOHCIIEKTOB 3aHATHI, y4eOHOH U CIIeUAIbHOW TEXHUYECKON JIUTEepaTyphl (IT0 BOIpocaM K maparpadam,
rJ1aBaM y4eOHBIX TOCOOUI, COCTaBIEHHBIM IIPETIO/IaBaTEIIEM )
[ToaroroBka K MpakTHYECKHUM paboTaM C UCIIOIH30BAHNEM METOAMUYECKUX PEKOMEHIAINN TTperoaaBarennd, opopMIleHIe MPaKTHIeCKuX padot, | 1
OTYETOB K WX 3aIlUTE.
Temarrka BHEay TMTOPHBIX CAMOCTOSTENFHBIX PadoT:
[loaroroButs moxman mo Teme «O030p COBpeMEHHBIX MPOTPaMMHBIX H MTPOTPaMMHO-aNIapaTHBIX CPEICTB 3aIIUTHDY
Paznen 5. 3ammra napOpManuu B 6a3ax TaHHBIX 14
Tema 5.1. 3amura Conepxanue 14
uH(bOpMALIK B 6a3aX JAHHBIX | 58 | OcHOBHBIE THITbI yrpo3. Moiesb HapyIuTeis 2 1
59 | CpeactBa naeHTUGHUKALNN U ayTEHTU(UKAIUU. Y IPAaBIEHUE JOCTYIIOM 2 1
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60 | CpencTBa KOHTPOJIS ETOCTHOCTH HH(POpManuu B 6a3ax naHHbIX.CpeacTBa ayiuTa U KOHTPOJIS

Oe3omacHoctu. Kpurepuu 3anuineHHoCcTy 0a3 JTaHHBIX 2
61 | [Ipumenenue kpunTorpaduIecKux CpeAcTB 3aIUTh MH(GOpMauWH B 0a3ax JaHHBIX 2
TeMarnka NpakTUUYECKUX 3aHATUN 6
[Ipaktuueckas pabora No24-25. M3yuenne mexannzmoB 3amutel CYBJI MS Access
[Ipakruueckas padora No26. M3yuenne mratabix cpeacts 3ammtbl CYB/] MSSQL Server
Py6esxxHbiii koHTpOIsb Ne | 2
Pazgen 6. MOHUTOPHHT CHCTEM 3aIIUTHI 22
Tema 6.1. MoHUTOpUHT Conepxanne 10
CHCTEM 3allHUThI 62 | [Nonsrue nu 000CHOBaHKME HEOOXOAMMOCTH UCIIOIH30BAHMI MOHUTOPHHTA KaK HEOOXOAMMOM KOMIIOHEHTHI | 2
CHUCTEMBI 3alllUThI I/IH(l)OpMaHI/II/I
63 | OcobeHHOCTH (UKCAIUK COOBITHIA, TOCTPOSHHBIX HAa PA3HBIX MIPUHIIUIIAX: CETH C KOMMYTaIen 2
COCMHEHMI, CeTh ¢ KomMmyTaluel nakeros, TCP/IP, X.25
64 | Knaccudukanus oTciexxnBaeMbIx cOOBITHI. OcOOEHHOCTH MOCTPOSHNS CUCTEM MOHUTOPHHTA.
UcTounukn I/IH(I)OpMaHI/II/I JJI1 MOHUTOPHHIA: CETEBBIC MOHUTOPLBI, CTATUCTUYCCKNUE XaAPAKTCPHUCTUKU 2
Tpaduka yepes MO, npoBepka pecypcoB 0OIIEro MoJib30BaHMs
Knaccuukanns cereBbIx MOHUTOPOB. CHCTEMBI yIIPaBIEHHs COOBITHSIMU HH(POPMAITMOHHOI
65 | 6ezomacHoctr (SIEM). 2
00630p SIEM-cucteM Ha MEPOBOM M POCCHICKOM PBIHKE
TeMaruka NpakTUYECKUX 3aHSATUH 2
[Ipaxtrueckas padora Ne27. M3ydueHne u CpaBHUTEIBHBIN aHAIN3 PAacIIPOCTPAHESHHBIX CETEBBIX MOHHTOPOB HA
mpumepe RealSecure, SNORT, NFR wmm apyrux aHamoros
Tewma 6.2. 3yuenue mep Conepxanne 4
3anU Tl THPOPMAIUH B 66 | N3yuenue TpeboBaHmii 0 3ammuTe HHPOPMALINHY, HE COCTABIISIONIEH TOCYIapCTBEHHYIO TaiiHy. U3yuenne | 2
NH(OPMALMOHHBIX CHCTEMAX Metoandeckux 1okymeHToB @CTOK no nprMeHeHHI0 Mep 3aIluThI
TeMaTnka MpakTUYECKUX 3aHATUH 2
[IpaxTrueckas padora Ne28. Beibop Mep 3ammTsl HHPOPMALIAN IS MX PeaTU3aIiy B HH(GOPMAIIOHHOH
cucremMe. BBIOOp COOTBETCTBYOLIMX MPOrPAaMMHBIX U IPOIPaMMHO-AIINAPaTHBIX CPEICTB U PEKOMEHIALMH 10
HUX HACTPOIKe
Tema 6.3. 13yueHue TemaTHKa NPaKTUYECKUX 3aHATUN 8

COBPCMCHHBIX IPOTPAMMHO-
afmnapaTHbIX KOMIIJICKCOB.

[IpakTuueckas padora Ne29. YcraHOBKa U HACTPOMKa KOMIUIEKCHOTO cpelcTBa Ha npuMepe SecretNetStudio
(yueOHasi TMIIEH3M) WK IPYTHX aHAJIOTOB

[Ipaktuueckas padora Ne30. YcTaHoBKa M HACTPOMKA NPOrPaMMHBIX CPEACTB OLEHKH 3aIIUIICHHOCTH U
ayaurta nH(popManMoHHOW 0e301acHOCTH, M3yueHHe QYHKIMHA 1 HACTPOHKa peKHMOB pabOThl Ha IpUMepe
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MaxPatrol 8 wmm 1pyrux aHaiaoros

[Ipaktuueckas padora Ne31M3yyenne TunoBeIX pemeHnid st noctpoenust VPN Ha npumepe VipNet mwnu
JpYTUX aHAJIOTOB

[Ipaktudeckas padora Ne32. M3ydeHre cOBpeMEHHBIX CHCTEM aHTHBHPYCHOH 3aIlTHI HA IIPUMEpPE
KopropatuBHBIX pemennii KasperskylLab unm nqpyrux ananoros

Py6esxxubiii koHTpOss No2

CamocrosiTenbHas padoTa

Cucremarnueckas mpopadboTKa KOHCIICKTOB 3aHATHH, yueOHOH U crielMabHOW TEXHUYECKON JTMUTEepaTyphl (110 BOIpocaM K mnaparpadam,
rJIaBaM y4eOHBIX TTOCOOUM, COCTABJICHHBIM IIPEII0/1aBaTEIIeM )

[MoaroroBka K mpakTHYECKUM pabOTaM C UCIOJIB30BaHUEM METOIMUECKHX PEKOMEH/IAIH MTpernoaaBarelis, ohopMIIeHHE MPAKTHYECKUX pador,
OTYETOB K UX 3aLIUTE.

Temarvka BHEAy IUTOPHBIX CAMOCTOSTEIILHBIX Pa0OT:

[oaroroBuTh pedepat no TeMe «CpaBHUTENBHBIN aHAIN3 COBPEMEHHBIX MPOrPAMMHBIX U MPOTrPAMMHO-AIIAPATHBIX CPEACTB 3alUTHI)

Kypcosas pabdora

30

[IpumepHas TemMaTHKa KypcOBBIX paboT

OrneHka 3 EeKTUBHOCTH CYNIECTBYIONIMX MPOTPAMMHBIX W IPOTPaMMHO-AIAPATHBIX CPEJICTB 3alIUTH HMHPOPMAIMH C IPHMEHEHUEM
CHEeNMaTN3NPOBAHHBIX HHCTPYMEHTOB M METO/IOB (MHIVBUAYAIbHOE 33 JaHHE)

O0630p 1 aHaIN3 COBPEMEHHBIX MPOTPAMMHO-AIIIAPATHBIX CPEACTB 3alUTH HHPOPMalK (MHINBUAYATEHOE 33JaHHE)

Br160p onTHMaIBHOTO CpeCTBa 3aUTH HHGOPMAITUN UCX0 I U3 MeToandeckux pexomermanuii ®CTOK n uMeronuxcst HCXOAHBIX JTaHHBIX
(MHAMBUAyaTBHOE 3aaHHE)

[IpumeneHne mporpaMMHO-aIapaTHRIX CPEACTB 3alIUTH HHPOPMAIUK OT PA3IMYHBIX THUIIOB yTPO3 HA MPEANPUATHH (MHIUBUAYATBHOE
3aJ1aHue)

[Tpobnema 3ammTel HHPOpPMAITUH B 00IaYHBIX XpaHWIUIIax JaHHBIX U [10/]ax

3ammTa cpen BUPTYyTH3aIliu

Temartuka camocrositensHON padoTe! mpu m3ydernn MJIK.02.01

W3yueHre HOBBIX TEXHOJIOTHI XpaHEeHHs HH(pOpMaIuK

CraTucTViKa U aHAIN3 KPYIMHBIX yTeUeK HHPOPMAIHHU 32 O]

IMownck uH(GOpMAIIH O HOBBIX BHJIaX aTak HAa HH(OPMAIMOHHYIO CHCTEMY

O030p COBpeMEHHBIX TPOTPAMMHBIX M MTPOrPAMMHO-AMIIAPATHBIX CPEICTB 3aIlIUTHI

CpaBHHTENBHBIN aHAIN3 COBPEMEHHBIX MPOTPAMMHBIX M MPOrPAMMHO-AMIAPATHBIX CPEACTB 3aIUThHI

ITpomexxyrounas arrecranus no MJIK.02.01 B BuJie 3k3aMeHa

Buasl camocTosTenbHBIX paboT NpH N3ydeHUH pasznena 1 momyiis

CucremaTtnyeckas npopabOTKa KOHCIEKTOB 3aHATUH, yueOHOU U CrIeUaIbHOM TeXHUUECKOH JINTepaTypsl (110 BOIpocaM K naparpadam,
rJlaBaM y4eOHBIX TOCOOUH, COCTaBIIEHHBIM MPENOaBATEIIEM )

[loaroroBka K mpakTHYECKUM pabOTaM € MCHOJIb30BAaHHUEM METOJUYECKUX PEKOMEHIALUH MpenoaaBaTessi, opopMiIeHHe TPaKTHIECKUX padoT,
OTYETOB K HX 3alIUTE.
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PaboTa Hax KypcoBbIM IpoeKkTOM (paboToil): IIaHUPOBAaHKE BHITOJHEHHUS! KyPCOBOT'O MPOEKTa (paboThl), ONpeesieHne 3a1a4 padoThl,
W3y4YEHHE JUTEPATYPHBIX HCTOYHUKOB, TPOBEICHIE MPEANPOSKTHOTO HCCIICAOBAHMSI.

VY4eOHas mpakTHKa 1o pazzeny | Momyis
Bunpt pabort:

[IpuMeHeHre MPOrpaMMHBIX U TIPOrPaMMHO-ANTapaTHBIX CPeACTB odeciedueH s HH(POPMaMOHHON 0€301MacHOCTH B aBTOMAaTH3UPOBAHHBIX

CUCTEMax

Juaraoctuka, ycTpaHeHHe 0TKa30B U obecredeHrne paboTocrnocoOHOCTH MPOrpaMMHO-aNIapaTHBIX CPEACTB odecredeHrs HHPOPMaHOHHOM

0e30I1acHOCTH

OneHka 3 eKTUBHOCTH MTPUMEHIEMBIX TPOrPaMMHO-ANIIAPATHBIX CPEACTB oOectieueH st HHPOPMAMOHHON 0€301MacHOCTH
CocraBiieHue JOKyMEHTAIIMH 110 Y4eTy, 00paboTKe, XpaHEHHIO U repeaade KoHPHUISHIIMaIbHON HHPOpMAIIH

Hcnonb3oBanue nporpaMMHOTO obecriedeHust 1jist 00pabOTKH, XpaHESHHUs U Tiepeiaui KOHPHICHITUATLHONH HHPOPMaITUH
CocraBiieHue MapuipyTa v COCTaBa MPOBECHUS PA3IMYHBIX BUAOB KOHTPOJIBHBIX IPOBEPOK NP aTTECTAIIMH OOBEKTOB, IOMEIICH U,
MporpaMM, ajrOpUTMOB.

YcrpaneHnue 3aMedaHmii 0 pe3yNibTaTaM MPOBEPKU

AHanmm3 1 cocTaBlieHHEe HOPMATUBHBIX METOJIMYECKUX JIOKYMEHTOB 110 00eCTIeueHHI0 HHPOPMAITOHHOHN 0€30MacCHOCTH TPOTPaMMHO-
anmapaTHbIMU CPEJICTBAMH, C YIYETOM HOPMATHBHBIX TIPABOBBIX aKTOB.

[MpuMeHeHnEe MaTeMaTHIECKIX METOJIOB JUISl OLEHKH Ka4eCTBa W BIOOPA HAMITYYINEr0 MPOTPaMMHOTO CPENICTBA

72

Paznen 2 momymns. [Ipumenenune KpunTorpa@uaeckux CPeCTB 3alUTh HHPOPMAITUN

242

M/IK.02.02. Kpunrorpaduueckue CpecTBa 3aiuThl HHPOpMaITuu

170

Brenenne Conepxanne

1 | IIpeamer u 3amaum kpunrorpadun. Mcropus kpunrorpaduu. OCHOBHBIC TEPMHUHBI

Pazgen 1. MaremaTindecKkiue OCHOBBI 3aITUTHI HH(POPMAITIH

Tema 1.1. MaTematuueckue Conepxanne

N
[a]

OCHOBBI KpUNTOrpaduu 2 DJNeMeHTHI TEOPUH MHOXKECTB. | pyIITIbI, KOJIbITA, OIS

(V]

3 Hemumocts uncen. Ilpusnaku genumMocT. IIpocTeie M cOCTaBHBIE YHCIIA.

(V]

4 OcHoBHas Teopema apudmerukn. HanbompImuii o0muii nenurenp.

5 B3anmuo npocteie uncna. Anroputm EBknuaa juist Haxoxaenuss HOJ.

(@)}

OtHomreHus cpaBHUMOCTH. CBOMCTBA CpaBHEHHMH. MoayisipHast apu(pMeTHKA.

7 Kitaccsl. [lonnast u npuBeneHHas cucteMa BbraeToB. OyHKIMA Diepa.

8 Teopema ®Pepma-Oiinepa. AIrOpUT™M OBICTPOTO BO3BEICHHS B CTEIEHD 110 MOAYIIIO.

[\OIN \S RN SR} (SR ) N (N
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9 CpaBuenus nepBoii crenenu. JInHeiinsie anodanToBel ypaBHeHus. Pacmmpennslii anroput™M EBkinaa

10 Kuratickas Teopema 00 ocTaTKax.

9 [IpoBepka urcen Ha IPOCTOTY. ANTOPUTMBI T€HEPAIUH ITPOCTHIX YUCEIL.
11

12 Merton npoOHBIX aeieHui. Pemero Dparocdena.

13 Paznoxenune urcna Ha MHOKHUTEIH. ANTOpUTMEI hakTopu3zanuu. @akropuzanus epma. Meron
ITonnapna.

14 ANropuTMBI AHCKpeTHOro JorapudmupoBanus. Meron [Tommapna. Merox oppa.

98]

15 Apudmernueckue ornepaniu HaJl 00JbIIMMH YHCIAMHU.

[\

16 OnmUnTHYecKre KPUBbIC M X IPUJIOKEHHSI B KPHIITOTPaQHH.

TemaTuka IpaKTUIECKUX 3aHATUH U JIA0OPATOPHEBIX paboT

0N (NI W

IIpaktrueckas padora Nel-2. IIpumenenne anroputma EBknuna as Haxoxaeans HOJI. Pemenue nuHeHHBIX
TM0(aHTOBBIX YpaBHEHHUH

ITpaktruueckas padora Ne3. [IpoBepka uncen Ha MPOCTOTY

IIpaktrueckas padbora Ned. Permenue 3a1ad ¢ 2JIeMEHTaMU TEOPHUHN UHCEIT.
PyOGexxabIi KOHTpOIh Ne 1

Paznen 2. Kimaccuueckast kpurnrorpadust

Tema 2.1. MeTtoas!

Conepxanne

KpUTITOTpaUIeCKOTO
3aIUTH HHPOPMAITAN

Kitaccudukarms OCHOBHBIX METOZ0B KPUITOTPahUIECKOM 3aIINTHI.
17

18 | MeToapl CHMMETPUIHOTO UG POBAHMS

—

19 | Hudpst 3amensl. [lpocras 3amMeHa, MHOTOANI(haBUTHAS [TOICTAHOBKA, MPOIIOPIIMOHATBHBIN mH(P

20 | Mertoap!l mepecTaHoBKH. Ta0OnuaHasK TepecTaHOBKA, MapIIpyTHAs ITepecTaHOBKA

21 | 'ammupoBanue. ['aMmMupoBaHrEe ¢ KOHEYHON U OECKOHEUHOW raMMaMu

[\SRIL SRS

TemaTnka MpakTUUECKUX 3aHATUH M 1a00pPaTOPHBIX PabOT

CO| (| [\

[Ipaktrueckas padora Ne5-6. IIpuMeHeHHE KIaCCHUECKHUX MH(POB 3aMEHBI

IIpaxtrueckas padora Ne7. [IpuMeHeHNE KIIACCHUECKUX MHU(GPOB ITEPECTAHOBKH

[Ipaktuueckas padora Ne§. [IpumMeHeHne MeTo1a raMMHUPOBAHUS

Tema 2.2. Kpunroananus

Conepxanue

14

22 | OcHOBHBIE MeTOABI KpunToaHanu3a. Kpunrorpaduueckue aTaku.
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23 | Kpuntorpaduyeckasi croikocTb. AGcomoTHO cTolikue kpuntocucteMsl. [Ipunimnel Kupkxodda 2 1
24 | IlepcueKTHBHBIC HANpaBJICHHs KPUIITOAHAIN32, KBAHTOBBIH KPUIITOAHAIU3. 2 2
TemaTnka NpakTHUECKUX 3aHATHH M 1a00PaTOPHBIX PadOT 10
[Ipaktuydeckas padora Ne-9-10. Kpunroananus mmdpa npocToii 3aMeHbl METOJIOM aHaJi3a YaCTOTHOCTH
CHUMBOJIOB
[TpakTrueckas padora Nell. Kpunroananu3 Ki1accHUYecKux mM(POB METOJIOM MOJHOrO Tiepedopa KITouei
[Ipaktuueckas padora Nel2. Kpunroanamm3s mmdpa Bukunepa

Tema 2.3. TTotounsie mudpsr | Conepkanue yueOHOTO MaTepHuana 10

U F€HEPATOPHI 25 OCHOBHBIE IPUHITUIIBI TOTOYHOTO IUPPOBAHUSI. 2

IICEBIOCITYYaHBIX YHCEN

oy 26 [Mpumenenue reaeparopos [ICY B kpunrorpaduu 2 2

27 Mertopl oTy4YeHust IceBAOCTyYaHbIX mocneaoBarensHoctei. JIKT, merox ®dubonauun, meron BBS. | 2 2
Temarnka MpakTHYSCKUX 3aHITUN U JJAOOPATOPHBIX paboOT 4
[IpaxTtrueckas padora Nel3-14. Ilpumenenne meronoB renepanuu [1CY
Py6exxubiit KoHTposs Ne 2

2 CEMECTP OBYUEHUSA 20

Paznen 3. CoBpemennas kpunrorpabus

Tema 3.1. KogupoBanue 28 Komnporanue nadopmarini. CHUMBOJIEHOE KOJIUPOBAHHE. 2 2

nHpOpMAITUH.
29 CwMbIci0BO€E KonupoBaHue. MexaHu3anus uQpoBaHusl. 2 2

Komnbrotepuzarus mp 1t bp

mudpoBaHUS
30 IIpencraBnenue naGopMmarnuu B ABondHoM Kone. Tabmura ASCII 2 2
31 Kommrsrorepu3arus mudpoBanus. AmrapaTHOE U MIPOrpaMMHOE T POBaHHE 2 2
32 CrannmapTu3aiys IporpaMMHO-aIIapaTHRIX KPUITOrPahUIeCKUX CHCTEM U CPEICTB. 2 2
33 W3ydeHnne coBpeMeHHBIX MTPOrPaMMHBIX U allllapaTHBIX KPUITOrpadhuIecKuX CPEACTB 2 2
TemaThka NpaKTUYECKUX 3aHATUN 10
[IpakTtrueckas padora Nel5. KoanpoBanue napopmauu
[IpaxTrueckas padora Nel6. [Iporpammuas peanmuzaius KI1aCCHIECKUX IMHU(POB
[Ipaktuueckas padora Nel7-18.M3zyuenne peannzanuy KINacCHYECKUX IU(GPOB 3aMEHBI M [IEPECTaHOBKH B
nporpamme CrypTool nnu anasore.

Tema 3.2. CummeTpUUHBIE Copnepxanre y4eOHOro MaTepuana 9

cHCTeMbI IU(POBAHUS
34 | O6mue cBenenus. CTpyKTypHas cxeMa CUMMETPUYHBIX KPUITOrpahuIeCKux CUCTEM 2 1
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35

OrteuectBennble anroputMbl Marma u Kysneuunk u crangaptel [OCT P 34.12-2015 u 'OCT P 34.13-
2015.

36

Cummerpuunsie anroputMbel DES, AES, TOCT 28147-89, RC4

TemaTuka MPaKTUYECKUX 3aHATUN

[Ipaktudeckas padora Nel9.M3ydyenne nporpaMMHON pear3anuy COBPEMEHHBIX CHMMETPHYHBIX IH(POB

Tema 3.3. AcuMMeTprUYHbBIE
CHCTEMBI IU(PPOBAHUS

Coneprkanue yueOHOro MaTepuaa

37

KpunrocucTeMsl ¢ OTKPHITHIM KitouoM. HeoOpaTuMocTh cucteM

[\

38

CrpykrypHas cxema NIMGPOBAHHS C OTKPHITHIM KITIOUYOM

[\

39

DneMeHThI TEOPHH YHCEll B KPUITOTPa(guu ¢ OTKPBITHIM KIIOYOM

Temarnka MpakKTHYSCKUX 3aHATUN U JTAOOPATOPHBIX pabOT

EELSALSIIS

[paktudeckas padora No20. [IpuMeHeHrEe pa3IUnIHbIX ACHMMETPUYHBIX AJITOPUTMOB.

[IpakTrueckas padora No21. MzydeHnue mporpaMMHON pealn3aiii aCHMMETPUIHOTO airoputMa RSA

Tewma 3.4. Ayrentuduxarus
JAHHBIX. DJIEKTPOHHAS
MTO/TINCH

Copaeprkanue yaeOHOTO MaTepuaa

12

40

Ayrenrudukaryst nanaeix. Oomme noustusa. 1. MAC. OnHoHanpaBlieHHbBIE X ell-(QyHKITN

41

AnroputMbl MG poOBOI OATHCH

TemaTuka IpakTHISCKUX 3aHATHN U JTa0OpaTOPHBIX paboT

IIpaxtrueckas padora Ne22. TIpuMeHeHHE pa3IMIHbIX (DYHKIMHA XEIIHPOBAHUS, aHAIN3 0COOCHHOCTEH Xemrei

[IpaxTrueckas padora Ne23. IIpuMeHeHne KpUNTOrpaQUIeCcKUX aTak Ha Xeml-(pyHKINH.

[IpaxTrueckas padora Ne24. MzydeHnue mporpaMMHO-aIapaTHRIX CPEICTB, PEATHIYIOIIUX OCHOBHBIE
dbyaxmmm D11

Tema 3.5. Anroput™mbl
oOMeHa KITroueit 1
MPOTOKOITBI Ay TEHTU(DUKAIINN

Copeprkanre yueOHOTO MaTepraia

42

ANTOPUTMBI PacIpeAeIeHNs KII0Yel ¢ IPUMEHEHNEM CHMMETPUYHBIX U ACUMMETPUYHBIX CXEM

43

[poTokomnsl ayrenThuKanmy. Bzanmuas ayreHTudukanus. O THOCTOPOHHSIS 8y TEHTHUKATHSI
PyOGexxHbIi KOHTpOIH Ne 1

TemaTnka MpakTHUECKUX 3aHATUH U J1a00PaTOPHBIX PaboOT

Lo AR B \S e o)

[IpakTrueckas padora No25. [Ipumenenue nporoxona Juddu-Xemmana 1is oOMeHa KIIFOYaMH
mupoBaHUsL.

[Ipaktuueckas padora Ne26. M3yueHune npuHUMIIOB pabOTHl IPOTOKOJIOB Ay TEHTU(HUKALINY C
HCIOJIb30BaHUEM JIOBEPEHHOM CTOPOHBI Ha mpuMepe npotokosa Kerberos.
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Tema 3.6. Kpuntozammura Conepkanue yueOHOTO MaTepuaia 6
MH(OpMAITIH B CETAX 44 | Abonentckoe mudpoanue. [laketHoe mmbpoBanue. 3anyrTa HEHTPa TeHEPAMH KIFOUEH. 2 1
nepeaavyn JaHHBIX =
45 | Kpunromapmpytuszarop. [lakeTHsiit puiastp 2 2
46 | Kpunrorpaduueckas 3amuTa OSCIIPOBOIHBIX COSAMHEHMH B ceTsix ctanaapta 802.11 ¢ ucnosis3oBanueM | 2 2
nportokosoB WPA, WEP.
Tema 3.7. 3ammra Coxepixkanue yueOHOTO MaTepuaia 10
HH(OpMAITH B ITEKTPOHHEIX 47 | TlpuHumMIb! QyHKIHOHMPOBAHNS YICKTPOHHBIX ILIATSKHBIX CHCTEM. DJICKTPOHHBIC IIIACTUKOBBIC KATHL. | 2
TUIATEXKHBIX CUCTEMaX
49 | TlepcoHanbHbIN HACHTH()HUKAITMOHHBII HOMED 2 3
50 | [IpumeHeHne KpuNTOrpahuIECKUX MPOTOKOIIOB AJIsl 0OecTiedeHUsT 6€30MacHOCTH AIEKTPOHHON 2 3
KOMMEPIIHH.
Temarnka MpakKTHYECKUX 3aHATUN U JTAOOPAaTOPHBIX pabOT 4
[Ipaktrueckas padbora Ne27-28. IlpumMeHeHne ayTeHTH(PUKAIIAN 110 OJHOPA30BEIM HapoiIsiM. Peanm3arms
ITOPUTMOB CO3/IaHUS OJTHOPA30BBIX MApOIeH
Tema 3.8. KommnsrorepHas Conepsxanne yaeOHOTO MaTepraa 12
cTeraHorpagus 51 | CkpeiTas nepeaaya nHPOpPMAIIMK B KOMITBIOTEPHBIX CHCTEMaXx. 2 2
[IpobneMa ayTeHTHDUKANNN MYJIbTHMEAUHHON HHGDOpMalMu. 3amyTa aBTOPCKUX MPAB.
52 | Meroapl KOMIIBIOTEpHO# cTeranorpaduu. LludpoBsie BOASHBIC 3HAKH. 2 2
53 | Anroputmsel BctpanBanus 11B3 2 2
TemaTuka IpakTHISCKUX 3aHATHI U JTaOOpaTOPHEBIX padboT 6

[IpaxTrueckas padora Ne29 O630p U cpaBHUTENBHBIN aHaN3 cymiecTBytomero 1O s BcrpanBanus LIB3

IIpaxtrueckas padora Ne30 Peanm3arus mpocTeHIX cTeranorpauaIeckux alropuTMOB
PyOGexHBIN KOHTPOIH Ne 2

[IpumepHas TeMaTHKa CaMOCTOATENbHOM paboTs! pu u3ydeHun MJ1K.02.02
HUcropus pazBuTust Kpunrorpadpuu
[IporpaMMHas peanuszanyus KIacCUYECKUX MH(PPOB
OnrTrMu3anys METOI0B YaCTOTHOT'O aHANN3a MOHOAN(aBUTHBIX IHU(POB.
[IporpaMMHas peanu3zanyus KIacCUYeCKUX MH(pPoB

MGTOILBI MEXaHuU3alluu IIII/I(l)pOBaHI/Iﬂ

Hudposoe npencrasiaeHne pa3nuyHbix GopM HHGOpManun
AHanm3 COBPEMEHHbBIX CHMMETPHYHBIX KPUIITOAITOPUTMOB
AHanu3 COBPEMEHHbBIX aCHMMETPUYHBIX KPUIITOAITOPUTMOB
[IporpaMMHasi peaim3anus COBPEMEHHbIX KPUIITOAJITOPUTMOB
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CpaBHUTENBHBIN aHATN3 QYHKIMNA XESITHPOBAHUS

Ayrtentudukanys cooOueHni

3aKOHOJATENBLCTBO B 00JIACTH KPUNTOrpapuuecKoi 3auThl HHPOPMALUH
[lepcniekTHBHBIEC HAMpPaBICHHUS KpUITOrpaguu

[Mpomexxyrounas arrecranus mo MJIK.02.02 B Buje nuddepeHIMpoBaHHOIO 3a4eTa

[IpumMepHBIC BUIBI CAMOCTOSATEIILHOM paOOTHI IPU U3YUYECHUH paszeiia 2 MOIyJIs

Cucremarnueckas mpopadboTKa KOHCIICKTOB 3aHATHH, YIeOHOH U CIICIUAIbHOM TEXHUYECKON JIUTEpaTyphl (110 BOIpOcaM K naparpadam,
IJIaBaM y4eOHBIX TOCOOUH, COCTABJICHHBIM IIPEIOIaBaTEIICM )

[MoaroroBka K mpakTHYECKUM pabOTaM C UCIONB30BAHUEM METOIUYECKUX PEKOMEHAAIUH MperoiaBarens, ohopMIleHHEe 1ad0paTOPHO-
MPAKTHYECKUX pabOT, OTUYETOB K MX 3allUTE.

Y4eOHas npakTHKa paszzena 2 MOyt 36
Bunpt pabort:

Hcnonb3oBaHue THIMOBBIX KPUMITOTPAPUUECKIX CPENCTB U METOJIOB 3alIUTHI UHPOPMAIHH, B TOM YHCIIE U JIEKTPOHHOM MOAITUCH
[IponsBoacreennas npaktuka mo [1IM.02 36
Bunst pabot

— AHaJM3 NPUHIIMIIOB ITOCTPOSHHUSI CHCTEM UH(POPMAITMOHHOM 3alIUTHI TPOU3BOJICTBEHHBIX ITO/Ipa3eieHUH.

— TexHu4Yeckas 3KCIUIyaTalys JIEMEHTOB IPOIrPaMMHOM U annapaTHOM 3alMThl aBTOMaTU3UPOBAHHON CUCTEMBI.

— YdacTue B TMarHOCTHPOBAaHUH, YCTPAHEHUH OTKAa30B U o0ecrieueHNH paboTOCIOCOOHOCTH TPOTPAMMHO-AIIAPATHBIX CPEICTB OOECTICUSHIS
HH(POPMAITMOHHON 0€30TIaCHOCTH

— Ananmn3 3((heKTHBHOCTH TPUMEHSIEMBIX ITPOrPaMMHO-AITIAPATHBIX CPEACTB oOecriedeHu s NHGOPMAITMOHHONW 0€30TIaCHOCTH B CTPYKTYPHOM
o/Ipa3AeTIeHIH

— Yyactre B o0ecrieueHnH ydera, 00paboTKH, XpaHEeHUS U Iiepenadn KOHOUACHIMATLHONH HHHOpMAaITHN

— IlpuMeHeHrie HOPMATHBHBIX MTPABOBBIX aKTOB, HOPMAaTHBHBIX METOINYECKUX JOKYMEHTOB 110 OOECTIEYeHHIO HH(POPMAITMOHHOM 0€301TacHOCTH
MIPOrpaMMHO-aNapaTHBIMU CPEACTBAMH IPH BHIMIOJIHEHUH 33/1a4 MPAKTHKH.

DK3aMeH 10 TPoheCCHOHATPHOMY MOJIYITIO 6
HToro gacoB 1mo MoaymIio: 603
Teopernueckoe oOyueHue 239
MIPaKTUYECKH 00yICHHE 126
KypcoBoe npoektupoBaHue 30
YueOHas mpaKTHKa 108
IIpon3BOACTBEHHAs TPAKTUKA 72
CamocTosiTenbHas paboTa 6
KoncynbTanmu 8
[IpomexxyTouHas arTecTaius 14
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4. YCJIOBUSA PEAJIM3ALIUU ITPOI'PAMMBI IPOPECCUOHAJIBHOI'O MOAYJIA

4.1. TpeGoBanus K MaTepHAJIbHO-TEXHHYECKOMY 00ecre4eHHuI0

Peanuzanus mporpamMMbl MpearoyiaraeT Hajluuue y4eOHBIX KaOWHETOB — JICKIIMOHHBIE
ayIUTOpUU C MYJIBTUMEIUHHBIM  oOopynoBanueMm; saboparopuu  «I[IporpamMmmubIX U
IPOrpaMMHO-AIMAPATHBIX CPEJICTB 0OecneueHus] HH()OPMAIIMOHHON 0€30IacHOCTIY .

OGopynoBanue ydeOHOro KaOWHeTa ¥ pabodMx MecT KaOWHeTa — JICKIMOHHAS
ayIUToOpHs: MmocagouHbix MecT - 30, pabodyee MeCTO mpernojaBaTes, MPOEKTOP, MePCOHATBHBIN
KOMIIBIOTEP, KOMIUIEKT IIPE3CHTAIUH.

Ob6opynoBanue mnaboparopun «lIporpaMMHBIX W HpPOrpaMMHO-ANIMAPaTHBIX CPEACTB
obecrieueHnss ”HPOPMAIIMOHHON 0€30MaCHOCTH» U PabOYMX MECT JIabopaTOpUH:

— paboune MecTa CTyAEHTOB, 000py/10BaHHbIE IEPCOHAIBHBIMU KOMIBbIOTEPAMU;

— JnabopaTopHbIE yUeOHbIE MAKETHI;

— pabodee MECTO TpeTnoaBaTes;

— y4eOHO-METOAMYECKOe 00eCTICUeHUE MOTYIIS;

— WHTEpaKTHBHAS JOCKa, KOMIUIEKT ITPE3CHTAIHIA;

— AHTHBHPYCHBIC IPOTPAMMHBIE KOMILIEKCHI;

— MporpaMMHO-anmapaTHble cpeacTBa 3amuTbl uHPopmaruun ot HCJl, OmoxupoBku

JOCTyTIa ¥ HApYIICHHS IEJTOCTHOCTH;
— MporpaMMHbIE ¥  IPOrpaMMHO-ANIapaTHbIE  CPENCTBAa  OOHAapYy>KEHHUs  aTak
(BTOp>KEHUIA), TIOMCKA YSI3BUMOCTEH;
— CpelCcTBa YHUUYTOKEHHUS OCTaTOYHOM HH(OpMALIMK B 3aIIOMUHAIONINX YCTPOUCTBAX;
— MpOrpaMMHBIE CPEACTBAa KPUNITOrpapruuecKoi 3aliuThl HH(OPMaLUU.

4.2. UudopmamnuonHoe odecneyeHne 00yueHus
OcHoBHbIE MeYaTHbIE HCTOYHUKU:
M/K. 02.01 IIporpaMmMHble H MIPOrPAMMHO-ANNAPATHBIE CPEICTBA 3aIUMTHI HHpOPpMaLMHU

1. Hymxkun A.B., IlporpammHo-amnmapaTHbie cpeacTBa oOecredeHus: HMHGOPMAIMOHHON
0e30macHOCTH [DIJIEKTpOHHBIH pecypc]: Yuebnoe mocodbue ansa By3oB / A.B. Jymkun, O.M.
bapcyxkos, E.B. Kpasuos, K.B. CnasHoB. [loa penakuueit A.B. lymkuna - M. : ['opsiuas nunus
- Tenekom, 2016. - 248 c¢. - ISBN 978-5-9912-0470-5 - Pexum pgocryna:
http://www.studentlibrary.ru/book/ISBN9785991204705.html

2. OpranuzanMoOHHO-TIPaBOBOe obecreueHne HHGOPMAMOHHONM Oe30macHOCTH:  y4el.
nocobue Ay CTy. yupexaenuii cpea. mpod. oopazosanus/ E.b. benos, B.H. [IpxxeropiauHckuii.
— M.: U3parensckuii neHTp «Akanemus», 2017. —336¢

3. Bsenenue B 3amuty nHdopmanuu ot BHyTpeHHUX U T-yrpo3 : yuebHoe mocodue. — 2-¢
u3n. — Mocksa : UHTYUT, 2016. — 39 c. — TekcT : 3IEKTPOHHBIN // DIIEeKTpOHHO-
oubnunoreunas cuctema «Jlampy» : [caiiT]. — URL: https://e.lanbook.com/book/100720 (mata
obpamtenus: 11.10.2019). — Pexxum poctyna: uis aBTOpU3. MOJIb30BaTENEH.

4. bonpgapenko, 1.C. Meroas! u cpenctsa 3amuThl nHGopmanmn : yaeoHoe nocoodue / 1.C.
bonnapenko, 10.B. Iemuumnn. — Mocksa : MUCHUC, 2018. — 32 ¢. — TekcT : 3neKTpOHHBIHA
// DNeKTpOHHO-OMOITMOTeYHAs cHucTeMa «JIanp» : [caiT]. — URL.:
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https://e.lanbook.com/book/115269 (nata obpamenus: 10.10.2019). — Pexum gocrtyma: s
aBTOPU3. II0JIL30BATEIICH.

MJIK.02.02 Kpuntorpagpuueckue cpeacrsa 3aluThl HHGOpMALNH

5. bapuueB C.I'.,, T'onuapoB B.B., CepoB P.E. OcHoBBI coBpeMeHHOU Kpuntorpaduu: yueo.
[Tocobue. — M.: I'opsiuas nunus — Tenexom, 2017.- 175 c.

6. byrakoBa, H.I'. Kpunrorpaguueckue mMeronsl 3amuThl WH(GOpMAIMU, YIeOHOE OCOOHE :
yuebnoe nmocodue / H.I'. Byrakosa, H.B. ®enopoB. — Cankr-IlerepOypr : Uatepmenns, 2016.
— 384 ¢. — TekcT : MeKTPOHHBIHN // DneKTpoHHO-OnbIoTedHast cuctema «Jlaupy @ [caiit]. —
URL: https://e.lanbook.com/book/90270 (mata obpamenusi: 11.10.2019). — Pexxum moctymna:
JUIsL aBTOPH3. TOJIb30BATEIICH.

7. baxapos, JIL.LE. MNudopmannonHas Oe3omacHOCTb U 3amuTa UHGoOpManuu (paszaensl
Kkpunrtorpadus u creranorpagus) : yueoHoe nocodue / JI.LE. baxapoB. — Mocksa : MUCHUC,
2019. — 59 c. — ISBN 978-5-906953-94-0. — Tekct : HIEeKTPOHHBIA // DIEKTPOHHO-
oubnuoteunas cucrema «Jlanp» : [caiit]. — URL: https://e.lanbook.com/book/116907 (mara
obpamenusi: 10.10.2019). — Pexum goctyna: Jyisi aBTOPHU3. MOJIH30BATENCH.

8. Creranorpapuueckre M KpUOTOrpaduyeckue MeTOJbl 3alIUThl MHpOpPMalMU : ydyeOHOe
nocobue. — Ya : BI'TIY umenu M. Axkmymibl, 2016. — 112 ¢. — Teker : 3eKTpOHHBIN //
DNeKTpOHHO-OMOIMOTEe HAs cucremMa «JIaHb» : [caiit]. — URL:
https://e.lanbook.com/book/90963 (nmata oOpamenus: 10.10.2019). — Pexum moctyma: s
aBTOPH3. NIOJI30BATENIEH.

9. CoBpeMeHHBIE METOIBI OOecreueHus 3auThl HHPopManun : yaeoHoe mocodue. — Ya :
BI'TTY umenn M. Axmymibi, 2016. — 112 ¢. — TekcT : 370eKTpOHHBIN // DIEKTPOHHO-
oubnuoteunas cucrema «Jlamb» : [caiit]. — URL: https://e.lanbook.com/book/90965 (mara
obpamenusi: 10.10.2019). — Pexxum goctymna: uis aBTOpU3. MOJIb30BATENCH.

JlonoaHUTeIbHbIE TeYaTHbIEe HCTOYHUKM:

1. Tloropenor b.A., CauxoB B.H. (pex.). CioBaps kpuntorpaduueckux TEPMUHOB. - M.:
MIIHMO, 2006. CnoBaps kpuntorpadudeckux tepmMuHoB. Ilom pen. B.A. IloropemoBa wu
B.H. CaukoBa. — M.: MITHMO, 2006 r

2. ®enepanbHblii 3akoH OoT 27 wurona 2006 1. Ne 149-®3 «O06 wunHpOopManmw,
MH(OPMALIMOHHBIX TEXHOJOTHUSAX U O 3alUTE HHPOPMAIHI.

3.  @enepanbHbiii 3ak0H OT 27 utoist 2006 1. Ne 152-D3 «O nepcoHanbHBIX JaHHBIX.

4. @enpepanbHbii 3aKk0H OT 27 nekabps 2002 1. Ne 184-®3 «O TeXHHYECKOM
PETYIHPOBAHUM.

5. @enepanbubiii 3akoH OT 4 mas 2011 1. Ne 99-®03 «O nuneH3upoBaHUM OTACIIBHBIX
BUJIOB JICATEIHLHOCTI.

6. ®enepanbHblii 3akoH OT 30 mexabps 2001 r. Ne 195-®3 «Komeke Poccuiickoit
Odenepanun 00 AIMUHUCTPATUBHBIX TPABOHAPYIIICHUSIX).

7.  VYxa3 IIpe3sunenrta Poccuiickoit @enepauuu ot 16 aBrycra 2004 r. Ne 1085 «Bonpocsl
®denepalbHO CITyKOBI 10 TEXHUYECKOMY M SKCITIOPTHOMY KOHTPOJTIOM.

8.  Vxka3 Ilpesunenra Poccuiickoit ®emepauuu or 6 mapra 1997 r. Ne 188 «O6
YTBEPKJICHUH NIEpeUHs CBEACHUHN KOH(UAECHIIMATBHOTO XapaKTepay.

9.  Vka3 Ilpesunenta Poccuiickoit @eneparu ot 17 mapra 2008 r. Ne 351 «O mepax 1o
obecrieueHnio uH(opMaroHHoi Oe3omacHocT Poccuiickoit deneparu NpH  UCIIOIb30BAHUH
MH()OPMAITOHHO-TEIIEKOMMYHHKAIIMOHHBIX CETeH MEXTyHapOAHOrO HHPOPMALTMOHHOTO OOMEHAY.

10. TlonmoxkeHue o cepTHQUKALIMM CPEACTB 3alIUThl HMHGOpPMAIMH.  YTBEPXKICHO
nocraHoBieHueM [IpaBurtenscta Poccuiickoit @enepanuu ot 26 utons 1995 r. Ne 608.
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http://techbook.ru/book_list.php?str_author=%D0%91%D0%B0%D1%80%D0%B8%D1%87%D0%B5%D0%B2%20%D0%A1.%D0%93.
http://techbook.ru/book_list.php?str_author=%D0%93%D0%BE%D0%BD%D1%87%D0%B0%D1%80%D0%BE%D0%B2%20%D0%92.%D0%92.
http://techbook.ru/book_list.php?str_author=%D0%A1%D0%B5%D1%80%D0%BE%D0%B2%20%D0%A0.%D0%95.

11. CocraB u copepkaHuEe OpraHU3AIMOHHBIX W TEXHHUYECKHUX MeEp IO 00ecreueHUIo
0€30IacHOCTH TMEPCOHATBHBIX JAHHBIX MpHU HUX 00paboTke B HMH(OPMAIIMOHHBIX CHCTEMAax
NEPCOHATBHBIX JaHHBIX. YTBepxkaAeHbI mpukazoM @CTIK Poccun ot 18 despans 2013 r. Ne 21.

12. Mepbl 3amuThl WHGOPMAMKM B TOCYAAPCTBEHHBIX HH(GOPMAIIMOHHBIX CHCTEMaXx.
Yrepxaenst @CTIOK Poccun 11 dpespans 2014 1.

13. AngmunuctpatuBHblii  permameHT ~ @PCTOK  Poccum 1mo  mpenocTaBieHHUIO
rOCy/JapCTBEHHOW YyCIIyTH 1O JIMIEH3UPOBAHUIO JAEATEIbHOCTH IO TEXHMYECKOM 3alure
KoH(puAeHIMaTsHON nHpopManuu. YTBepxkaeH npukazomM @CTOK Poccun ot 12 uromnst 2012 r.
Ne 83.

14. AnvmunuctpatuBHbelii  permameHT  @CTOK  Poccum 1mo  mpenocTaBieHUIO
rOCy/IapCTBEHHOW YCIIYTH IO JIMIEH3UPOBAHUIO JESITEIbHOCTH MO pa3paboTKe U MPOU3BOACTBY
CPENCTB 3aIMThl KOH(pUAEHIIMaTbHON nHpopManuu. YTBepxaeH npukazom @CTIK Poccuu ot
12 uronst 2012 1. Ne 84.

15. CnenuaneHble  TpeOOBaHMS U PEKOMEHJAMHM 1O  TEXHUYECKOW  3aIure
koHpuaeHuuansHoit uHpopmanmu (CTP-K). YTBepxkaens! npukazom ['octexkomuccuu Poccun
ot 30 aBrycra 2002 r. Ne 282.

16. TpeOGoBanus o 3amure MHGOPMALMM, HE COCTABISIOLIEH TOCYIapCTBEHHYIO TaiiHY,
coJieprKalleiicss B ToCyJapCTBEHHBIX HH(POPMAIMOHHBIX CHUCTEMaX. YTBEPXKICHBI IMPHUKA30M
OCTIK Poccun ot 11 despansg 2013 r. Ne 17.

17. TpeboBanus o 3amuTe WHGOPMAIUHU, COAEPKAIIEHCs B MHPOPMAIIMOHHBIX CHCTEMax
obmero monp3oBaHus. YTBepxkaeHbl mnpukazamu DOCb Poccum u OCTOK Poccum
ot 31 aBrycra 2010 r. Ne 416/489.

18. TpeboBanus k cuctemMaM OOHapy>KEHHSI BTOp)KCHUU. YTBepxkaeHbI nprukazom OCTOK
Poccuu ot 6 nexadpst 2011 1. Ne 638.

19. PyxoBonsauuii JokyMeHT. ['eoMH(pOpMaAIMOHHbIE CHCTEMBI. 3aliuTa HHPOPMAIUH OT
HECaHKITMOHUPOBAHHOTO AocTyna. TpeboBanus mno 3amute nHpopmarnuu. YTepxkaeH @CTOK
Poccun, 2008.

20. PykoBoasmui  JOKyMEHT. 3aliuTa OT HECAaHKIMOHMPOBAHHOIO  JIOCTyNa K
unpopmanuu. Yacts 2. Ilporpammuoe obecriedeHne 0a30BBIX CHCTEM BBOJa-BBIBOJA
MEPCOHANBHBIX ANEKTPOHHO-BBIYUCIUTENbHBIX MamuH. Krnaccudukaius no ypoBHIO KOHTPOIIS
OTCYTCTBHUSl HeAekiIapupoBaHHbIX Bo3MmoxkHOcTel. YTBepxkaeHn OCTOK Poccum 10 oktsOps
2007 r.

21. TIlpukaz DAIICU npu Ilpesunente Poccuiickoii denepamuum ot 13 urons 2001 r.
Ne 152 «O6 yTBepKIeHHH HWHCTPYKUUMU OO0 oOpraHu3anud U OOecredeHHH Oe30MacCHOCTH
XpaHeHus, o00paOOTKM M Tepefayd IO KaHajlaM CBSI3M C HCIOJb30BAHUEM CPEICTB
KpUNTOrpaguueckon 3amuThl MHGOPMALMKM C OTPAaHUYEHHBIM JIOCTYNIOM, HE COAEprKallen
CBEICHMM, COCTABIIAIOIINX FOCYAAPCTBEHHYIO TaAlHY».

22. TIlpuxa3z ®Cb Poccun ot 9 despans 2005 r. Ne 66 «O6 yrBepxaenuu Ilonoxenus o
pa3paboTke, IIPOU3BO/JICTBE, peanuzanuu U 3KCIUTyaTaluu G poBaIbHBIX
(xpunTorpadu4eckux) CpeaCcTB 3alIUThl HHPOPMALIUN.

23. TOCT P HMCO/M3K 13335-1-2006 HudopmanuoHHas TexHosorus. Metoabl u
cpeactBa oOecrneuenus Oe3omacHoctd. Yacte 1. KoHuenmuss ¥ MoAenw MEHEIKMEHTa
6e30macHOCTH MH(POPMALIMOHHBIX U TEJIEKOMMYHUKAITMOHHBIX TEXHOJIOTUI
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24. TOCT P UCO/M3K TO 13335-3-2007 UndopmanmonHasi TeXHOJOTHs. MeToabl |
cpeacrtBa obOecrneueHust OezomacHoctd. Yacte 3. Meroabl MeHEKMEHTa O0€30IacHOCTH
MH()OPMAIIMOHHBIX TEXHOJIOTUN

25. TOCT P UCO/MBK TO 13335-4-2007 NudopmanmonHasi TeXHOJIOrUs. MeTonbl U
cpeacrtBa obecriedeHus: 6e3onacHocT. YacTs 4. Be1Oop 3aMTHRIX Mep

26. TOCT P UCO/MBK TO 13335-5-2006 NudopmammonHas TexHosorusi. Meronsl u
cpencTBa obecrieueHus: Oe3omacHocTH. YacTth 5. PyKOBOJACTBO MO MEHEKMEHTY 0€30MacHOCTH
ceTu

27. TOCT P HNCO/MDBK 17799-2005 Hudopmannonnas TtexHoiorus. llpaktuueckue
MpaBUJIa yIpaBiIeHUS HHPOPMAIIMOHHON 0€3011aCHOCTHIO

28. TOCT P HCO/MBOK 15408-1-2008 WubpopmanmoHHass TexHouorus. Meroabl Hu
cpenctBa obecrieueHust O6ezonmacHocTH. Kputepuu oreHKH 0€30macHOCTH HMH(POPMAIMOHHBIX
texgonoruii. Yacte 1. BBeneHue u o0mas MOAEIb

29. TOCT P HCO/MBK 15408-2-2008 WMubopmanmonHas TexHoJIOrus. Meroapl u
cpenctBa obecreueHust OezomacHOCTH. Kputepum oreHkn 0e€30macHOCTH HWH()OPMAIMOHHBIX
TexHonoruil. Yacte 2. @yHKIMOHATIbHBIE TpeOOBaHMs 0€30MaCHOCTH

30. TOCT P HNCO/MBK 15408-3-2008 WubopmanmonHass TexHonorus. Meroabl Hu
cpenctBa obecreueHuss Oe3zomacHOCTH. Kputepun omeHkn Oe3omacHOCTH WHOOPMAIMOHHBIX
texHosoruil. Yacts 3. TpeOoBanus noBepus K 0€30MaCHOCTH

31. TOCT P 34.10-2001. "Unadopmanmonnas texHojorus. Kpunrorpaduyeckas 3amura
nadopmanuu. [Iporeccs hopmMupoBaHus U TPOBEPKH IEKTPOHHOUN UG POBON MOAIHCH"

32. TOCT P 34-11-94. "Undopmanuonnass texHosorus. Kpunrorpaduueckas 3zamura
nHpopMmanun. OyHKIUS XIMIHUPOBAHUS"

33. TOCT P 50922-2006 3amwura wHbOopMammu. OCHOBHBIE TEPMHHBI U OIPEACICHUS.
PocrexperynupoBanue, 2006.

34, TOCT P 52069.0-2013 3ammra wuapopmanuu. Cucrema crangaptoB. OCHOBHBIC
nojoxxenus. Poccrangapt, 2013.

35. TOCT P 51583-2014 3amura uadopmanmu. ITopsaok co3nanus aBTOMaTH3UPOBAHHBIX
CHCTEM B 3alllMIIEHHOM ucrnonHeHuu. Oomue nonoxenus. Poccranaapr, 2014.

36. TOCT P 51624-2000 3ammuta uHbopManuu. ABTOMATH3UPOBAaHHBIE CHCTEMBI B
3amuIneHHoM ucroHeHun. Oomme TpedboBanus. ['occranmapt Poccuu, 2000.

37. TOCT P 51275-2006 3amurta undopmanuu. OO0bekT uHpopMaTH3anuu. DakTOpPHI,
BO3JIeficTBYOIKE HAa HHGopMaruto. Obme nonoxenus. Poctexperynuposanue, 2006.

38. TOCT P 52447-2005 3amura wuHbopmanmu. TexHUKa 3alIUThl HWH(POpPMAIUU.
Homenknarypa nokasareneit kauectBa. Pocrexperynuposanue, 2005.

39. TOCT P 50543-93 Koncrpykuuu Oa3oBble Hecyiue. CpencTBa BBIYMCIMTEIBHOMN
TexHukd. TpeOoBaHMs TO OOECHEUEHUIO0 3alIUThl HH(OpPMAMKM ¥ DIEKTPOMATHUTHOM
COBMECTHUMOCTH METOAOM dKpaHupoBanus. ['occtannapt Poccun, 1993.

40. TOCT P 56103-2014 3amurta uHpOpManuu. ABTOMATH3MPOBAHHBIE CHUCTEMbI B
3alIUIIEHHOM HcronHeHuu. OpraHuzanuss W cojepkaHue paboT 1o 3allUTe OT
MpEeIHAMEPEHHBIX  CHUJIOBBIX  OJJIEKTPOMArHUTHBIX  Bo3feicTBuii.  OOIIME  MONOXKEHHS.
Poccrannapr, 2014.

41. TOCT P 56115-2014 3amwurta wuHdopmaruu. ABTOMATU3UPOBAHHBIE CHUCTEMBI B
3alMIIEHHOM  ucrnojHeHuu.  CpencTtBa  3alIUThl  OT  NPEJHAMEPEHHBIX  CHJIOBBIX
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AJIEKTPOMArHUTHBIX Bo3JeicTBuil. O6mue TpedoBanus. Poccranmapt, 2014.

42. TOCT P HCO/MDK 15408-1-2012 HndopmannoHHas TeXHONOTUs. MeToabl u
cpeactBa obecrneueHust Oe3onmacHocTd. KpuTepum oueHkH 0€30macHOCTH HH(POPMAIIMOHHBIX
texHosnoruil. Yacte 1. Benenue u obmas monens. Poccrannapr, 2012.

43. TOCT P HCO/MDK 15408-2-2013 HWnbopmannoHHas TeXHONOTUsA. MeToasl u
cpeactBa obecneueHust Oe3onmacHocTH. Kputepuu oneHkn 0e€30mMacHOCTH WH(POPMAIMOHHBIX
texHosoruil. Yactp 2. OyHKIHOHANBHBIE TpeOOBaHUA 0€30MacHOCTH (MPSMOE MPUMEHEHHE
ISO/IEC 15408-2:2008). Poccranmapt, 2013.

44. Metoauka OonpeesieHusl akTyalIbHbIX YIpo3 0€30M1aCHOCTH NEPCOHAIbHBIX JAHHBIX IIPU
ux 00paboTke B MH(POPMAIMOHHBIX CHCTEMaxX MEPCOHAIBHBIX MaHHBIX. YTBepxkaeHa DCTIK
Poccun 14 despans 2008 r.

45. COOpHUK BpPEMEHHBIX METOAUK OIEHKH 3allUIIEHHOCTH KOH(HUIACHIIMATIbHON
nH(popMallMM OT YTEUKH MO TEXHUYECKUM KaHaimaMm. YTBepxkzeH [ocrexxomuccueir Poccum,
2002.

46. TOCT P 50922-2006 3ammura unopmarmu. OCHOBHbIE TEPMHUHBI U OIpEIEICHHUS.
Pocrexperynmuposanue, 2006.

47. TOCT P 51275-2006 3amwura undopmanuu. OO0bekT uHPopMmaTH3auuu. DakTOphl,
BO3JIelcTBYOIME Ha HHGopMaruto. Obume noioxenus. Poctexperynuposanue, 2006.

48. COOpHHUK BpEMEHHBIX METOJUK OIEHKH 3allMIICHHOCTH KOH(PHUICHIIMAIBHON
nHpOpMaUM OT YTEYKHM MO TEXHUYECKUM KaHamaM. YTBepxkaeH [octexxomuccuedr Poccum,
2002.

49. TpeOoBaHus o 3amure HWHGOPMALUU, HE COCTABISIOUICH TOCYJapCTBEHHYIO TaiiHY,
coJieprKalleiicss B TOCyAapCTBEHHBIX HH(MOPMAIMOHHBIX CUCTEMaX. YTBEPXKICHBI MPHKA30M
OCTIK Poccun ot 11 deBpans 2013 1. Ne 17.

50. Mepsl 3amutel UHGOPMALMU B TOCYJAPCTBEHHBIX HMH(POPMAIIMOHHBIX CHCTEMax.
Yreepxaeasl ®CTOK Poccun 11 despans 2014 r.

51. Meroauueckrue peKOMEHIANN 0 TEXHUYECKOHN 3aluTe HH(pOpMalMU, COCTaBIIAIONIEH
KoMMepueckyto TaiiHy. YTBepkaeHsl @CTOK Poccun 25 nexadps 2006 r.

B) MporpaMMHOE OOecIieyeHue: CHelruaIn3upOBaHHOE MPOrpaMMHOE oOecrieueHue Jyis
MPOBEPKU 3AIIMUIICHHOCTH MOMEIIEHUI OT yTeuku HHPOpPMAIUH [0 aKyCTUYECKOMY H
BUOPOAKyCTHUECKOMY KaHaJlaM, CIeUUalIbHbIX KCCIEAOBAHUN CPEACTB BBIYUCIUTEIHHON
TEXHUKU;

r) 6a3bl JaHHBIX, UHPOPMAIMOHHO-CIPABOYHBIE U TOUCKOBBIE CHCTeMbI: Www.fstec.ru;
www.gost.ru/wps/portal/tk362.

Ilepuoguyeckue u3xanus:

1. Chip/Yun: XypHanm 0 KOMIBIOTEPHOW TEXHUKE sl MPO(ECCHOHAIOB U OIBITHBIX
10JIb30BAaTENEH;

2. 3ammrta uHpopmanuu. Mucaitn: MTHPOpMaLmOHHO-METOIMUECKHUI Ky pHaI

3. HudopmannonHas 6e30macHOCTb peruoHOB: HayuHo-npakTudeckuii xKypHail

4. Bompocsl kubep6esonacHocTH. Hayunblil, nepuoauyeckuii, HHPOPMAIMOHHO-
METOJMYECKH JKypHan ¢ ©Oa30oBod chenuanu3anued B oOiacTh  MHGOPMAIMOHHOM
6e3omacunoctu.. URL: http://cyberrus.com/
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5. be3zonacHocth MHGPOPMALMOHHBIX TeXHONOTUH. [lepuonnveckuil peneH3UpyeMblil
HayuHbIi xxypHan HUAY MUOU. URL: http://bit.mephi.ru/

DJIeKTPOHHbIE HCTOYHHMKH:

1. ®enpepanpHas ciyk0a MO TEXHHYECKOMY U IKcCmopTHOMY KoHTpoiio (DPCTOK
Poccun) www .fstec.ru

2. HWudopmannoHHO-CIIpaBOYHAS CHUCTEMa IO JOKyMEHTaM B OOJIACTH TEXHUYECKOM
3amuThl HGOpManu www.fstec.ru

3. OOpa3oBarenbHble NOpPTalbl [0 pPA3JIMYHBIM HAMNpaBlIEHUSIM 00pa3oBaHUS U
temartuke http://depobr.gov35.ru/

4. CunpaBouno-npaBoBas cuctema «Koncynsrant [Imoc» www.consultant.ru
CripaBouHo-1ipaBoBas cucrema «l'apanT» » www.garant.ru
®enepanbhblil nopran «Poccuiickoe odpazoBanne www.edu.ru
®enepanbHblil nmpaBoBoii nopran «FOpuanueckas Poccus» http://www.law.edu.ru/

i AN

Poccuiickuit buomeTpruyeckuii mopraa www.biometrics.ru

9. ®enepanbublii moptan «HPOpMAIIMOHHO- KOMMYHUKALIMOHHBIE TEXHOJOTHMH B
obpazoBarum» htpp\\:www.ict.edu.ru

10. Caiitr Hayunoii snektpoHHO# 6ubamnorexkn www.elibrary.ru
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5. KOHTPOJIb U OLIEHKA PE3YJIbTATOB OCBOEHUSI
MPO®ECCUOHAJIBHOI'O MOYJISI(BUJIA JESTEJIBHOCTH)

PesyabTarsl OcHoBHbIE IOKa3aTeu MeTtoabl 1 MeTOAbI KOHTPOJISI U
(ocBoennbie 1K) OLICHKU pe3yJibTaTra OLICHKH
IIK 2.1. OcywmectBisaTth | JleMOHCTpUpOBaTh YMEHUS | TECTUPOBAHUE,

YCTaHOBKY U
HACTPOWKY OTAEJIbHBIX
MIPOrPaMMHBIX,
MPOrpaMMHO-
anmnapaTHbIX CPEJICTB
3alUThl HH(OPMAaLIUH.

Y IIPAaKTUYECKUE HABBIKU B
YCTaHOBKE U HACTPOUKe
OTJEIBHBIX
IPOrPaMMHBIX,
IIPOrpaMMHO-AINIAPATHBIX
CPEICTB 3alIUThI
uH(popMauu

9K3aMeH KBAIN()UKAITMOHHBIH,
AKCIIEPTHOE HAOII0/IeHNE
BBITIOJTHEHHMS JTA0OPATOPHBIX padoT,
AKCIIEPTHOE HabII0IeH e
BBITIOJTHEHUS TIPAKTHYECKUX PadoT,
OIIEHKA PEIICHHUs CUTYaIlMOHHBIX
3ajad,

OIIEHKa TpoIlecca M pe3yIbTaToB
BBITIOJTHEHUS BUJIOB paboT Ha
MIPAKTHKE

IIK 2.2. ObGecneunBaTh
3aIuTy HHGOpMaLUY B
aBTOMAaTU3UPOBAHHBIX
cucTeMax OTJeJIbHbIMU
IIPOrpaMMHBIMH,
IIPOrpaMMHO-
anmnapaTHbIMU
CpeACTBaMH.

JleMOHCTpHUpOBATh 3HAHUSA
Y yMEHHMsI B 00eCIIeYeHUN
3alUThl UHpOpMALIUY B
aBTOMAaTH3UPOBAHHBIX
cucTeMax OTJEJIbHbIMU
IIPOTPaMMHBIMH,
IPOTrpaMMHO-
anmnapaTHbIMM CPEJICTBAMU

TECTUPOBAHNE,
AK3aMEH KBAJIU(PUKAIIMOHHBIMH,
AKCIIEPTHOE HAOII0IeHNE
BBITIOJTHEHH S JTAOOPATOPHBIX PaboT,
AKCIIEPTHOE HAOJI0IeHNE
BBITIOJTHEHUSI PAKTUYECKUX padoT,
OIICHKA PEICHHS CUTYallMOHHBIX
3ajad,

OILICHKA MpoIlecca U Pe3yJIbTaToB
BBITIOJTHEHHSI BUJIOB PadoT Ha
MIPAKTHKE

IIK 2.3. OcyuiecTBisiTh
TECTUPOBAHUE
(GyHKIUH OTIENbHBIX
MPOrPaMMHBIX U
MPOrpaMMHO-
anmnapaTHBIX CPEICTB
3alUThl HH)OPMALIUH.

Brimonaenue nepeyHs
paboT 1Mo TECTHPOBAHUIO
(GYHKIUH OTACTHHBIX
POTPAaMMHBIX H
IpOTrpaMMHO-aIapaTHBIX
CPE/ICTB 3alUThI
uHbopmauu

TECTUPOBAHUE,

HK3aMEH KBaJIU(DUKAIIMOHHBIMH,
AKCIEPTHOE HAOIIOACHNE
BBITIOJTHEHHSI 1TA00OPATOPHBIX padoT,
AKCIEPTHOE HAOIIOACHNE
BBITIOJTHEHHSI PAKTUYECKUX padoT,
OIICHKA PEIICHHS CUTYallMOHHBIX
3ajad,

OIIEHKa Ipoliecca U pe3yJbTaTOB
BBHITIOJTHEHHS BUIOB paboT Ha
MIPAKTHKE

28




MK 2.4. OcyiecTBisTh
00paboTKy, XpaHeHUe 1
nepeaayy uHGopManuu
OrPaHUYEHHOTO
JOCTyHa.

[IposiBisAT 3HaHUS,
HaBBIKU U YMEHHS B
00paboTKe, XpaHESHUH U
nepenaye uHhopMaIu
OTrpaHUYEHHOT 0 JI0CTyIa

TECTUPOBAHUE,
9K3aMeH KBAJIN()UKAITMOHHBIH,
AKCIIEPTHOE HaOJII0IeHHE
BBITIOJTHEHMSI TA0OPATOPHBIX PaboT,
AKCIIEPTHOE HAOI0/IeHNE
BBIITOJIHCHUSA IMPAKTUYCCKUX pa60T,
OLICHKA PCIICHUA CUTYallMOHHBIX
3ajad,

OLIEHKa IpOIIecca U pe3yIbTaToB
BBITIOJIHCHUS BUI0OB pa60T Ha
[IPAKTUKE

IIK 2.5. YHuuroxarp
nH(pOpMaLIHIO U
HOCHUTENU UHPOpMALNH
C UCITOJIb30BaHUEM
MIPOrpaMMHBIX U
MPOrpaMMHO-
anmnapaTHBIX CPEJCTB.

JleMoHCTpanus alnropurMa
pOBEJIEHUS paboT 10
YHUUTOKEHHUIO
nH(popManuu U HocUTeNen
nHpopmManuu ¢
HCIIOJIb30BAHUEM
MPOrpaMMHBIX U
MIPOrpaMMHO-aMMapaTHbIX
CpelCTB

TECTHPOBAHUE,
9K3aMEH KBaJIN(PUKAIIMOHHBIMH,
AKCIIEPTHOE HAOII0IeH e
BBITIOJTHEHHMS JTAOOPATOPHBIX padoT,
AKCIIEPTHOE HAOII0IeHNE
BBITIOJTHEHUS TIPAKTHYECKUX padorT,
OIIEHKA PEIICHHUS CHTYaIlHOHHBIX
3ajad,

OIICHKa MpoIlecca U Pe3yIbTaToB
BBINIOJTHEHUSI BUJIOB PaldoOT Ha
MIPAKTHKE

IIK 2.6. OcymiecTBisiTh
perucTpanuo
OCHOBHBIX COOBITUH B
aBTOMATU3UPOBAHHBIX
(mH(bOPMAITMOHHBIX )
CUCTEMaXx, B TOM YHCIIE
C UCIOJIb30BaHHEM
MIPOrPaMMHBIX U
MPOrpaMMHO-
anmnapaTHbIX CPEJCTB
oOHapyKEeHHs,
MpeynpexaeHUs U
JTUKBHUIAIIUN
MIOCJIEICTBUI
KOMITBIOTEPHBIX aTaK.

[IposiBIISITE 3HAHUA U
YMEHHUS B 3alllUTe
ABTOMATU3UPOBAHHBIX
(mH(DOPMAITMOHHBIX )
CHUCTEM C UCIIOJIb30BAHUEM
IPOrPaMMHBIX U
IPOrpaMMHO-aIAPaTHBIX
CPEICTB OOHAPYKECHHS,
npeIynpexaeHus u
JMKBUJIAIIUU TTOCIIEICTBUI
KOMIBIOTEPHBIX aTak

TECTHUpPOBaHUE,

HK3aMEH KBaJIU(DUKAIIMOHHBIMH,
AKCIEPTHOE HAOII0ACHNE
BBITIOJTHEHHU S JTAOOPaTOPHBIX padoT,
AKCHEPTHOE HAOII0ACHNE
BBITIOJTHEHUS PAKTUYECKUX padoT,
OILICHKA PEIICHHS CUTYallMOHHBIX
3ajad,

OIICHKA MpoIiecca U Pe3yIbTaToB
BBITIOJTHEHHSI BUJIOB PaldoT Ha
MPAKTHKE

q)OpMLI U MCTOJbI KOHTPOJI U OHCHKH PE3YJILTATOB 06y‘-IeHI/I5I JOJIDKHBI I1O3BOJIATH
IpOBEPATH Y O6yanOH_II/IXC$I HEC TOJIBKO C(I)OpMI/IpOBaHHOCTL HpO(I)CCCI/IOHaJIBHBIX KOMHGTCHHHﬁ,
HO U pa3BUTHUC 06IJ_II/IX KOMIETCHIUN 1 OGCCHC‘-II/IBaIOH_[I/IX ux yMCHI/Iﬁ
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PesyabTarsl
(ocBoeHHBIE 001IME
KOMIIETEeHIIMH)

OcHoBHbIE IOKa3aTeIH
OLICHKH pe3yJibTaTa

(I)OprI H METOAbI KOHTPOJIA
H OICHKH

OK 01. Bri6upats

CIIOCOOBI pelieHus 3a/1a4

npodeccHoHaTBHOM
JeSITEIbHOCTH,
MPUMCHUTCIIBHO K

Pa3JIMIHBIM KOHTCKCTaM.

— 000CHOBAaHHOCTH
IIOCTAaHOBKMH 1LICJIN, BI>I60pa u
IMPUMCHCHUSA MCTOOOB U
CIOCO0O0B PEIICHUS
po(heCCUOHATBHBIX 33]1a4;

- aJIcKBaTHAas OIICHKA U
camoorieHKa 3 (HEKTUBHOCTH
1 Ka4eCTBaA BBIITOJIHCHUS
poeCCHOHANIBHBIX 3a]1a4

WHTepnperanus pe3ynbTaToB
HaOJI0ICHUH 3a
JeSITeTbHOCTHIO
oOyyaromierocs B mporecce
OCBOEHUSI 00pa30BaTEeIbHON
POTPaMMBI

DKCnepTHOE HAOIIOCHUE 1
OlICHKa Ha J1ab0paToOpHO -
MPAaKTUYECKUX 3aHITHAX, IPH
BBINIOJTHEHUH padoT 1o
y4eOHOM U MTPOU3BOCTBEHHOMN
NpaKTHKaM

OKk3aMeH KBaJu(UKaLMOHHBIN

OK 02.Ocy1iecTBisTh
TTOWCK, aHAJTU3 U
HWHTEPIIPETAIHIO
uH(popmanuy,
HEeOOXOIMMOM IS
BBITIOJIHEHUS 3a7a4
npo¢eCCHOHATBHON
JeSITEIbHOCTH.

- ACTIOJIb30BAHHE PA3ITUIHBIX
HCTOYHHKOB, BKJIIO4Yas
AJIEKTPOHHBIE PECYPCHI,
Menuapecypcesl, TaTepHer-
pecypchl, IepHOANIECKIE
U3JIaHUS TI0 CIEIMATbHOCTH
JUISL pEIICHUS
poeCCHOHATIBHBIX 3a1a4

WHTepnperanus pe3yibTaToB
HaOMIOACHUH 3a
JIESATEIIEHOCTHIO
oOyyarorerocs B mporecce
OCBOCHUSI 00pa30BaTEeIIHLHON
MIPOrPaMMBbI

DKCnepTHOE HAOIIOCHUE 1
OIICHKA Ha JJTabOpaTOPHO -
MPAKTUYECKUX 3aHATUSAX, IPU
BBITIOJTHEHUH pa0OT 110
y4eOHOH U MTPOU3BOCTBEHHOMN
MIPaKTHKaM

DK3aMeH KBIM(DUKAITMOHHBII

OK 03. [InanupoBath 1
pealin30BbIBATh
coOCTBEHHOE
npodeccuoHansHOE U
JTUYHOCTHOE Pa3BUTHE.

- IEMOHCTpAIIHSI
OTBETCTBEHHOCTH 32
NPUHSTHIC PEIICHUS

- 000CHOBaHHOCTb
camoaHalin3a U KOPPEKIUs
pe3yJIbTaTOB COOCTBEHHOM
paboTHI;

WNHuTtepnperanus pe3ysibTaToB
HaOJIFOIEHUH 3a
JIeSATEIbHOCTBIO
oOyuJarolerocs B rpoiecce
OCBOEHHUA 00pa30BaTEIbHOMN
MIpOrpaMMbl

DKcnepTHOE HAOIOICHUE U
OIICHKa Ha 1ab0paToOpHO -
MPAKTUYECKUX 3aHATUSX, IPU
BBITIOJTHEHUH PadoT 1O
y4eOHOW U TPOU3BOJCTBEHHON
MpakTUKam

Dk3aMeH KBaTu(UKAIMOHHBII

OK 04. PaGorats B
KOJUIEKTUBE M KOMaH/IE,
3P PeKTUBHO
B3aUMOJIEICTBOBATE C
KOJIJIETAMH,
PYKOBOJICTBOM,
KIIMEHTaMH.

- B3aUMOJIECHCTBHUE C
o0yyaromumucs,
MpenoiaBaTessiMu U
MacTepaMu B XOJie OOyUYCHHsI,
C PYKOBOJUTEISIMHU Y4eOHOI
Y NIPOU3BOACTBEHHOMN
MPaKTHUK;

WuTepnperanus pe3yabTaToB
HaOIOCHUH 32
JeSITeIIbHOCTBIO
oOyuJarolerocs B rpoiecce
OCBOCHHUS 00pa30BaTENbHOMN
IPOTrPaMMBbI
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- 000CHOBAaHHOCTH aHAIM3a
paboThI YWICHOB KOMaH/IbI
(IOTYMHEHHBIX)

DKCHepTHOE HAOIIOACHUE U
OlLIeHKa Ha 1ab0opaTOpHO -
NPAaKTUYECKUX 3aHATUAX, IPH
BBITIOJTHEHUH PaboT 1O
y4eOHOM U MPOU3BOCTBEHHOM
MPaKTHKaM

OK3aMeH KBaJIM(UKALMOHHBIN

OK 05. OcymiecTBisTh
YCTHYIO U TUCBMEHHYIO
KOMMYHHKAITUIO Ha
TOCY/TapCTBEHHOM SI3BIKE
C YU4€TOM 0COOEHHOCTEH
COIMAIIBHOTO U
KyJIbTYPHOT'O KOHTEKCTA.

-TPaMOTHOCTb YCTHOH U
IIICBMEHHOW peyH,

- ICHOCTH (POPMYITHPOBAHUS
Y U3JI0KEHUS MBICIIEH

WNHTepnperanus pe3ynbTaToB
HaOJI0ICHUH 32
JEeSITeTbHOCTBIO
oOyyarorerocs B mpoiecce
OCBOCHUSI 00pa3oBaTEeIbHON
IPOTPaMMBI

DKCnepTHOE HAOIIOCHUE U
OllIeHKa Ha J1ab0paTopHO -
MPAaKTUYECKUX 3aHITHSX, IPH
BBINIOJTHEHUH paboT MO
y4eOHOM U TTPOU3BOCTBEHHOMN
MPaKTHKaM

Ok3aMeH KBalM(UKaLHOHHBIN

OK 06. ITposBuaTte
TPaKIaHCKO-
MaTPUOTHIECKYIO
MO3HUIIHIO,
JEMOHCTPUPOBATH
OCO3HAHHOE ITOBEACHHE
Ha OCHOBE
TPaAUITMOHHBIX
00I11eYETOBEYECKUX
IEHHOCTEH.

- coOMroICHNE HOPM
MTOBEICHUS BO BPEMs
y4eOHBIX 3aHATHI U
MIPOXOXKICHHS YUeOHOU U
IPOM3BOJICTBEHHOM MPAKTHK,

WNHTepnperanus pe3ynbTaToB
HaOIIOACHUH 3a
JeSITENIbHOCTBIO
oOyyarorerocs B mporecce
OCBOCHUSI 00pa3oBaTEeIIbHON
MIPOrPaMMBbI

DKCnepTHOE HAOIIOCHUE 1
OIIEHKA Ha JJabOpaTOPHO -
MPAKTUYECKUX 3aHATUSAX, IPU
BBITIOJTHEHUH padoT MO
y4eOHOH U MTPOU3BOCTBEHHOMN
MIPaKTHKaM

DK3aMeH KBTH(DUKAITMOHHBII

OK 07. ConelicTBOBaTh

- 3ppeKkTUBHOCTH

WuTepnperanus pe3yiabTaToB

COXPaHEHUIO BbInonHeHus npasui Th Bo HaOIro1eHui 3a
OKpY’KaloIlen cpepl, BpeMsl yUeOHBIX 3aHATHH, IPU | JESATEIbHOCTHIO
pecypcocOepexeHuIo, POXOKJIEHUN yueOHOU 1 oOyyarolerocs B npouecce
3pPeKTUBHO IPOM3BOJICTBEHHOM NMPAaKTHK; | OCBOEHHs 00pa30BaTeIbHOM
JeCTBOBATh B - 3HaHUE U UCIO0JIb30BaHUE IPOTrpamMMBbl
Ype3BbIYaifHBIX pecypcocOeperaronmx OkcnepTHoe HabIroIeHHe U
CUTYyalMsIX. TEXHOJIOTUl B 001aCcTH OlIeHKa Ha J1abopaTOpHO -
TEJIEKOMMYHHUKALHH NPAaKTUYECKUX 3aHATUAX, IPU
BBINOJIHEHUH padoT 1o
y4eOHOI 1 TPOU3BOJCTBEHHON
MPaKTHKaM
DOK3aMeH KBaJIM(HUKAIIMOHHBIN
OK 08. Hcnonb3oBath - 3¢ eKTUBHOCTH WuTepnperanys pe3yiabTaToB

cpeacTBa pU3NYECKOi
KyJBTYPbI JUIs
COXpaHEeHHMs U

BBINOJHEHMS TTpaBuil Th Bo
BpeMs yUeOHBIX 3aHITHH, TPH
MPOXOXKICHUH YIeOHOM 1

HaOJIFOICHUN 3a
JNEATEIIBHOCTHEO
oOyuJarolerocs B rmpoiecce
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YKPEIUICHHUS 37I0POBbsI B
nporecce
npodeccnoHaTbHOM
JESTeILHOCTH U
MOJJIePKAHUC
HE00XOIMMOTO YPOBHS
(busnueckoit
MOJIrOTOBJICHHOCTH.

IIPOU3BOJCTBEHHOM IIPAKTHK;

OCBOEHUSI 00pa3oBaTeIbHON
IPOTPaMMBbI

DKCnepTHOE HAOMIOACHUE U
OlLIeHKa Ha 1ab0paTOpHO -
NPAKTUYECKUX 3aHITUAX, IPH
BBITIOJTHEHUH PabOT 1O
y4eOHOM U MTPOU3BOCTBEHHOMN
NPaKTHKaM

DK3aMeH KBaJTM(UKAIIMOHHBIN

OK 09. Ucnionb3oBath
nH(pOpPMaIIMOHHBIE
TEXHOJIOTHH B
po¢eCCUOHATBHON
NS TCIILHOCTH.

- 3¢ pekTHBHOCTD
HCITIOJIb30BaHUS
uH(pOpMallMOHHO-
KOMMYHHKAITMOHHBIX
TEXHOJIOTUH B
npodeccuoHaNTbHON
JESITEIbHOCTH COTJIACHO
bopMHUpYyEMBIM YMEHUSIM U
MOJIy4aeMoOMY
MPaKTUYECKOMY OTIBITY;

WHTepnperanus pe3ysibTaToB
HaOJIFOIEHUH 3a
NEeSITeTbHOCTHIO
oOyyarorierocs B mporecce
OCBOCHUSI 00pa30BaTEeIIbHON
IPOTPaMMBI

DKCnepTHOE HAOIIOJCHUE U
OllIeHKa Ha J1ab0opaTopHO -
NPAaKTUYECKUX 3aHITHSX, TPH
BBINIOJIHEHUH paboT Mo
y4eOHOM U TTPOU3BOCTBEHHOMN
MPaKTHKaM

Ok3aMeH KBaJM(UKALMOHHBIN

OK 10. ITons30BaThCs
npodeCCHOHATBHON
JIOKyMEHTalen Ha
rOCYJIapCTBEHHOM U
WHOCTPAHHOM SI3bIKaX.

- 3(ppexkTUBHOCTH
UCTIOJIh30BAHUS B
npodeccuoHaTbHON
JeSITeTbHOCTH HEOOXO0IUMOM
TEXHUYECKOH TOKYMEHTAIINH,
B TOM YHCJIC HA aHTJIMHCKOM
SI3BIKE.

WuTepnperanus pe3yiabTaToB
HaOJIFOIEHUHN 3a
JESITEIbHOCTHIO
obOyyarorerocs B mporecce
OCBOCHUSI 00pa30BaTEeIIbHON
MIPOrPaMMBbI

DKcnepTHOE HAO0ICHUE U
OIICHKa Ha 1ab0paToOpHO -
MPAKTUYECKUX 3aHATUSAX, IPU
BBINIOJTHEHUH paboT 1o
y4eOHOH U MTPOU3BOCTBEHHOMN
MPaKTHKaM

DKk3aMeH KBaJTu(UKAIIMOHHBII
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