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1. MACHOPT ITIPOI'PAMMBI IPOPECCUOHAJIBHOI'O MOAYJIA
IIM.02 3AIIUTA THO®OPMAILIMU B ABTOMATU3NPOBAHHbBIX CUCTEMAX
INPOI'PAMMHBIMHA U ITPOI'PAMMHO-AIINIAPATHBIMU CPEACTBAMUA

1.1. O6n1acTh NpUMEHEHUS POrPaMMBbI
[Iporpamma mpodeccnoHampbHOro Moayssi (nasee mnporpamma I[IM)-sBisieTcss 4YacThiO

IIPOrpaMMbl OJrOTOBKU CHEHAINCTOB cpeaHero 3BeHa B coorserctBuu ¢ ®I'OC CIIO 10.02.05

Ob6ecneuenrie MHGHOPMAITMOHHOM 0E30MACHOCTH aBTOMATU3UPOBAHHBIX CHUCTEM, B YAaCTHU OCBOCHUS

OCHOBHOTO BHUJA JICATCIEHOCTH

1.2. leau u 3a1a4u MOYJisl, TP€OOBAHUS K Pe3yJIbTATAM OCBOECHHS MOIYJIsI

C T1uenpi0 OBNQJCHUS YKAa3aHHBIM BHJIOM JCSATCILHOCTH W  COOTBETCTBYIOIIUMH
po(ecCHOHATLHBIME KOMIETCHIIUSAMHA OOYYAIOIIMICS B XOJ€ OCBOCHHS NPOPECCHOHATBHOTO

MOJTYJISl IOJIKEH:

HMeETh MPAKTHYECKUH ONBIT:

—  YCTaHOBKH, HACTPOWKH MPOTPAMMHBIX CPEJICTB 3aIIMTHl HHPOPMAIIMH B aBTOMATH3UPOBAHHOM
CHCTEME;

— o0ecriedyeHus 3allUThl aBTOHOMHBIX aBTOMATH3HPOBAHHBIX CHCTEM TMPOTPAMMHBIMH W
MTPOrPaMMHO-AIITAPATHBIMU CPEJICTBAMU;

— TecTHpoBaHWS  (PYyHKIMH, JUArHOCTHKA, YyCTPAaHCHHWS OTKa30B W  BOCCTAHOBJICHUS
paboTOCIIOCOOHOCTH ~ TPOTPAMMHBIX W TPOTPaAaMMHO-AIMAPAaTHBIX  CPEJICTB  3allUTHI
nHpopmanuu;

— pemenus 3anad 3amutel oT HCJl x wHbOpMamuu OrpaHUYeHHOTO JOCTYNA C TMOMOIIBIO
MPOrPaMMHBIX U TPOrpaMMHO-AMNMapaTHBIX CPEJICTB 3aUIUThl HH(OPMALIUY;

— TIPUMEHEHHUS DJIEKTPOHHOM MOANUCH, CHMMETPUYHBIX U ACUMMETPUYHBIX KPpUNTOrpauyecKux
QITOPUTMOB, U CPEJICTB IMHU(PPOBAHUS JAHHBIX;

— yu€ra, 00pabOTKH, XpaHEHUS U Tiepeaaund WHQOpMaIuu, g KOTOPOH YCTaHOBIICH PEXKUM
KOH(HUICHIIMATBHOCTH;

— paboTBhI C MOJCUCTEMaMH PETUCTPALIIK COOBITHH;

—  BBIABJIICHHUS COOBITHI U MHIUICHTOB 0€301IaCHOCTH B aBTOMATU3HPOBAHHOW CHCTEME.

yMeThb:

— yCTaHaBJHMBaTh, HACTPAUBATh, IPUMEHSTH MPOTPAMMHBIC H ITPOrPAMMHO-AIIIaPaTHBIC CPECTBA
3anIuThl HHGOpMaIHH;

— YyCTaHaBJIMBAThb W HACTpauWBaTh CPEJICTBA AHTHBHPYCHOW 3alllUThI B COOTBETCTBUH C
MPEIBSBIIEMBIMU TPEOOBAHUSIMU;

— JIMarHOCTUPOBAaTh, YCTPAHATh OTKa3bl, OOECIEYUBATH PAOOTOCIIOCOOHOCTh M TECTUPOBATH
(GYHKIMU IPOrpaMMHO-aNapaTHBIX CPEACTB 3alIUThl HHPOPMAIIHH;

— TMPUMEHATH MPOTPAMMHBIC M MTPOrPAMMHO-AIAPATHBIC CPEJICTBA JUIS 3alIUThl HH(OPMAIMH B
0a3ax JaHHBIX;

— TpOBEpATHh BBINOJHEHHWE TPeOOBaHMI MO 3amuTe WHOOPMALUU OT HECAHKIMOHHPOBAHHOTO
JOCTyMma TIpH aTTecTalli OOBEKTOB HMHGOpMATH3AIMU IO TpeOOoBaHUAM OE30MaCHOCTH
uHpOpMalnH;

— TMPUMEHATh  MaTeMaTHYeCKWil  ammapar  Juis  BBIIOJHEHHS  KpHUNTOrpadhuyecKux
peoOpa3oBaHMUIA;

— WCTOJb30BaTh THUIOBBIE MPOTPAMMHBIE KpUINTOTrpadUuecKue CpeacTBa, B TOM UHCIE
ANEKTPOHHYIO MOIHKCH;

— TPUMEHATH CPEJICTBA TAPAHTHPOBAHHOTO YHHUUTOKEHUS MHPOPMAIUH;

— yCTaHaBJHMBaTh, HACTPAUBATh, IPUMEHSTH MPOTPAMMHBIC M ITPOrPAMMHO-AIIIapaTHbIC CPECTBA
3anuThl HHGOpMAIHH;



— OCYUIECTBJISTh MOHUTOPUHT M PETUCTPALMIO CBEICHUN, HEOOXOIUMBIX ISl 3aIIUThl OOBHEKTOB
nH(pOpPMATH3ALINH, B TOM YUCIIE C UCIIOJIB30BaHUEM IPOrPAMMHBIX M IIPOIPaMMHO-aNIapaTHbIX
cpeacTB oOHapy KeHUs, MPEAYIPEKACHUS U TUKBUAALNHN TIOCIECTBUNA KOMITBIOTEPHBIX aTaK
3HaTh:

— OCOOEHHOCTH U CHOCOObI NMPUMEHEHHS MPOrPAMMHBIX M IMPOTrPaMMHO-aNNapaTHBIX CPEICTB
3anIuThl HHGOpPMAINK, B TOM YHCIIE, B ONEPAIlMOHHBIX CHCTEMAaX, KOMIBIOTEPHBIX CETAX, Oa3ax
JTAHHBIX;

— METOJBbl TECTUPOBaHUS (YHKIHMA OTIACTBHBIX MPOTPAMMHBIX W MPOTrPaMMHO-aNIapaTHBIX
CPEICTB 3alIUThl HH(OPMALUY;

— THUIOBBIE MOJIEJIM YIPABJIEHUS JOCTYIIOM, CPEACTB, METOJOB U MPOTOKOJIOB UJIEHTU(UKALUN U
ayTeHTHU(UKALINH;

— OCHOBHBIE MOHATHS KpUNTOrpaduu M THUIOBBIX KPUNTOrpapUUYECKUX METOJ0B U CPEICTB
3alUThl HH(OPMALIUK;

— O0COOEHHOCTH U CHOCOObI MPUMEHEHHS MPOrPAMMHBIX M MPOTrPaMMHO-alNapaTHBIX CPEICTB
rapaHTUPOBAHHOIO YHUUTOXKEHUS HH(DOpMalLNH;

—  THUIIOBBIE CPEJCTBA U METO/IbI BE/ICHUS ay/IUTa, CPEACTB U CIIOCOOOB 3alUThl HH(OPMALIUU B
JIOKQJIbHBIX BBIYMCIUTENBHBIX CETSAX, CPEJICTB 3alUTHI OT HECAHKIIMOHUPOBAHHOTO JI0CTYTIA.

1.3 Kosm4ecTBO 4acoB HA 0CBOEHHE NMPOrpaMMbl MPodeccCuoOHATBLHOT0 MOYJIA:
00BbeM 00pa3oBaTEIHHOM MPOTPAMMBI YU€OHOW MUCIUTUTNHBI — 603 yacos,

00beM paboTel 0OyUarommxcs ¢ npenoaaBarenem no MJIK— 395
caMoCTOsTeNIbHas paboTa - 6
KOHCYJIbTAIuu — 8
MMPOMEXKYTOYHAs aTTecTamnus - 14
y4ueOHoM mpakTuku - 108
MIPOU3BOJICTBEHHON MPAKTUKHU — /2



2.PE3YJIBTATBI OCBOEHUSA ITPO®ECCHUOHAJBHOI'O MOAYJIA
PesynbraToM OCBOGHHMS MpPOrpaMMbl MPO(PECCHOHAIBHOTO MOJAYJIS SIBJISIETCS OBJIAQJCHUE

OGy‘-IElIOH.[I/IMI/ICSI BUJIOM ACATCIIbHOCTHU 3aII_II/ITa I/IH(bOpMaI_[I/II/I B aBTOMATHU3UPOBAHHBIX CHUCTCMAX

MPOrPaMMHBIMH M TPOTPaMMHO-aNMapaTHBIMU CPEICTBAMH, B TOM 4HCIIE NMPO(hecCHOHAIbHBIMU

(ITK) un o6mumu (OK) koMreTeHIusIMu:

Kon HaumeHnoBaHue pe3yiabrara 00yueHust

IIK 2.1. | OcyiiecTBaAsATh YCTAaHOBKY M HAaCTPOMKY OTHEJIbHBIX IPOrPaMMHBIX, IPOrpaMMHO-
anmnapaTHbIX CPEJCTB 3aIIMThl HHPOPMAIIHH.

IIK 2.2. | O6ecnieunBath 3aUTy HH(HOPMALIMU B aBTOMATU3UPOBAHHBIX CUCTEMAX OTAEIbHBIMU
IIPOrPaMMHBIMHU, TPOrPAMMHO-ANIAPATHBIMU CPEACTBAMM.

IIK 2.3. | OcymuiecTBasATh TECTUPOBAHUE (PYHKIMI OTJENBbHBIX IPOrPAMMHBIX U IPOIPaMMHO-
anmnapaTHBIX CPEJCTB 3aIIMThl HHPOPMAIIHH.

IIK 2.4. | OcymecTBasTh 00pabOTKY, XpaHEHHE U Niepeaady HHPOPMaIUU OrpaH HuE€HHOTO
J0CTyIIa.

IIK 2.5. | YHUUTOXAaTh MH(OPMALIMIO U HOCUTEIU UHPOPMAIIMH C UCTIOIB30BAaHUEM MPOTPaAMMHBIX
Y [IPOTPaMMHO-aNIapaTHbIX CPEJICTB.

IIK 2.6. | OcymiecTBAsATh PErUCTPALIMI0 OCHOBHBIX COOBITUI B aBTOMAaTU3HPOBAHHBIX
(MH(pOPMAIIMOHHBIX) CUCTEMAX, B TOM YHUCIIE C UCMOIb30BAHUEM IPOrPAMMHBIX U
MIPOrpaMMHO-AIIAPATHBIX CPEACTB OOHAPYKEHUS, IPEAYNPEKICHHUS U JTUKBUIALIUU
MIOCJICACTBUM KOMIIBIOTEPHBIX aTaK.

OK 1. BriOupare  cmocoObl  pemieHus — 3amad npodeccHOHaIbHON — JCSATENHHOCTH,
IIPUMEHUTEIBHO K Pa3IM4YHbIM KOHTEKCTaM.

OK 2. Ocy1iecTBIATh NOUCK, aHAJIU3 U UHTEPIPETALMIO HH(OPMALMH, HEOOXOJUMOM JUIs
BBITNIOJIHEHUS 33/1a4 TPO(ECCUOHAILHON I TEIbHOCTH.

OK 3. [InanupoBaTh M peasn30BBIBaTh COOCTBEHHOE TPO(HECCHOHATBLHOE M JIMYHOCTHOE
pa3BUTHE.

OK 4. PaGoTath B KoJIEKTHBE U KOMaHAEe, 3PPEKTUBHO B3aMMOAECHCTBOBATh C KOJUIETAMH,
PYKOBOACTBOM, KIUEHTAMU.

OK'S. OcCyIIecTBIATh YCTHYIO U IUCBbMEHHYIO KOMMYHHUKAIUIO HA TOCYJApCTBEHHOM SI3BIKE C
Y4€TOM 0COOEHHOCTEH COLMAIBHOIO U KYJIBTYPHOIO KOHTEKCTA.

OK 6. [IposBIATE IpaykIaHCKO-NIATPUOTUYECKYIO IMO3ULUIO, JEMOHCTPUPOBATH OCO3HAHHOE
MOBEJICHHE HAa OCHOBE TPAJAULIMOHHBIX O0LIEUETI0BEYECKUX LIEHHOCTEH.

OK 7. ConeiicTBOBaTh COXpaHEHUIO OKPYIKaIOIIEeH cpefibl, pecypcocOepexennto, 3pPpeKTHBHO
JEMCTBOBATH B UPE3BbIYANHBIX CUTYyaLUsX.

OK 8. Hcnonb30Bathk cpeacTBa GU3NUECKON KyIbTYpHhI U1l COXpPAHEHUS U YKPEIICHUS
3JI0pOBbsI B ITpoLiecce NPOoPecCHOHATBHOMN IS TENbHOCTH U OIEp/KaHue
HE00X0IMMOT0 YpOBHS (pU3HUECKON MOATOTOBICHHOCTH.

OK 9. Vcnonp30BaTh HHPOPMALMOHHBIE TEXHOJIOTHH B IPO(ECCHOHANBHOM eI TeTbHOCTH.

OK 10. | ITonp30oBaTbcs NpodecCHOHaIbHOM TOKYMEHTaluel Ha TOCYJapCTBEHHOM U

HHOCTPAHHOM S3bIKaX.




3. CTPYKTYPA U COAEP)KAHUE ITPOPECCUOHAJIBHOI'O MOAY JIsL
IIM.02 3amuTa nHpOpMaNuK B ABTOMATH3UPOBAHHBIX CHCTEeMaX NPOrpaMMHBIMHM M IPOrPAMMHO-ANNAPATHBIMH CPeICTBAMH
3.1. TemaTnuyeckuii ni1ad npogecCHOHATBLHOI0 MOAYJIsS

O6beM mpodecCHOHATEHOTO MOTYJIS, Yac
Oo6yuenue mo MJIK
[IpaxTuxa
Konwr HaumenoBanus pasniesnon Beer O6bem B TOM YMCIIEe o = ~
IK u poheCCHOHATBHOTO cero obpa3oBatesibH < o < = = =1 =
4acoB o 52 2 2 _ s g | =t
OK MOAYJIS 01 mporpamMMmsl S 2 S 5 Gt 5 L0 & 8 s g5
= A B 2 S
=2 2 S8 | sgg §&| B |82 | wn T11
£ < 8 g5 | SRE| 28 g | 8=
53 g © E R I 2 | £
1 2 3 4 5 6 7 8 9 10 11 12 13
K 2.1.- | MK 02.01 TIporpammHbIe
2.6 U IpOrpaMMHO-aMIapaTHbIe 355 247 129 66 ) 30 6 8 8 72 36
OK 1-10 | cpexacTBa 3aIuThI
uHbopManyu
MJK 02.02
Kpunrorpaguseciae 242 170 110 60 - : 36 36
CPECTBA 3aIIUTHI
nHbopManyu
DK3aMeH 10 MOIYJIIO 6 - - 6
Bcero: 603 417 239 126 - 30 6 8 14 108 72




3.2. Conep:xkanue 00y4eHUs MO NPOPecCHOHAIBLHOMY MOTY.TIO

HaumenoBanue pasnenos VYpoBenb
npodeccuonansHoro moayns | Conepkanue y4eOHOTO MaTepHaa, 1abopaTOpHbIe pPadOThl M MPAKTUIECKUE 3aHATHUS, CAMOCTOSTEIbHAS O0beM | ocBOCHUS
(IIM), MexxauCIUIITMHAPHBIX | paboTa o0ydvaromierocs, KypcoBas padoTa (IIpoeKT) 4acoB
kypcoB (MJIK) u Tem
1 2 3
Paznen 1 moayns. [IpuMeHeHre MPOrpaMMHBIX U TIPOTPaMMHO-AINAPATHBIX CPEICTB 3aIUTH HHPOPMAIIH 355
MJIK.02.01. ITporpamMMHbIe U IPOrpaMMHO-aNapaTHbIE CPENICTBA 3aIUTHl HHPOPMAIHH 247
Paznen 1. OcHOBHBIE IPUHIIMTIBI POTPAMMHON U MPOTPAMMHO-aNapaTHON 3alIuThl HH(pOpMaIHu 52
Tema 1.1. Ilpeamer u 3agaun | Coxmepxkanue 6
[IPOrpaMMHO-aIIIIapaTHON 1 | IlpeamMerT ¥ 33/1a4¥ MPOTPAMMHO-AMNMAPATHON 3aLTUTHI HHPOPMALIUU 1,2
3alIMTHI HHPOPMAIUK 2 | OcHOBHBIE TIOHSTHS TIPOTPAMMHO-AIIAPATHON 3aUThI HHQOpMaImn 6 1,2
3 | Knmaccugukaryst METOIOB M CPEICTB IPOrPaMMHO-AIIIApaTHON 3allUThl HH(QOopMarum 1,2
Tema 1.2. CranmapTs Copnepxanue 10
0e3omacHOCTH 4 | HopmaTuBHbIE IpaBOBbIE aKThl, HOPMAaTUBHbIE METOIMUECKUE JOKYMEHTHI, B COCTaB KOTOPBIX BXOJSAT 2 2
TpeOOBaHMSI U PEKOMEHAAINHY T10 3aIiuTe HHGOPMALIMK IPOrPAMMHBIMU U IPOIpaMMHO-alIapaTHbIMU
cpeactBamu. IIpoduim 3amuThl IPOrpaMMHBIX U IIPOrPaMMHO-AIIAPATHBIX CPEACTB (MEKCETEBBIX
9KPAHOB, CPE/ICTB KOHTPOJISI ChEMHBIX MAIIMHHBIX HOCHTENeH NH(OpMAINH, CPEACTB JOBEPEHHON
3arpy3KH, CpeJICTB aHTUBUPYCHOM 3allUThI)
5 | CranmapTsl 10 3amuTe HHPOPMAITHH, B COCTaB KOTOPBIX BXOIAT TPEOOBAHMS M PEKOMEHIAITAH 110 2 2
3amyTe MH(OpMaIMy IPOrpaMMHBIMU M IPOTPaMMHO-aNapaTHBIMU CPEACTBAMH.
Temarnka DpaKTHYCCKUX 3aHATHI 6 2,3
IIpaktuueckas padora Nel. O630p HOPMATUBHBIX IPABOBBIX AKTOB, HOPMATUBHBIX METOANYECKUX JOKYMEHTOB
110 3a1mTe HH(OPMALIUH, B COCTaB KOTOPBIX BXOAAT TPEOOBAHMS U PEKOMEHAALIUH 110 3aIUTe HH(OpMaLuu
MIPOrpaMMHBIMHU U IPOTrPaMMHO-aNNapaTHBIMUA CPEACTBAMU
[IpaxTrueckas padora Ne2-3. PaboTa ¢ conepxaHreM HOPMATHBHBIX MTPABOBEIX aKTOB
00630p crangapToB. Pabora c comepkaHneM CTaHAapTOB
Tema 1.3. 3ammumennas Conepxanne 16
aBTOMaTU3MPOBAHHAS 6 | ABromarm3zaums npouecca 00padorku nHpopmanun. [loHsTHE aBTOMAaTU3UPOBAHHOIN CUCTEMBI. 5 1
cucrema
7 | OcoOeHHOCTH aBTOMAaTU3UPOBAHHBIX CUCTEM B 3alMIIEHHOM HcronHeHun. OcHoBHble BUabl AC B ) 2

3allIUIIICHHOM HMCIIOJIHCHHUH.




8 MeTtoap! Co3gaHMs 0€30ITaCHBIX CUCTEM. Mertonponorus OPOCKTUPOBAHUA FAPAHTHPOBAHHO 3alIUIIICHHBIX

KC 2
9 | duckpeuronnsie Moaeny. MaHgaTHbeie MOACIN 2
TeMarnka NpakTUYECKUX 3aHATUN 8
[paktuueckas padora Ned. Yuer, 00paboTKa, XpaneHue u nepeaada napopmanuu B AVC. Orpannuenue
JIOCTYTIa HA BXOJ B cUCTeMy. MneHTuduKays u ayTeHTHQUKAIHS [T0JIb30BaTeen
[IpakTrueckas padora NeS. Pasrpanudenue nocryna. Perucrpanus coObiTui (ayauT).
[pakrudeckas padora Ne6-7. KOHTpOIIb 1IENTOCTHOCTH IaHHBIX. YHHUYTOKEHHE OCTATOUHON HH()OPMAIIHH.
Tema 1.4. Conepxanue 8
Jecrabumsupyroiiee 10 | McrouHukH necTaOMIN3UPYIOIIET0 BO3ICHCTBUS HA OOBEKTHI 3aI[UThI 2
BO3JIEHCTBHE Ha OOBEKTEI 11 | CrocoObl Bo3AeHCTBHS Ha HHPOPMAITHIO 2
3aIIUThI _
12 | [puunHLL ¥ yCIIOBHS JecTaOMIIM3HPYIONIETO BO3JCHCTBHS HAa HHPOPMAITHIO 2
TeMarrka MpakTUYECKUX 3aHSITUN 2
IIpaktrueckas padora Ne8. PacmpeneneHue KaHaIOB B COOTBETCTBHH C HCTOYHUKAMHE BO3ICHCTBHS HA
rH}opMaIio
Tewma 1.5. IpuHTmms: Copeprxanue 12
MIPOTpaMMHO-AIMTapaTHOM 13 | IlonsATHE HECAaHKIIMOHUPOBAHHOTO J0CTyMa K nHpopMaiuu OCHOBHBIC TOIXObI K 3aIIUTe HH)OPMALIUU 2
3aIUTH HHPOPMAITUN OT or HC/]
HECaHKIIMOHHUPOBAHHOTO 14 | Opranuzanus gocTyma K ¢aitiaM, KOHTPOJIb JOCTYTA U pa3sTpaHUYeHNE JOCTYIIa, HEPAPXHUUECKUH TOCTYT
JIOCTyna K ¢aitmam. @ukcanus K0ocTyma K Qaitimam 2
15 | HocTyn K JaHHBIM CO CTOPOHEI IpoIiecca 2
16 | OcoOeHHOCTH 3alMThI JaHHBIX OT u3MeHeHus. [lludpopanue
TeMaruka MPakKTUYECKUX 3aHSITUN 4
IIpaktrueckas padora Ne9. Opranuzamnus 10ocTyma K (anmam
[IpaxTtrueckas padora Nel(0. O3HaKOMIIEHHE C COBPEMEHHBIMH MPOTPAMMHBIMA W TTPOTPAMMHO-AITAPATHRIMA
cpeacrBamu 3anuthl oT HCJI
PyOexxHBIH KOHTPOIH Nel 2
CamocrosiTensHas paboTa
Cucremarnyeckasi mpopaboTKa KOHCIIEKTOB 3aHATHH, y4eOHOH U CIeNMaTbHON TEXHUIECKOH ImTepaTypsl (110 BOIIpocaM K maparpadam,
rJ1aBaM y4eOHBIX TOCOOUH, COCTABIEHHBIM MTPETIOAaBaTEIeM) 1

HOILFOTOBKa K IIPAaKTUYICCKUM pa60TaM C UCIIOJIB30BAHUEM MCTOANYCCKHUX peKOMeHHaHI/Iﬁ npenoaaBaTeid, O(l)OpMJ'IeHI/Ie MMPAKTUYICCKUX pa60T,

OTYCTOB K MX 3aIlIUTC.

TemaTtuka BHCAYAUTOPHBIX CAMOCTOATCIIbHBIX pa60T:




Hammucats pe(bepaT Ha TCMY «HoBBIC TeXHOIOTHHU XPpaHCHU I/IH(bOpMaHI/II/I»

Paznen 2. 3amuTa aBTOHOMHBIX aBTOMaTH3UPOBAHHBIX CUCTEM 74
Tema 2.1. OCHOBBI 3aIIUTHI Conepkanue 8
ABTOHOMHBIX 17 | Pabota aBToHOMHO#H AC B 3amumieHHoM pexxume. Anroputm 3arpy3ku OC. LTatable cpencraa 5 1,2
ABTOMATHU3WPOBaHHBIX 3aMBIKaHUS CPEJIbI
CHCTEM 18 | Pacummpenne BIOS kak cpefcTBO 3aMbIKaHUs POTPAMMHOMN CPEJIbI 2 2
19 | Cucremsl Tna DJIEKTPOHHBIH 3aMOK. D3 ¢ IPOBEPKON IIETIOCTHOCTH POTPAMMHOM CpeIbl. 2 2
20 | Monsarue AM/I3 (noBepenHas 3arpyska).[IpuMeHeHne 3aKIa/I0K, HAPABJICHHBIX HA CHIDKCHHE 2 1
3(bdEKTUBHOCTH CPEJICTB, 3aMBIKAIOIINX CPEY.
Tema 2.2.3amuta nporpamm | Comepxanue
OT U3Y4EHHUS 21 Uzyuenue u obpatHoe mpoekTrpoBanue [10. 2
22 3a/1auu 3alMThl OT U3YyUYSHHS U CIIOCOOBI MX PEIICHHUs. 3alluTa OT OTIaIKU 5 2
23 3ammrTa OT TU3acceMOITMPOBaHUS 2 2
24 3ammTa OT TPACCHPOBKH T10 MPEPHIBAHUSIM 5 2
Tema 2.3. BpenonocHoe Conepxanne 18
MporpaMMHoOe oOecIieueHIe 25 BpenonocHoe nmporpaMMHoe obecriedeHne Kak 0COObIi BH/I pa3pyIIAIOIINX BO3ACHCTBHUI. 2
Kiraccudukarys BpeJOHOCHOTO IMPOTPaMMHOTO 00eCTICUCHIS 2
26 Cxema 3apakenus. Cpenactea HeriTpanusaiuu BpegoHocHoro [10. IMpodunakrruka 3apakeHus 5 2
27 ITouck cnenoB akTuBHOCTH BpemoHocHOTO I10. Peectp Windows. OcHOBHBIE BETKH, COACPIKAIIHEC 2
nHpopmaruio o BpenoHocHoM [10. [Ipyrue o0BexTsI, coaeprkamne napopmamnuio o BperoHocHom 10, | 4
¢aiiner prefetch.
28 Bor-uetsr. [Ipuanmn ¢hyHKpioHupoBanus. MeToap! 00HApYKEHUS 5 2
29 Kiaccudukarms aHTuBUpyCHBIX cpencTB. CHTHATYpHBIA U 3BPUCTHYECKUH aHATN3 5 2
30 3ammra oT BUPYCOB B "py4HOM pekume’. OCHOBHBIE KOHUEIIUU TOCTPOCHUS CHCTEM aHTUBHPYCHOU 5 3
3aLIMTHI HA IPEANIPUSITHN
TemaTHKa NPaKTUYECKUX 3aHATUN 4

[Ipaktuueckas padora Nel1-12. [lpumenenus cpeacTs uccienoBanus peectpa Windows aiisi HaX0XXISHUS

CJICAOB AKTUBHOCTU BPCAOHOCHOT'O 110
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Tema 2.4. 3amura nporpamMm
U IaHHBIX OT
HECaHKIMOHUPOBAHHOTO
KOTIIPOBAHUS

Conepkanue

10

31

HeC&HKHHOHHpOBaHHOC KOIMMUPOBAHUEC MTPOrpaMM KakK THUII HCI[ IOpI/IILI/IIICCKI/IC ACIICKThI
HCECAHKIIMOHUPOBAHHOT'O KOMMMPOBAHUS IIPOTPAMM. O6III€C TMOHATHC 3alIMTHI OT KOIIMPOBAHUA

32

[Ipusszka [10 k anmapaTHOMY OKPYXEHHUIO U HOCUTEISIM

33

3alUTHBIC MEXaHU3MbI B COBPEMEHHOM TIporpaMMHOM obecnieuenun Ha npumepe MS Office

TemaTuka NPaKTUYECKUX 3aHATUI

[IpakTrueckas padora Nel3-14. 3anmra uHGOpPMAIMK OT HECAHKIIMOHUPOBAHHOI'O KOIMPOBAHUS C
WCIIOJIb30BaHUEM CIIEIHATM3UPOBAHHBIX MPOTPAMMHBIX CPEICTB
3aluTHBIC MEXaHU3MbI B IputoskeHusix (Ha npumepe MSWord, MSExcel, MSPowerPoint)

Tema 2.5. 3amura
WH(pOpMAaIUK Ha MalIMHHBIX
HOCHUTCIIAX

Conepxanue

18

34

[IpoGiiemMa 3aIUThI OTYYKIAEMBIX KOMITOHEHTOB [I9BM.

35

MeTo/p! 3aiMThl HHPOPMAIIUK Ha OTYYXIaeMbIX HocuTelsix. [lludpopanue.

36

CpejcTBa BOCCTaHOBIIEHUS OcTaTo4HON MH(popManuu. Co3nanue moceKTopHbIx o0pazos HXKM/I.

37

[IpumMeHeHne cpelicTB BOCCTAHOBJICHHUS OCTATOYHOM MH(OpMAIHK B CYyIEOHBIX KPUMHUHAIACTHYECKHX
JKCIEePTH3ax M MPH pacciieoBaHUN MHIUACHTOB. HopMaTiBHas 6a3a, JOKyMEeHTHPOBAHHUE PE3YIHTATOB

38

be3Bo3BparHoe yaaneHne qaHHbIX. [[pUHITUITBL B aJIrOpUTMBI

TeMarnka MpakTUYECKUX 3aHSATUN

IIpaxtrueckas padora Nel5. IlpuMeHeHHEe cpencTBa BOCCTAHOBIICHHS OCTATOYHOW HHGOPMAITUN Ha TIpUMepe
Foremost wim ananora

[Ipaxtrueckas padora Nel6-17.IIpuMeHeHNE CTIEMATU3UPOBAHHOTO IMMPOTPAMMHOTO CPEIICTBA JUIS
BOCCTaHOBJICHUS! YIATCHHBIX (haiiiioB

IIpaktrueckas padora Nel8. IlpuMeHeHHE TporpaMm Jijisl 0€3BO3BPATHOTO YIAICHHS JaHHBIX

IIpaktrueckas padora Nel9. IlpuMeHeHHe TporpaMM I MMM POBAHUS TAaHHBIX Ha ChEMHBIX HOCHTEIISIX

Tema 2.6. AnnapartHblie
CpeAcCTBa NACHTU(HUKALUY U
ayTEeHTU(PUKAITUH
M0Jb30BaTENEH

ConepxaHue

39

TpeboBaHus K anmapaTHBIM CPeACTBaM WACHTU(UKAIINN U ay TeHTU(UKAIIUH TT0JIb30BaTEIeH,
npumeHnsieMbiM B 93 u AIIMJ13

40

Ycrpotictea Touch Memory

Tema 2.7. CucreMsl
oOHaApyKEHUS aTaK u

Copaepxanue

41

COB u COA, otiinuus B pyHkuusx. OcHoBHBIE apxuTekTypsl COB

N[O N N (B
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BTOP>KCHUIA 42 | Ucnonw3oBanue ceTeBbix cHUBdepoB B kauectee COB

43 | Anmapatnabiii komnoHeHT COB. TIporpammusiii komnoneHT COB 2
44 | Mopnenu cucteMbl oOHapyskeHust BropskeHni. Kitaccudukanust cucrem oOHapysKeHUs BTOPIKEHHH. 2
Oo6Hnapyxenue curaaryp. O0HapyxeHue aHoManui. J[pyrue MeTo il 00HAPYKEHHUSI BTOPIKSHHUI
TeMarnka NpakTUYECKUX 3aHATUN 2
[Ipaktudeckas padora No20. MoaenupoBanne npoBeAeHUs ataku. V3ydeHre HHCTPYMEHTAIBHBIX CPEICTB
00HapYKCHUSI BTOPKCHUM
Py6esxxHbiii KOHTpOITb No2 2
CamocrosiTenbHas paboTta 2
Cucremarnueckas mpopadboOTKa KOHCIIEKTOB 3aHATHH, y4eOHOM U CIICIMaIbHON TEXHUYECKOH JIMTepaTyphl (110 BOIIpocaM K maparpadam,
rJIaBaM y4eOHBIX TTOCOOUI, COCTABICHHBIM ITPEIIOaBaTEIIeM )
[NoaroroBka Kk mpakTHYECKUM pabOTaM C UCIOJIB30BaHUEM METOIMUECKHX PEKOMEH A MpernoaaBareds, oopmMiieHIe TPaKTHUECKUX padoT,
OTYETOB K UX 3allIUTE.
TemaTrka BHEAYJJUTOPHBIX CAMOCTOSITEIBHBIX paboT:
[oaroroBuTh Npe3eHTAMI0 Ha TeMy «CTaTHCTHKA M aHAIM3 KPYIHBIX yTeueK HHDOpMAIIH 33 TO»
2 CEMECTP OBYYEHU A 17
Paznen 3. 3amura nHQOPMAIIMHK B JIOKAJIBHBIX CETSIX
Tema 3.1. OcHOBEI Conepxanne 7
ITOCTPOCHUS 3aIUIIECHHBIX 45 | Ceru, paboTaroliye o TEXHOJIOTHH KoMMyTaruu nakeToB. Ctek mpoTokojioB TCP/IP. OcobenHocTr 5
ceren MapIIpyTU3aU
46 | IlItaTHBIE cpeACTBa 3aIUTH HH(OpMAKHU cTeka mpotokonos TCP/IP
47 | CpencrBa uaeHTU(UKAIINY U ayTEHTU(UKAITUN Ha pa3HBIX ypoBHsIX mpoTokoia TCP/IP, nocrouncTBa, 2
HEJOCTAaTKH, OTPaHIIEHIS
Tema 3.2. CpencrBa CopepxkaHue 10
opranuzanuu VPN 48 | BupryanbHas yactHas ceTh. OyHKIMH, HA3HAYCHUE, IPHHIIUT IOCTPOSHUS 2
49 | Kpunrorpadudeckne u Hekpunrorpaduueckue cpencrsa opranuzanun VPN. Ycrpoiictea, oOpasyromme | 2
VPN. Kpunrromapipytuszarop U KpuntToQuIbTp
50 | Kpunropoytep. [IpuHINTIEL, apXUTEKTypa, MOJIENb HAPYIIUTEINS, JOCTONHCTBA H HEOCTATKH 2
51 | Kpuntodunbtp. [IprHINTIEL, apXUTEKTYpa, MOJIENb HAPYIIATENS, JOCTONHCTBA H HEAOCTATKH 2
TemaTuKa NpaKTUYECKUX 3aHATUN 2
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[Ipaktuueckas padora Ne21. PazBepreiBanue VPN

CamocrosiTenpHas padoTa 1
Cucremarnyeckas mpopabOTKa KOHCIIEKTOB 3aHATHH, yueOHOH U CrieNMabHOW TEXHUYECKOH JIMTepaTyphl (10 BOIpocaM K naparpadam,
IJIaBaM y4eOHBIX TTOCOOUM, COCTABJICHHBIM MPEIIOAaBaTEICM )
[ToaroToBKa K MPaKTHYECKUM padoTaM C UCIIOIb30BAaHUEM METOAMUYSCKUX PEKOMEHIAIN MpernoaaBareis, 0(hopMICHUE MPAKTUHICCKUX PadoT,
OTYETOB K WX 3allUTE.
Temarnka BHeAy TUTOPHBIX CAMOCTOSITCIBHBIX Pa0OT:
[ToaroroBuTh Nnpe3eHTan0 Ha TeMy «[lonck nH(OpMAIIMK 0 HOBBIX BUAX aTak Ha MHQOPMAIIMOHHYIO CUCTEMY»
Paznen 4. 3amura nHGOpPMAIIMU B CETAX OOINEro A0CTyIa 16
Tema 4.1.06ecmieueHue Conepxanue 16
0€30IaCHOCTH MEKCETEBOTO 52 | Metopl 3aimuThl HHGOPMAITMH IPH paboTe B CETsIX OOIIEro JOCTyIa 2
B3aUMOJICHCTBUS 53 | MexceteBbie 3kpanbl Tuna firewall. JlocTonHCTBa, HEOCTATKH, PEATU3yEMBbIC MOJUTHKA 0€3011aCHOCTH. 9
OcHoBuble TuIbl firewall. CumMMeTpudHbIe 1 HecuMMeTpuuHbIe firewall
54 | Yposens 1. [TakerHbie GUIBTPHL YpoBeHb 2. GUIbTpaIUs CITYkKO, IOMCK KITFOUEBBIX CJIOB B TENE
[1aKETOB Ha CETEBOM ypOBHE. YpOBeHb 3. Proxy-cepBepa npuKIaaHOIO YPOBHS 2
55 | OgHOXOCTOBBIE M MYJIBTUXOCTOBEIE firewall 2
56 | OCHOBHBIC TUIIBI APXUTEKTYP MYyJIbTUXOCTOBBIX firewall. TpeOoBaHMs K KaXKIOMY XOCTY UCXOJIS U3
APXUTEKTYPBHI ¥ BHITOTHAEMBIX (PYHKITHH.
57 | TpeboBaHus M0 cepTUPHUKAITAN MEKCETEBBIX YKPAHOB
TemaTrka IPaKTHICCKUX 3aHATHH U JIA0OPAaTOPHEBIX paboT
Ipaktuueckas padora Ne22. Msyuenne u cpapaenne apxurektyp Dual Homed Host, Bastion Host, Perimetr
ITpakTrueckas padora Ne23. M3ydeHne pa3anvHbBIX CITOCOOOB 3aKPHITHS "0NacHBIX'" OPTOB
CamocrosTenbHas paboTa
Cucremarnueckast mpopaboOTKa KOHCIIEKTOB 3aHATHI, y4eOHOH U CIIeUAIbHOW TEXHUYECKON JIUTepaTyphl (IT0 BOIpocaM K maparpadam,
rJ1aBaM y4eOHBIX TOCOOWH, COCTaBIEHHBIM IIPETIO/IaBaTEIIEM )
[ToaroToBKa K MpakKTHYECKHUM paboTaM C UCIIOIH30BAHNEM METOAMYECKIX PEKOMEHIANN TIPeroaBaTelns, opopMIeHre MPaKTHIeCKuX padoT, | 1
OTYETOB K WX 3aIlUTE.
Temarrka BHEay TMTOPHBIX CAMOCTOSITENFHBIX padoT:
[loaroroButs moxman mo Teme «O030p COBpeMEHHBIX MPOTPaMMHBIX H MTPOTPaMMHO-ANIapaTHBIX CPEICTB 3aIIUTHDY
Paznen 5. 3ammra napOopManuu B 6a3ax TaHHBIX 14
Tema 5.1. 3amura Copaepxanue 14
uH(bOpMALK B 6a3aX JAHHBIX | 58 | OcHOBHBIE THITbI yrpo3. Moiesb HapyIuTeis 2
59 | CpenctBa naeHTUGUKALNN U ayTEHTU(DUKAIUU. Y IPAaBIEHUE JOCTYIIOM 2
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60 | CpencTBa KOHTPOJIS ETOCTHOCTH HH(POpManuu B 6a3ax naHHbIX.CpeacTBa ayiuTa U KOHTPOJIS

Oe3omacHoctu. Kpurepuu 3anuineHHocTy 0a3 JaHHBIX 2
61 | [IpumeHenue KpunTorpauIecKux CpeAcTB 3aIUTh MH(GOpMaWH B 0a3ax JaHHBIX 2
TeMarnka NpakTUYECKUX 3aHATUN 6
[Ipaktuueckas pabora No24-25. M3yuenne mexannzmoB 3autel CYBJI MS Access
[Ipakrudeckas padora No26. M3yuenne mratabix cpeacts 3ammtbl CYB/] MSSQL Server
Py6esxxHblii koHTpOIsb Ne 1 2
Pazgen 6. MOHUTOPHHT CHCTEM 3aIlIUTHI 22
Tema 6.1. MOHUTOPHHT Conepxanue 10
CHCTEM 3allAThI 62 | IloHsaTHe 1 000CHOBaHHE HEOOXOIUMOCTH MCIIOJIb30BAHUS MOHUTOPHHTA KaK HEOOXOAUMOM KOMITOHEHTHI | 2
CHCTEMBI 3aIUTHl HHPOPMALIUH
63 | OcobeHHOCTH (HKCAITUK COOBITHIA, TOCTPOSHHBIX HAa PA3HBIX MIPUHIIUIIAX: CETH C KOMMYTaIen 2
COCMHEHHU, CeTh ¢ KomMmyTaluel naketos, TCP/IP, X.25
64 | Knaccugukarust orciexuBaeMbix coObITHIE. OCOOEHHOCTH TOCTPOCHHS CHCTEM MOHUTOPHHTA.
Ucrounnkn nHbOpMAIIHH JIJIsI MOHUTOPHHTA: CETEBbIE MOHUTOPBI, CTATUCTUYECKUE XapaKTEPHUCTUKU 2
Tpaduka yepes MO, npoBepka pecypcoB 00IIEro MoJb30BaHMs
Knaccuukanns cereBbIx MOHUTOPOB. CHCTEMBI yIIPaBICHHS COOBITUSIMU HH(POPMAIIMOHHOI
65 | 6ezonmacHoct (SIEM). 2
00630p SIEM-crcreM Ha MUPOBOM M POCCHHCKOM PHIHKE
TeMaruka NMpakTUYECKUX 3aHSATUN 2
[Ipaxtrueckas padora Ne27. M3ydueHne u CpaBHUTEIBHBIN aHAIN3 PAacIIPOCTPAHECHHBIX CETEBBIX MOHHTOPOB HA
mpumepe RealSecure, SNORT, NFR wmm apyrux aHamoros
Tewma 6.2. U3yuenue mep Conepxanne 4
3anU Tl THPOPMAIIUH B 66 | M3ydeHue TpeboBaHMH O 3aIIUTEe HHPOPMAIMH, HE COCTABISIONICH rocy IapCTBEHHYIO TaiiHy. M3yuenune | 2
NH(GOPMALMOHHBIX CHCTEMAX Metoanieckux 1okymeHToB @CTOK no npruMeHeHHI0 Mep 3aIlUTh
TeMaTnka MpakTUYECKUX 3aHATUH 2
[IpakTrueckas padora No28. Beibop Mep 3auuTsl HHPOPMALIAN IS UX PeaTU3aliy B HH(GOPMAIIOHHOH
cucremMe. BEIOOp COOTBETCTBYOLIMX MPOrPAaMMHBIX U IPOIPaMMHO-AINAPaTHBIX CPEICTB U PEKOMEHIALUH 10
HUX HACTPOIKe
Tema 6.3. 13yueHue TemaTuKa NPaKTUYECKUX 3aHATUN 8

COBPCMCHHBIX IPOTPAMMHO-
afmnapaTHbIX KOMIIJICKCOB.

[IpakTuueckas padora Ne29. YcraHOBKa U HACTPOMKAa KOMIUIEKCHOTO cpelcTBa Ha npuMepe SecretNetStudio
(yueOHasi IMIIEH3M) WITH IPYTHX aHAJIOTOB

[Ipaktuueckas padora Ne30. YcTaHOBKa M HACTPOMKa NPOrPaMMHBIX CPEACTB OLEHKH 3aIIUIICHHOCTH U
ayaurta nH(GopManMoHHOW 0e301acHOCTH, M3yyeHHe QYHKIMHA U HACTPOHKa peKUMOB pabOThl Ha IpUMepe
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MaxPatrol 8 unu apyrux aHaaoros

[Ipaktuueckas padora Ne31M3yyenne TunoBeIX pemeHnid i noctpoenust VPN na npumepe VipNet win
JPYTUX aHAJIOrOB

[IpakTuydeckas padora Ne32. M3ydeHre cOBpeMEHHBIX CHCTEM aHTHBHPYCHOH 3aIlTHI HA TIPUMEpPE
KopropatuBHBIX pemennii KasperskyLab unm nqpyrux ananoros

Py6esxxnbiii koHTposs No2 2
CamocrosiTenbHas paboTa

Cucremarnueckas mpopadboTKa KOHCIICKTOB 3aHATHH, yueOHOH U CcrielMaibHOW TEXHUYECKOW JIUTEepaTyphl (110 BOIpocaM K mnaparpadam,

rJIaBaM y4eOHBIX TTOCOOUM, COCTABJICHHBIM IIPEI0/1aBaTEIIeM )

[ToaroToBka K MPaKTHUYECKUM padoTaM C UCIOIb30BAaHUEM METOAMUYECKUX PEKOMEH AN ITperoaaBarelis, opopMiieHHE MpakTHIecKuX pador, | 1
OTYETOB K UX 3aIIHTe.

TemaTrka BHEAYy JUTOPHBIX CAMOCTOSITEIBHBIX padoT:

[oaroroButh pedepat no reMe «CpaBHUTENBHBINA aHATH3 COBPEMEHHBIX MPOTPAMMHBIX U IPOTPaMMHO-aIIapaTHBIX CPEJICTB 3alUThD)

Kypcosas pabora 30
[IpumepHas TeMaTHKa KypcOBBIX paboT

Ornenka 3 QEeKTUBHOCTH CYIIECTBYIONIMX MPOIPAMMHBIX U IPOTPaMMHO-AIAPATHBIX CPEJICTB 3alTUTH HHPOPMAIMH C TIPHMEHEHUEM
CHEeNMaTN3NPOBAHHBIX HHCTPYMEHTOB M METOJIOB (MHIVBUAYAIbHOE 33 JaHHE)

O0630p 1 aHaINU3 COBPEMEHHBIX MMPOTPAMMHO-AIIIAPATHBIX CPEACTB 3alUTH HHPOpPMAaliY (MHINBUAYATEHOE 3aJaHHE)

Br100p onTHMAIBHOTO CpeCTBA 3aUTH HHGOPMAITUN UCX0 I U3 MeToandeckux pexomermanuii @CTOK n nMeronuxcst HCXOAHBIX TaHHBIX
(MHAMBUAyaTHHOE 3aTaHHE)

[IpumeneHne mporpaMMHO-aIapaTHRIX CPEACTB 3alIUTH HHPOPMAIMK OT PA3IMYHBIX THUIIOB YTPO3 HA MPEANPUATHH (MHIUBUAYATbHOE

3aJ1aHue)

[Ipobnema 3ammTel HHPOpPMAITUH B 00IaYHBIX XpaHUIUIIax JaHHbX U [10/]ax

3ammTa cpen BUPTyTH3aITuu

Temartuka camocrostensHON padoTs! mpu m3ydernnn MJIK.02.01

N3ydeHre HOBBIX TEXHOJIOTUH XpaHEeHUsT HH(POpMAIHN

Cratuctuka v aHalM3 KPYIHBIX yTe4eK HH(OPMAIINH 32 TOJT

[Nouck mHpOpPMAHK 0 HOBBIX BUaX aTaK Ha HHOOPMAITHOHHYIO CHCTEMY

0030p COBpeMEHHBIX IPOTPAMMHEBIX U IIPOTPAMMHO-AINITAPATHBIX CPEJCTB 3aIUTHI

CpaBHUTENBHBIN aHATN3 COBPEMEHHBIX TPOTPAMMHBIX U IPOTPAMMHO-AIIIAPATHBIX CPEJICTB 3aIIUTHI

ITpomexxyTounas arrectanus no MJIK.02.01 B BuJie s3x3aMeHa 6

Bunasl camocTosTenbHBIX paboT NpH M3ydeHUH pasznena 1 Momyiis

CucremaTrnyeckasi npopabOTKa KOHCIEKTOB 3aHATHH, yueOHOU U CrIeaIbHOM TeXHUUECKOH JIMTepaTypsl (110 BOIpocaM K naparpadam,
rjlaBaM y4eOHBIX TOCOOUH, COCTaBIIEHHBIM MTPENOaBATEIIEM )

[loaroroBka k mpakTHYECKUM pabOTaM C MCHOJIb30BaHHEM METOIMYECKUX PEKOMEHAALUH MpenoaaBaTess, opopmieHre IPaKTHIECKUX padoT,
OTYETOB K HX 3alIUTE.
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PaboTa Hanx KypcoBbIM IpoeKkTOM (paboToil): TIIaHUPOBAaHKE BHITOJHEHHUS! KypCOBOT'O MPOEKTa (paboThl), ONpeeieHre 3a1ad padoThl,
M3Y4YEeHHE JIUTEPATYPHBIX HICTOYHUKOB, POBEICHUE NPETPOEKTHOrO HCCIIEIOBAHMSL.

VY4eOHas mpakTHKa 1o pazzeny | Momyis
Bunpt pabort:

[IpuMeHeHre MPOrpaMMHBIX U TIPOrPaMMHO-aNTapaTHBIX CPeACTB oOecieueH s HH(POPMaMOHHON 0€301MacHOCTH B aBTOMAaTH3UPOBAHHBIX

CUCTeMax

Juarnoctuka, ycTpaHeHHe 0TKa30B 1 obecriedeHrne paboTocrnocoOHOCTH MPOrpaMMHO-aNIapaTHBIX CPEACTB odecredeHrs HHPOPMaHOHHOM

0e3011acHOCTH

OneHka 3eKTUBHOCTH MTPUMEHIEMBIX TPOrPAMMHO-ATIIAPATHBIX CPEACTB oOectieueH si HHPOPMAMOHHON 0€301MacHOCTH
CocraBiieHue JOKyMEHTAIIMH 110 Y4eTy, 00paboTKe, XpaHEHHIO U repeade KoHPHUIeHIIMaIbHON HHPOPMAIIH

Hcnonb3oBanue mporpaMMHOTO obecriedeHust 1jist 00pabOoTKY, XpaHEeHHUs U Tiepeiaui KOHPHICHITUATLHONH HHpOpMaITUH
CocraBiieHue MapuipyTa ¥ COCTaBa MPOBECHUS Pa3IMYHBIX BUIOB KOHTPOJIBHBIX IIPOBEPOK NP aTTECTAIIMHA OOBEKTOB, IOMEICH M,
MporpaMM, ajrOpUTMOB.

Ycrpanenue 3aMedaHmii 0 pe3yNibTaTaM MPOBEPKU

AHanmM3 ¥ cocTaBlieHHEe HOPMATHUBHBIX METOJIMYECKUX JIOKYMEHTOB 110 00eCTIeueHHI0 HHPOPMAIIOHHOHN 0€30MacCHOCTH TPOTPaMMHO-
anmapaTHbIMU CPEJICTBAMH, C YIETOM HOPMATHBHBIX TIPABOBBIX aKTOB.

[MprMeHeHNE MaTeMAaTHIECKIX METOJIOB JUISl OLEHKH Ka4eCTBa W BBIOOPA HAMITYYINET0 IPOTPAMMHOIO CPEJICTBA

72

Paznen 2 momymnsa. [Ipumenenne KpunTorpa@uaeckux CPeCTB 3alUTh HHPOPMAITUN

242

MJIK.02.02. Kpunrorpaduueckue cpeacTBa 3aliuThl HHGpOpMaun

170

Brenenne Conepxanne

1 | IIpeamer u 3amaum kpunrorpadun. Mcropus kpunrorpaduu. OCHOBHBIC TEPMHUHBI

Pazgen 1. MaremaTindeckiue OCHOBBI 3aITUTHI HH(DOpMAITIH

Tema 1.1. MaTematuueckue Conepxanne

40

OCHOBBI KpUNTOrpaduu 2 DJNeMeHTHI TEOPUH MHOKECTB. | 'pyIITIbl, KOJIbITA, OIS

N

N

3 Hemumocts uncen. Ilpusnaku genumMocT. IIpocTeie U cOCTaBHBIE YHCIIA.

N

N

4 OcHoBHas Teopema apudmeTukd. HanOompImmii o0l [enuTens.

N

5 B3anmuo npocteie uncna. Anroputm EBknuaa juist Haxoxaenuss HOJ.

6 OtHomreHus cpaBHUMOCTH. CBOMCTBA CpaBHEHHMH. MoaysipHast apupMeTHKA.

7 Kitaccsl. [lonnast n npuBenenHas cucreMa BbrueToB. OyHKIUA Dinepa.

8 Teopema Pepma-Oiinepa. AIropuT™M OBICTPOTO BO3BEICHHS B CTEIEHD 110 MOAYIIIO.

NN DNINDN
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9 CpaBuenwus nepBoii creneny. JnHeiinsie AnodanToBel ypaBHeHus. Pacmpennslii anroput™M EBkinaa

10 Kuratickas Teopema 00 ocTaTKax.

9 [IpoBepka urcen Ha IPOCTOTY. AJNTOPUTMBI T€HEPAIUH ITPOCTHIX YUCEIL.
11

12 Merton npoOHBIX AeieHui. Pemero Dparocdena.

13 Pasnoxenue urcna Ha MHOKHUTENH. ANTOpUTMEI hakTopusanuu. Gakropuzanus Gepma. Meron
TTonnapna.

14 ANropuTMBI AHCKpeTHOTo JorapudmupoBanus. Meron [Tommapna. Merox loppa.

15 Apudmernueckue ornepaniu HaJl 00JbIIMMH YHCITAMH.

N

16 DnmUnTHYecKrue KPUBbIC M X IPUJIOKEHHS B KPHIITOTPaQHH.

TemaTuka TpaKTUIECKUX 3aHATUH U JIA0OPATOPHBIX paboT

COIN NN W

IIpaxtrueckas padora Nel-2. IIpumenenne anroputma EBknuna as Haxoxaeans HOJI. Pemenue nuHeHBIX
JTM0(aHTOBBIX YpaBHEHUH

ITpaktrueckas padora Ne3. [IpoBepka dncen Ha MPOCTOTY

IIpaktrueckas padbora Ned. Permenue 3a1ad ¢ 2JIeMEHTaMU TEOPHUHN UHCEIT.
PyOGexxabIii KOHTpOoIh Ne 1

Paznen 2. Kimaccuueckast Kpunr

orpadust

Tema 2.1. MeTtoas!

Conepxanne

KpUTNITOTpaUIeCKOTO
3aIUTH HHPOPMAITAN

Kitaccudukarus OCHOBHBIX METOZOB KPUITOTPahUIECKOM 3aIINTHI.
17

18 | Meromapl CHMMETPUYHOIO IIH(POBAHUS

19 | IIudpsl 3amensl. [Ipocras 3ameHa, MHOroaa(haBUTHAS I10ICTAHOBKA, IPONOPIIMOHAIBHBINH (P

20 | Metoap!l mepecTaHoBKH. Ta0OnudHas IMepecTaHOBKA, MapIIpyTHAs IIepecTaHOBKA

21 | 'ammupoBanue. ["aMmMupoBaHrEe ¢ KOHEYHON U OECKOHEYHOW raMMaMHu

NININ -

TemaTnka MpakTHUECKUX 3aHATUN U 1a00pPaTOPHBIX PabOT

| NININ N

IIpaktrueckas padora Ne5-6. IIpnMeHeHHEe KIaCCHYEeCKHX MU(GPOB 3aMEHBI

IIpaxtrueckas padora Ne7. [IpuMeHeHNE KITACCHUECKUX MTHU(GPOB ITEPECTAHOBKH

[Ipaktuueckas padora Ne§. [IpumeHeHHe METOIa TAMMHUPOBAHHUS

Tema 2.2. Kpunroananus

Conepxanue

14

22 | OcHOBHBIE MeTOABI KpunToaHanu3a. Kpunrorpaduueckue aTaku.
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23 | Kpuntorpaduyeckas croikocTb. AGcomoTHO cTolikue kpuntocucteMsl. [Ipunimmnel Kupkxodda 2
24 | IlepcueKTHBHBIEC HANpaBJICHHsI KPUIITOAHAIN32, KBAHTOBBIH KPUIITOAHAIU3. 2
TemaTnka NpakTUUECKUX 3aHATHH M J1a00pPaTOPHBIX PadoOT 10
[Ipaktuydeckas padora Ne-9-10. Kpunroananus mmdpa mpocToii 3aMeHbl METOJIOM aHaJi3a YaCTOTHOCTH
CHMBOJIOB
[TpakTrueckas padora Nell. Kpunroananu3 Ki1acCHYecKux MM(POB METOJIOM TMOJHOIO Tiepedopa KITtouei
[Ipaktuueckas padora Nel2. Kpunroanamm3 mmdpa BukuHepa
Tema 2.3. TTotounsie mudpsr | Conepkanue yueOHOT0 MaTepHuana 10
Y TEeHEepaTopbl 25 OCHOBHBIE IPUHITUIIBI TOTOYHOTO IUPPOBAHUSI. 2
IICEBIOCITYYaHBIX YHCEN
oty 26 [Mpumenenue reaeparopos [ICY B kpunrorpaduu 2
27 MeTo/1p! TIOSTyUEHHS TICEeBI0CTyYaiiHbIX TTocaeaoBaTensHoctel. JIKI, meton dubonayuu, merox BBS. | 2
Temarrka MpakKTHYSCKUX 3aHITUN U JJAOOPATOPHBIX paboOT 4
[IpakTtrueckas padora Nel3-14. Ilpumenenne meronoB reaepanuu [1CY
Py6exubiit KoHTposb Ne 2
2 CEMECTP OBYUEHUA 20
Paznen 3. CoBpemennas kpunrorpabus
Tema 3.1. KogupoBanue 28 Komnporanue nadopmarini. CHUMBOJIEHOE KOJIUPOBAHHE. 2
nHpOpMAITHH.
29 CmbIcnoBOE KOAUpOBaHUe. MexaHu3amus muQpoBaHus. 2
Komnbrorepuzarus mp Tt bp
mudpoBaHUS
30 [Ipencrapienue uHpopManuu B ABOUIHOM Koje. Tadmuia ASCII 2
31 Kommrsrorepu3artus mudpoBanus. AMIapaTHOE U IPOrpaMMHOE (P POBAHNE 2
32 CrangapTU3alis NPOrpaMMHO-aIlIapaTHRIX KPUITOrpadUuECKUX CUCTEM U CPEICTB. 2
33 W3yuenne coBpeMEHHBIX IPOTPaMMHBIX U alllapaTHBIX KPUOTOrPaQUIECKUX CPEACTB 2
Temarnka MpaKTHYECKUX 3aHATHI 10
[IpaxTrueckas padora Nel5. KoanpoBanue nadpopmaun
[IpaxTtrueckas padora Nel6. [Iporpammuas peanmuzaiius KI1aCCHIECKUX MH(POB
[Ipaktuueckas padora Nel7-18.M3zyuenne peannzayy KINacCHYECKUX UG POB 3aMEHBI 1 [IEPECTaHOBKH B
nporpamme CrypTool nnu anasore.
Tema 3.2. CummeTpu4HBIE Conepxanne y4eOHOro MaTepuana 9
cHCTeMBbI IU(pPOBAHUS
34 | O6mue cBenenus. CTpyKTypHas cxeMa CUMMETPUYHBIX KPUITOrpauIecKux CUCTEM 2
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35

OrteuectBennsle anroputMbl Marma u Kysneunk u crangaptel [OCT P 34.12-2015 u 'OCT P 34.13-
2015.

36

Cummerpuunsle anroputmbl DES, AES, TOCT 28147-89, RC4

TemaTuka MPaKTUYECKUX 3aHATUN

[Ipaktudeckas padora Nel9.M3ydenne nporpaMMHON pear3anuy COBPEMEHHBIX CHMMETPHYHBIX IH(POB

Tema 3.3. AcuMMeTprUYHbBIE
CHCTEMBI IU(PPOBAHUS

Coneprkanue yueOHOro MaTepuaa

37

KpunrocucTeMsl ¢ OTKPHITBIM KItouoM. HeoOpaTuMocTh cucteM

38

CrpykrypHas cxema NMGPOBAHHS C OTKPHITHIM KIIIOUOM

N

39

DeMeHThI TEOPHH YHCEll B KPUITOTPa(uu ¢ OTKPBITHIM KIIOYOM

Temarnka MpakKTHYSCKUX 3aHATUIN U JJaA0OPAaTOPHBIX pabOT

AINININ

[paktudeckas padora No20. [IpuMeHeHrEe pa3uIHbIX ACHMMETPUYHBIX AJITOPUTMOB.

[IpakTrueckas padora No21. Mzydenue mporpaMMHON pealn3aii aCHMMETPUIHOTO anroputMa RSA

Tewma 3.4. Ayrentuduxarus
JAHHBIX. DJIEKTPOHHAS
MTOATINCH

Copaeprkanue yaeOHOTo MaTepuaa

12

40

Ayrenrudukaryst nanaeix. Oomme noustus. II1. MAC. OnHoHanpaBlieHHbBIE X ell-(QyHKITNA

41

AnroputMbl InPpoBOI OATHCH

TemaTuka IpakTHYICCKUX 3aHATHI U JTA0OpaTOPHEBIX paboT

[pakTrueckas padora Ne22. IIpuMeHeHHEe pa3InyYHbIX (YHKIUH XCIIHPOBAHUS, aHAIN3 OCOOCHHOCTEH Xeleh

[IpakTrueckas padora Ne23. [IpuMeHeHHne KpUNTOrpaPUIECKUX aTak Ha Xeml-(pyHKINH.

[IpakTrueckas padora Ne24. MzydeHnue mporpaMMHO-aIapaTHRIX CPEICTB, PEATHIYIOMNX OCHOBHBIE
dbyaxmmm D11

Tema 3.5. AnropuT™Mbl
oOMeHa KIrrouei 1
MPOTOKOIIBI Ay TCHTU(DUKAIINN

Copeprkanre yueOHOTO MaTepraia

42

ANTOPUTMBI PacIpeAeIeHus KII0Yel ¢ IPUMEHCHUEM CHMMETPUYHBIX U ACUMMETPUYHBIX CXEM

43

[poTokomnsl ayrenThuKanuy. BzanMuas ayrenTrdukanus. O THOCTOPOHHSIS Ay TEHTH(UKATIHSI
PyOGexxHbIi KOHTpOIH Ne 1

TemaTnka NpakTHUECKUX 3aHATUH U J1a00pPaTOPHBIX PaboOT

AN [N O

[IpaxTrueckas padora No25. [Ipumenenue nmporoxona Juddu-Xemamana 1t oOMeHa KITFOYaMH
mupoBaHUsL.

[Ipaktuueckas padora Ne26. M3yueHne npuHUMIIOB pabOTHI IPOTOKOJIOB Ay TEHTU(HUKALINY C
HCIOJIb30BaHUEM JIOBEPEHHOM CTOPOHBI Ha mpuMepe npotokosa Kerberos.
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Tewma 3.6. Kpuntozammura CopepxkaHue yueOHOTO MaTepuaia 6
HH()OpMAITIH B CETAX 44 | Abonentckoe mudpoanue. [laketHoe mmbpoBanue. 3anyra HEHTPa TeHEPAMH KIFOUEH. 2 1
nepeaavyn JaHHBIX "
45 | Kpuntomapmpytuszarop. [lakeTHsiit puistp 2 2
46 | Kpunrorpaduueckast 3amuTa OSCIIPOBOIHBIX COSAMHEHHH B ceTsix ctanaapra 802.11 ¢ ucrnonbp3oBanueM | 2 2
nportokosoB WPA, WEP.
Tewma 3.7. 3ammra Coxepikanue yueOHOTO MaTepuaia 10
HH(OpMAITIH B SEKTPOHHEIX 47 | TlpuHumns! GyHKIHOHMPOBAHKS YICKTPOHHBIX [LIAT&KHBIX CHCTEM. DJICKTPOHHBIC ILIACTUKOBBIC KapTBL. | o 2
TUIATEXKHBIX CUCTEMaxX
49 | TlepcoHanbHBIN HACHTHU()UKAITMOHHBII HOMED 2
50 | Ilpumenenue kpunTorpadhuIeCKUx MPOTOKOJIOB JIJIs 0OecreueHus 0€30MacCHOCTH 3JICKTPOHHOM 5
KOMMEPIIHH.
Temarnka MpakKTHYSCKUX 3aHATUI U JJAOOPAaTOPHBIX pabOT 4
[Ipaktrueckas pabora Ne27-28. IlpumMeHeHne ayTeHTH(PUKAIIAN 110 OJHOPA30BEIM HapoiIsiM. Peanm3arms
AITOPUTMOB CO3/JAHHUSI OJJTHOPA30BbIX NApoJIeH
Tema 3.8. KomnstorepHas Conepsxanne yaeOHOTO MaTepraa 12
cTeranorpagus 51 | CkpsITas nepeaaya HHPOPMAIIMK B KOMITBIOTEPHBIX CHCTEMaXx. 2 2
[IpobneMa ayTeHTHDUKANNY MYJIbTHMEAUHHON HHGDOpMaIiu. 3ammTa aBTOPCKUX MPAB.
52 | Meroabl KOMITbIOTEpPHOH cTeranorpaduu. L{udpoBbiec BOASHBIC 3HAKH. 2 2
53 | Anropurmsl BerpauBanus 11B3 2 2
TemaTuka IpakTHISCKUX 3aHATHI U JTa0OpaTOPHEBIX padboT 6

[IpaxTrueckas padora Ne29 O630p U cpaBHUTENBHBIN aHaIH3 cymiecTBytomero 10 ams BcrpanBanus LIB3

IIpaxtrueckas padora Ne30 Peanm3arius mpocTEeHIIIX cTeraHOrpaUIecKuX alrOPHTMOB
PyOGexHBIN KOHTPOIH Ne 2

[IpumepHas TeMaTHKa cCaMOCTOATENbHOHN paboTs! pu u3ydeHun MJ1K.02.02
HUcropus pazButust Kpunrorpadpuu
[IporpaMMHas peanu3zanus KIacCHYECKUX MH(PPOB
OnrtrMu3anysa METO0B YaCTOTHOT'O aHANN3a MOHOAN(aBUTHBIX IHU(POB.
[IporpaMMHas peanusanus KIacCHYeCKUX MH(pPoB

MGTOILBI MEXaHu3alluu IIII/I(l)pOBaHI/Iﬂ

Hudposoe npencrasieHne pa3nuyHbix GopM HHGopManun
AHanu3 COBPEMEHHbBIX CHMMETPHYHBIX KPUIITOAITOPUTMOB
AHanu3 COBPEMEHHbBIX aCHMMETPUYHBIX KPUIITOAITOPUTMOB
[IporpaMMHasi peaju3anys COBPEMEHHbBIX KPUITOAITOPUTMOB
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CpaBHUTENBHBIN aHATN3 QYHKIUHA XESITMPOBAHUS

Ayrtentudukaiysi cooOmeHni

3aKOHOJATENBLCTBO B 00JIACTH KPUNTOrpapuuecKoi 3auThl HHPOPMALUH
[lepcniekTHBHBIEC HAMPaBICHUS KpUNTOrpaguu

[Mpomexxyrounas arrecranus mo MJIK.02.02 B Buje nuddepeHIMpoBaHHOIO 3a4eTa

[IpuMepHBIC BUIBI CAMOCTOSATEIIBHOM paOOTHI IPU U3YyUYECHUH pa3zeiia 2 MOITyJis

Cucremarnueckas mpopadboTKa KOHCIICKTOB 3aHATHH, YUeOHOH U CIICIUAIbHOM TEXHUYESCKON JIUTEpaTyphl (110 BOIpocaM K maparpadam,
IJIaBaM y4eOHBIX TOCOOUM, COCTABJICHHBIM IIPEIOIaBaTEIIeM )

[NoaroroBka K mpakTHYECKUM pabOTaM C UCIIONB30BAHUEM METOIUYECKUX PEKOMEHAAIUH MperoiaBarens, ohopMIieHHe 1ad0paTOpHO-
MPAKTHUYECKUX paboT, OTUETOB K MX 3alllUTE.

VY4eOHas npakTHKa paszziena 2 MOy 36
Bunpt pabort:

Hcnonb3oBaHue THIMOBBIX KPUMITOTPAPUUECKUX CPEICTB U METOJIOB 3alIUTHI HMHPOPMAIIHH, B TOM YHCIIE U JIEKTPOHHOM MOAITUCH
[MpousBoncTBenHast mpaktuka mo [TM.02 36
Bunst pabot

— AHaJM3 MPUHIIMIIOB ITOCTPOSHHUST CHCTEM WH(POPMAITMOHHOM 3alIUTHI IPOU3BOICTBEHHBIX MTO/Ipa3eieHUH.

— TexHu4yeckas 3KCIUIyaTalys 3JIEMEHTOB IPOIrPaMMHOM U annapaTHOM 3alMThl aBTOMaTU3UPOBAHHON CUCTEMBI.

— YdacTue B TMarHOCTHPOBAaHUH, YCTPAHEHUH OTKa30B U o0ecriedeHnH paboTocnocoOHOCTH TPOTrPaMMHO-aINapaTHBIX CPENICTB OOECTIEUeHHUS
HHPOPMAITMOHHON 0E30TaCHOCTH

— Anann3 3((HeKTHBHOCTH TPUMEHSIEMBIX ITPOrPaMMHO-AIITIAPATHBIX CPEACTB oOecriedeHus MHGOPMAITMOHHONW 0€30TIaCHOCTH B CTPYKTYPHOM
o/Ipa3AeTIeHIH

— Yyactre B o0OecrieueHUH ydera, 00paboTKH, XpaHEHHUS U Iiepenadn KOHOUACHIMATLHONH HHHOpMAaITHN

— IlpuMeHeHrie HOPMATHBHBIX MTPABOBBIX aKTOB, HOPMAaTHBHBIX METOINYECKUX JOKYMEHTOB 110 OOECTIEYeHHIO HH(POPMAITMOHHOM 0€301TacHOCTH
MIPOrpaMMHO-aNapaTHBIMU CPEACTBAMU IPH BHITIOJIHEHUH 33/1a4 MPAKTHKH.

DK3aMeH 10 TPoheCCHOHATPHOMY MOJTYITIO 6
HToro yacoB 1o MOAYJIIO: 603
Teopernyeckoe o0ydeHne 239
MIPAaKTUYECKH O0YICHHIE 126
KypcoBoe nmpoekTupoBaHue 30
YueOHas mpaKTHKa 108
[Ipon3BoACTBEHHAS TPAKTHKA 72
CamocTtosiTenbHas paboTa 6
Koncynprammun 8
[TpoMexxyTouHas arTecTanus 14
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4. YCJIOBUS PEAJIM3ALIMA ITPOI'PAMMBI IPOPECCUOHAJIBHOI'O MOAYJIA

4.1. TpeGoBanus K MaTepHaJIbHO-TEXHHYECKOMY 00ecre4eHHuI0

Peanuzanust mporpamMMbl mpearoyiaraeT Hajquuue y4eOHBIX KaOWHETOB — JICKIIMOHHBIE
ayIUTOpUU C MYJIBTUMEIUHHBIM  oOopynoBanueMm; saboparopuu  «I[IporpammubIX U
MIPOrpaMMHO-aIMaPaTHBIX CPEJCTB oOecneueHust HH()OPMAITMOHHON 0€30TacHOCTHY .

OGopynoBanue ydeOHOro KaOWHETa W pabodyMx MecT KaOWHeTa — JICKIMOHHAS
ayIUTOpHs: MocagouHbix MecT - 30, pabodyee MeCTO mpernojaBaTes, MPOEKTOP, MePCOHATBHBIN
KOMIIBIOTEP, KOMIUIEKT IIPE3CHTAIUH.

Ob6opynoBanue mnaboparopun «lIporpaMMHBIX W HPOrpaMMHO-ANMApaTHBIX CPEACTB
obecrieueHnss ”HPOPMAIIMOHHON 0€30MaCHOCTH» U PabOUYMX MECT JIabopaTOpHH:

— paboune MecTa CTyAEHTOB, 000py/10BaHHbIE IEPCOHAIBHBIMU KOMIbIOTEPAMU;

— JnabopaTopHbIE y4eOHbIE MAKETHI;

— pabodee MECTO TpernoaBaTes;

— y4eOHO-METOIMUECKOe 00ECTICUCHHIE MO TS,

— WHTEpaKTHBHAS JOCKa, KOMIUIEKT MTPE3CHTAIHIA;

— AHTHBHPYCHBIC IPOTPAMMHBIE KOMILICKCHI;

— MporpaMMHO-anmapaTHble cpeiacTBa 3amuTshl uHPopmanuun ot HCJI, OmoxupoBku

JOCTyTIa ¥ HApYIICHUS IEJTOCTHOCTH;
— MporpaMMHBIE U  IPOrpaMMHO-ANINapaTHbIE  CPEICTBAa  OOHApYy>KEHHUs  aTak
(BTOp>KEHUIA), TIONCKA YSI3BUMOCTEH;
— CpelCcTBa YHHUUYTOKEHHUS OCTaTOYHOM HH(OpMAaLMK B 3aIIOMUHAIONINX YCTPOUCTBAX;
— MpOrpaMMHBIE CPEACTBAa KpUNTOrpaduuecKoi 3aliuThl HH(OPMaLUU.

4.2. UudopmanuonHoe odecneyeHne 00yueHus
OcHoBHbIE NeYaTHbIE HCTOYHUKU:
M/K. 02.01 IIporpaMmMHble H MIPOrPAMMHO-ANNAPATHbIE CPEICTBA 3aIUMTHI HHpOPMAMHU

1. Jymxun A.B., IlporpammHo-anmapaTHbie cpeiacTBa obOecrieueHus WH(OpMaIMOHHOM
0e30macHOCTH [DIJIEKTpOHHBINH pecypc]|: Yuebnoe mocobue ansa By3oB / A.B. Jlymkun, O.M.
bapcykos, E.B. Kpasuos, K.B. CinasnoB. [loa penakuueit A.B. lymkuna - M. : ['opsiuast nunus
- Tenexom, 2016. - 248 c¢. - |ISBN 978-5-9912-0470-5 - Pexum pgoctyma:
http://www.studentlibrary.ru/book/ISBN9785991204705.html

2. OpraHuzalliOHHO-TIpaBOBOE obecriedeHre WHGOPMAIMOHHONW Oe30macHOCTU:  yueo.
nocobue A CTy. yupexaenuii cpea. mpod. oopazosanus/ E.b. benos, B.H. [IpxxeropiauHckuii.
— M.: U3parensckuii neHTp «Akanemus», 2017. —336¢

3. Bsenenue B 3amuty uHpopMaiuu ot BHyTpeHHUX UT-yrpo3 : yuebHoe nmocodue. — 2-¢
u3n. — Mocksa : UHTVYUT, 2016. — 39 c. — TekcT : 3IEKTPOHHBIN // DIIEKTpOHHO-
oubnunoreunas cuctema «Jlampy» : [caiiT]. — URL: https://e.lanbook.com/book/100720 (mata
obpamenus: 11.10.2019). — Pexxum poctyna: uis aBTOpPU3. MOJIb30BaTENEH.

4. bounpgapenko, 1.C. Meroas! u cpeactsa 3ammuThl nHGopmanmn : yaeoHoe nmocodue / 1.C.
Bonnapenko, FO.B. Jlemunmun. — Mocksa : MUCUC, 2018. — 32 ¢. — TeKcCT : 3JeKTpOHHBIN
// DNeKTPOHHO-OMOIMOTeYHAs cucremMa «Jlanb» : [caiiT]. — URL:
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https://e.lanbook.com/book/115269 (nara obpamenus: 10.10.2019). — Pexxum mocryma: st
aBTOPU3. I10JIL30BATEIICH.

M/IK.02.02 Kpuntorpagpuueckue cpeacrsa 3aliuThl HHGOpMALNH

5. bapuueB C.I'.,, T'onuapoB B.B., CepoB P.E. OcHoBBI coBpeMeHHOU kpuntorpaduu: yueo.
[Tocobue. — M.: I'opsiuast nmunus — Tenexom, 2017.- 175 c.

6. byrakosa, H.I'. Kpunrorpaguueckue mMeTonsl 3amuThl WH(GOpMAIMU, YIeOHOE TOCOOHE :
yuebnoe nocodue / H.I'. Byrakosa, H.B. ®enopoB. — Canxkr-IlerepOypr : Uatepmenns, 2016.
— 384 ¢. — TekcCT : AMEeKTPOHHBIHN // DNeKTpoHHO-OnbIMoTedHast cuctema «Jlaupy : [caiit]. —
URL: https://e.lanbook.com/book/90270 (mata obpamenusi: 11.10.2019). — Pexxum moctymna:
JUIsl aBTOPH3. TIOJIb30BATEIICH.

7. baxapos, JLE. Hudopmammonnas Oe3omacHoCTs W 3ammura WHGOpMauu (pa3aeisl
kpunrtorpadus u creranorpagus) : yueoHoe nocodue / JI.LE. baxapoB. — Mocksa : MUCHUC,
2019. — 59 c. — ISBN 978-5-906953-94-0. — Tekct : 2JIEKTPOHHBIA // DIEKTPOHHO-
oubnuoteunas cucrema «Jlanp» : [caiit]. — URL: https://e.lanbook.com/book/116907 (mara
obparenus: 10.10.2019). — Pexxum moctyma: it aBTOPH3. MOJIb30BATEICH.

8. Creranorpadguueckie u KpunTorpaduvyeckne METOAbl 3aluThl HWHDOpManuu : ydeOHOe
nocobue. — Ya : BI'TIY umenu M. Axkmymibl, 2016. — 112 ¢. — Teker : 3neKTpOHHBIN //
DNeKTpOHHO-0MOIMoTe HAas cucTtema «JIanpy» : [caitT]. — URL.:
https://e.lanbook.com/book/90963 (nmata oOpamenus: 10.10.2019). — Pexum moctyma: st
aBTOPH3. NIOJIB30BATENIEH.

9. CoBpeMeHHBIE METOJBI 00ECIICUCHHsI 3alIUThl HHPOPMAIUH : yaeOHoe mocobdue. — Yda :
BI'TTY umenn M. Axmymibi, 2016. — 112 ¢. — Tekct : 370eKTpOHHBIN // DIEKTPOHHO-
oubnmuoteunas cucrema «Jlamb» : [caiit]. — URL: https://e.lanbook.com/book/90965 (mara
obparenus: 10.10.2019). — Peskum mpocTyma: it aBTOPH3. MOJIb30BATEIEH.

JlonoHUTe/IbHBIE TeYATHbIE HCTOYHHUKH:

1. TloropenoB b.A., CaukoB B.H. (pen.). CnoBaps Kpunrorpapu4ecKux TEPMUHOB. - M.:
MIIHMO, 2006. CnoBaps kpuntorpadudeckux tepmMuHoB. [lom pen. b.A. IloropemoBa wu
B.H. CaukoBa. — M.: MITHMO, 2006 ©

2. @enepanbblii 3akoH oT 27 wurona 2006 1. Ne 149-®3 «O6 wunHpOopManmw,
MH(OPMALIMOHHBIX TEXHOJOTHUSAX U O 3alUTE HHPOPMAIHI.

3.  ®enepanbublii 3ak0oH 0T 27 urosst 2006 1. Ne 152-D3 «O nepcoHaabHbIX JaHHBIXY.

4, ®enpepanbHbii 3ak0H OT 27 gnekabps 2002 1. Ne 184-®3 «O TEXHHYECKOM
PETYIHPOBAHUM.

5.  ®enepanbnbiii 3akoH 0T 4 Mas 2011 1. Ne 99-®3 «O nuIeH3MpOBaHUU OTICITBHBIX
BUJIOB JICATEIHLHOCTI.

6. ®enepanbubiii 3akoH OT 30 mexadbps 2001 r. Ne 195-®3 «Komeke Poccuiickoit
Oenepanuu 00 aIMUHUCTPATUBHBIX TPABOHAPYIIICHUSIX).

7. VYxka3 Ilpesunenra Poccuiickoit denepanyu ot 16 aBrycra 2004 r. Ne 1085 «Bonpocst
denepanbHO CyXKObI 10 TEXHUYECKOMY U 3KCITIOPTHOMY KOHTPOJIIO».

8. Vka3 Ilpesunmenta Poccuiickoii ®epepaunu or 6 mapra 1997 r. Ne 188 «O6
YTBEPKJICHUH NIEpeUHs CBEACHU I KOH(HUAESHIINATBHOTO XapaKTepay.

9.  Vka3 [Ipesunenra Poccuiickoit @enepamuu ot 17 mapra 2008 r. Ne 351 «O mepax mno
obecrieueHnio uH(opMaroHHol Oe3omacHocT Poccuiickoit deneparu Npu  UCTIOIb30BAHUM
MH()OPMAITOHHO-TEIIEKOMMYHHKAITMOHHBIX CETeH MEXTyHapOAHOTO HHPOPMALTMOHHOTO OOMEHAY.

10. Tlonmoxenue o cepTUUKANMM CPEACTB 3allUTHl HHQOpPMALUU. YTBEpPXKIAECHO
nocraHoBieHueM [IpaBurtenscta Poccuiickoit @enepanuu ot 26 utons 1995 r. Ne 608.
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http://techbook.ru/book_list.php?str_author=%D0%91%D0%B0%D1%80%D0%B8%D1%87%D0%B5%D0%B2%20%D0%A1.%D0%93.
http://techbook.ru/book_list.php?str_author=%D0%93%D0%BE%D0%BD%D1%87%D0%B0%D1%80%D0%BE%D0%B2%20%D0%92.%D0%92.
http://techbook.ru/book_list.php?str_author=%D0%A1%D0%B5%D1%80%D0%BE%D0%B2%20%D0%A0.%D0%95.

11. CocraB u colepaHHE OPraHU3AIMOHHBIX M TEXHUYECKUX MEp MO OOECIEeYECHUIO
0€30MacHOCTH TMEPCOHATBHBIX JAHHBIX MpU HUX 00paboTke B HMH(OPMAIIMOHHBIX CHCTEMAax
NEPCOHATBHBIX JaHHBIX. YTBepxkaAeHbI mpukazoM @PCTIOK Poccun ot 18 deBpans 2013 r. Ne 21.

12. Mepsl 3amuTel HHGOPMAIMM B TOCYNAPCTBEHHBIX HH(POPMALMOHHBIX CHUCTEMaX.
Yrepxaenst @CTIOK Poccun 11 pespans 2014 1.

13. ApvunuctpatuBubiii  permament < @CTOK  Poccum  mo  mpemocTaBieHHUIO
rOCy/JapCTBEHHOW YyCIIyTH 1O JIMIIEH3UPOBAHUIO JEATEIbHOCTH IO TEXHMUYECKOM 3alure
KoH(puIeHIMaTEHON nHpopManuu. YTBepxkaeH npukazomM @CTOK Poccun ot 12 uromnst 2012 r.
Ne 83.

14. AnmunuctpatuBabii  persiamveHT ~ ®CTOK  Poccum  1mo  mpenocTaBieHHIO
rOCy/IapCTBEHHOW YCIIYTH IO JIMIEH3UPOBAHUIO JESITEIbHOCTH MO pa3paboTKe U MPOU3BOACTBY
CPENCTB 3aIMThl KOH(pUAEHIIMATbHON nHpopManuu. YTBepxaeH npukazom @CTIK Poccuu ot
12 uronst 2012 1. Ne 84.

15. CpenuanbHple  TpeOOBaHHMS M PEKOMEHJALMU IO  TEXHUYECKOW  3alluTe
koHpuaeHuuansHoit nHpopmammu (CTP-K). YTBepxkaens! nmpukazom ['octrexkomuccuu Poccun
oT 30 aBrycrta 2002 r. Ne 282.

16. TpeGoBanus o 3ammrTe WHPOPMALHMH, HE COCTABISIOIIECH TOCYIApCTBEHHYIO TalHY,
coJieprKalleiicss B ToCyJapCTBEHHBIX HH(POPMAIMOHHBIX CHUCTEMaX. YTBEPXKICHBI MPHUKA30M
OCTOIK Poccun ot 11 despansg 2013 r. Ne 17.

17. TpebGoBanus o 3amurte WHPOpMAIUU, coaepKalieicss B MHOOPMAITMOHHBIX CHCTEMaXx
obmero monp3oBaHus. YTBepkaeHbl mnpukazamu DOCBb Poccum u OCTOK Poccum
or 31 aBrycra 2010 r. Ne 416/489.

18. TpebGoBanus Kk cucTeMaM OOHApYXEHHUs BTOp)KEHHU. YTBepkaeHbl npukazom OCTOK
Poccuu ot 6 nexadpst 2011 1. Ne 638.

19. PykoBomsmuii noxkymeHt. ['eonHdopmanonHbie cucTemsbl. 3amura WHGOpMaud OT
HECaHKITMOHUPOBAHHOTO AocTyna. TpeboBanus mno 3amute nHpopmaruu. YTeepxkaeH @CTOK
Poccun, 2008.

20. PyxoBomsuuii  JOKYMEHT. 3aliuTa OT HECAHKIMOHUPOBAHHOIO JOCTyMa K
unpopmanuu. Yacte 2. IIporpammuoe obecriedeHne 0a30BBIX CHCTEM BBOJa-BbIBOJA
MEPCOHANBHBIX AIEKTPOHHO-BBIUUCIUTENbHBIX MamuH. Krnaccudukaius no ypoBHIO KOHTPOIIS
OTCYTCTBHUSl HeAekiIapupoBaHHbIX Bo3MmoxkHOcTel. YTBepxkaen OCTOK Poccum 10 oktsOps
2007 r.

21. TIpuxaz ®AIICU npu Ilpesunente Poccuiickoit denepauuu ot 13 wurons 2001 r.
Ne 152 «O6 yTBepKIeHHH HWHCTPYKUUMU OO0 oOpraHu3anud U OOEeCleYeHHH Oe30MaCHOCTH
XpaHeHus, o00paOOTKM M Tepefadd IO KaHajJlaM CBS3M C HCIOJb30BAHUEM CPEICTB
KpUnTorpaguueckon 3amuThl MHGOPMALMKM C OTPAaHUYEHHBIM JIOCTYNIOM, HE COAEprKallen
CBEICHMM, COCTABIIAIOIINX FOCYAAPCTBEHHYIO TAlHY».

22. Tlpuxa3z ®Cb Poccun ot 9 despans 2005 r. Ne 66 «O6 yrBepxaenuu Ilonoxenus o
pa3paboTke, IIPOU3BO/JICTBE, peanuzanuu U 9KCIUTyaTallH G poBaIbHBIX
(xpunTorpadu4ecKkux) CpeaCTB 3aIUThl HH(POPMALIUN.

23. TOCT P HCO/MDBK 13335-1-2006 HudbopmanmoHHass TeXHOJNOTUS. MeToabl H
cpeactBa obecrneuenus OezomacHoctd. Yacte 1. KoHuenmuss ¥ MoAenM MEHEIKMEHTa
6e30macHOCTH MH(POPMALMOHHBIX U TEJIEKOMMYHUKAIIMOHHBIX TEXHOJIOTUI

24



24. TOCT P MCO/MBK TO 13335-3-2007 UnpopmanmoHHass TeXHOJIOTUA. MeTonbl u
cpeactBa obecrneuenust OezomacHocTd. Yacte 3. Meroabl MeHEKMEHTa O0€30IacHOCTH
MH()OPMAIIMOHHBIX TEXHOJIOTUN

25. TOCT P UCO/MBK TO 13335-4-2007 NndopmanmonHasi T€XHOJIOTUs. MeTonbl U
cpeacrtBa obecriedeHus: 6e3onacHocT. YacTs 4. Bb1Oop 3auTHRIX Mep

26. TOCT P UCO/MBK TO 13335-5-2006 NudopmammonHas TexHosorus. Meronsl u
cpencTBa obecrnieueHust Oe3omacHocTH. YacTth 5. PyKOBOJACTBO MO MEHEKMEHTY 0€30MacHOCTH
ceTu

27. TOCT P HUCO/MBK 17799-2005 HWudopmamnumonnas texHonorus. [IpakTudeckue
MpaBUJIa yIpaBiIeHUS HTHPOPMAIIMOHHON 0€3011aCHOCTHIO

28. TOCT P HMCO/M3BK 15408-1-2008 WudopmannonHas TexHoiorus. Metoasl u
cpenctBa obecrieueHust OezomacHoCcTH. Kputepuu oneHKH 0€30macHOCTH HMH(POPMAIMOHHBIX
texgonoruii. Yacte 1. BBeneHue u o0mas MOAeIb

29. TOCT P HMCO/M3BK 15408-2-2008 WudpopmanmoHHAsh TEXHOJIOTHS. MeTonsl |
cpenctBa obecreueHust OezomacHOCTH. Kputepum oreHkn 0€30macHOCTH HWH(OPMAIMOHHBIX
TexHonoruil. Yacte 2. @yHKIMOHAIbHBIE TpeOOBaHMs 0€30MaCHOCTH

30. TOCT P HMCO/MDBK 15408-3-2008 WubopmanmoHHas TeXHONOTUs. MeToabl u
cpenctBa obecreueHuss OezonmacHOoCcTH. Kputepun omeHkn Oe3omacHOCTH WHOOPMAIMOHHBIX
texHosoruil. Yacts 3. TpeOoBanus noBepus K 0€30MaCHOCTH

31. TOCT P 34.10-2001. "Unadopmanronnas texHojorus. Kpunrorpaduyeckas 3amura
nadopmanuu. [Iporeccs hopmMupoBaHus U TPOBEPKH IEKTPOHHOUN UG POBON MOAIHCH"

32. TOCT P 34-11-94. "UndopmanuonHass texHosorus. Kpunrorpaduueckas 3zammura
nHpopmanuu. OyHKIUS XIMIHUPOBAHHS"

33. TOCT P 50922-2006 3amura wHbOopMammu. OCHOBHBIE TEPMHHBI WU OIPEACICHUS.
PocrexperynupoBanue, 2006.

34. TOCT P 52069.0-2013 3ammra wuapopmanuu. Cucrema crangaptoB. OCHOBHBIC
nojoxxenus. Poccrangapt, 2013.

35. T'OCT P 51583-2014 3amura uadopmanmu. [Topsmok co3nanus aBTOMaTH3UPOBAHHBIX
CHUCTEM B 3alllMIIEeHHOM ucrnonHeHuu. Oomue nonoxenus. Poccranaapr, 2014.

36. TOCT P 51624-2000 3ammuta uHbopManuu. ABTOMATH3UPOBAHHBIE CHCTEMBI B
3amuIneHHoM ucroHeHun. Oomume TpedboBanus. ['occranmapt Poccuu, 2000.

37. TOCT P 51275-2006 3amurta unpopmanuu. OO0bekT uHpopMaTH3anuu. DakKTOpPHI,
BO3JIeicTBYOKE HAa nHGopMaruio. Obme nonoxenus. Poctexperynuposanue, 2006.

38. TOCT P 52447-2005 3amura wuHbopmanmu. TexHUKa 3alIUThl HWH(POPMAIUU.
Howmenknarypa nokasareneit kauectBa. Poctexperynuposanue, 2005.

39. TOCT P 50543-93 Koncrpykuuu Oa3oBble Hecylue. CpencTBa BBIYMCIMTEIBHOMN
TexHUKkH. TpeOoBaHHs TO OOECHEUEHUIO 3alIUThl HH(OpPMAMK ¥ DIEKTPOMAaTHUTHOM
COBMECTHUMOCTH METOAOM dKpaHupoBanus. ['occtannapt Poccun, 1993.

40. TOCT P 56103-2014 3amurta uHPOpManuu. ABTOMATH3HPOBAHHBIE CHUCTEMbI B
3alUIIEHHOM HcTHoidHeHun. OpraHuzanus W COJAepKaHUEe paboT 1o 3alUTe OT
MpEeIHAMEPEHHBIX  CHUJIOBBIX  OJJIEKTPOMArHWTHBIX  Bo3feicTBuii.  OOIIME  MONOXKEHHS.
Poccrannapr, 2014.

41. TOCT P 56115-2014 3amura wuHdopmanuu. ABTOMATU3UPOBAHHBIE CHUCTEMBI B
3allMIIEHHOM  HcrnofHeHuu.  CpeacTtBa  3alIUThl  OT  MPEJHAMEPEHHBIX  CHJIOBBIX
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AJIEKTPOMArHUTHBIX Bo3JeicTBuil. O6mue TpedoBanus. Poccranmapt, 2014.

42. TOCT P HNCO/MDBK 15408-1-2012 WudopmanmonHas TexHonorus. MeToasl u
cpeactBa obecrnieueHust Oe3onmacHocTd. Kputepum oueHkH 0€30macHOCTH MH(POPMAIIMOHHBIX
texHosnoruil. Yacte 1. BBenenue u obmas monens. Poccrannapr, 2012.

43. TOCT P HCO/MDK 15408-2-2013 HWndbopmannoHHas TEXHONOTUsA. MeToabl u
cpeactBa obecneueHust Oe3onmacHocTH. Kputepuum omeHkn 0e30macHOCTH WH(POPMAIMOHHBIX
texHosoruil. Yactp 2. OyHKUHOHANBHBIE TpeOOBaHUA 0€30MacHOCTH (MPSIMOE MPUMEHEHHE
ISO/IEC 15408-2:2008). Poccranaapt, 2013.

44. Metoauka onpeesieHusl akTyalIbHbIX YIpo3 0€30M1aCHOCTH NEPCOHAIbHBIX JAHHBIX IIPU
ux 00paboTke B MH(POPMAIMOHHBIX CHCTEMaxX MEPCOHAIBHBIX MaHHBIX. YTBepxkaeHa DCTIOK
Poccun 14 despans 2008 r.

45. COOpHUK BpPEMEHHBIX METOAUK OIEHKH 3allUIICHHOCTH KOH()HUIACHIIMATIbHON
nHpopMalMM OT YTEUKU MO TEXHUYECKUM KaHajmaMm. YTBepxkzeH [ocrexxomuccueir Poccum,
2002.

46. TOCT P 50922-2006 3amura unHbopMarmu. OCHOBHBIE TEPMHUHBI M ONpPEACICHHUS.
Pocrexperynmuposanue, 2006.

47. TOCT P 51275-2006 3ammra mHpopmammu. OOBekT WHPOpMaTuzamuu. DakTopwl,
BO3JIelcTBYOIME Ha HHGopMaruto. Obume noioxenus. Poctexperynuposanue, 2006.

48. COOpHUK BpEMEHHBIX METOAWK OIEHKHA 3allUIICHHOCTH KOHQMHUICHIIMATIHLHOM
nHpOpMaUM OT YTEYKHM IO TEXHUYECKUM KaHamaM. YTBepxkaeH [octexxomuccueidr Poccum,
2002.

49. TpeOoBanusa o 3ammTe WHOOPMAIMU, HE COCTABJISAIONICH TOCYAAPCTBEHHYIO TalHY,
coJiep Kalleiicss B TOCyAapCTBEHHBIX HHMOPMAIMOHHBIX CHUCTEMaX. YTBEPXKICHBI MPHUKA30M
OCTIK Poccun ot 11 deBpans 2013 1. Ne 17.

50. Mepsl 3amutel UHGOPMALUMU B TOCYAAPCTBEHHBIX HMHPOPMAIIMOHHBIX CHCTEMax.
Yreepxaeasl ®CTOK Poccun 11 despans 2014 r.

51. Meroauueckrue peKOMEHAAINN 0 TEXHUYECKON 3aluTe HH(pOpMalMU, COCTABIIAIONIEH
KoMMepueckyto TaiiHy. YTBepkaeHsl @CTOK Poccun 25 nexabps 2006 r.

B) MpOrpaMMHOE OOecIieyeHue: CHelHUaIn3upOBaHHOE MPOrpaMMHOE OOecrieueHue Jyis
MPOBEPKU 3AIIUIICHHOCTH MOMEIIEHUH OT yTeuku HHPOpPMAIMH [0 aKyCTUYECKOMY H
BUOPOAKyCTHUECKOMY KaHajlaM, CIEUUalIbHBIX KCCIEAOBAHUNA CPEACTB BBIYUCIUTEIHHON
TEeXHUKH;

r) 6a3bl JaHHBIX, UHPOPMAIIMOHHO-CIIPABOYHbBIE U TOUCKOBBIE CHCTeMbI: Www.fstec.ru;
www.gost.ru/wps/portal/tk362.

Iepuoauyeckue u3xaHus:

1. Chip/Yun: XypHan o KOMIbIOTEPHON TEXHHMKE Ul MPO(ECCHOHAIOB M ONBITHBIX
M0JIb30BaTENeH;

2. 3amurta uHpopmanuu. Mucaitn: MTHPOpMalmOHHO-METOIMUECKUI KypHaI

3. HudopmannonHas 6e30macHOCTh peruoHOB: HayuHo-nipakTudeckuit xKypHail

4. Bomnpocsl kubep6esonacHocTH. Hayunblil, nepuoguyeckuii, HHPOPMAMOHHO-
METOJMYECKH JKypHan ¢ ©Oa30Bod cHenuanu3anued B o0nacTh  HMHGOPMAIMOHHOM
6e3omacHoctu.. URL: http://cyberrus.com/
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5. be3zonacHocth MHGPOPMALMOHHBIX TeXHONOTUH. [lepuonnveckuil peneH3UpyeMblii
HayuHbIl )xypHan HUSY MU®U. URL: http://bit.mephi.ru/

DJIEKTPOHHbIE HCTOYHHMKH:

1. ®enpepasibHas ciy’)k0a MO TEXHUYECKOMY H 3KCIOPTHOMY KoHTpoo (DCTIK
Poccun) www.fstec.ru

2. HWudopmannoHHO-CIIpaBOYHAS CHUCTEMa IO JOKyMEHTaM B OOJIACTH TEXHUYECKOM
3amuThl HHGOpManmu WwWw.fstec.ru

3. OOpa3zoBaTenpHbIC TOPTAIBI IO PA3IMYHBIM HANpPaBICHUSM O00pa30BaHUS W
temartuke http://depobr.gov35.ru/

4. CnpaBouHo-nipaBoBas cucrema «Koncynerant [Tnroc» www.consultant.ru
CnpaBouHo-TIpaBoBas cucreMa «["apant» » wWww.garant.ru
denepanbHblil mopran «Poccuiickoe oopazoBanre WwWw.edu.ru
®enepanbHblil mpaBoBoii nopran «FOpuanueckas Poccus» http://www.law.edu.ru/
Poccwuiickuii Onomerprueckuii mopran Www.biometrics.ru

© N o o

9. ®enepanbubiii moptran «HHMOpMAMOHHO- KOMMYHHKAIlMOHHBIC TEXHOJIOTHH B
obpazoBanum» htpp\\:www.ict.edu.ru
10. Caiit Hay4Hoii snexTponHoi oubarnotexkn Www.elibrary.ru
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5. KOHTPOJIb M1 OLIEHKA PE3YJIbTATOB OCBOEHUSI
MPO®ECCUOHAJIBHOIO MOIYJISI(BUJIA JESITEJIBHOCTH)

Pe3yabTarsl OcHoBHbIE IOKa3aTen MeTtoabl 1 MeTOAbI KOHTPOJISI U
(ocBoennbie 1K) OLICHKH pe3yJibTaTra OLICHKH
IIK 2.1. OcywectBasaTth | JleMOHCTpUpOBaTh YMEHUS | TECTUPOBAHUE,

YCTaHOBKY U
HACTPOWKY OTAEJIbHBIX
MIPOrpPaMMHBIX,
MIPOrpaMMHO-
anmnapaTHbIX CPEJCTB
3alUThl HH(OPMAaLIKH.

Y IIPAaKTUYECKUE HaBBIKU B
YCTaHOBKE U HACTPOMKE
OTJEIIBHBIX
IPOrpPaMMHBIX,
IIPOrpaMMHO-AINIAPATHBIX
CPEICTB 3alIUThI
uH(popMaluu

9K3aMeH KBAJIN()UKAITMOHHBIH,
AKCIIEPTHOE HAOI0/IeHNE
BBITIOJTHEHHMS JTAOOPATOPHBIX padoT,
AKCIIEPTHOE HAOII0IeH e
BBITIOJTHEHUS TIPAKTHYECKUX PadoT,
OIIEHKA PEIICHHUs CUTYaIlMOHHBIX
3ajad,

OIIEHKa IpoIiecca u pe3yIbTaToB
BBITIOJTHEHUS BHJIOB paboT Ha
MIPAKTHKE

IIK 2.2. ObGecneunBaTh
3aIuTy HH(OPMAaLIUY B
aBTOMAaTU3UPOBAHHBIX
cucTeMax OTJEJIbHbIMU
IIPOrpaMMHBIMH,
IIPOrpaMMHO-
anmnapaTHbIMU
CpeACTBaMH.

JleMOHCTpHUpOBATh 3HAHUSA
U yMEHHMsI B 00eCIieYeHUH
3alUThl HH(pOpMALIUY B
aBTOMAaTH3UPOBAHHBIX
cucTeMax OTJeJIbHbIMU
IIPOrpaMMHBIMH,
IPOTrpaMMHO-
anmnapaTHbIMM CPEJCTBAMU

TECTUPOBAHNE,
AK3aMEH KBaJIU(PUKAIIMOHHBIMH,
AKCIIEPTHOE HAOII0IeHNE
BBITIOJTHEHH S JTAOOPATOPHBIX PaboT,
AKCIIEPTHOE HAOJI0IeHNE
BBITIOJTHEHUSI PAKTUYECKUX padoT,
OIICHKA PEICHHSI CUTYallMOHHBIX
3ajad,

OIICHKA MpoIlecca U Pe3yJIbTaToB
BBITIOJTHEHMSI BUJIOB PadoT Ha
MPAKTHKE

IIK 2.3. OcyuiecTBisiTh
TECTUPOBAHUE
(GyHKIUI OTJENbHBIX
MIPOrPaMMHBIX U
MIPOrpaMMHO-
anmnapaTHbIX CPEICTB
3alUThl HH)OPMALIUH.

BrimonHenue nepeuHs
paboT 1Mo TECTHPOBAHUIO
(GYHKIUH OTACTBHBIX
POTPAaMMHBIX H
IPOTrpaMMHO-aIapaTHBIX
CpPE/ICTB 3alUThI
uHbopmaun

TECTUPOBAHUE,

AK3aMEH KBaJIU(DUKAIIMOHHBIMH,
AKCIEPTHOE HAOIIOACHNE
BBITIOJTHEHHS 1TA0OPATOPHBIX pabdoT,
AKCIEPTHOE HAOIIOACHNE
BBITIOJTHEHHSI PAKTUYECKUX padoT,
OIICHKA PEIICHUS CUTYallMOHHBIX
3ajad,

OIIEHKa Ipollecca U pe3yJIbTaTOB
BBHITIOJTHEHHS BUJIOB paboT Ha
MIPAKTHKE
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MK 2.4. Ocy1iecTBisiTh
00paboTKy, XpaHeHUe 1
nepeaayy uHGopManuu
OrPaHUYEHHOTO
JOCTyHa.

[IposiBisATH 3HAHUS,
HaBBIKM U YMEHHS B
00paboTKe, XpaHESHUH U
nepenaye uHpopMaIu
OTrpaHUYEHHOT 0 JI0CTyIa

TECTUPOBAHUE,
9K3aMeH KBAJIN()UKAITUOHHBIH,
AKCIIEPTHOE HaOJI0IeHHE
BEITIOJTHEHMSI JTA0OPATOPHBIX pabdoT,
AKCIIEPTHOE HAOII0ICHNE
BBIITOJIHCHUSA IMPAKTUYCCKUX pa60T,
OLICHKA PCIICHUA CUTYallMOHHBIX
3ajad,

OLIEHKa IpOIlecca U pe3yIbTaToB
BBITIOJIHCHUSA BUIOB pa60T Ha
[IPAKTUKE

IIK 2.5. YHuuroxarp
nH(pOpPMALINIO U
HOCHUTENU UHPOpMAIUH
C UCTOJIb30BaHUEM
MPOrPaMMHBIX U
MIPOrpaMMHO-
anmnapaTHbIX CPEJCTB.

JleMoHCTpanus alnropurMa
pOBEJEHUS paboT 1o
YHUUTOKEHHUIO
nH(popManuu U HocUTeNIeH
nHpopmManuu ¢
HCIIOJIb30BAHUEM
MPOrPaMMHBIX U
MIPOrpaMMHO-aMNIMapaTHbIX
CpelcTB

TECTHPOBAHUE,
9K3aMEH KBaJIM(PUKAIIMOHHBIMH,
AKCIIEPTHOE HaOII0IeH e
BBITIOJTHEHH S JTAOOPATOPHBIX padoT,
AKCIIEPTHOE HAOII0IeHNE
BBITIOJTHEHUS IPAKTHYECKUX pador,
OIIEHKA PEIICHUS CHTYaIlMOHHBIX
3ajad,

OIICHKA MpoIlecca U pe3yIbTaToB
BBITIOJTHEHMSI BUJIOB paldoT Ha
MIPaKTHKE

IIK 2.6. OcymiecTBisiTh
perucTpanmo
OCHOBHBIX COOBITHI B
aBTOMATU3UPOBAHHBIX
(mH(bOPMAITMOHHBIX )
CUCTEMaXx, B TOM YHCIIE
C UCIOJIb30BaHHEM
MPOrPaMMHBIX U
MIPOrpaMMHO-
anmnapaTHbIX CPEICTB
oOHapyKeHHs,
MpeaynpexaCHUs U
JTUKBHUIAIUN
IIOCJIEICTBUI
KOMITBIOTEPHBIX aTaK.

[IposiBNISITE 3HAHUA U
YMEHHUS B 3allIUTE
ABTOMATU3UPOBAHHBIX
(mH(DOPMAITMOHHBIX )
CHUCTEM C UCIIOJIb30BAHUEM
IPOrPaMMHBIX U
IPOrpaMMHO-aINaPaTHBIX
CPEICTB OOHAPYKEHHS,
npeIynpexaeHus u
JMKBUJIAIUY TTOCIIEICTBUI
KOMIIBIOTEPHBIX aTak

TECTUPOBaHUE,

HK3aMEH KBaJIU(PUKAIIMOHHBIMH,
AKCIEPTHOE HAOII0ACHNE
BBITIOJTHEHHU S JTAOOPaTOPHBIX padoT,
AKCIEPTHOE HAOII0ACHNE
BBITIOJTHEHUS PAKTUYECKUX pabdoT,
OILICHKA PEHICHHS CUTYallMOHHBIX
3ajad,

OIICHKA MpoIiecca U Pe3yIbTaToB
BBITIOJTHEHHSI BUJIOB PadoOT Ha
MIPAKTHKE

q)OpMLI U MCTOJAbI KOHTPOJI U OHLHCHKH PE3YJILTATOB 06y‘-IeHI/I5I JOJIDKHBI ITI03BOJIATH
MPpOBEPATH Y O6yanOH_II/IXC${ HEC TOJIBKO C(I)OpMI/IpOBaHHOCTL HpO(I)CCCI/IOHaJ'IBHBIX KOMHGTCHHHﬁ,
HO U pa3BUTHUC 06IJ_II/IX KOMIETEHIUN 1 OGCCHC‘-II/IBaIOH_[I/IX nux yMCHI/Iﬁ
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PesyabTarsl
(ocBOeHHBIE 001N E
KOMIIETEeHIMH)

OcHoBHbIE IOKa3aTeIH
OLICHKH pe3yJibTaTa

(I)OprI H METOAbI KOHTPOJIA
H OICHKH

OK 01. Bri6upats

CIIOCOOBI peleHus 3a/1a4

npodeccnoHaBHOM
JeSATEIbHOCTH,
MPUMCHUTCIIBHO K

Pa3JIMIHBIM KOHTCKCTaM.

— 000CHOBAaHHOCTH
IIOCTAaHOBKMH 1LICJIN, BI>I60pa u
IMPUMCHCHUA MCTOAOB U
CIOCOOO0B PEIICHUS
po(heCCHOHATBHBIX 33]1a4;

- aJIcKBaTHAs OIICHKA U
camoorieHKa 3 (HEKTUBHOCTH
1 Ka4YeCTBa BBIITOJIHCHUSA
poeCCHOHANIBHBIX 3a/1a4

NHTepnperanus pe3ynbTaToB
HaOJI0ICHUH 32
JeSITeTbHOCTHIO
oOyyarorierocs B mporecce
OCBOCHUSI 00pa30BaTEIbHON
POTPaMMBI

DKCnepTHOE HAOIIOCHUE U
OlICHKa Ha J1ab0paToOpHO -
MPAaKTUYECKUX 3aHITHSX, TIPH
BBINIOJTHEHUH padoT 1o
y4eOHOM U MTPOU3BOCTBEHHOMN
NpaKTHKaM

Ok3aMeH KBaJM(UKALMOHHBIN

OK 02.0OcymiecTBisTh
MTOWCK, aHAJIU3 U
HWHTEPIIPETAIIHIO
nuHpopmManuy,
HEeOOXOIMMON IS
BBITIOJIHEHUS 3a7a4
npo¢eCCHOHATBHON
NeSITEIbHOCTH.

- UCTIOJIF30BAHUE PA3ITMYHBIX
HCTOYHHKOB, BKJIIO4Yas
AIIEKTPOHHBIE PECYPCHI,
Menuapecypcesl, TaTeprer-
pecypchl, IepHOANIECKHE
U3JIaHUS TI0 CHEIUATbHOCTH
JUISL pEIICHUS
poeCCHOHANIBHBIX 3a1a4

WHTepnperanus pe3yibTaToB
HaOMIOACHUH 3a
JIESATEIIEHOCTHIO
oOyyarorerocs B mporiecce
OCBOEHUS 00pa30BaTEeIIHLHON
MIPOrPaMMBbI

DKCnepTHOE HAOIIOJCHUE 1
OIIEHKA Ha JJTabopaTOPHO -
MPAKTUYECKUX 3aHATUSAX, IPU
BBITIOJTHEHUH pa0OT 110
y4eOHOH U MTPOU3BOCTBEHHOMN
MpPaKTHKaM

DK3aMeH KBTH(DUKAITMOHHBII

OK 03. [InanupoBath 1
pealin30BbIBATh
coOCTBEHHOE
npodeccuoHansHOE U
JTUYHOCTHOE Pa3BUTHE.

- IGMOHCTpALHUs
OTBETCTBEHHOCTH 32
NPUHSATHIC PEIICHUS

- 000CHOBaHHOCTb
camMoaHalin3a U KOPPEKIUs
pe3yJIbTaTOB COOCTBEHHOM
paboTHI;

WNHuTtepnperanus pe3ysibTaToB
HaOJIFOIEHUH 3a
JIEATEIbHOCTBIO
oOyuJarolerocs B rpoiecce
OCBOEHHUS 00pa30BaTENbHOMN
MIPOrpaMMbl

DKcnepTHOE HAOI0ICHUE U
OIICHKa Ha 71ab0paTopHO -
MPAKTUYECKUX 3aHATUSAX, IPU
BBITIOJTHEHUH paboT 1O
y4eOHOI U MTPOU3BOJCTBEHHON
MpakTUKam

Ok3aMeH KBaTu(UKAIMOHHBII

OK 04. PaGortats B
KOJIIEKTUBE M KOMaH/IE,
3P PEeKTUBHO
B3aUMOJIEICTBOBATE C
KOJIJIETaMH,
PYKOBOJICTBOM,
KJIMEHTaMH.

- B3aMMOJEHCTBHE C
o0yyaromumucs,
MpenoiaBaTessiMu U
MacTepaMu B XOJie O0y4YCHHsI,
C PYKOBOJUTEISIMHU Y4eOHOI
Y NIPOU3BOACTBEHHOMN
MPaKTUK;

WuTepnperanus pe3yabTaToB
HaOIOCHUH 32
JeSITeIIbHOCTBIO
oOyuJarolerocs B rmpoiecce
OCBOCHHUS 00pa30BaTENbHOMN
POTrPaMMBbI
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- 000CHOBaHHOCTb aHAJIN32
paboThI YWICHOB KOMaH/IbI
(OTYMHEHHBIX)

DKCnepTHOE HAOIIOACHUE U
OlLlIeHKa Ha 1abopaTOpHO -
NPAKTUYECKUX 3aHATUSAX, IPH
BBITIOJTHEHUH PaboT 1O
y4eOHOM U MTPOU3BOCTBEHHOMN
MPaKTHKaM

OK3aMeH KBaJIM()UKALMOHHBIN

OK 05. Ocy1iecTBisTh
YCTHYIO U TUCBMEHHYIO
KOMMYHHKAITUIO Ha
TOCY/apCTBEHHOM SI3BIKE
C yU4€TOM 0COOEHHOCTEM
COIIMAIIBHOTO U
KyJbTYPHOT'O KOHTEKCTA.

-TPaMOTHOCTb YCTHOM U
IIICBMEHHOW peyH,

- ICHOCTH ()OPMYJIMPOBAHUS
Y U3JI0KEHUS MBICIIEH

WNHTepnperanus pe3ynbTaToB
HaOJI0ICHUH 32
JeSITeTbHOCTHIO
oOyyarorerocs B mporecce
OCBOEHUSI 00pa30BaTEIbHON
IPOTPaMMBI

DKCnepTHOE HAOIIOCHUE U
OlICHKa Ha J1ab0opaTopHO -
MPAaKTUYECKUX 3aHITHSX, TIPH
BBINIOJTHEHUH paboT 1O
y4eOHOM U TTPOU3BOCTBEHHOM
MPaKTHKaM

Ok3aMeH KBaJM(UKALMOHHBIN

OK 06. ITposBuaTte
TPaKIaHCKO-
MaTPUOTHIECKYIO
MO3HUIIMIO,
JEMOHCTPUPOBATH
OCO3HAHHOE ITOBEACHNE
Ha OCHOBE
TPaAUITMOHHBIX
00I11eYETOBEYECKUX
[IEHHOCTEH.

- COOJTIO/ICHHE HOPM
MTOBEICHUS BO BPEMsI
y4eOHBIX 3aHATHI U
MIPOXOXKICHHS YUeOHOU U
TIPOM3BOJICTBEHHOM MPAKTHK,

WNHTepnperanus pe3ynbTaToB
HaOIIOACHUH 3a
JeSITENIbHOCTBIO
oOyyarorerocs B mporecce
OCBOCHUSI 00pa30BaTEIIbHON
MIPOrPaMMBbI

DKCnepTHOE HAOIIOCHUE 1
OIIEHKA Ha JJTabopaTOPHO -
MPAKTUYECKUX 3aHATUSAX, IPU
BBINIOJTHEHUH padoT MO
y4eOHOH U MTPOU3BOCTBEHHOMN
MpPaKTHKaM

DK3aMeH KBTH(DUKAITMOHHBII

OK 07. ConelicTBOBaTh

- 3 pexTUBHOCTH

WuTepnperanus pe3yiabTaToB

COXPaHEHUIO BbInosnHeHus npasui Th Bo HaOro1eHui 3a
OKpY’KaloIlel cpepl, BpeMsl yUeOHBIX 3aHATHH, IPU | JESATEIbHOCTHIO
pecypcocOepexReHuto, IPOXOKJEHUN yueOHOU 1 oOyyarolerocs B npoiecce
3pPeKTUBHO IPOM3BOJICTBEHHOM MPAaKTHK; | OCBOEHHs 00pa30BaTeIbHOM
JeCTBOBATh B - 3HaHUE U UCIOJIb30BaHUE IPOTrpamMMBbl
Ype3BbIYaifHBIX pecypcocOeperaronmx OkcnepTHOe HalIroIeHHe U
CUTYyalMsIX. TEXHOJIOTUl B 001acTH OlIeHKa Ha 1abopaTOpHO -
TEJIEKOMMYHHUKALHH NPAaKTUYECKUX 3aHATUAX, IPH
BBINOJIHEHUH padoT Mo
y4eOHOM U MTPOU3BOJCTBEHHON
MPaKTHKaM
OK3aMeH KBaJM(HUKAIIMOHHBIN
OK 08. Hcnonb3oBath - 3 PEKTUBHOCTH WuTepnperanys pe3yiabTaToB

cpeacTBa pU3NYECKOi
KyJBTYPbI JUIs
COXpaHEeHHMs U

BBINOJIHEHHS TTpaBuil Th Bo
BpeMs yUeOHBIX 3aHITHH, TPH
MPOXOXKICHUH YIeOHOU 1

HaOJIFOICHUN 3a
NEATEIIBHOCTHEO
oOyuJarolerocs B mpoiecce
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YKPEIUICHHUS 37I0POBbsI B
nporecce
npodeccnoHanbHOM
JESTeILHOCTH U
MOJJIePKAHUC
HE00X0IMMOTO YPOBHS
(busmueckoit
MOJIrOTOBJICHHOCTH.

IIPOU3BOJCTBEHHOM IIPAKTHK;

OCBOEHUS 00pa3oBaTeIbHON
IPOTPaMMBbI

DKCcnepTHOE HAOIIOCHUE U
OlLIeHKa Ha 1abopaTOpHO -
NPAKTUYECKUX 3aHITUAX, IPH
BBITIOJTHEHUH PabOT 1O
y4eOHOM U MTPOU3BOCTBEHHOMN
MPaKTHKaM

DK3aMeH KBaJM(UKAIIMOHHBII

OK 09. Hcnionb3oBath
nH(pOpPMaIIMOHHBIE
TEXHOJIOTHH B
po¢eCCUOHATBHON
NeSITCIIbHOCTH.

- 3¢ eKTUBHOCTH
HCITIOJIb30BaHUS
UH(pOpMalMOHHO-
KOMMYHUKAITMOHHBIX
TEXHOJIOTUH B
npodeccuoHaNTbHON
JeSITEIbHOCTH COTJIACHO
bopMHpYyEMBIM YMEHUSIM U
MOJIy4aeMOMY
MPAKTUYECKOMY OTIBITY;

WHTepnperanus pe3ysbTaToB
HaOJIFOIEHUH 3a
NeSITeTbHOCTHIO
oOyyarorerocs B mporecce
OCBOEHUSI 00pa30BaTEeIbHON
IPOTPaMMBI

DKCnepTHOE HAOIIOJCHUE U
OlIeHKa Ha 71ab0paTopHO -
NPAaKTUIECKUX 3aHITHSX, TTPH
BBINIOJIHEHUH padoT Mo
y4eOHOM U TTPOU3BOCTBEHHOMN
MpaKTHKaM

Ok3aMeH KBaJM(UKALMOHHBIN

OK 10. ITons30BaThCs
npo¢eCCHOHATBHON
JIOKyMEHTaluen Ha
rOCYJIapCTBEHHOM U
WHOCTPAHHOM SI3bIKaX.

- 3(ppexTUBHOCTH
UCTIOJIb30BAHUS B
npodeccHoHaTbHON
JEeSITeTbHOCTH HEOOXO0AUMOM
TEXHUYECKOH TOKYMEHTAIINH,
B TOM YHCJIC HA aHTJIMHCKOM
SI3BIKE.

WuTepnperanus pe3yiabTaToB
HaOJIFOIEHUHN 3a
JeSITENIbHOCTBIO
oOyyarorierocs B mporecce
OCBOCHUSI 00pa30BaTEeIIbHON
MIPOrPaMMBbI

DKcnepTHOE HAOI0ICHUE U
OIICHKa Ha 1ab0paTopHO -
MPAKTUYECKUX 3aHATUSAX, IPU
BBINIOJTHEHUH paboT 10
y4eOHOH U MTPOU3BOCTBEHHOMN
MIPaKTHKaM

Dk3aMeH KBaTu(UKAIMOHHBII
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