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1. HEJb U 3AJJAYU OCBOEHU S JUCHUITJIMHBI

Lenpto aucuuiuinebl «KOHTPOJIh M 0€30MacHOCTh B KOMITBIOTEPHBIX CETSX» SIBIIICTCS
(dbopMUPOBaHUE Y CTYJCHTOB 3HAHUM U YMEHHH MO 3alUTe KOMIBIOTEPHBIX CETEH C MPUMEHEHUEM
COBPEMEHHBIX IIPOrPaMMHO-AIIAPATHBIX CPEJICTB.

3amaun JUCLUILIMHEL:

- O03HAaKOMHUTh CTYJICHTOB C OCHOBHBIMH IOHSTHSIMH, HCIOJIb3YEeMBIMH TIPU 3aIlIHUTE
uH(pOpMaIIUK B KOMIIBIOTEPHBIX CETSX;

- JaTh TMpeACTaBlIeHWE 00 OCHOBHBIX yrpo3ax M IpoOJiieMax 3allluThl CETEBBIX
WH(OPMALIMOHHBIX TEXHOJIOTHH;

- 00YYHTbH CTYJICHTOB METOaM 3allUThl HH()OPMAIIMH B CETAX Pa3IUYHOIO Ha3HAYCHUS.

Nzydyenne aucuuminabl «KOHTpOIh M 0€30MaCHOCTh B KOMITBIOTEPHBIX CETSIX» JTOJIKHO
CIOCOOCTBOBATh IOJYYEHHIO TPO(MECCHOHATBHBIX KOMIICTCHTHOCTH MW KPYro3opa, YMCHHIO
OpUEHTUPOBAThCA B METOAAX M TEHICHIMSAX B Pa3BUTHH CPEACTB 3alIUTHl COBPEMEHHBIX
KOMITBIOTEPHBIX CHCTEM.

2. MECTO JUCHHUIIJIMHBI B CTPYKTYPE OIIOII BO

JlucuuiuinHa BKITFOYCHA B BAPUATHUBHYIO YacTh 00SM3aTENBHBIX JUCIHMILIAH YIeOHOTO IIaHa
no Hampasienuto noarorosku 10.03.01 Mudopmannonnas 6ezonacHocTs npoduib: Opranuzanus
Y TEXHOJIOTHS 3aIUTHI HHPOPMAITUH .

N3ydyenne e€ Oasupyercss Ha CIENYIOIMX IUCHUIUIMHAX: «CeTh M CHCTeMbl Mepenadyu
uH(pOpMaIIUN», «ATITapaTHBIC CPEICTBA BEIYUCIUTEIHHOU TEXHUKH.

JucturuimHa «KOHTpOJIb 1 0€30MaCHOCTh B KOMITBIOTEPHBIX CETAX» SBJISCTCS TUCIUTUTUHON
po(hecCHOHABHOTO LMKIIA.

3. TPEBOBAHMUS K PE3YJIbTATAM OCBOEHUSA JUCHUITJIMHBI

[Ipouecc n3yueHus: AUCUUIIIMHBI HAIIPaBJIeH HAa (OPMHUPOBAHUE DJIEMEHTOB CIIEIYIOIINX
komnereHmi B coorsercteuu ¢ ®I'OC BO n OITOII BO no nanHOMy HanpaBiIeHHUIO IOATOTOBKH:

OIIK-9CriocobeH TmpUMEHSTh CPEACTBa KPUNTOTPAPUUECKOW W TEXHHUUYECKOW 3allUThI
UH(pOpMAaLIUK TS pellieHus 3a/1a4 PO eCCHOHATBLHOMN 1A TEIbHOCTH;

[NIKC-2CriocobeH agMHHUACTPUPOBATh OMNEPAIIOHHBIE CHCTEMBI, CHCTEMBI YIIPaBICHUS
0a3aMy JaHHBIX, BBIYUCIUTENbHBIE CETH;

[IKC-3CnocobeH mpoBOIUTH ayauT 3allUIIEHHOCTH o00BeKTa WH(pOpMATH3AIUUA B
COOTBETCTBUU C HOPMATUBHBIMU JOKYMEHTaMH.

B pe3ynbrare n3ydeHus: AUCUUIIUHBI CTYJIEHTBI JOKHBI

3HATh:

—  LleNH, 331a4M, IPUHIUIBI 1 OCHOBHBIE HAIIpaBlIeHHs obecrieueHust UH()OpMaIlMOHHON
0€30MMacHOCTH MPEANPUATHS, YTPO3bI IPEANPHUATHSI HA OCHOBE aHAIN3a CTPYKTYPHI U
cojiepKaHusl THPOPMALIMOHHBIX MPOLIECCOB €r0, Yrpo3bl HH(OPMAIIMOHHOH 0€3011acCHOCTH
rocy/iapcTBa, cojiepkanre HH()OpPMaLIMOHHON BOIHBI, METObI U CPECTBA €€ BEJCHMUS,
MOHUMATh YTPO3bl 0€30MaCHOCTH HH(POPMAIINH, METOIbI aHATHM3a CTPYKTYPBI U
0COOEHHOCTH (PYHKIIMOHUPOBaHUS 00BEKTa 3alUThI, IPUHIUIIBI OpraHU3aI[I1
MH(POPMAIIMOHHBIX CHCTEM B COOTBETCTBUU C TPEOOBAHUSAMH I10 3aIUTE UH(POPMAIIHH.

—  BEPOSATHBIE YTPO3bl U BO3MOKHBIE ITyTH UX HEUTpAIN3allUN; OCHOBHBIE THUIIBI CETEBBIX
TOMOJIOTUH, TPUEMBI PA0OTHI B KOMIIBIOTEPHBIX CETSIX; OCHOBBI aIMUHUCTPUPOBAHUS
MOJICUCTEMBI HH(POPMALIMOHHOM 6€30M1aCHOCTH;

—  OCHOBBI OPTaHU3ALMOHHO — TEXHUYECKUX MEp 3aIlUThl HHPOPMAIIUU; METOIUKH 110
BBINOJIHEHUIO pabOT 110 YCTaHOBKE, HACTPOMKE U OOCITYKUBAHUIO TEXHUYECKHUX U
MIPOrpaMMHO-AIIapPaTHBIX CPEACTB 3alUThI HH(OPMaLIUN;



YMETb:

—  IPUMEHSTbh COBPEMEHHBIE OJIXObI K IOCTPOECHUIO CUCTEM 3alllUThl HH()OpMaIIH,
BbIOMPATh M aHAJIM3UPOBATh [10KA3aTENIN Ka4eCTBA U KPUTEPUU OLIEHKU CHCTEM
UH(POPMALIMOHHOTO HANA/ICHHs U CUCTEM 3aIIUThl HHPOPMALIUH, OTIPEACTST
MH(POPMALIMOHHBIE PECYPCHI, OAJIEKALINE 3alUTE, IPOBOAUTh KIACCUPHUKALINIO OOBEKTOB
U CyOBEKTOB HH(OPMAIIMOHHBIX CHCTEM.

—  OLIEHUBATh BO3HUKAIOILIUE YIPO3bl U HEOOXOAUMOCTh UX YCTPAHEHUS; IPUMEHSATh IPUEMBbI
paboThl B KOMIIBIOTEPHBIX CETSIX; BEIOUPATh CETEBbIE TEXHOJIOIMH, IPOrPAMMHBIE U

arapaTHble CpeACTBa AJIsl IOCTPOCHUS JIOKAIBHBIX KOMIIBIOTEPHBIX CETEH 110 3aJaHHBIM
napamerpam Juig opranuzauuu UT-undpacTpykTypsl npeanpusTus; ObIcTpo pa3o0paThes B
IPOTOKOJIaX aJMUHUCTPUPOBAHHMS [TOICUCTEMBI HH(POPMALIMOHHOH 0€301MacHOCTH 00beKTa
3aIUTHI.

—  (opMynaHpoBaTh HEOOXOAUMBbIE OPTaHU3ALUOHHO — TEXHUYECKHEe Mepbl 31; BBINOIHAT
paboThI 10 YCTaHOBKE, HACTPOUKE U OOCITYKUBAHUIO TEXHUYECKUX U IPOTPAMMHO-
anmnapaTHbIX CPEACTB 3alUThl HH(OPMALIHH.

Bnaners:

—  HaBbIKamMH (OPMAIIbHON OCTAHOBKH U PEIICHUS 3a/1a4i o0ecTiedeHus MHPOPMALMOHHOM
0€30I1aCHOCTH, HaBbIKaMU OIPE/IENICHHsI BO3MOKHBIX IyTel HEUTpaIu3aluu yrpos,
MIPUHLUIIAMH PaCIpeNeNICHUs IIPaB U OTBETCTBEHHOCTH IIPU OPraHU3aLUU JOCTYIIA K
00BbEKTaM.

—  HaBbIKaMHU a/IMUHUCTPUPOBAHUS OJCHCTEM MH(POPMAIIMOHHON 6€3011aCHOCTH 00BEKTa
3aIUThI; HABBIKAMU IIPOEKTUPOBAHUS aPXUTEKTYpPhl CUCTEMBI 3alllUThl HH(OpMaLIUY, AJIs
obecrieyeHrss THPOPMALMOHHON 0€30I1aCHOCTH 00BEKTa; HaBbIKAMU HUCIIOJIb30BaHUS
COBPEMEHHBIX allapaTHbIX U IPOTrPAMMHBIX CPEJICTB OpraHu3anuu cereit OBM;
UCnoJb30BaHusd OBM B T€I€KOMMYHUKALIMOHHBIX CUCTEMAX U JIOKAJIBHBIX CETSIX; HABBIKAMU
pa3pabOTKU CETEBOTO MPOrPAMMHOT0O 00ECIICUEHUSI.

—  METOJMKOW 3alIUTHI OT YIrPo3 HHPOPMALMOHHON OE30MMACHOCTH; CITOCOOHOCTBIO BBITIOJIHATh
paloThI 10 YCTaHOBKE, HACTPOMKE U OOCITYKUBAHUIO TEXHUYECKUX M ITPOrPaMMHO-
anmnapaTHBIX CPECTB 3aIIUThl HHPOPMALIHH;

4. COIAEPXAHHUE U CTPYKTYPA JUCHUIIJIMHBI

B tabnune 1 mpuBoAMTCS OMUCaHUE COJEPKAaHUS TUCHUIUIMHBI, CTPYKTYPHPOBAHHOE TIO
paszenam, ¢ yKa3aHHEeM M0 KaXIOMY pa3zerny (OpMbI TEKYIIET0 KOHTPOJIS: 3allUTa JJad0opaToOpHOU
pabotsl (JIP), xomnoksuym (K), pydexnsiit koutposs (PK), Tectuposanue (T).

Tabnuna 1
Ne | HaummenoBanme Copaepxxanue pasgena Kox dopma
pasziena KOHTPOTHP | regymier
yeMoi o
KOMIIETCHI
nu (man ee | KOHTPOJI
4aCTH) b
1 | bezomacHocTh OCHOBBI OpraHu3aIuy U OIIK-9, (K), (PK),
CETE3aBUCUMBIX (G YHKITMOHUPOBAHHMSI BBIYHCIUTENBHBIX [TKC-2, (T), (JIP)
YpOBHEM cereit. Llenw u 3amaum kypca. Conepxanune | [IKC-3

JucuuIIMHbL. Pexomenayemas ureparypa.
ITonsiTne cetn OBM. Orarmbl pa3Butus
cereil. Kpurepuu xnaccuduxanmu
BBIYHMCIIUTEIIBHBIX CETeH. XapaKTepUCTUKHU
BBIUHCIIUTENBHBIX ceTei. Cpeacrsa
noctpoenus cerert DBM. Jlornueckas u




dbuznyecKas CTpyKTypU3alus CeTei.
Mogens ISO OSI. CrangapTHbie cTEKH
KOMMYHI/IKaI_[I/IOHHLIX HpOTOKOHOB.
TexHonornu odecrieueHus 0€30MacHOCTH B
BBIUYUCIIUTCIIBbHBIX CCTAX.

Pu3NYECKUil U KaHAIbHBIA YPOBEHb
IIOCTpOeHus ceTel. PU3NUEeCKUl YpOBEHb
MIOCTPOEHUS BBIYUCIUTEIIbHBIX CETEH.
CrangapThl Kabemnel, UCIOIb3yeMBbIX JIIs
noctpoeHus cereid. CTpyKTypHUpOBaHHAs
Ka0enpHas cuctemMa. becpoBoIHbIE CETH.
KananbHblil ypOBEHb MOCTPOCHHUS
BBIYMCIIMTEINIbHBIX ceTeil. MeToIbl JocTyna K
pazzenseMon cpene. MeTonbpl KOMMyTaluu.
Yrpo3sl 6e30nacHOCTH HHPOPMAITUH,
NepeaBaeMoil B BBIUUCIUTEIbHBIX CETAX, Ha
(U3UYECKOM M KaHAJIBLHOM YPOBHSIX.
MeToapl UX HEUTpaTu3aIvH.

OIIK-9,

(K), (PK),
(T), (JIP)

TexHOIOrnH MOCTPOCHHUS JIOKAJIBHBIX CETEH.
Cranpaptel IEEE 802.x. YnpaBienue
JIOTUYECKUM KaHAJIOM, METOJ1 JOCTYIa K
paznensemoii cpeae CSMA/CD. @opmaTtsl
kaapoB TexHonoruu Ethernet. Ctannapter
¢duznueckoil cpensl Texnonoruu Ethernet.
Mertoauka pacyera cereii Ethernet.
Texnonoruu Token Ring, FDDI. UuTepdeiic
Berkley Sockets. BricokockopocTHbie
texHoaoruu nocrpoenus JIBC: 100VG-
AnyLan, Fast Ethernet, Gigabit Ethernet, 10
Gigabit Ethernet. Texuonorun VLAN.
VYrpo3bl Oe3onacHOCTH UHPOpMAIH,
Nepe1aBaeMoON B JIOKAJIbHBIX
BBIUMCIIUTENBHBIX CETSIX. MeToabl ux
HEUTpaIU3aLUU.

[KC-2,

(K), (PK),
(T), (JIP)

CereBoil ypOBEHb [TOCTPOECHHUS CETEH.
Mapumpyrtuzanus. CeTeBoil ypoBeHb
noctpoeHus cereil. OyHKIUU U UHTEpPEchl
ceTeBoro ypoBHs. CeTeBoil ypoBeHb
Internet. [Tporokonst IPv4, IPv6, anpecarus
B [P-ceTax. [IpoTokossl paspeiienus
anpecoB ARP, RARP. Anroputmbl
MapLIpYTU3aLUH1, UX XapaKTePUCTHKA.
[IpOTOKOIBI M aNTOPUTMBI BHYTPEHHEN U
MexoMeHHol Mapupyrusanuu (RIP,
OSPF, IGRP, NLSP, EGP, BGP).

IMKC-3

(K), (PK),
(T), (JIP)

be3onacHocTh
CCTCHC3aBUCUMBIX
YpOBHEMU

TpancnoprHas MOACUCTEMA
BBIYMCIIUTENBHBIX ceTel. TpaHcrmopTHBIN
YPOBEHb IIOCTPOEHUs ceTel. TpaHCrOpTHBIE
nporokonel B Internet: TCP wu UDP.
TpaHCIIOPTHBIN YPOBEHBb IOCTPOECHUS CETEN.
VYrpo3sl  0e30macHOCTM M CpeAcTBa
OpraHu3aIu 0€301acHOro

OIIK-9,

(K), (PK),
(T), (JTIP)




UH(OPMAIIMOHHOTO B3aUMO/ICHCTBHUS B CETSIX

TCP/IP.

YpoBeHb MPUJIOKEHUH. Yupasnenue
BBIYMCIIUTEIbHBIMU CETSIMU.
IIpencraBuTenbCKUil U IMIPUKIALHOW YPOBHU
noctpoenuss cered  OBM.  IIporokoJibl
IIPUKIIATHOTO u IIPEICTaBUTENBCKOTO
ypoBHel cetu Internet. Ynpasienue cersimu
OBM. ®yHKuuM NOPOTOKOJIOB YIPABICHUS
cerbto. IIpoTokonsl ympaBienuss SNMP u
CMIP. CereBble cnyx0bl H CpeaCcTBa
yYIpaBJICHUSL.

IIKC-2, | (K), (PK),

(T), (JIP)

[IporpaMMHO-TEXHHUECKHE cpeiacTBa
3alUThl BBIYUCIUTEIBHBIX ceTeil. CpencrBa
KOHTpOJIS BHENIHETO IEepUMeTpa  CeTH.
CpenctBa KOHTpOINSL JOCTyNa K CETEBBIM
cayx6am. CpencrBa aKTHBHOTO —ayauTa
BBIUHCIUTENbHBIX CeTeil.
Kpunrorpadguueckne cpeiacrBa  3amiuTh
uH(OpPMallMd B BBIYUCIUTEIBHBIX CETSX.
Bupryanbasie uactHeie cetu. [IpoTokon
SSL. CpenctBa MPOTUBOICUCTBUS
KOMITHIOTEPHBIM BHUpYyCaM. CpenctBa
OpraHu3aly JIOXKHOTO HH(OPMALMOHHOTO
pecypca B cetu. Hcronbp3oBaHue CpeCTB
3alUThl MTHGOPMAIMU B BBIUMCIUTEIBHBIX
ceTsx g obecriedeHuss WHOOPMAIMOHHON
0e30macHOCTH HH()OPMAIIMOHHBIX CHCTEM.

IIKC-3 | (K), (PK),
(T), (JIP)

CTpyKTypa IMCHUTIMHBI

OO61as TpyA0€MKOCTh TUCHHUIUTHHBI COCTaBIIsIeT 4 3aueTHbIe equHuIbI (144 yaca)

Tabnuma 2
Buna pa6otsl TpynoeMKOCTh, Yachl
5 ceMecTp Bcero
OO0mas TpyA0eMKOCTh (B 3a4€THBIX 144 144
eIMHHUIIAX)
KonrakTHas padora (B yacax): 75 75
Jlexyuu (J1) 30 30
Jlabopamopmuwie pabomut (JIP) 15 15
Ilpakmuueckue 3auamus (113) 30 30
CamocrosiTesibHas padoTa (B yacax): 42 42
Kypcosoit npoext (KIT)
Kypcogas pa6ora (KP)
CamocrosiTenbHOE U3YUECHHE Pa3/IeTIOB 42 42
IloaroroBka M NpoxoXkIeHue 27 27
NPOMEKYTOYHOM aTTeCTALUH
Buja npomexyTo4HOI aTTeCTAlINU DKk3aMeH DK3aMeH

Taomumua 3. JIeKIInOHHbBIE 3aHATHS



Ne i/

Tema

OcHOBBI Opranuzanuy 1 GyHKIMOHUPOBAHUS BBIUUCIUTENbHBIX ceTeld. Llenu u 3anaun
kypca. Copepxanue qucHUIUIMHbL. PekoMenayemas nureparypa. [lonstue cetu O9BM.
Oransl pazButus cereil. Kpurepuu kinaccudukanuy BoIYUCIUTENbHBIX CETEH.
XapakTepUCTUKH BBIYMCIUTENBHBIX ceTell. CpeacTBa nocrpoeHus ceteit OBM.
Jlornueckas u pusnueckas crpykrypusanus cereid. Moaens ISO OSI. CrannapTHbie
CTEKH KOMMYHUKAI[HOHHBIX TPOTOKOJIOB. TexHonoruu obecreuenus: 6€30macHoCTy B
BBIUYHCIIUTEIBHBIX CETSIX.

@uU3MYECKU U KaHAIBHBIM YPOBEHb IIOCTPOCHUS ceTell. DU3NYecKuii ypoBEeHb
MIOCTPOECHMSI BBIUMCIINTENBHBIX ceTeil. CTanaapThl kalesel, UCIOIb3yEeMbIX IS
noctpoeHus ceteir. CTpyKTypupoBaHHas kabenbHas cucrema. becripoBoiHbIe CeTH.
KananpHBI ypOBEHb IOCTPOEHUS BBIUMCIUTEIBHBIX CeTel. MeToabl 1OCTyIa K
pazzaensieMoii cpene. MeTo bl KOMMYTalUU. YTpo3bl 0€30MaCHOCTH HHPOPMALIUHY,
IepeaBaeMoi B BEIYMCIUTENIBHBIX CETSAX, Ha (PU3NYECKOM M KaHAIbHOM YPOBHSIX.
Meroapl UX HEUTPAJIU3ALMH.

Texnonoruu noctpoenus nokanbHbix cereil. Crannaptsl IEEE 802.x. Ynpasienue
JIOTHYECKUM KaHaJIOM, METO/I IocTyma K pazaensemoit cpene CSMA/CD. ®opmatst
kanpoB TexHoxoruu Ethernet. CtanmapTsl ¢pusnueckoii cpeant Texnonoruu Ethernet.
Mertoauka pacuera cereii Ethernet. Texnonmoruu Token Ring, FDDI. UnTepdeiic
Berkley Sockets. Boicokockopocthblie TexHomoruu noctpoenus JIBC: 4100VG-
AnyLan, Fast Ethernet, Gigabit Ethernet, 10 Gigabit Ethernet. Texunomorun VLAN.
VYrpo3sl 6e30nacHOCTH HHPOPMAITIH, TIEPEeIaBaeMO B TIOKAIbHBIX BHIYMCIUTEIbHBIX
ceTsix. MeToapl UX HEUTpAIU3aLUH.

CereBoil ypoBeHb IOCTpoeHUs ceTeil. Mapiupyrtusanus. CeTeBoi ypOBEHb OCTPOECHUS
ceteit. dynkiuu u uHTEpPEiice cereBoro ypoHs. CeTeBoii ypoBeHb Internet.
[Ipotokonsl IPv4, IPv6, anpecarus B IP-cetsax. [IpoTokomsl pa3pemenus aapecoB ARP,
RARP. Anroputmsl MapuipyTu3aluuu, X Xxapakrepuctuka. [IpoTokosbl 1 anroputMel
BHYTpeHHel u MexaoMenHoi Mapipytusauun (RIP, OSPF, IGRP, NLSP, EGP, BGP).

TpancnopTHass mnoJACHMCTEMA BBIYMCIUTENBHBIX CE€T€H. TpaHCIOPTHBIA ypOBEHb
nocrpoenus cereil. Tpancnoptasie npoTokodsl B Internet: TCP u UDP. TpancniopTablit
YPOBEHb IIOCTPOCHHUSI CeTe. YTrpo3sl 0€30MacCHOCTH U CPEACTBA OpraHU3aluu
6e3onacHoro nHdopmMarmonHoro B3aumMoieiictsus B cetsix TCP/IP.

YpOoBEHBb NPUIIOKEHNI. YIIPaBICHUE BBIYUCIUTEIBHBIMUA CETAMHU. [IpeacraBuTenbCKkuii
U TPUKIAAHOM YpOBHHM mnocTpoeHus cered OBM. IIpoTokonsl mnpuKIagHOrO u
Mpe/ICTaBUTENbCKOro ypoBHEH cetu Internet. Ympasnenue cerasmu DBM. ®dynkuun
IIPOTOKOJIOB ymnpasiieHus ceTblo. [Ipotokonsl ynpasnenus SNMP u CMIP. Cerebie
CIIy’KOBI M CPEJCTBA YIPABJICHUSI.

IIporpaMMHO-TEXHUYECKHE CpEACTBA 3alUThl BBIYACIUTENBHBIX ceTell. Cpencrsa
KOHTpPOJISI BHEUIHEro mnepumerpa cetu. CpeacTBa KOHTPOJS JIOCTyHa K CETEBbIM
ciyx6aM. CpeaicTBa akTUBHOI'O ayJIUTa BBIYMCIUTENbHBIX ceTell. Kpunrorpaduueckue
CpeICTBa 3allUThl MH(OPMALUKU B BBIUMCIMTEIBHBIX CETAX. BUpTyanbHble YacTHbIE
cetu. [IpoTokon SSL. CpencTBa NpoTUBOAEHCTBHUS KOMIIBIOTEPHBIM BupycaMm. Cpencraa
OpraHu3alMK JIO)KHOTO MH(POPMALMOHHOIO pecypca B cetu. Vcnoabp3oBaHue cpeiacTs
3alUThl HH(GOPMAIMK B BBIYMCIUTEIBHBIX CETAX JUIs obecrieueHust nH(OpMalMOHHON
0e30MacHOCTH HH()OPMALIMOHHBIX CHCTEM.

Tabmuua 4. JJabopaTopHble 3aHATUS

Ne Tewmbl 1ab0paTOPHBIX 3aHATUI
Tembl
1. | AYJUT BE3OITACHOCTHU ITPOTOKOJIA SNMP
2. | AYJUT BE3OITACHOCTMU IMTPOTOKOJIA STP




BUPTYAJIBHBIE CETU IEEE 802.1Q

bA30BbIE MEXAHN3MbI BE3OITACHOCTU KOMMYTATOPOB

BE3O0ITACHOCTBH HA OCHOBE TEXHOJIOI'MMM CET'MEHTAILIMM TPA®UKA

BE3OITACHOCTDb HA OCHOBE ITPOTOKOJIA IEEE 802.1X

CIIMCKHU KOHTPOJIA AOCTVIIA ACL

KOHTPOJIb JOCTVIIA K KOMMVYTATOPY

© 0N O W

NN PPOBAHUE KAHAIJIA C UCITIOJIbB3OBAHUEM ITPOTOKOJIA WEP

N PPOBAHUME BECITPOBO/JHOI'O KAHAJIA WI-FI C UCIIOJIb3OBAHUEM
I[TPOTOKOJIOB WPA, WPA-2

11.

AYTEHTUOUKALIMA BECITPOBOAHBIX KIIMEHTOB HA OCHOBE YVHETHBIX
3AIIMCEU ITIOJIB3OBATEJIEM N AIIITAPATHBIX AIPECOB KOMIIBIOTEPOB

12. | OBHAPYXEHUE ATAK JMCCOLUUALIMN C UCITOJIb30OBAHUEM OC LINUX
13. | ITPOTOKOJI PPPOE

14. | TEXHOJIOT'M NETWORK ADDRESS TRANSLATION (NAT)

15. | BUPTYAJIBHBIE YHACTHBIE CETU VPN

16. | YTUJIUTA IPTABLES

17.

[TUPPOBBIE CEPTUD®UKATEI

18.

CUCTEMA OFHAPY)XEHMS BTOPXKEHUM SNORT

19.

TYHEJJIMPOBAHUE COEJMHEHUI C UCITOJIB30BAHUEM ITPOTOKOJIA
SSL

20.

YIAAJIEHHOE YIIPABJIEHUME I10 ITPOTOKOJIY SSH

Tabnuna 5. CamocTosTENIbHOE H3yYEHUE PA3/IEIOB JUCIUILTUHBI

Ne

pasaejaa BOHpOCbI, BbIHOCUMBIC HA CAMOCTOATEC/IbHOC U3YUCHUE

OcHOBBI Opranuzanuy 1 (yHKIIMOHUPOBAHUS BEIYMCIUTEIbHBIX ceTell. Llenn
u 3a1auu Kypca. CopepxaHue TUCIUILUIMHBL. PekoMenyemas nureparypa.
ITonsatue cetu DBM. Dransl pazsutus cereil. Kputepun kinaccuduxanum

2 BBIYMCIIMTENIBHBIX CETeH. XapaKTepUCTUKHU BBIYACIUTEIbHBIX CETEH.
CpenctBa noctpoenus cereit OBM. Jlornyeckas u ¢puznueckas
ctpykrypuzanus ceteit. Moaens [ISO OSI. CtangapTHbie cTekH
KOMMYHHUKAI[MOHHBIX ITPOTOKOJIOB. TexHooruu odbecneueHus: 0€30macHOCTH
B BBIYMCIIMTENIBHBIX CETSIX.

Pu3nuecKuil ¥ KaHAIbHBIM YPOBEHBb IIOCTPOCHUS ceTel. PU3HUECKU
YpOBEHb IOCTPOEHHUS BBIUUCIUTENbHBIX ceTeil. CTaHaapThl Kabenew,
UCHOJIb3yEMBIX JUIsl TocTpoeHus ceTeil. CTpyKTypupoBaHHas KabeabHast

3 cucreMa. becripoBoisble cetu. KaHanbHBIN ypOBEHb ITOCTPOEHUS
BBIYMCIIMTEIIBHBIX CceTe. MeTobl JOCTyIIa K pa3iensieMon cpene. Meroasl
KOMMYTallUU. YTPo3bl 0€30MacHOCTH HH(OpMaLUY, IepeJaBacMoi B
BBIUMCIIUTENBHBIX CETIX, Ha (PU3NYECKOM M KaHATbHOM YPOBHIX. MeTO/ bl UX
HEeUTpaJIM3alkH.




Texnonoruu nocrpoenus pokanbHbix cereil. Crangaptel IEEE 802.x.
VYnpasieHue JIOTH4ecKUM KaHaJlOM, METOJT AOCTYIIA K pa3/iessieMol cpesie
CSMA/CD. ®opmarts! kaapos texnonoruu Ethernet. Ctannaptel ¢puzndeckoit
cpenbl TexHonoruu Ethernet. Meroanka pacuera cereid Ethernet. TexHomoruu
4 Token Ring, FDDI. Uutepdeiic Berkley Sockets. BeicokockopocTHble
texunosoruu nmocrpoenus JIBC: 4100VG-AnyLan, Fast Ethernet, Gigabit
Ethernet, 10 Gigabit Ethernet. Texnonorun VLAN. Yrpo3sl 6e30macHOCTH
nHpopMalny, epelaBaeMoi B JIOKAJIbHBIX BBIUNCIUTENIBHBIX CETAX. MeTo bl
UX HEUTpAJIU3aLMH.

CeteBoli ypoBeHb noctpoeHust ceteid. Mapupyruzanusi. CeTeBoi ypoBEHb
noctpoeHus cereil. OyHKIUM 1 HHTEpPEch ceTeBoro ypoBHs. CeTeBoit
ypoBeHb Internet. [Ipotokonsl [Pv4, IPv6, anpecanus B [P-ceTsax. [IpoTokosbt
paspemienus aapecoB ARP, RARP. AnropurMmsl MmapmipyTusanuu, ux
XapakTepucTuKa. [IpoTOKOIBI U anropuTMbI BHYTPEHHENW U MEXKIOMEHHOU
mapupyruzauuu (RIP, OSPF, IGRP, NLSP, EGP, BGP).

TpancnopTHas noCUCTEMA BBIYUCIIUTENbHBIX ceTel. TpaHCOPTHBIN ypOBEHb
noctpoeHust cereid. TpancmoptHbeie mpotokoisl B Internet: TCP u UDP.
6 TpaHcnopTHBIM ypOBEHb MOCTPOCHHSI ceTed. YTpo3bl 0€30MacHOCTH U
CpeAcTBa opraHu3anuy 0e30MacHOr0 MH(POPMALMOHHOTO B3aUMOJICHCTBUS B
cetsix TCP/IP.

YpoBeHp  NPUIOKEHUH.  YIPaBICHUE  BBIYUCIMUTEIBHBIMA  CETAMM.
[IpenacraBuTenbCkuii M MNPUKIAJHOM YpPOBHU TMOCTpoeHHs cereil OBM.
[IpoTOKOJIBI NPUKIATHOTO M IPEACTABUTENILCKOTO YpOBHEW ceru Internet.
Vupasnenue cersmu OBM. @yHKIMH NPOTOKOJIOB YIPAaBJIEHHUS CETHIO.
[Iporokonbl ynpaBiaenuss SNMP u CMIP. CeteBble ciny)x0bl M cpelncTBa
YIPABJICHHUSL.

[IporpaMMHO-TEXHUYECKHE CpPEACTBA 3alUThl BBIYUCIUTEIbHBIX CETEH.
CpencTBa KOHTPOJISI BHEIIHETO NepuMeTpa ceTh. CpeacTBa KOHTPOJIS 1OCTyna
K ceTeBbIM ciyxk0aM. CpeacTBa aKTUBHOTO ayJuTa BBIYUCIUTEIbHBIX CETEH.
Kpunrorpadguueckue cpeactBa 3amuTbl MHPOPMAIUM B BBIUYMCIUTEIBHBIX
8 cersix. BupryanbHele uwactHble cetn. [Iporokon SSL. CpenctBa
NPOTHUBOJCHCTBUS  KOMIBIOTEpHBIM BupycaM. CpeacTBa OpraHu3aluu
J0XKHOTO HMH(OPMAIMOHHOrO pecypca B ceTh. lMcmonb3oBanue cpencts
3aMThl  MHQOPMAlMM B BBIUMCIUTENBHBIX CETAX Ul  oOecredeHus
nH(OpMaMOHHON 6€30MacHOCTH HH()OPMALIMOHHBIX CHCTEM.

5. OHEHOYHBIE MATEPHAJIBI UISA TEKYIIET'O U PYBEXHOI'O
KOHTPO.I51 YCIEBAEMOCTH U TPOMEXXYTOYHOM ATTECTAILIUA

@OopMBI KOHTPOJI TEKYLIUX, PYOEKHBIX M MPOMEXKYTOUHBIX 3HAHUH CTYJIEHTOB IIO
JUCLUTUIMHE OINPEEIISIOTCS B COOTBETCTBUM € y4eOHBIM IUIaHOM 00pa30BaTeNIbHONW MPOTpaMMbl U B
COOTBETCTBUU ¢ JAccTByrommuM [lojmoxkeHneM o0 Oa/UTbHO-PEUTHHTOBOM CHCTEME OIICHKH
ycneBaemocTu cryaeHToB KbI'Y.

Ot oOyuaromuxcst TpeOyeTcsi MOCELEHHE 3aHATUM, BBIMOJHEHHE JTaOOpaTOpHBIX padoT,
3HAKOMCTBO C PEKOMEH0BAHHOM JINTEPATypPOH.

[Ipu arrecTanuu 00yJarommxcs OLIEHUBAETCS KayeCTBO pabOThl Ha 3aHATUAX (YMEHHE BECTU
JIMCKYCCHIO, CIOCOOHOCTh YETKO U EMKO (hOpMYJIHPOBATH CBOM MBICIH), YPOBEHb MOJATOTOBKH K
CaMOCTOSITENIbHOM JIeSITEIbHOCTH, KAdeCTBO BBIMOJHEHUS 3aJaHui (IIpe3eHTalui, I0KJIal0B,
BBINOJIHEHHE JTa00paTOPHBIX PaboT U Jp.).

KoneunbiMu  pe3ynbTaTaMd  OCBOEHHUS ~ NpOTpamMMbl  JUCHMIUIUHBI  SIBJISIOTCS
c(opMHpPOBaHHBIE KOTHUTUBHBIE JECKPUIITOPBI «3HATH», «YMETbY», «BJIAJIeTh», PACIHUCAHHBIC I10
OTJIEIbHBIM KOMITETEHIIMSIM. DPOpMUpPOBAHUE STUX JECKPUIITOPOB MPOUCXOIAUT B TEUEHHE BCETO
ceMecTpa IO ATaraM B paMKaX pPa3IMYHOr0 BUJA 3aHATUH U CAMOCTOSTENILHONU PaOOTHI.
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5.1. OneHo4HbIe MaTEePHAJIbI ISl TEKYLEro KOHTPOJIS.

Lenp Texyiero KOHTPOJSI — OLEHKa pe3yabTaToB paboThl B cemecTpe U olecredeHue
CBOCBPEMEHHOH OOpaTHOW CBsI3W, IS KOPPEKIUU OOydYeHUs, aKTUBU3AIUU CAMOCTOSTEIILHON
pabotel oOywaromerocs. OOBEKTOM TEKYIIETO KOHTPOJS SBIAIOTCS KOHKPETU3HMPOBAHHBIC
pe3yibTatel 00yueHus (yueOHbIe JOCTHXKEHHS) TI0 AUCIUTIINHE.

Texyiuit KOHTPOJIb YCIIEBAEMOCTH 00€CIIEYNBAET OLICHUBAHKUE X0/1a OCBOCHUS TUCIIUILTUHBL,
OlLICHKAa KauyecTBa MOJIOTOBKM HAa OCHOBAaHUM BBIIIOJIHEHHBIX 3aJJaHUI BEIETCS MperojaBareiaeM (¢
00CyXICHUEM PE3yJIbTaTOB), OB

Kpurtepun ¢popmMupoBanusi oeHOK (OLeHMBAaHNS) YCTHOI'O OIIpoca

YCTHBIN OmpocC SBIISETCS OJHUM U3 OCHOBHBIX CIIOCOOOB yuéra 3HaHUN OOydarolerocs mo

mucruruiiae.  Pa3BEpHYTBHIH  OTBET JIOIDKEH MPEJACTaBIATh COOOW  CBSI3HOE, JIOTHUYECKU
MociieIoBaTeIbHOE COOOIICHHE Ha 33JaHHYI0 TeMy, IOKa3blBaThb €ro yMEHHE MPUMEHSTh
OIIpElIEICHUS.

B PE3YIBTATEC YCTHOI'O OIIpOCa 3HAHUA, o6yqa101ueroc;1 OLICHHUBAIOTCA I1O CHG,Z[YIOHIeﬁ HIKaJIC:

3 bana 2 daana 1 6ana 0 6ay10B
CTaBHTCH, €CIT | CTaBHTCH, €CITU | CTaBHTCH, €CIT | CTaBUTCH, eciu
00yJarOIIUIACS oOyJatomuiics MacT | oOydJaromuics oOyJaronuiics
1) MOJIHO M3Jaraer | OTBET, oOHapy)XKMBAeT 3HAHUE U | OOHAPYKUBAET
W3YYCHHBIH MaTepual, | YAOBJICTBOPSIOMMN TEM | MOHUMAaHUE OCHOBHBIX | HE3HAHHE OonbIien
naér NPaBUIIBHOE | K€ TPeOOBAHMSM, YTO H | MOJOXKCHUHN JIAHHOW | YacTH
OTpeieNICHHOE s Oamma  «ly», HO | TeMBI, HO: COOTBETCTBYIOIIETO
SKOHOMHUYECKHUX mqomyckaet 1-2 ommbkwu, | 1) W3J1araeT pazzaena HU3y4aeMoro
TOHSATHIA; KOTOPBIC cam ke | MaTepuaj HEMOJHO U | MaTephaia, JOIMyCKaeT
2) oOHapyXHBaeT | UCTIpaBIseT, ©  1-2 | JIOIMyCKaeT HETOYHOCTH | OIIMOKU B
MMOHMMAaHUE MaTepuania, | Helouéra B |B orpeeneHny | GOpMyIUPOBKE.

MOKET 000CHOBATh CBOU | MOCIEAOBATEIBHOCTH U | TIOHSATHIA;

CY)XICHUS, TPUMEHHTH | A3BIKOBOM O(GOpMIICHHHU | 2) HE ymeer
3HAHUS Ha TPAKTHUKE, | U3J1araeMoro. JOCTaTOYHO TIyOOKO M
MPUBECTH HEOOXOUMBIC JI0Ka3aTeNIbHO

MPUMEPBI HE TOJILKO TIO 000CHOBATh cBOU
YUeOHHUKY, HO u CYXJIEHUSI W TIPHUBECTH
CaMOCTOSITEITLHO CBOU TIPUMEPHI;
COCTaBIICHHBIE; 3) u3jaraer

3) u3jaraet Marepuan

MaTtepuan HETIOCIIIOBATEIbHO U
MOCJIeIOBATEILHO u JIOMTyCKAaeT OIIMOKU B
MPaBUIBHO C  TOYKH SI3BIKOBOM  0(OPMIICHUU
3peHus HOPM U3J1araeMoro.
JUTEPATYPHOTO SI3bIKA.

bambr «1», «2», «3» MOTYT CTaBUThCS HE TOJBKO 3a €IMHOBPEMEHHBIA OTBET, HO M 3a
paccpeioTOYeHHbI BO BPEMEHHU, T.€. 32 CyMMY OTBETOB, JaHHBIX Ha MPOTSHKEHUM 3aHATHUSL.
HAYUCISIIOTCST B 3aBUCHMOCTH OT CJIIO0KHOCTH 3aJaHUs.

5.2. OueHovHbIe MATEPHUAJIBI 1JIs1 CAMOCTOSATEILHOI pPadoThl 00yYaromerocst
(TunoBbIe 3a1a4n) (IPH HATUYUH)

PaGouas mporpamma mpenycMaTpuBaeT MpoBeieHNe TEKIIMOHHBIX, JTA00paTOPHBIX 3aHSATHH,
a Tak)Ke CaMOCTOSTENbHYI0 paboty oOydaronmuxcsi. B ®I'BOY BO «KabapauHo-bankapckmii
TOCY/IapCTBEHHBI YHUBEPCUTET» JCUCTBYET OaNIbHO-PEHTHHTOBAs CUCTEMa OIICHKH Y4eOHBIX
JOCTYIKEHHUH, OOYJarOIIHUXCs MO 00pa3oBaTCIIBHBIM IMpOTpaMMaM, peain3yeMbiM Ha OCHOBAaHUU
denepanbHBIX TOCYJAPCTBEHHBIX 00Pa30BATENBHBIX CTAaHIAAPTOB. ballbHO-pEeHTHHTOBAs CHCTEMa
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OLICHKM 3HAHUM SBISIETCA OJHOM M3 COCTaBJSIONIMX CHUCTEMBI YIPABICHHUS KadeCTBOM
00pa3oBaTeNbHON ACATEIbHOCTH B YHUBEPCHUTETE.

N

o1

LN

11.
12.
13.
14.
15.
16.
17.
18.
19.
20.
21.
22.

23.
24,
25.

IIpuMepHbIii NepeyeHb BONPOCOB HA KOJUIOKBUYM MO TeMaM JTHCHMIJIMHBI
(kouTposupyemasi komnerenuus OIIK-9, IIKC-2.1, ITIKC-3.2)

Konuemnus nadopmMaioHHo#i 6e30macHOCTH.
OCHOBBI 5KOHOMHUYECKOM 0€30M1aCHOCTH NPeAIPUHUMATEIBCKON AEATEIbHOCTH.
AHaM3 3aKOHOJATENFHBIX aKTOB 00 oXpaHe WH(POPMAIMOHHBIX PECYPCOB OTKPBITOIO
JIOCTyIA.
AHaln3 3aKOHOJATEIbHBIX AaKTOB O 3allUTe WH(POPMALMOHHBIX PECYpCOB OTPaHUYEHHOTO
JIO0CTyIHa.
CooTHolleHHE TOHATUI: MH(POPMALMOHHBIE pecypchl, WH(GOPMAIMOHHBIE CHCTEMBI U
nH(popManmoHHas 6€30MacCHOCTb.
HNudopmannonnas 6e30macHOCTS (110 MaTepraiaM 3apyOeKHbIX HCTOYHUKOB H JINTEPATYPHI).
ITpaBoBBIE OCHOBBI 3aIUTHl KOH(PUICHIIMATBHON HH(OpMALIHH.
DKOHOMUYECKHE OCHOBBI 3AIIUTHI KOH(PHICHIINATBHON HH(POPMAIIHH.
OpraHu3anroHHbIe OCHOBBI 3aIUThI KOH(PHIEHIIMAIbHON HH()OpMAIUH.

. CTpykTypa, comepx’aHue M METOJUKA COCTABJICHUS MEPEUHsS CBEICHUM, OTHOCAIIUXCS K

HpeINpUHIMATENIbCKOM TaliHe.

Konuemnus nadopMaoHHoi 6€30macHOCTH.

OcHOBHBIE BU/IbI YTPO3 HH(OPMALIMOHHBIM pecypcam

OcobenHoCTH yrpo3 KOH(pHISHITMAITBHON HHPOPMAITHH

[TpryrHbBI BO3HUKHOBEHHUS YTPO3 YTPAThI MM YTEUKU KOH(UACHIUAIBHOW HHPOPMALIUU
[Tpr4yrHBI BOSHUKHOBEHHSI KaHAJIOB HECAHKITMOHUPOBAHHOTO JIOCTYIA K MHPOpPMALUU
Knaccugukaius Bu10B KaHaI0B HECAHKLIMOHWPOBAHHOI'O IOCTYIA K HH(pOpMaLUU
TexHUUecKne KaHaJIbl HECAHKIIMOHUPOBAHHOTO IOCTYNA K HH(OpMAIHH

JlerasipHble M HeJIETalIbHbIE METO/IbI OOeCIIeueH sl JeHCTBUS KaHAJIOB YTEUKU HH(POPMALUU
Oco0eHHOCTH yrpo3 aBTOMaTU3WPOBAHHBIM HH(POPMAIIMOHHBIM CHCTEMaM
Knaccugukaius ynajaeHHbIX aTak

OCHOBHBIE HAINpaBJICHUS PABOBO 3aIUTH HH()OpMAITHH

Cxema KaHaJOB BO3MOXKHOH yTpaThl KOH(UIEHIMAIbHON HMHPOpPMALMHU, HAXOIAIIEHCS B
KOMITBIOTEPE, JTIOKATBHOMN CETH

CreneHpb 0MacHOCTH KaHaJoB yTeuku nHdopmaruu B JIBC.

DJeMeHTHI IPOTPAMMHO-TEXHUYECKOH 3auThl HH)OPMAIIMOHHBIX PECYPCOB
TexHuueckue cpescTBa 3alUThl HH(GOpPMaIK IPYU IPOBEIEHUN BEOMHAPOB.

OO0pa3upbl TECTOBBIX 3aIaHMI
(konTpoupyemasi komnerenuus OIIK-9, IIKC-2.1, ITKC-3.2)

1. Undopmamnus, 3adpuxcupoBaHHas Ha MaTEPUATILHOM HOCHUTEIE, C PEKBU3UTAMU,
MO3BOJIAIOIINMU €€ HICHTU(DHUIIUPOBATh, HA3BIBACTCS

a) JIOCTOBEPHOI

b) xoHpuneHIMANTEHON

C) IOKYMEHTHPOBAaHHOMU
d) xomMmepdyeckoii TaiHON

2. Tlo nocrymHocTn nHOpMAaIHs kKiaccupuuupyercs Ha

a) OTKPBITYIO HH()OPMAIIHIO U TOCYJIAPCTBCHHYIO TalHY

b) xoHbuaeHIMATEHYIO HHOOPMAITHIO U HH(OPMAIIMIO CBOOOIHOTO JOCTYIIA

C) uH(bOPMAIIHIO C OTPAaHUYCHHBIM JIOCTYIIOM M OOIIEOCTYITHYIO HH(OPMAIIHIO
d) Buasl HHPOPMAIINH, YKa3aHHBIC B OCTAIBHBIX MyHKTAX

3. K KOH(I)HI[GHI.[H&JIBHOIZ I/IH(I)OpMaI_II/II/I OTHOCATCA JOKYMCHTBI, COACPIKAIINC

a) wuH(bOpPMAIIHIO O FpaXkJaaHax
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b) 3akoHOaTEIBHBIC AKTHI

C) "Hoy-xay"

d) cBemeHHs O 30JI0TOM 3arace CTPaHbl

4. be3onacHOCTh HH(OPMAIIHH -

a) TPOLECC CO3JaHNsI U UCTIOIb30BAHMUS B aBTOMATU3UPOBAHHBIX CHCTEMaX CIICIIMAIBHBIX
MEXaHU3MOB, MOJIEP’KUBAIOIINX YCTAHOBICHHBIN CTATyC €€ 3alUIIEHHOCTH

b) nmomnepkaHue Ha 3aJaHHOM YPOBHE TE€X NapaMETPOB HAXOSLICHCS B
AaBTOMATH3UPOBAHHOM cucTeMe HH(pOpMaIuK, KOTOPBIE XapaKTEePU3YIOT YCTAHOBICHHBIN
CTaTycC ee XpaHeHHUs, 00pabOTKU U UCTIOIb30BAHUS

C) COOBITHS WU ICHCTBHSI, KOTOPBIE MOTYT BBI3BaTh HapylIeHUE () yHKIIUOHUPOBAHUSI
ABTOMATU3UPOBAHHON CUCTEMBI, CBA3aHHOE C YHHUTO)KEHHEM HIIH
HECaHKIIMOHUPOBAHHBIM HCIIOJIb30BaHHEM 00padaTbiBaeMoil B Hell nHpopMariu

d) cocrosiHHe 3anMIIEHHOCTH HH(OPMAIMU XpaHUMasi 1 00pabaTsiBacMasi B
ABTOMATH3UPOBAHHOM CUCTEME, OT HEraTUBHOTO BO3/ICHCTBUS HA HEE C TOUKH 3PEHUS
HapyIIeH!s ee (PU3NIecKoN U JOTMIEeCKOH [ETOCTHOCTH MM HECAaHKIIHOHUPOBAHHOTO
JOCTyTa

5. 3ampermieHo OTHOCHTH K HH(POPMAIH OTPAaHHMYESHHOTO TOCTyIa

a) wWH(OpPMAIIHIO O YPE3BBIYANHBIX CUTYAIIHSIX

b) uHpOpManHUIO O AEATEIBHOCTH OPraHOB TOCYAAPCTBEHHOI BIaCTH

C) JOKYMEHTBI OTKPBITBHIX apXUBOB U OUOIHOTEK

d) Bce, mEpEUYHCIICHHOE B OCTAIBHBIX ITyHKTAX

5.3. @opmbl U coepxkaHne PyOeKHOT0 KOHTPOJIS

PyOGexxHplii W MPOMEXKYTOUHBIM  KOHTPOJb  OCBOCHMUSI  CTYJACHTOM  JIUCIUIUIMHBI
OCYIIIECTBIISIETCS B paMKax OalllIbHO-PEUTUHTOBOM cucTeMbl. Pactipenenenue 60anioB B COOTBETCTBUU
¢ aeuctByronmum [lonoxenneM o 0aUIbHO-PEUTUHTOBOM CUCTEME OIEHKH YCIIEBAEMOCTHU CTY/ICHTOB
KbI'Y npuseneno B Tabnwuiie 7.

Tabmuna 7
Pacnpeznenenue 6a11oB B COOTBETCTBUU C JeiicTByromuM [lonoxeHnem o 6amibHO-peHTHHIOBON
CUCTEME
Ne peittunrosoit | KommoksBuym | JIab.mpaktukym | Ilocemaemocts | TectupoBanue | Mroro
TOYKHU
1 7 8 3 5 23
2 7 8 3 5 23
3 7 8 4 5 24
Tabnuna 8
Kpurepun oueHKn
Bunx meponpusitust Kpurepuu onenku bassl
KonnokBuym (ycTHBIH - ICHOCTb, YETKOCTb U JOKA3aTEIBbHOCTD 0-21 Gann
OIIpOC I10 TEME) W3JI0’KEHUSI OTBETOB Ha BOIIPOCHI;
- BJIAZICHHE CIIELMAIbHBIMU TEPMUHAMU;
- CUCTEMHOCTb 3HAHUHU MO0 TeMaTHKe
JIaboparopHoe 3aHsATHE - IOHUMAaHUE LIeJH U 3a]1a4 pabOThI 0-24 6amna
- BBITIOJTHEHHUE 33JIaHul 1 00paboTKa
pE3yJIbTaTOB
- OTYET U 3alMTa J1a00paTopHOil paboThI
KommnsrorepHoe Pesynpratel TecTupoBaHUs 0-15 6amos
TECTUPOBAHUE 11O (KonmaectBo 6amioB = 5*, ¢ - momst
pazaenaM AUCHUILTUHBI IPABUIILHO OTBEUYEHHBIX TECTOB IO TEME).
[Tocemenue 3anaTuit [Tpu G6omnee 3 mponyckax 0e3 yBaKUTEITbHON 0-10 6ayoB
PUYUHBI 3aHATUH aHHYJIUPYIOTCS OaJlIbI
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OKk3aMeH SICHOCTh, YETKOCTh M JJOKA3aTCIIbHOCTh 0-30 6amnoB

H3J1I0KCHUA OTBETOB HA BOITPOCHI;

- BJIaAICHUC CIICHHUAJIbHBIMH TCPMHUHAMU
- CHCTEMHOCTb 3HAaHHUH 10 TEMaTHKE
JUCHUIIJIMHBI B IICJIOM

Hrorosas orenka 0-100 6ayutoB

CoNoA~WNE

11.
12.
13.
14.
15.
16.
17.
18.
19.
20.
21.
22.

23.

24.
25.
26.
27.
28.
29.
30.
31.

32.
33.
34.
35.
36.
37.
38.

Bonpocsl, BBIHOCHMBIE HA 3K3aMeH
(xonTposupyemas komnerenuusa OIIK-9, IIKC-2.1, IIKC-3.2)

[TonsTre u kIaccuuKanus aTak Ha KOMIIbIOTEPHBIE CETH.
OcHoBHbIE TUIIBI ceTeBbIX aTak. CpejcTBa peain3aliy aTax.
MexaHu3Mbl TUIIOBBIX aTaK, OCHOBAaHHBIX Ha YS3BUMOCTSIX CETEBBIX MPOTOKOJIOB.

ATaku Ha CeTeBBIC CIIY)KObI. ATaKH C UCTIOJIB30BaHUEM MPOMEKYTOUHBIX Y3JIOB U TEPPUTOPUIA.

TexHonoruu oOHapy>KeHHUsI KOMIBIOTEPHBIX aTaK U UX BO3MOXKHOCTH.

[IpsiMble 1 KOCBEHHBIE TIPU3HAKU aTak. MeTo/1bl 0OHApY)KEHUS aTak.

Tpebosanus, npeapsasiasiemsle K COA. CranaapTusanys B 001acTH 0OHapYKEHUS aTak.
Crpareruu u cpeicTBa MEXCETEBOI0 SKPaHUPOBAHUSI.

Co3aaHue 3alUIIEeHHBIX CErMEHTOB IPU paboTe B ceTH MHTepHEeT ¢ UCIOIb30BaHUEM
MEXKCETEBbIX KPAHOB.

TpeboBanust pykoBosamux 1okymeHToB @CTIOK Poccun k MexceTeBbIM SKpaHaM.
0630p noxkymentoB RFC, pernaMeHTUPYIONINX UCTIOIb30BAHUE MEKCETEBBIX IKPAHOB.
Tunsl MexceTeBbIX SKpaHOB. CXEMBbI MEXKCETEBOIO SKPAaHUPOBAHUS.

OuibTpanus naketoB. Kpurepuu u npasuia QUIbTpALUU.

Peanunzanus nakeTHeIx GuiabTpoB. [loHATHE NeMUINTaApU30BaHHOM 30HBI.
Opranu3zanys y3/10B JJi OTBJICUEHUS] BHUMAaHUS 310 yMbIIIIJIEHHUKA.

OcobeHHocTy GWIBTPALUK Pa3IUYHbIX THUIIOB TpadukKa.

1110361 TPUKIIATHOTO YPOBHS.

Kontpons HTTP-Tpaduka u 31eKTpOHHOM MOYTHI.

be3onacHoCTh Ha IEPBOM CETEBOM YPOBHE.

besonacHocTts crangapra 802.11.

besonacnocts cranmapra 802.15.

besonacHocth ctangapra 802.16 1 4acTHBIX KaHAJIOB OECIPOBOIHON MepeIayy JaHHbBIX Ha
BBICOKHX YacTOTaXx.

be3onacHOCTh CITyTHUKOBOM NEpeJavn JaHHBIX OT epexBaTa U HECAaHKLIIMOHUPOBAHHOIO
J0CTyTA.

Omnepauuu u 6ezonacHocts SSH.

Omneparuu u 6e3onacHocth SSL/TLS.

Omnepauuu u 6ezonacHocts IPSec.

[TapameTpsl 6€30MaCHOCTH, MPOTOKOJIBI U PEKUMBI (PYHKIIMOHUPOBAHUS.

Br16op mm¢ppoB 1 UMIIEMEHTALUH.

[Iporokonsl ayrentuduxanuu: RADIUS, TACACS+ u Kerberos.

Bri6op HeoOxonumoit ummiuemMenTauu. Y s3sumoctu Kerberos 4.

Crangapt ayrentudukanuu 802.1X U THUIBI paclIUpsIieMOro IPOTOKOJIA ayTeHTHU(PUKALIUU
(EAP).

Va3BUMOCTH OTAEIbHBIX THIIOB EAP

OO11re cBeieHUs O TEXHOJIOTMH TEPMUHAIILHOTO JI0CTYTIA.

3anaun, pemaemble VPN. TynnenupoBanue B VPN.

3amuTa 1aHHbIX Ha KAHAJIBHOM YPOBHE.

Opranmsanus VPN cpenctBamu npotokosia PPTP.

3amura TaHHbIX Ha ceTeBoM ypoBHe. [IpoTokon SKIP.

[Tpotokon [PSec. 3amuTra Ha TPaHCTIOPTHOM ypPOBHE.
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39. Hacrpoiika SSL-coequnenus. Opraau3zanus VPN npukiagHoro ypoBHS.

40. 3amuieHHbI OOMEH AJIEKTPOHHOM MOYTOM.

41. Cnyx6a katasioroB LDAP.

42. Cucrtema equHOTO BXOJa B CE€Th Ha OCHOBe npoTokoa Kerberos.

43. CozpmaHue eIMHOTO MPOCTpaHCTBA Oe30MmacHOCTH Ha 0a3e Active Directory.

44, 3amuTa cpencTBamu (ailIoBBIX CUCTEM.

45. HopmaTHBHO-IIPaBOBBIE U OPraHU3alMOHHBIE OCHOBBI IPOBECHUS ayAUTa 0€30MaCHOCTH
KOMITBIOTEPHBIX CHCTEM.

46. MexayHapoHble, TOCYyJapCTBEHHbIE U BEIOMCTBEHHbBIE CTAHIAPThI U PEKOMEHIalluU B
obiactu nH(OOPMAIMOHHON OE30MTACHOCTH.

47. BpIsiBIIEHHE U TIOCTPOEHUE CXEMbl HH()OPMALIMOHHBIX IOTOKOB 3allKIaeMoi HHPOpMaIUH.

48. CereBoil MOHUTOPHHT Ha OCHOBE HCIOIBb30BaHusA Mexannzma WMI u npotokonoB ICMP,
SNMP u CDP.

49. TlpuMeHeHHe CUCTEM aBTOMATH3UPOBAHHOTO ITOCTPOSHHSI CXEMBbI CETH.

50. CpencTBa ¥ METOABI BBISBICHUS YSI3BUMOCTEH B IPOrPAMMHOM OOECIIE€UEeHUH y3JI0B
KOMITBIOTEPHOU CETH.

51. IlpumeHeHue cpeACTB aHAIN3a 3alIUIIEHHOCTH CEPBEPOB MPUIIOKEHHI.

52. Omnenka pucka 0OHapyKEHHBIX YSI3BUMOCTEH.

53. CocraBneHue peKoMeHIaIHi 0 YCTPaHEHUI0 OOHAPYKEHHBIX YA3BUMOCTEH.

54. Hanmcanue u ¢popmar otyera o0 ayaure 0€30MaCHOCTH.

55. IlpumMeHeHue cpeACcTB aBTOMATH3AMU KOMILIEKCHOTO ayJuTa HH(POPMALIMOHHOM
0€30MacCHOCTH.

56. CtpykTypa u GyHKIIMH KOMILIEKCHBIX SKCIIEPTHBIX CUCTEM ayAuTa O€30MacCHOCTH.

57. Yder cTpyKTyphI anmapaTHO-TIPOTPAMMHBIX CPEJICTB 00bEKTa HH(POPMATHIAIHH.

58. IlpeumyiiecTBa U HEIOCTATKH UCIIOJIB30BAHMS ABTOMATU3UPOBAHHBIX CUCTEM MTPOBEPKU
0€30MacCHOCTH.

KonTpoJs KypcoBbIx pador

KypcoBble paboTsl HE PETyCMOTPEHbI

Kpurtepuu popMupoBanus oieHOK M0 MPOMEKYTOUHOH aTTecTalUK

Ouenka «omauunon— om 91 0o 100 6ann06 — TeoOpeTNIECKOE COJIEPIKAHNE KypCa OCBOEHO
MOJIHOCTHI0, 0€3 MPOo0esIoB, HEOOXO0AUMbIE MPAKTUYECKUE HABBIKK PaOOThI C OCBOEHHBIM
MatepuaioM chopmupoBaHsl. Bee nmpenycMoTpeHHbIe TporpaMmoi 00y4ueHus yaeOHbIe 3aJaHus
BBITIOJTHEHBI, KAYECTBO MX BHITIOTHEHHS OIEHEHO YHCIIOM 0alioB, OMM3KUM K MakcuMaabHOMY. Ha
9K3aMeHEe CTYJCHT AEMOHCTPHPYET IITyOOKHE 3HAHUS MPEyCMOTPEHHOTO MPOrpaMMOi MaTepuaia,
yYMEET YeTKO, JJAKOHUYHO U JIOTHYECKH MOCIIeI0BATEIbHO OTBEYATh Ha IIOCTABICHHBIE BOIIPOCHI.

Ouyenka «xopouto» —om 81 00 90 6annoe — TeopeTUIECKOE CoJIep)KaHUE Kypca OCBOEHO,
HEOOXOIUMBbIE TPAKTUYECKHE HABBIKK Pa0OTHI CPOPMUPOBAHBI, BHITIOJTHEHHBIE YIEOHbIE 3a/1aHUS
coJiepKaT He3HaunTeNbHbIe OMMOKU. Ha sKk3aMeHe CTyIeHT JeMOHCTPHPYET TBEPAOE 3HAHHUS
OCHOBHOTO (IIPOrpaMMHOTI0) MaTepHasa, yMeeT 4eTKO, IPaMOTHO, 0€3 CYIIECTBEHHBIX HETOUHOCTEH
OTBEYATh Ha IMOCTABJICHHBIC BOTIPOCHI.

Ouenka «yooenemeopumenvno» —om 61 0o 80 6an1068 — TeOpETUUECKOE COJIEPKAHKE Kypca
OCBOCHO HE TOJIHOCTHIO, HEOOXOMMBIE MTPAKTUYECKHE HABBIKK pabOThl chOPMUPOBAHBI YACTHYHO,
BBITOJIHEHHBIE YUeOHbIe 3aJaHus coJiepkKat rpyobie omunoku. Ha sk3aMeHe cTy1eHT JeMOHCTPUPYET
3HaHWE TOJBKO OCHOBHOT'O MaTepuaya, OTBETHI COAEP)KAaT HETOYHOCTH, CI1ab0 apryMEHTHPOBAHHI,
HapyIlIeHa M0CIeI0BaTeIbHOCTh N3JI0KEHHU MaTepraa

Ouyenka «neyooeiemeopumenbho» — om 36 0o 60 6annoe — TEOPETUIECKOE COJIEPKAHUE
Kypca He OCBOEHO, HE0OXO0AMMBbIE MPAKTUUYECKHE HAaBBIKK paOOThI HE C(POPMUPOBAHBI, BHITIOTHEHHBIE
ydeOHbIe 3alaHusl CO/AEpKaT TpyOble OMIMOKH, IOTONHUTENbHAS CaMOCTOsITeNbHas paboTa Hax
MaTepHajioM Kypca He NMPUBEAET K CYIECTBEHHOMY MOBBIIIEHHIO KAYeCTBA BBITOJHEHHS YUEOHBIX
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3agaHuii. Ha sk3aMeHe CTyIeHT AEMOHCTpUPYET HE3HaHHWE 3HAUMTEIbHOM YacTH MPOTrPaMMHOIO
MaTepuaina, CYIIECTBCHHBIE OIIMOKM B OTBETaX Ha BOIPOCH, HEYMEHUE OPUEHTHPOBATHCS B
MaTepuaie, He3HaHHe OCHOBHBIX OHATUN AUCIMUILTUHBL.

MeTtoauyeckue peKOMEeHAalMHU A5 MMOAT0TOBKH K IK3aMEHYy

Ok3ameH B 8-M cemecTpe sBiseTcss (OpMOl HTOrOBOTO KOHTPOJS 3HAHUNA M yMEHHIA
CTYACHTOB IO JaHHON AMCLUIUIMHE, IMOJIyYEHHBIX Ha JIEKUIUSAX, Ja0OpaTOpHBIX 3aHATUSAX U B
nporecce caMocTosATeIbHON padoThl. K 3\sk3ameHy momyckaroTest CTyIeHTHI, HaOpaBIIne He MEHEe
36 6auI0B IO UTOraM TEKYILEro M IMPOMEXYTOYHOTO KOHTpois. Ha sk3aMeHe CTyleHT MOXKeT
Habpatb ot 15 1o 30 6amos.

B nepuo noAroToBKU K 3K3aMEHY CTYJI€HThI BHOBb 00palIaoTCs K y4eOHO-METOJUUYECKOMY
MaTepualy U 3aKpeIUISIIOT IPOMEKYTOUHBIC 3HAHHUS.

ITonroroBka cTyneHTa K 3K3aMEHY BKJIKOYAeT TPU dTana:

— camocTodATeNbHas padoTa B TEUEHUE CEMECTPa;

—  HEIOCPEACTBEHHAs NOATOTOBKA B JHU, IPEAIIECTBYIOLIME IK3aMEHY 110 TEMaM Kypca;

— IOATOTOBKA K OTBETY Ha IK3aMEHALMOHHBIE BOIIPOCHI.

IIpu moAroToBKe K 3K3aMEHY CTyJIEHTaM 1eJIeco00pa3HO UCIOIb30BaTh MaTepUalbl JIEKLUH,
y4e0HO-METOINYECKHE KOMIUIEKChI, HOPMAaTUBHBIE JTOKYMEHTbHI, OCHOBHYIO M JONOJHUTEIbHYIO
JUTEPATYpYy.

Ha sk3ameH BBIHOCHTCSI Marepuan B o0ObeMe, MPEAyCMOTPEHHOM pabodeil MmporpaMMoii
y4eOHOI TUCHMIUIMHBI 32 ceMecTp. DK3aMeH IPOBOJIUTCS B yCTHOU dopMme.

[Ipu mpoBeneHMM 5K3aMEeHa B NHCbMEHHOW (ycTHOI) (opMe Beaymiuii mpenojgaBaTeib
COCTaBJIACT HK3aMEHAllMOHHbIE OWJIETHI, KOTOpbIE BKIIOYAIOT B ceOs: TECTOBblE 3a/laHus;
TEOPETUYECKUE 3aJaHN; 3a4a41 WK CUTyanuu. PopMyIMpoBKa TEOPETUYECKUX 3a1aHHS COBIIAAET
¢ (hOpMYyIUPOBKON MepeuHsi SK3aMEHALMOHHBIX BOIPOCOB, JIOBEIEHHOI'O JI0 CBEJIEHHS CTYACHTOB
HaKaHyHE 53K3aMEHAalMOHHOM ceccuu. CopaepikaHUE BOIPOCOB OJHOrO Oumiera OTHOCUTCS K
pasIMYHBIM pazjiesiaM IporpamMMmbl € TeM, yTOObl OoJiee MOJHO OXBaTUTh Marepuan y4deOHOH
JTUCIUIUINHBI.

B ayauropum, rae mpoBOAUTCSA 3K3aMEH, JODKHO OJTHOBPEMEHHO HaXOJIUThCs He Ooiiee
LIECTH CTYIEHTOB Ha OJHOTIO IPENOaBaTess, IPUHUMAIOIIETO dk3aMeH. Ha moaroroBky orsera Ha
OuseT Ha 3K3aMeHe 0TBOAUTCS 20 MUHYT.

[Ipu npoBeneHnN NTUCHbMEHHOTO SK3aMEHa Ha paboTy oTBoAUTCA 60 MUHYT.

6. METOAMYECKHUE MATEPHUAJIbL, ONPEJAEJAIOUIUE MPOLUEAYPHI
OILIEHUBAHUA 3HAHUI, YMEHUIA, HABBIKOB U (WJIN) OIIBITA
JAEATEJIBHOCTH

OO6mmit Oamt TeKymero M pyOeKHOro KOHTPOJA CKIAIBIBACTCS M3  CIEAYIOLIUX
cocTapmsonux (npuinoxenue 2). KpureprueM oneHKH ypoBHS c(pOPMHPOBAHHOCTH KOMITETEHIUI B
paMKax y4eOHOM AUCIUIUIMH B 8 CEMECTpe SBIISIETCS IK3aMeH. Llebro MpoMeXyTOUHBIX aTTeCTaIlui
M0 JWCIMIUIMHE SIBIISETCS OIICHKA KadyeCTBa OCBOCHHS TUCIMIUIMHBI OOy4YarouuMUcs. THUIOBBIE
3amanusi, ooecnieunBatonue dopmupoBanne kommereHmuu [1K-1, OK-8, T1K-15 mpencraBnensr B
tabnure 9.

TaGJ’II/ILIa 9. PCBy.]'H:TaTBI OCBOCHU y‘{e6HOI71 AUCHUIUIAHBI, TOAJICKAIINUEC ITPOBCPKE.

PesyabTaTnl 00yueHus OcHoOBHBIC OKA3aTEJIN OLICHKH Bup onenounoro
(KOMIIeTeHIIUN) pe3yJbTATOB 00yUYeHHUs MaTepuaJia
CIOCOOEH MPUMEHSATh 3Hamb. 3HAET OCHOBHbIE BUABI CcpelcTB | KomtokBuym
CpeJcTBa Kpunrorpaguaeckoit 3aluThl | Beimosnenue n
KpUNTOTrpapruecKoi u unpopmanuu (CK3U), Bkiatouas GloYHBIE | 3alIUTa
TEXHUYECKOW 3aIUThI W TIOTOYHBIE CHUCTEMbl MHU(POBaHUA, | JAOOPATOPHBIX PabOT
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nHpOpMaLUU AJIs
pelieHus 3a1a4
npodeccnoHaTbEHOM
nesrenpHOocTH (OITK-9)

KpUnrorpaduyeckue CHCTEMBI c
OTKPBITBIM KJIFOUOM, KpHUITOrpaduyeckue
xem-QyHKuu W Kpunrorpaduyeckue
IPOTOKOJIbI; HAIMOHAJIbHBIE CTaHJApPThI
Poccmiickoit ®eneparuu B 005acTu
KpUnrorpaduueckon 3alIUTHI
uHpopManuu 1 chepbl UX IPUMEHEHUS
Ymemv: TPUMEHATH COOTBETCTBYIOLIHMM
MaTeMaTU4eCKUI amnrmapar npu
IIPOBEICHUU U3MEPUTENbHBIX
HKCIIEPUMEHTOB;

UCIOJIb30BaTh MAaTEMaTHYECKUE MeETObl
OpU  TOCTPOCHUH  KPHUNTOTPaPUUECKUX
JITOPUTMOB,; HUHTEPIPETUPOBATH u
OPUMEHSATh ~ CHMBOJIMYECKHH  ammapar
TEOPUM MHOXXECTB W OTHOIUEHWH JUIs
ONHCAHMSI MAaTEMaTHYECKUX TOHATHH U

KOHCTPYKLUH,

HCII0JIb30BaTh CK3U B
ABTOMATHU3UPOBAHHBIX CUCTEMaX.
Bnademws. HaBBIKAMH  HCIIOJB30BaHUS
COOTBETCTBYIOIIETO MaTeMaTU4eCKOro
anmapara MOpd  PeIIeHWH 3ajJad 10

nH(pOpMaIIMOHHOM 0€30MaCHOCTH;
METOJaMH M CPEJICTBAMH TEXHHYECKOM
3amuThl THQOPMAITUH.

TectupoBanue

IIKC-2.1
MPUMEHUTH
METO/IBI
uAeHTU(PHUKAIIH,
ayTeHTH(UKAITTN
ABTOPHU3AIINU.

criocooeH
Cpe/CTBa,
U IIPOTOKOJIBI

n

3namo:

- OCHOBHBIE TOHSTHUS U HAMIPABJICHUS B
3alTUTe KOMITBIOTEPHOW HH(OpMAIINH, -
MIPUHIIMIIBI KTacCU(DUKAIMH U TPUMEPHI
yrpo3 6e30macHOCTH 6a3aM JaHHBIX U
KOMITBIOTEPHBIM CUCTEMAaM,

- COBPEMEHHBIE IMOAXObI K 3aIuTe 0a3
JAHHBIX U CUCTEM HH(POPMAIIMOHHBIX
TEXHOJIOTHH,

- OCHOBHBIE HMHCTPYMEHTBHI 00eCIeUCHHUS
MHOTOYPOBHEBOW Oe30macHoCcTH B 0azax
JAHHBIX ¥ HHOOPMAIIMOHHBIX CHCTEMAaX.

Tunosele oLleHOYHBIE
MaTepHaITbI 15
YCTHOTO OTIpoca
(pasoen 5.1.1);
TUIIOBBIE TECTOBBIE
3aianus (paszoern
5.2.2);

IPUMEPHBIE TEMbI
pedeparoB u 3cce
(pazoen 5.1.5),;
TUTIOBBIE OIICHOYHBIE
MaTepHasbl K

dK3aMeHY (pazden
5.2))

Ymems:

- KOH(UTYPUPOBATH BCTPOCHHBIE CPEJICTBA
Oe3omacHOCTH B 0a3ax JaHHBIX,

- yCTaHaBJIMBATh U UCIIOJIB30BATH OJJHO M3
CpeacTB Ais mu@poBaHUs HHPOPMAIUHU U
opraHu3aru oOMeHa JTaHHBIMU C
MCIIOJIb30BaHUEM JIEKTPOHHOM H(POBOIA
MOJIUCH,

OueHouHbIe
MaTepuabl s
CaMOCTOSITEIIbHOM
paloThI (TUIIOBBIE
3amauu pazaen 5.1.2.);
MPUMEPHBIE TEMBI
pedepaToB (pazmen
5.1.3.);
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- YCTaHABIIMBATh U HACTPAUBATh
IPOrpaMMHOE 00eCIIeYeHHUE JIJIS 3AIUThI
OT BPEAOHOCHOTO TPOrPaMMHOTO
obecrieueHud;

- HACTPOHWTHh HWHCTPYMEHTHI PE3EPBHOTO
KOITUPOBAHUS u BOCCTAHOBJIEHUS
uHpopManuu

MPUMEPHBIC TEMBI
JOKJIa/10B (pas3aen );
TUIIOBBIC TECTOBBIE
3aanus (paszaen
5.2.2))

Bnaoems:

- MeToJIaMu ayauTa 6e3omacHocTy 6a3
JIAHHBIX MHPOPMAITMOHHBIX CHCTEM,

- METOIaMU aHaJIN3a 3allUIICHHOCTH 0a3
JIAHHBIX MHPOPMAIIMOHHBIX CUCTEM

MPUMEPHBIC TEMBI
pedepats (pa3aen
5.1.3),;

MPUMEPHBIC TEMbI
acce (pazzaen 5.1.5);

CIOCOOCH MPUMEHSTh
KPUTEPUH OIICHKH
3aLUIIIEHHOCTH 00bEKTa
nHpOpMaTU3AIUH,
TEXHUYECKHE CPECTBA
KOHTpPOJI 3D PEKTUBHOCTH
Mep 3alUThl HH(OPMAIHH,
METOIbl H3MEPEHHIA,
KOHTPOJISI U TEXHHYECKUX
pacyeToB XapaKTEPUCTUK
MIPOTrpaMMHO-aINapaTHBIX
CPE/CTB 3alHUTHI
undpopmarnuu (ITKC-3.1)

3HaTh: OCHOBHBIC TOHATHUS U METOI0JIOTHIO
KPUTEPUH OIICHKH 3aIUIIEHHOCTH 00bEKTa
MH(OpPMATU3ALINH.

YMeTh: IPUMEHSATh TEXHUYECKUE CPEACTBA
KOHTPOJISI 3(P(PEKTUBHOCTH MEp 3aIIUThI
uHpopmanuu.

BrnaneTts: MeTogamMu u3MepeHHid, KOHTPOJIS
U TEXHUYECKUX PACUETOB XaPAKTEPHCTUK
POTPaMMHO-aNapaTHBIX CpeAcTB
3alUThl HGOPMAIUH.

TecTtsl,

naboparopHas paboTa

7. YYEBHO-METOAWYECKOE OBECITEYEHUE AUCLUITJIMHBI

7.1.  HopmaruBHO-npaBoBas 0a3a

1. ®denepanbHbrii 3ak0oH oT 29 utoHs 2015 1. Neo 188-D3 «O BHecenun m3menenuii B OenepanbHbIit

3akoH "O0 uHpopmanuu, HHOOPMAIMOHHBIX TEXHOJIOTUAX U O 3aluTe nHpOpMaIu" U cTaThio 14

®DenepanbHoro 3akoHa "O KOHTPAaKTHON cucTeMe B chepe 3aKyIoK TOBapOB, padOT, yCIyT AJs

obecreveHus TOCYJapCTBEHHBIX U MYHUITUTATBHBIX HYXI''»
2. @enepanbubiii 3ak0H oT 05 ampenst 2013 r. Ne 44-D3 (pexn. ot 31.12.2014) «O KOHTpaKTHOU
cucTteMme B cepe 3aKyIoK TOBApPOB, padoT, YCIyT uIs 00eCrieueHus TOCYIapCTBEHHBIX U

MYHHUITUTATBHBIX HY XKD,
3. ®enepanbhsiii 3akoH oT 04 mas 2011 1. Ne 99-03 «O nuiieH3upOBaHNY OTAEIHHBIX BHIOB

JACATCIIBHOCTU,

4. ®enepanpubiii 3akoH OT 06 ampenst 2011 1. Ne 63-D3 «O06 3IeKTPOHHON TTOIITACHY;
5. ®epnepanbHblii 3akoH oT 28 nexadbps 2010 r. Ne 390-D3 «O 6ezomacHOCTHY;
6. ®denepanbublii 3akoH oT 27 utons 2006 r. Ne 149-D3 «O6 nnpopmannu, THPOPMAITHOHHBIX

TEXHOJIOTHSIX M 0 3aIluTe HH)OpMALIUN;
7. ®enepanbHblii 3ak0H OT 27 utodst 2006 r. Ne 152-03 «O nepcoHATBHBIX TaHHBIXY;
8. ®denepanbHblii 3ak0H oT 19 nexadps 2005 1. Ne 160-D3 «O patuduranuu Konsenun Coeta

EBpOHH O 3alIIuTe (bHSquCKI/IX JId1 1pu aBTOMaTI/I3I/IpOBaHHOﬁ o6pa60T1<e MEPCOHAJIBHBIX JaHHBIX»

9. ®epnepanbublii 3ak0H oT 29 uronst 2004 1. N 98-D3 «O KOMMepUecKoil TaifHe;

10. ®enepanbhsiii 3akoH oT 07 utonst 2003 r. Ne 126-03 «O cBsizmny;
11. ®enepanbusiii 3ak0H 0T 27 nexadpst 2002 r. Ne 184-D3 «O TeXHUYECKOM PETYIUPOBAHUNY;
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12.
13.

14.

15.

16.

17.

18.

19.

Tpynosoii kogekc PO. I'napa 14. «3amura nepcoHaIBHBIX JaHHBIX PaOOTHUKAY.

VYka3 Ipesuaenta Poccuiickoit @enepanuu Ne 260 ot 22 mas 2015 roga «O HEKOTOPBIX BOIIPOCax
nHopMaImonHoi 6e3omacHocTr Poccuiickoit deneparum.

Vka3 Ipesunenta Poccuiickoit ®enepannu No 537 ot 12 mas 2009 roga «O cTpareruu
HalmoHAIBHOU Oe3omacHocTH Poccuiickoit @enepariu 1o 2020 romay;

Vka3 Ipesunenta Poccmiickoit @enepammm Ne 351 ot 17 mapra 2008 roma «O Mepax 1o
obecnieyenunto nHpopmManronHoi 6e3onacHocti Poccuiickoii deaepanny npu UCTIOIB30BaHUN
MH()OPMALIMOHHO-TEIEKOMMYHHUKALIMOHHBIX CETeH MEXAYHAPOIHOTO HH(GOPMALMOHHOTO OOMEHaY;
Va3 [lpesnnenta Poccuiickoit @eaepanuu Ne 1576 ot 01 Hos0ps 2008 rona «O coBete npu
IIpesunente Poccuiickoit demeparuu o pa3BUTHIO HHPOPMAITHOHHOTO 001IecTBa B Poccuiickoi
denepanuny;

Vka3 IIpesunnenta Poccuiickoit ®eneparuu Ne 1085 ot 16 aBrycrta 2004 roga «Bompocsl
OenepanpHoil Ciry>KOBI IO TEXHUYECKOMY U OKCTIOPTHOMY KOHTPOITIO» (B pen. Yka3oB [Ipesnaenta
P® ot 22.03.2005 Ne 330, ot 20.07.2005 Ne 846, ot 30.11.2006 Ne 1321, ot 23.10.2008 Ne 1517, ot
17.11.2008 Ne 1625);

Vka3 Ipesunenta Poccuiickoit @enepannu Ne 960 ot 11 aBrycra 2003 roga «Bomnpocsl
OenepanbHoii Ciryx6b1 bezonacuoctu Poccuiickoit @enepanm» (B pea. Ykazos [pesunenta PO ot
11.07.2004 Ne 870, ot 31.08.2005 Ne 1007, ot 01.12.2005 Ne 1383, ot 12.06.2006 Ne 602, ot
27.07.2006 Ne 799, ot 28.12.2006 Ne 1476, ot 28.11.2007 Ne 1594, ot 28.12.2007 Ne 1765, ot
01.09.2008 Ne 1278, ot 23.10.2008 Ne 1517, ot 17.11.2008 Ne 1625, ot 22.04.2010 Ne 499, ot
14.05.2010 Ne 589);

Pacnopsixenue [pesunenta Poccuiickoit denepariuu Ne 366-pm ot 10 utomns 2001 roga «O
NONMCAHNK KOHBEHIIUH O 3aIIKUTe (PU3NYECKUX JIUL IPH aBTOMAaTU3UPOBAHHON 00paboTKe
NEPCOHANBHBIX JAHHBIX)

7.2.0cHoBHasI IUTEpPaTypa

Huxkugopos C.H. 3amura napopmanuu. 3amuiieHHble ceTH [ DIEKTPOHHBIN pecypc]:
yuebHoe nocodue/ Hukudopor C.H.— Dnextpon. TekcroBbie nanuabie.— CII16.: CaHkT-
[TeTepOyprckuii rocyapCTBEHHBIN apXUTEKTYpPHO-CTpOUTENbHBIN yHUBepcuTeT, DbC ACB,
2017.— 80 c.— Pexxum nocryna: http://www.iprbookshop.ru/74382.html.— 9bC
«IPRbooks»

®omuH /1.B. UnpopmanronHast 6€301acHOCTh U 3alMTa HHPOPMaIUK:
CHeMaTU3UPOBAHHBIC aTTECTOBAHHBIC TIPOTPAMMHBIE M POTPAMMHO-AIIIAPaTHEIE CPEACTBA
[DnexTpoHHBIH pecypc]: yueOHO-MeToanyeckoe nocodue/ ®omun JI.B.— DnektpoH.
TekcToBbIe NaHHbIe.— CaparoB: By3oBckoe oOpa3oBanue, 2018.— 218 ¢.— Pexum
noctyna: http://www.iprbookshop.ru/77317.html.— 3BC «IPRbooks»

Huxudopor C.H. 3amura nndopmaruu. 3amura OT BHEITHUX BTOPKEHUH [ DIEKTPOHHBIN
pecypc]: yue6Hoe mocobue/ Hukudopos C.H.— DnexTpoH. TekcToBbie nanubie.— CII6.:
Cankr-IlerepOyprckuit Tocy1apcTBEHHBIN apXUTEKTYPHO-CTPOUTENIbHBIN YHUBEPCUTET,
3BC ACB, 2017.— 84 ¢c.— Pexwum nocryna: http://www.iprbookshop.ru/74381.html.—
9BbC «IPRbooks»

['onukoB A.M. KoaupoBaHue B TeJIEKOMMYHUKALMOHHBIX CUCTEMAaxX [ DIEKTPOHHBIH
pecypc]: yaebHoe nocobue ais cnenpanurera: 090302.65 Nudopmarnmonnas 6€30macHOCTh
TEJIEKOMMYHHUKAIIMOHHBIX cucTeM. Kypc JeKIuii, KOMIbIOTEpHBIH MPaKTUKYM, 3aJaHHe Ha
caMoCTOSTeNbHYI0 padoty/ ['onmukoB A.M.— DJeKTpOH. TEKCTOBBIEC JJaHHbIE.— TOMCK:
ToMmcku#t rocyiapcTBEHHBI YHUBEPCUTET CUCTEM YIPABICHUS U PAIHOAIEKTPOHHUKH,
2016.— 338 ¢.— Pexxum moctyma: http://www.iprbookshop.ru/72111.html.— 9BC
«IPRbooks»
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7.3./1om0JIHUTeIbHAS JIUTEpPaTypa

dopoysan bexpoys A. Kpunrorpadus u 6e30macHOCTb ceTeid [ DIeKTPOHHBIN pecypc]:
yaeOHoe nocobue/ @opoysan bexpoy3 A.— DIEKTpOH. TEKCTOBbIC TaHHBIE.— MOCKBa,
CapatoB: UnTeprer-Yuuepcurer Mapopmanmonnsix Texaonoruit (MHTYUT), By3osckoe
obpasoBanue, 2017.— 782 ¢.— Pexum gocryna: http://www.iprbookshop.ru/72337.html.—
9BbC «IPRbooks»

Jxonc K.JI. MUHcTpyMeHTaNbHBIC CpeIcTBa OOeCIIeueHUsT 0€30MaCHOCTH [ DIEKTPOHHBIN
pecypc]/ Dxonc K. /1., Hlema M., JIxorcon b.C.— DnekTpoH. TEKCTOBBIE TaHHbIE.— M.:
Nurtepuer-Yuausepcutet Mudopmarmonnsix Texnonoruit (MHTYUT), 2016.— 914 ¢c.—
Pexxum nocryna: http://www.iprbookshop.ru/73679.html.— DBC «IPRbooks»

YysnoB A. I'. [Ipo6iieMbl 3aUIIIEHHOCTH TEJIEKOMMYHUKAITMOHHBIX CUCTEM [ DJIEKTPOHHBIN
pecypc]: yae6HOoe mocodue/ UysHoB A. I'.— DIEKTpOH. TEKCTOBBIE NaHHbIe.— OMCK:
Owmckas akanemust MBJl Poccun, 2015.— 164 ¢.— Pexxum noctyma:
http://www.iprbookshop.ru/61873.html.— 3BbC «IPRbooks»

[[Manprun B.®. MadpopmanrmonHas 6€3011acHOCTb KOMITBIOTEPHBIX CUCTEM M CeTel —M..:
®opym: Uudpa-M, 2013.-592c.

7.4.Ilepuoguyeckne U3IaHus

[lepeueHp neproanYECKUX U3IaHUMN, Toaydaembix Oudnuorexoit KbI'Y:

N =

Bectauk MI'Y. BeruncnurensHas MaTeMaTuka U KHOEpHETHKA

BectHuk poccuiickoro oouiectBa UHPOPMATUKU U BBIYUCIUTENIBHON TEXHUKU
Nudopmatuka u o6pazoBaHue

HudopmalinoHHbIE TEXHOIOTUN

Mup I1K

ITepcoHaJIbHBIN KOMIIBIOTEP CETOIHS

ITporpamMmmupoBanue

HNudopmannonHas 6€30MacHOCTb

7.5.InTEepHET-pecypchl

http://all-ib.ru/
http://SecurityLab.ru
http://infosecurity.report.ru/
https://nordrus.info/security/
http://www.anti-malware.ru/

arONE

7.6.CoBpeMeHHBIE IPodeccHoHANbHbIE 0a3bI JAHHBIX
baza nannbix Science Index (PYHII) http://elibrary.ru
HanmonanbHas snexktponHas 6ubanorexa PI'b https://H36.pd
KpymnHeiimas enunas 6a3a TaHHBIX, COJEpIKaIlast aHHOTAIMKA U UHPOPMAITUIO O
LATHPYEMOCTH PELIEH3UPYEMON HAYYHOM JTUTEPATYPhl, CO BCTPOEHHBIMU UHCTPYMEHTAMU
OTCJICKMBAHMA, aHAJIN3a U BU3yalIu3allMu JaHHBIX. WWW.SCOPUS.COM

7.7.MeTonnyecKue yKa3aHusi M0 NPOBeAEHUIO PA3TUYHBIX Y4eOHBIX 3aHATHI, K KYPCOBOMY

NPOCKTHPOBAHUIO U IPYTMM BHIaM CAMOCTOAITEIbHOMH padoThI

Memoouueckue pekomenoayuu npu padbome HA0 KOHCNEKMOM 60 6peMs NPOGeOeHUs TeKUUU
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http://elibrary.ru/
https://нэб.рф/
http://www.scopus.com/

B mporecce IeKIMOHHBIX 3aHATHH 11e7eCO00pa3HO KOHCTICKTUPOBATh YUCOHBIH MaTepHall.
Jist 3TOro MCHONB3YIOTCS OO0IMME ¥ YTBEPAUBIINECS B TPAKTHKE TMpaBUia, W TMPUEMBI
KOHCIEKTUPOBAHUSI JICKIIHN:

KoncnektupoBaHue JeKIMi BEAETCS B CIENUAIBbHO OTBEACHHOM JUISl 3TOT0O TETPAIH, KaXKAbIiA
JUCT KOTOPOM JOJKEH HMMETh MOJIs, Ha KOTOPBIX JAENAIOTCS IMOMETKH M3 PEKOMEHIOBAHHOMU
JUTEPATypPhl, AOMOIHSIONIME MAaTEpHUaIl TPOCTYIIAHHOM JICKIIUH, a TAK)KE MO TYEPKUBAIOIINE 0COOYIO
BOKHOCTh T€X WJIM MHBIX TEOPETUYECKUX TTOJOKEHUM.

IlenecooOpa3Ho 3amuchIBaTh TEMY U ITUIAH JICKIMH, PEKOMEHIYyEMYIO JIMTEPaTypy K TeMe.
3anucu pas3fenoB JIEKIUMU JOKHBI HMMETh 3arojOBKH, IOJ3arojOBKH, KpacHble CTpOKHW. [lis
BBIJICJICHUS] Pa3/IeloB, BBIBOJOB, OIPEICICHHUIN, OCHOBHBIX HJEH MOXHO HCIOJIb30BaTh IIBETHHIC
KapaHJay 1 GJIoMacTepsl.

HaspanHble B JIEKIIMM CCHUIKM Ha TIEPBOMCTOYHUKH HAJ0 MOMETUTH Ha TOJSAX, YTOOBI MpHU
CaMOCTOSTEIIbHON pa00Te HAWTH U BITUCATh UX. B KOHCIIEKTE TOCIOBHO 3aIMUCHIBAIOTCS ONPEICIICHUS
MIOHSITHIA, KATETOPHI U 3aKOHOB. OCTaIbHOE JTOJIKHO OBITH 3aITMCAHO CBOMMH CIIOBAMH.

Kaxnomy cryneHTy HE0OX0auMO BBIpaOdOTAaTh W MCIOJIb30BaTh JOMYCTHUMBIE COKpAIICHUS
HanboJiee pacpOCTPaHEHHBIX TEPMUHOB U TIOHSITHIA.

Memoouueckue pekomenoayuu npu nOO20mMoeKe K KoJ10K6Uymy

e popaboTaTh KOHCIEKTHI JIEKIHH 110 BOIIPOCaM KOJJIOKBUYMA;

® [IPOYUTATh OCHOBHYIO U JIOIIOJIHUTEIIBHYIO JUTEPATYPY, PEKOMEHIOBAHHYIO 110 U3Y4aeMbIM
BOIIpOCaM,;

® OTBETUThb HAa BOIIPOCHI KOJUIOKBUYMa;

® [IpU 3aTPYAHEHHUAX, IPOKOHCYJIBTUPOBATHCS C IIPENOAABATEIEM.

Kpumepuu oyenusanusn

Onenka
HEYA0BJIECTBOPUTEJIBHO YAOBJIETBOPUTEIbHO | XOPOILIO OTJIMYHO
2 6aj1a 4 6anua 6 0an10B 8 6an0oB
CTyneHT He 3HaeT CryneHt Cryzaent xopomo | CTyAeHT B IOJTHOM
3HAYUTENLHON YacTh MMOBEPXHOCTHO 3HAET | 3HACT Martepuai, | oObeMe 3HaeT
BOIIPOCOB, JOITYCKAET BOITPOCHI TPAMOTHO U 1O MaTtepuan,
CYIIIECTBEHHBIEC OIIMOKHU B KOJUIOKBUYMA, CYILIECTBY TPaMOTHO | TIO
OTBETaX Ha BOIPOCHI. JIOTTyCKaeT W3JIaraeT ero, CYyILIECTBY
HETOYHOCTH B OTBETE | JOITyCKast W3J1araer ero, He
Ha BOIIPOC HEKOTOpbIE JOTycKas
HETOYHOCTH B CYIIIECTBEHHBIX
OTBETE Ha HETOYHOCTEH B
BOIIPOC. OTBETE Ha BOMPOC.

Memoouueckue pekomenoayuu no OPeaHU3AUYUU CAMOCMOAMENbH O PAOON bl

CamocrositensHas pabora (mo B.W. [lamo «caMoCTOSATENbHBIN — YeTOBEK, MMEIOITUN CBOU
TBEp/Ible YOSIKICHUS») OCYILIECTBIISICTCS MTPH BeeX (popMax oOyueHHs: OUHOM U 320YHOH.

CamocrosiTennpHasi paboTa 0OyYaromuXxcsi - CHOCOO0 aKTHUBHOTO, II€JICHANPABICHHOTO
nproOpeTeHus CTyJIEHTOM HOBBIX JUISI HETO 3HAHUN M yMEHUI 0€3 HEeoCpEeJICTBEHHOIO YJ4acTHus B
3TOM Ipoliecca npenojaBareneil. [loBblieHne poau caMoCTOATENbHON pabOThl 00yUarOIINXCs MpU
IMMPOBCACHNH pa3JINYHbIX BUJT0OB y‘-Ie6HI)IX 3aHATHI opeamnojaract:

—  ONTHUMH3ALMIO METOJ0B O0yUYeHUs, BHEJPEHNE B YUEOHBIN MPOLIECC HOBBIX TEXHOJIOTHM
06y'-IeHI/I$I, MOBBIIAOIINX ITPOU3BOAUTCIBHOCTE TpyJda MperioaaBaTeiisd, aKTUBHOC HCIIOJIb30BAHUC
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MH(POPMALIMOHHBIX TEXHOJOIMH, IMO3BOJSIOMIMX OO0yYarolmeMycsi B YAOOHOE sl HEro Bpems
OCBanBaTh Y4eOHBIN MaTepua;

—  IIMPOKOE BHEAPEHHE KOMITbIOTEPU3UPOBAHHOTO TECTUPOBAHUS;

—  COBEpIICHCTBOBAHWE METOJMKU IPOBEIEHHsS MPAKTHK U HAy4YHO-HCCIEI0BATEIbCKON
paboThI 00YJaIOUINXCS, ITOCKOJIBKY MMEHHO 3TH BBl y4eOHOM paboThl B IEPBYIO OYEpEIb TOTOBSAT
00y4aroIuXxcst K CaMOCTOATEIbHOMY BBIIIOJHEHUIO TPOGECCHOHATIBHBIX 3a/1ay;

—  MOJIEPHM3ALIMIO CUCTEMbI KypCOBOT'O U JUINIOMHOT'O ITPOEKTUPOBAHMS, KOTOPas JOJKHA
HOBBILIATH POJIb CTYAEHTA B [10A00pE MaTepuaa, OUCKeE IMyTeH perieHns 3a1ad.

CamocrosrenbHas pad0Ta IPUBOJUT CTYICHTA K IIOJYYEHHUIO HOBOI'O 3HAHHUS, YIIOPAJOUYCHHIO
U YriyOJeHUI0 MMEIOIIMXCS 3HAHUH, (OPMHUPOBAHUIO y HEro MpOQecCHOHATBHBIX HABBIKOB U
ymeHuil. CamoctosiTenbHast paboTa BBITOJIHACT sl QyHKIMMI:

—  pa3BHUBAIOILYIO;

—  nH(pOPMAIMOHHO-00YUYaIOIIYIO;

—  OPUEHTHPYIOLLYIO U CTUMYJIUPYIOILYIO;

—  BOCHMTHIBAIOILYIO;

—  HCCIEIO0BaTEIbCKYIO.

B pamMkax kypca BBINOIHSAIOTCS CIEAYIOIINE BUIbI CAMOCTOATENbHOM paboThlI:

1. TIpopaboTka yueOHOrO MaTepuaia (1o KOHCIIEKTaM, YIeOHOH 1 HayYHOH JInTepaType);

2. BrinonHeHue pa3HoO ypOBHEBBIX 3ajay U 3aJaHU;

3. Pabora ¢ Tecramu 1 Bompocamu JUIsi CAaMOIIPOBEPKH;

4. BblnojaHEeHHE UTOTOBON KOHTPOJIBHOM paboThI.

CryneHTaM peKOMEHIYeTCs C CaMOro Hadajaa OCBOCHHUS Kypca paboTaTh C JUTEPATypoil
IpeularaéMbIMU 3alaHUSIMU B (pOpMe MOATOTOBKH K OYEPEAHOMY ayIUTOPHOMY 3aHATHIO. [Ipu 3TOM
AKTyaTH3UPYIOTCS UMEIOIINECs 3HaHUS, a TaKKe co3/1aeTcs 6a3a JUisi yCBOCHHS HOBOTO MaTepuaa,
BO3HHUKAIOT BOIIPOCHI, OTBETHI HA KOTOPBIE CTYACHT HOJIY4aeT B ayAUTOPHUH.

Heo06xoauMo 0TMETUTH, YTO HEKOTOPHIE 33JaHUs JJISI CAMOCTOSTEILHONH pabOThI IO KypCy
UMEIOT onpezeneHHyo crneunpuky. I[Ipy ocBoeHMM Kypca CTYJEHT MOXET I0Jb30BATHCS
O0uOIMoTEeKOM By3a, KOTOpas B TOJHOW Mepe oOecreueHa COOTBETCTBYIOIIEH JIMTEpPaTypou.
3HaYUTENbHYIO MOMOIb B MOATOTOBKE K OYEPEIHOMY 3aHSATHIO MOKET OKa3aTh MMEIOLIUcs B
y4eOHO-METOIUIECKOM KOMITJIEKCE KPAaTKUIA KOHCIEKT JIeKIUH. OH 5k€ MOKET UCTIONB30BATHCS U JIS
3aKpeIUIeHUs] MOJYyYeHHOro B ayauTopuu Marepuana. CamocrosdrenbHas paboTa CTYIEHTOB
IPeIyCMOTPEHa YIeOHBIM IIJIAHOM U BBITIOJHSETCS B 003aTEIHHOM MOPSIKE. 3aJaHUS TIPEIIOKEHBI
0 KaXKJ0M U3yyaeMoil TeMe U MOT'yT FOTOBUTBHCS MHAWBUYAIbHO WK B rpymiie. [To Heo6xoaumoctu
CTYACHT MOKET OO0pamiathCsi 3a KOHCYJbTAllMEH K TMperojaaBaTento. BrImonHeHne 3amaHuit
KOHTPOJIMPYETCS M OLICHUBAETCS MTPEToiaBaTelieM.

JInisi  yCTIENTHOTO  CaMOCTOSITEIPHOTO HM3YYEHHUs MaTepualla CerofHs HCIIOIb3YIOTCS
pasn4HbIe CpeACTBa OOYYEHHs, CpeAM KOTOPBIX 0CO00€ MECTO 3aHMMAlOT MH()OPMAaLMOHHBIE
TEXHOJIOTUH Pa3HOTO YPOBHS M HANPABICHHOCTHU: JIEKTPOHHbBIC YUeOHUKH U KYpCHI JIEKIIUH, Oa3bl
TECTOBBIX 3aJJaHUN U 3a/1a4. DJIEKTPOHHBIN y4eOHUK MpeACTaBiIseT co00i MporpaMMHOe CPECTBO,
MO3BOJISIONIEE  NPEACTaBUTh IS W3YYEHHs] TEOPETHUYECKHMH  Marepwal, OpraHu30BaTh
anpoOupoBaHKe, TPEHAX M CAaMOCTOSTENbHYIO TBOPUYECKYIO PabOTy, MMOMOTraolee CTyACHTaM U
NPETo/IaBaTel0 OICHUTh YPOBEHb 3HAHWH B ONPEICICHHOW TEMaTHKe, a TaKKe CoJepiKaliee
HEO0XO0/IMMYIO CIPAaBOYHYIO MH(POPMAINIO. DIEKTPOHHBIH YUEeOHHK MOXKET HHTEIpUPOBaTh B cede
BO3MOXXHOCTH Pa3JIMYHBIX TEJarorn4eckux MPOTrPaMMHBIX CpEACTB: OOyYalOMIUX MPOTrpaMM,
CIPaBOYHUKOB, y4eOHBIX 0a3 JaHHBIX, TPEHAKEPOB, KOHTPOIUPYIOIIUX MTPOTPAMM.

JInst yCTIenIHOM OpraHM3allii CaMOCTOSATENIbHOW paboThl BCE AKTHBHEE IMPHUMEHSIOTCS
pa3sHooOpa3Hble 00pa3oBaTeNbHBIE pPECYpChl B ceTH VIHTEpHET: CHCTEMBI TECTHPOBAaHUS IO
pa3IMYHBIM 00J1acTsAM, BUPTyaJbHbIE JICKIIUH, JJAOOPATOPUH, TIPU 3TOM TOJIB30BATEIIO JOCTATOYHO
UMETh KOMIIBIOTEp W MOJKIIOYeHHE K MHTepHETY Ui TOTO, YTOOBI CBSA3ATHCS C MPETOIaBaTeleM,
pemath BBIYUCIUTENbHBIE 33aud M TOJy4aTh 3HaHMA. Vcronb3oBaHME ceTel yCHIMBAET pOJb
CaMOCTOSITENIbHOW PabOThI CTYJNEHTa W TIO3BOJISIET KapAWHAIBHBIM 00pa3oM H3MEHHTh METOAHKY
IperoIaBaHusl.
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CTyaeHT MOXeT MoJlydaTh BCE 3a/laHHsl U METOANYECKUE YKa3aHUs Yepe3 CEpBEP, UTO JAeT
€My BO3MOYKHOCTh MHPHUBECTH B COOTBETCTBHE JIMYHbIE BO3MOXXHOCTH C HEOOXOAWMBIMHU IS
BBINIOJIHEHUs paboT Tpyno3arparaMu. CTyeHT UMeeT BO3MOXKHOCTh BBIIIOJIHATH paboTy A0Ma WK B
ayautopuu. bosbinoe BocuraTensHOE M 00pa30BaTeIbHOE 3HAUEHHE B CAMOCTOSATEIILHOM YUeOHOM
TpYJe CTy/A€HTa UMEET CaMOKOHTPOJIb. CaMOKOHTPOJIb BO3OYKAAeT U MOJJACPKUBACT BHUMAHHUE U
MHTEPEC, IOBBIIIAET AKTUBHOCTh MAaMSITH M MBILUIEHUS, I103BOJSET CTYIAEHTY CBOEBPEMEHHO
OOHapyXUTh U YCTPAHUTH JOIYIIEHHbIE OIIMOKU U HEIOCTATKH, OOBEKTUBHO OINPEAETUTh YPOBEHD
CBOMX 3HAHUH, MPaKTUUYECKUX yMeHui. Camoe JOCTYIIHOE U IPOCTOE CPEACTBO CAMOKOHTPOJISL C
NpUMEHEeHHEeM HH(GOPMaIMOHHO-KOMMYHUKAIIMOHHBIX TEXHOJIOTUH - 3TO P TECTOB «on-liney,
KOTOpBIE IMO3BOJISIIOT B PEXUME pEAJIbHOIO BPEMEHM OIPENEIUTh CBOM YpPOBEHb BIIAJICHUS
IpPEeIMETHBIM MaTepuaioM, BBIIBUTH CBOM OIIMOKM U MOJYYUTh PEKOMEHIAIUU IO
CaMOCOBEPILIEHCTBOBAHMUIO.

Memoouueckue pekomenoayuu no padome ¢ 1umepamypou

Bcro nutepaTypy MOXKHO pas[enuTh Ha YYeOHUKH W ydeOHBIC TOCOOWS, OPUTHHAILHBIC
Hay4yHble MOHOTpapuUeCKre UCTOYHUKH, HAyYHbIEe MyOJIMKAIIMK B IEPHOIUYECKON neyaTtu. M3 Hux
MO’KHO BBIIETIUTH JUTEPATypPy OCHOBHYIO (PEKOMEHYEMYIO), JOMOJIHUTEIbHYIO U JIUTEPATYPY IS
yrayOJIeHHOTO U3YYEHUS JUCITUILINHBL.

W3yuenne MUCIMILIMHBI CIIEAYyeT HAYMHATh C y4eOHUKA, IIOCKOJIBKY YYEOHHK — 3TO KHUTA, B
KOTOPOW H3JI0KEHbI OCHOBBI HAayYHbBIX 3HAHUHU 10 ONPENEICHHOMY MPEIMETY B COOTBETCTBUHU C
LEJSIMU U 33J1adaMU 00y4€HHUsI, yCTaHOBJICHHBIMU MPOTPaMMOH.

[Ipu pabote ¢ muTEpaTypoit HEOOXOIUMO YUUTHIBATh, YTO UMEIOTCS Pa3IMYHbIC BUIBI YTCHHUS,
Y KaX/IbIi U3 HUX UCIOJIB3YETCS Ha ONPEENIEHHBIX ATAallax OCBOEHUS MaTepuaa.

IIpeosapumenvHoe YTeHHE HANPABICHO HA BBISBICHHE B TEKCTE€ HE3HAKOMBIX TEPMUHOB U
IIOMCK MX 3HAYEHMsI B CIIPABOYHOM JIuTEepaType. B 4aCTHOCTH, IpU UTEHUU YKa3aHHOH JIUTEpaTyphbl
HE00X0UMO MOAPOOHEHIIIMM 00pa30M aHATU3UPOBATH MMOHSTHS.

Ck603HO€e umenue TIpeANOaraeT MpOYTEHHE MaTepuaja OoT Hayana 10 KoHia. CKBO3HOE
YTeHHUE JTUTEPaTyphl U3 MPHUBEACHHOTO CIUCKA JAaeT BO3MOXKHOCTb CTYACHTY C(OPMHPOBATH CBOJI
OCHOBHBIX TTOHSTUHN U3 NU3y4aeMOil 00JaCTH U CBOOOHO BJIAJIETh UMH.

Buvibopounoe — Ha060pOT, UMEET LIETBIO MOUCK M 0TOOp MaTepuaia. B pamkax JaHHOTO Kypca
BbIOOPOYHOE UTEHHUE, KaK CIoco0 OCBOEHUS COJEp’KaHUS Kypca, JOJKHO HCIOJB30BaThCS MpU
MOATOTOBKE K MPAKTUYECKUM 3aHATHSAM 10 COOTBETCTBYIOIIUM pa3ieiaM.

Ananumuyeckoe umenue — 3TO KPUTUYECKHH pa3dop TEKCTa € MOCIEAYIOIIUM €ro
KOHCIIeKTUpoBaHueM. OCBOEHHE yKa3aHHBIX MOHATUH OyaeT Haubosee 3¢ GEeKTUBHBIM B TOM cllyuae,
€CJIM MpU YTEHUHM TEKCTOB CTYAEHT OyAeT 3ajaBaThb K 3TUM TEKCTaM BOMNPOCHL. YacTh M3 ITHX
BonpocoB chopmynupoaHa B POC B mepeuHe BompocoB sl cobecenoBanusi. Ilepedenp 3THX
BOIPOCOB OTPAHUYEH, TOITOMY BaXKHO HE TOJIBKO COJIEPKaHUE BOIIPOCOB, HO CaM NMPUHIUI OCBOECHUS
JUTEPATYpPBhI C IOMOIIBIO BOIIPOCOB K TEKCTaM.

Henbto usyuaroweco ureHus sBiseTcs TIIyOOKOE M BCECTOPOHHEE MOHMMAHHUE Y4eOHOMU
uH(popMaiuu. EcTh HECKOIBKO MPUEMOB U3YYAIOIIErO YTCHUS:

1. Yrenue mo ajropuTMmy mpenmnosaraer pazdoueHue MHGopManuyd Ha OJOKH: Ha3BaHUE;
aBTOp; MCTOYHUK, OCHOBHAs HJIes TeKCTa; (PaKTHUUECKHil MaTepuai; aHalu3 TeKCTa IyTeM
COTIOCTaBJICHUS UMEIOIUXCS TOUEK 3PEHHUs [0 pacCMaTpUBAaEMbIM BOIIPOCAM; HOBU3HA.

2. Ilpuem nocTaHOBKH BOIIPOCOB K TEKCTY UMEET CIIEAYIOIUH aJrOpUTM:

—  MEMJICHHO MPOYUTATh TEKCT, CTAPAsICh MOHATH CMBICI U3JI0KEHHOTO;
—  BBIIENUTH KJIIOYEBBIE CIIOBA B TEKCTE;
—  TMOCTapaThCs OHATH OCHOBHBIEC UJIEH, TOATEKCT U OOIIHI 3aMBICEN aBTOPA.

3. TlpueM Te3upoBaHUs 3aKItOUaeTCs B (POPMYIHPOBAHUU TE3HCOB B BHUJE IMOJOKCHHIA,
YTBEP>KJI€HH, BBIBOJOB.

K oromy MOXHO [00aBUTh U UHBIE TMpHEMBI: TpueM pedepupoBaHUs, MpPUEM
KOMMEHTHPOBAHUS.

BaxHolt cocraBisiomeii g000ro COMMAHOTO HAYYHOTO HW3JIAHHUS SIBJSIETCS  CIIMCOK
JUTEepaTyphl, Ha KOTOPYIO cchlUlaeTcsi aBTop. lIpM BO3HHMKHOBEHMH HHTEpeca K KaKOH-TO
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o0cyXIaeMol B TEKCTE MPOOIeMe BCET/1a €CTh BO3MOXKHOCTh 00pPaTUTHCS K CIIMCKY OTHOCSIICHCS K
Hell aureparypsl. B sToM ciyyae Bes mpoOiema kak Obl pa3OMBaeTcs Ha COCTAaBIIAIONIME YacTH,
Ka)kJast U3 KOTOPBIX MOXKET M3y4daTbCsl OTIENBHO OT Apyrux. [Ipy 3TOM BaKHO HE TEpATH U3 BUAA
OO KOHTEKCT U HE TIOTPYXKaThCs Ype3MEPHO B JIETAIM, IOTOMY YTO TaKMM O0pa3oM MOXKHO He
YBHJETH TIaBHOTO.

[logroroBka K 53K3aMeHy MIOJDKHA IPOBOJUTHCS HAa OCHOBE JICKIIMOHHOIO MaTepHaia,
Marepuasia NpaKTHUECKUX 3aHATHH ¢ 00sf3aTeIbHBIM OOpalIeHHeM K OCHOBHBIM YYEOHHKaM II0
Kypcy. DTO MO3BOJUT UCKIIOYUTH OIIMOKH B MOHMMAHUM MaTepualia, OOJEIYUT €ro OCMBICIICHHUE,
IPOKOMMEHTHPYET MaTepHajl MHOTOUHCICHHBIMU TIPUMEPaMHU.

Memoouueckue pekomenoayuu no HanuUcanulo pegrepamoes

Pedepar npencrasinser co0oii COKpaleHHbIH Mepeckas CoAepKaHus MePBUYHOTO JOKYMEHTA
(MM ero 4acTH) C OCHOBHBIMH (DAKTMUYECKMMHM CBEIEHUSMHM U BbIBojaMu. Hamucanue pedepata
UCTIONB3yeTCsl B y4eOHOM IIpoliecce By3a B HENAX NPUOOPETEHHS CTYACHTOM HEOOXOIUMOM
npoeCCHOHATIBHON MOATOTOBKH, PA3BUTHS YMEHMsS U HaBBIKOB CAMOCTOSITEIBHOI'O HAy4YHOTO
MOWCKA: U3YUYCHHs JUTEPATyphl MO BHIOPAHHOW TeMe, aHalM3a Pa3UYHBIX HMCTOYHUKOB U TOYEK
3peHus, 000OIIeHUsT MaTepuaia, BBLACICHHUS IJIaBHOro, (HopMyaupoBaHHs BbIBOJOB M T. m. C
MOMOIIBI0 pedepaToB CTYIEHT TIy0)Ke MOCTHraeT HauOoJee CIOKHBIE MPOOJIEMBI Kypca, YUUTCS
JAKOHWYHO U3J1araTb CBOM MBICIIH, IPABUIIBHO OGOPMIIATH PA0OTY, JOKJIAAbIBATh PE3YJILTAThl CBOETO
tpyna. Ilpouecc Hanucanus pedepara BKIIOYACT: BHIOOP TEMBI, MOJ00p HOPMATHUBHBIX AaKTOB,
CHeLHaNbHOM JIUTepaTypbl U MHBIX MCTOYHHMKOB, UX H3YyY€HHE;, COCTABJICHME IIJIaHA; HAIMCAHUE
TeKCcTa paboThl U ee 0OopMIIEHHE; YCTHOE U3JI0KEeHHE pedepara.

Pedeparsl numyrcs no Haubojiee akTyalbHbIM TeMaM. B HMX Ha OCHOBE TIIATEIbHOI'O
aHaiii3a U OOOOIIEHUS HAY4YHOIO MaTepuaia COMOCTABJISIOTCS pas3jM4HblE B3IVl aBTOPOB U
ornpenensercss coOCTBEHHass MO3MLHUS CTYAEHTa C M3JI0)KEHHEM COOTBETCTBYIOIUMX apryMEHTOB.
Tembl pedepaToB J0IAKHBI OXBAaTHIBATH U IUCKYCCHOHHbBIE BOIPOCHI Kypca. OHU NPU3BaHbI OTPAXKATh
nepeoBble HayyHble Uien, 0000111aTh TEHICHIIMN IPAKTUYECKOHN JeSITeIbHOCTH, YUUTHIBAs IIPU TOM
U3MEHEHUs B TEKYyILIEM 3aKOHOJATeNbCTBE. PekoMeHJOBaHHAs HUXKE TeMaThka pedepaToB
npuMepHas. CTyIeHT NpH KeJTaHUH MOXKET caM MPEUIOKUTh Ty UM UHYIO TeMY, MpeABapUTEIHHO
COIJIACOBAaB €€ C HAYYHBIM PYKOBOJUTEIIEM.

Pedepar, kak mnpaBuiio, COCTOMT W3 BBEJECHHSA, B KOTOPOM KpaTKO OOOCHOBBIBAETCS
aKTyaJIbHOCTb, Hay4Has M NpaKTHYecKas 3HAUMMOCTh M30paHHON TEMbI, OCHOBHOI'O MaTepHaa,
COJIEpKAIEr0 CYTh MPOOJIEMBbl U MYTH €€ PEelIeHUs, U 3aKIIOUeHHs, Te (GOPMHUPYIOTCS BBIBOJBI,
OLICHKH, npeaioxkenus. O0umii oobem pedepara 20 JIHUCTOB.

Texuuueckue TpeboBaHus K opopmieHuto pedepara cieayromue. Pedepar opopmisercs
Ha Juctax opmara A4, ¢ o0s3aTenbHON HyMepaluel CTpaHull, IPUYeM HOMEp CTPaHUIIbI Ha
NEPBOM, TUTYJIBHOM, JIUCTE HE cTaBUTCS. [loisi: BepxHee, HIKHEe, TpaBoe, JeBoe — 20 MM.
A63annbIii otctyn — 1,25; PUCyHKH JOKHBI CO3/1aBaThCS B IUKIMYECKUX PEJAKTOPax MU Kak
pucyHok Microsoft Word (crpynnupoBanHbiii). TaOnuiibl BBITOMHATE TAOTUYHBIMU STYEHKAMH
Microsoft Word. CkanupoBaHie puCyHKOB U TaOJIHII He JomyckaeTcs. BeipaBHUBaHMe TekcTa (110
IIMPUHE CTPAHHIIBI) HEOOXOAUMO BBIMOJIHATh TOJIBKO CTaHAAPTHBIMH CIIOCOOAaMU, @ HE C TIOMOIIbIO
npobenoB. Pazmep Tekcta B pucyHkax u Tabnuuax — 12 kernb. Ha TurynsaoMm nucre pedepata
HYXXHO yKa3aTbh: Ha3BaHUE yueOHOT0 3aBe/leHus, (aKyJIbTeTa, HOMEp IPYMIIbl U aMHUIUIO, UMS U
OTYECTBO aBTOPa, TEMY, MECTO U IO €ro HanucaHus. PekomeHn1yeMblit 00beM padoThl
CKJIaJIbIBAETCSI U3 CIEAYIOIUX COCTABIAIOMUX: TUTYIbHBINA UcT (1 cTpanuna), cogepxkanue (1
CTpaHuua), BBeneHue (1 — 2 crpaHuIlpl), OCHOBHAS YacTh, KOTOPYIO MOKHO pa3JeUTh Ha TJIaBbl
v pazaens! (10 — 15 crpanwi), 3akmouenue (1 — 3 cTpaHuiibl), CIUCOK IUTepatypsl (1 crpanuma),
npuioxeHue (He o0s3aTenbHo). Ecnu pedepat coaepxut Tabiuiry, To €€ HoMep M Ha3BaHHUE
pacroyiaratoTcsi CBepxXy TaOJIUIbl, €CITM PUCYHOK, TO BHU3Y PUCYHKA.

CopepxarenbHble 4yacTH pedepaTa — 3TO BBEIEHHE, OCHOBHAs 4YacTh M 3aKJIIOYCHHE.
BBenenue 10mKkHO coiepKaTh paccyKAeHUe o MOBOLY TOT0, YTO paccMaTpuBaeMas TeMa akTyalbHa
(TO ecTb COBpEMEHHA U K HEeW ecTh OOJbIION MHTEpEeC B HACTOSIIEEe BpeMs), a TaKKe MOCTaHOBKY
LeJI MCCIIeI0OBaHUs, KOTOpasi HEITOCPEICTBEHHO CBsI3aHa ¢ Ha3BaHMEM paboThl. Takke BO BBEACHUHU
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MOTYT OBITh TIOCTaBIICHBI 3a7adu (HO HE 00s3aTelbHO, TaK Kak paboTa HEBEIMKa MO 00BEMY),
KOTOpBIC JETATU3UPYIOT LeNb. B 3aKII0UeHUH MUITYTCSI KOHKPETHBIE, COIePKAaTEIbHbBIE BEIBOIBI.

Conepxxanue pedepaTa CTYAEHT JOKIaJblBa€T Ha CEMHUHApe, Kpy)XKe, Hay4yHOU
KoH(pepeHmu. [IpeaBapuTensHO MOATOTOBUB TE3HCHI JIOKIAAa, CTyIEHT B TeueHue 7 - 10 MuHyT
JIOJDKEH KPaTKO M3JI0KUTh OCHOBHBIE IIOJI0XKEHUs cBoel paboThl. [Tocne nokiaaa aBTop oTBevyaeT Ha
BOIIPOCHI, 3aTEM BBICTYIAIOT ONIOHEHTHI, KOTOPHIE 3apaHee MO3HAKOMUIINCEH C TEKCTOM pedepara, u
OTMEYaloT ero CUIIbHbIE U ci1abble cTOpoHbl. Ha ocHOBe 00Cyx1eHHs 00yUaroIeMycs BbICTaBIISIETCS
COOTBETCTBYIOIIAS OICHKA.

Memoouueckue pekomenoayuu 0 NOO20MOEKU K IKIAMEHY:

DOk3amMeH B 7 ceMecTpe sBIseTcs (GOpPMOH HTOrOBOTO KOHTPOJS 3HAHUM M yMEHH,
o0yyaroImuxcst N0 JAHHOW AMCUUIUIMHE, NOJYYEHHBIX Ha JIEKLMAX, NIPAKTUYECKUX 3aHATUSAX U B
npoIiecce CaMoCTOATENbHOM paboThl. OCHOBOM ISl OTIPE/ICICHNUS OLICHKH CIYKHUT YPOBEHb YCBOCHHUS
o0yyaroImuMuCs MaTepuala, IMpeIyCMOTPEHHOIo JaHHOM paboueil mnporpammoit K sx3ameny
JIOITYCKAIOTCS CTYEHTHI, HaOpaBire 36 u Oosee 6AUIOB MO UTOTAM TEKYIIETO M MPOMEXYTOYHOTO
KoHTpoJisa. Ha sk3amene ctyneHT Mmoxket HabpaTh oT 15 mo 30 6amos.

B mepuwon mOATOTOBKM K JK3aMEHY OOydYaroluecs BHOBL OOpaliaroTcs K y4eOHO-
METOAMYECKOMY MaTepually U 3aKpeIlIsSoT IPOMEXYTOUHbIE 3HAHUS.

[ToxroroBka oOy4aromerocst K 3k3aMeH BKIIIOYAET TPH dTama:

—  caMmocCTofATeNbHas padoTa B TEYCHUE CEMECTPa;

—  HEMOCPEICTBEHHAs IOJrOTOBKA B JIHHU, MPEANISCTBYIOIINE SK3aMEHY 110 TeMaM Kypca;

— TOArOTOBKA K OTBETY Ha AK3aMEHAIlMOHHbIE BOIIPOCHI.

[Ipu moaroToBke K 9SK3aMeHy OOydaromMMCS IIeNIeCO00pa3HO HCIOJIb30BaTh MaTepUAIIbI
JEeKIHUHA, y4eOHO-METOJIMYECKHE KOMIUIEKChl, HOPMAaTHBHbIC JOKYMEHTBbl, OCHOBHYIO U
JIOTIOJTHUTEIIBHYIO JIUTEPATYpy.

Ha sk3ameH BBIHOCHTCS Marepuan B oObeMe, MPEeAyCMOTPEHHOM paboyei mporpammoil
y4eOHOM TUCIMIUIMHEI 32 ceMecTp. JK3aMeH MPOBOJUTCS B TUCBMEHHOH / YCTHOH (opme.

IIpu mpoBeaeHuu sK3aMeHa B NHUCbMEHHOM (yCTHOH) dopme, Benymuil mnpenojaBaresb
COCTABIIIET HK3aMEHAIIMOHHBIE OWJIETHI, KOTOpPBIE BKIIOYAIOT B Ce€O0s: TECTOBBIE 3a/IaHUS;
TEOpPEeTUYECKHE 3a/1aHus; 3a]JaUl WK cUTyaluu. @OpMyIUpOBKa TEOPETUYECKHX 3a/laHUsI COBIAAET
¢ hopMyTUpPOBKOI TIEpEeUHS IK3aMEHAIMOHHBIX BOIIPOCOB, TOBEJICHHBIX JI0 CBEICHUS 00YJaIOIIIXCS
HakaHyHe »5K3aMeHallMoHHOW ceccun. Cojep)kaHuE BOIPOCOB OJHOrO Ouiera OTHOCUTCS K
pa3IMYHBIM pazziesiaM MpPOrpaMMbl C TeM, 4TOOBI OOJee TMOJHO OXBAaTUTh MaTepual ydeOHOM
JUCLUTUIMHBL.

B ayauropuu, rIie MpOBOMMTCS YCTHBIA K3aMEH, TOJHDKHO OJHOBPEMEHHO HAXOAWUTHCS HE
Oosiee mIECTH CTYACHTOB Ha OJHOTO MperojaBaTels, MPUHUMAOLIEro 3k3ameH. Ha moarotoBky
OTBETa Ha OWUJIET Ha SK3aMeHe OTBOAUTCS 40 MUHYT.

Ipu npoBeIeHNH MMCBMEHHOTO 3K3aMeHa Ha paboTy OTBOAUTHCS 60 MUHYT.

Pezynbrar ycTHOro (MMCbMEHHOT0) 3K3aMEHa BHIPKAETCS OLICHKAMU:

Ouenka «omauunon— om 91 0o 100 6a1106 — TEOPETUIECKOE COAEPKAaHUE Kypca OCBOEHO
TIOJTHOCTBIO, 6€3 TIPOOEIIOB, HEOOXOIMMbIE PAKTUUECKUE HaBBIKU padOThI C OCBOCHHBIM MATEPHATIOM
cthopmupoBanbl. Bee nperycMoTpeHHbIe porpamMmoit 00ydeHus ydeOHbIe 3a/1aHusI BBITTOIHEHB], KaYeCTBO NX
BBITIOJTHEHHST OLICHEHO YHCIIOM OaylioB, OJIM3KMM K MaKCUMaTbHOMY. Ha 3K3ameHe CTyZIeHT IEMOHCTpHpYeT
[TyOOKHE 3HaHUSI IPEIyCMOTPEHHOT0 MPOrpaMMOi MaTepraa, yMeeT YeTKO, IJAKOHMYHO 1 JIOTHYECKU
TIOCIIE/IOBATENFHO OTBEYATh Ha TIOCTABJICHHBIE BOIPOCHL.

Ouenka «xopouion —om 81 00 90 6an106 — TEOPETIUECKOE COZIEPIKAHKE KYpca OCBOCHO,
HEO0OXOIMMBIE MPAKTUUECKHE HABBIKK PaOOThI C(hOPMHUPOBAHBI, BBINMOIHEHHBIE YIeOHBIE 3aJaHUsT COZIEPKAT
He3HauYUTeNbHbIE OMOKU. Ha sKk3amMeHe CTy/IeHT IeMOHCTpUpPYET TBEPIOE 3HAHUsI OCHOBHOT'O (IIPOTPaMMHOTO)
Martepuaiia, yMeeT 4eTKO, TPaMOTHO, O€3 CYIIIeCTBEHHBIX HETOYHOCTEH OTBEUATh Ha TIOCTABJICHHBIE BOIPOCHL.

Ouenka «yooenemeopumensvro» —om 61 0o 80 6annoe — reopeTnueckoe coaepKaHme Kypca
OCBOCHO HE TOJIHOCTHI0, HEOOXOJMMBIE TPAKTUYECKHE HABBIKK pabOThl c(hOpMUPOBAHBI YACTUIHO,
BBINOJIHEHHBIE YUeOHbIe 3aJaHUs coJiepkKat rpyosie omunoku. Ha sk3aMeHe cTyIeHT JeMOHCTPUPYET
3HaHWE TOJBKO OCHOBHOT'O MaTephaya, OTBETHI COAEP)KAaT HETOYHOCTH, CI1a00 apryMEHTHPOBAHHI,
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HapyIIeHa MOCIeA0BaTEIbHOCT H3JI0KEHUS MaTepHaia

Ouenka «neyooenemeopumenvHo» — om 36 00 60 6a1106 — TEOPETUYECKOE COAECPIKAHNE
Kypca He OCBOCHO, HEOOXOIMMBIE MPAKTUYECKUE HABBIKU paOOTHI HE c(hOPMHUPOBAHBI,
BBINOJIHEHHBIE YUEOHBIE 3a/1aHUS CO/IEPKAT rpyOble OIMOKH, TOMOTHUTEIbHAS CAMOCTOSTENIbHAS
paboTa Ha/l MaTepuagoM Kypca He IPUBEIET K CYIIECTBEHHOMY MOBBIIICHUIO KaueCcTBa
BBITIOJTHEHMS YI€OHBIX 3a1aHuil. Ha sk3aMeHe CTyIeHT IeMOHCTPUPYET HE3HAHUE 3HAYUTEITHHON
YacTH IPOTPaMMHOTO MaTepHaa, CyIleCTBEHHbIE OIIMOKM B OTBETAaX HA BOIPOCHI, HEYyMEHHE
OPUCHTHUPOBATLCA B MAaTCPUAJIC, HC3HAHUC OCHOBHBIX MMOHATHH JUCHUITIINHBI

Memoouueckue pekomenoauuu no bINOJIHEHUIO 1AOOPAMOPHBIX Padom

Bemmonnenue kax o 1abopaTopHoOl paboThI CKIAIBIBACTCS U3 CIEAYIOIINX ITATOB.
1. CamocTosiTeNnbHAS TOATOTOBKA CTYJCHTOB K padore. [lepen HauaaoM paboThI CTYIEHTHI
JOJDKHBI YETKO NPEACTAaBIATH ceOe 1enb paldoThl, HM3YYUTh TEOPETUYECKHE CBEACHUS K
nabopaTopHoi padboTe

2. BeimonHeHue paboThl. DTOT ATal OCYIIECTBISETCS B COOTBETCTBUU C METOAMYECKUMU
YKa3aHUSMH, KOTOPBIC COJICPIKATCS B ONMMUCAHUU K Kax a0 padore. ChopMynmupoBaTh BHIBOABI IO
poJieslaHHOM paboTe.

3. CocraBienue ordera O MpozaelaHHoi pabore. K oryery o BbImONHEHHOW pabore
NPEABSIBISIOTCS CIEAYIOINE TPEOOBAHMUS:

OTuer MOIDKEH COAep)KaTh HMCUEPIBIBAIONINE JaHHBIC, KaK O LEMH paldOThl, TaK H O
pe3ynbTaTax B CIEIYIOIEH MOCIe0BaTeIbHOCTH:

*  TurynpHBIN JIHCT

*  1IeMb paboThI

*  3ajaHue Ha JJabopaTopHYIO pabOTy U1l CBOETO BapHuaHTa

*  OTBETHI HA KOHTPOJIbHBIE BOIIPOCHI

*  pEe3yNbTaThl BHITOJHEHHUS PAOOTHI

*  BBIBOJBI 110 paboTe.

4. 3amura 1a00paTopHOM pabOTHI C MpECTaBICHUEM OTYETa. 3aluTa J1ab0opaToOpHON pabOoThHI

IpoXoauT B popme cBOOOJHOM Oeceibl 1o TeMe 1abopaTOpHOH paboThI.

Memodutwcxuepexomem)auuu NnO n0020moeKe K mecmupoeanuro

TecTbl — 3TO BONPOCH! WK 3a/1aHus, IPEAYCMaTPUBAIOIINE KOHKPETHBIN, KPATKUM, YETKUI
OTBET Ha UMEIOIINECS dTANOHBI OTBETOB. [Ipyu caMocTosATENbHON OATOTOBKE K TECTUPOBAHHUIO
CTYJEHTY HEOOXO0IUMO:

a) TOTOBSCh K TECTUPOBAHUIO, MPOpaboTaTh NH(OPMALIMOHHBIN MaTepuall Mo TUCHUIUINHE.
[TpokOHCYIBTHPOBATHCS C MPENOAABATENEM 110 BOIIPOCY BbIOOpa yueOHOM! JINTEpaTyphl;

0) 4ETKO BBISICHUTE BCE YCIIOBUS TECTUPOBAHMS 3apaHee. 3HaTh, CKOJIbKO TecToB Bam Oyzaer
IIPEJI0KEHO, CKOJIBKO BPEMEHH OTBOJUTCS HA TECTUPOBAHNE, KAKOBA CUCTEMA OLICHKU
pe3yJbTaTOB U T.1.

B) MpHUCTyMas K paboTe ¢ TeCTaMU, BHUMATEJIBHO U /10 KOHIIA IPOYTHUTE BOIIPOC U
npeJyiaraeMble BApMaHThl OTBETOB. BriGepuTe mpaBuiibHbIE (MX MOXKET OBITh HECKOJIBbKO). Ha
OTJIEJIbHOM JIUCTKE OTBETOB BBHINMUIINTE I (PY Bompoca U OYKBBI, COOTBETCTBYIOLINE MPABUIBHBIM
OTBETaM;

I') B [IPOLIECCE PEUICHMS JKENATEIBHO IPUMEHITh HECKOJIBKO MOAXO0/I0B B PEIIEHUH 3aJaHHUS.
3T0 MO3BOJISET MAKCUMAJIbHO THOKO ONEpUPOBATh METO/IaMU PELIEHUS, HaX0/Is KaXKIAbIN pa3
ONTUMAJIbHBIA BapHaHT.

1) ecinu Bel BeTpeTuiu upe3BbluaiiHO TPYIHBIN 17151 Bac Bompoc, He TpaThTe MHOTO BpEMEHH
Ha Hero. [lepexoaure k qpyrumM tectam. BepHuTech kK TpyIHOMY BOIIPOCY B KOHLIE.

€) 00s13aTeNIbHO OCTaBbTE BPEMsI JUIsl IPOBEPKH OTBETOB, YTOOBI N30€KaTh MEXaHMUECKHUX
OLIMOOK.
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Kpumepuu oyenusanusn

Onenka
HEy/10BJIETBOPHUTEILHO YI0BJIETBOPUTEILHO XOpoIIo OTJIMYHO
0 6an0B 3 6a1a 4 6anya 5 6an0B
Memnee 50 % npaBuIbHO 50-70% mpaBUILHO 71-85% 86-100%
BBIIOJIHEHHBIX 3aJaHUH. BBIIOJIHEHHBIX MPaBUIILHO MPaBUIILHO
3aaHuH. BBIITOJIHEHHBIX BBIIOJIHEHHBIX
3aJaHUN. 3aaHUH.

8. MATEPUAJIbBHO-TEXHUYECKOE OBECITEHEHUE AUCHUITJIMHBI
8.1. TpeGoBaHusl K MaTepPHAJIbHO-TEXHHYECKOMY 00ecre4eHHI0
Crieunanu3upoBaHHasi ayJIMTOpPHUs, UCIOJIb3yeMasl MPU MPOBEICHUU 3aHATUN JIEKIIHOHHOTO
tumna Ned6, No48, Ned8a, No50, No56, Ne58 ocHarieHa My IbTUMETUUHBIM POEKTOPOM U KOMIUIEKTOM
anmnaparypsbl, MO3BOJISIFOIIEH JEMOHCTPUPOBATh TEKCTOBBIE U Ipad)UuecKrue MaTepUabl.
Jlaboparopun ocHaIeHbl HEOOXOAUMBIM 00opynoBaHueM: KoMiiekt yueoHoro obopynoBanus 110
1715 «JlokanbHble KOMIBIOTEpHbIE ceTu», Komriuiekt yueOHOoro obGopymoBanus [10 1154
«KopnopatuBHble KOMIIBIOTEPHBIE ceTH», Kommtekt yuebHoro odopynoBanus I10 1582 «I'mobanbHble
KommbroTepHble ceth», Kommiektr yuebHoro obopymoBanus [IO 1305 «CereBass 6e30macHOCTHY,
Kommiekt yuednoro obopynosanus I[10 1092 «becnipoBoansie cetu Wi-Fi», Microsoft Office, 7-zip,
Adobe Acrobat Reader DC u ap. Jlaboparopust «3aiuiineHHOi 00paboTKi HHPOPMAIIMK CETEBBIX
texHosoruii Cisco»
CTyneHTsl UMEIOT 10CTYI Yepe3 MIHTepHeT 10oCcTyl K equHOMY 00pa3oBaTelibHOMY MOpTaly,
I7I€ B OTKPBITOM JOCTYII€ MMEIOTCS PECYPChl yueOHO-METOIUYECKON JIUTEPATypHhl, SBISIOIMIMECS
pa3paboTtkamu Beaymux BY3os Poccun.
[Ipu npoBeneHnM 3aHATUHN JIEKIIMOHHOTO TUIIA, CECMUHAPCKUX 3aHATUN UCIIOJIb3YHOTCS:
JTUIEH3MOHHOE TPOoTrpaMMHOe o0ecrieueHue:
— IIpoaykrsr MICROCOFT (WINEDUperDVC ALNG UpgrdSAPk MVL A Faculty
EES (KopnopaTtuBHas nmoanucka Ha npoaykTsl Windows omnepamvoHHas cucreMa u

oduc)) JIOTOBOP Nel0/DA-223,

— Kaspersky Endpoint Security ams 6usneca — Crangaptasiii Russian Edition. 1500-
2499 Node 1 year Educational Renewal License, JIOT'OBOP Ne 15/3A-223.

— Mathlab/Simulink JIOI'OBOP Ne80/EJI-223.

— Adobe Creative Cloud for Teams — All Apps. JTuniensun Education Device license st
obpaszoBarenbHbIx opraam3anuii JJOTOBOP Ne 15/9A-223.

— ABBYY FineReader JJOI'OBOP Ne 15/9A-223.
— Amntumiaruat BY3 JIOT'OBOP Ne 15/9A-223.
— (aiinoselif MeHexep Far Manager.

— 7zip-apxuBarop.

— Adobe Reader (cBo6oaHOE pacripocTpaHeHHE)
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8.1. Ocol0eHHOCTH peau3alMy AUCHUILIMHBI 1JIs1 HHBAJIUAO0B M JINL C OTPAHNYEHHbIMH
BO3MOSKHOCTSIMH 3/10POBbSI
Jlis CTYOeHTOB C OrpaHMYEHHBIMU BO3MOXKHOCTSIMU 3/I0pPOBbS CO3JIaHbl CIELMAIBHBIC
YCIIOBHSA /IS TONTy4YeHHs 00pa3oBaHus. B 1esx qoCTyMHOCTH MOIydeHHs BBICIIIET0 00pa30BaHMs 11O
o0Opa3oBarelbHBIM MpOrpaMMaM HWHBAJUAAMU M JUIAMH C OrPaHUYCHHBIMH BO3MOXKHOCTSIMU
3I0POBbSI YHUBEPCUTETOM 00ECIIeUNBACTCS:
1. AnprepHaTtuBHas Bepcus odunagbHOro caifita B cetu «HTepHeT» Ui c1aboBUISIINX;
2. 114 MHBaIUAOB C HAPYLIEHUSAMU 3peHUsI (CI1ab0BUASIINE, CIEIbIE):
- MIPUCYTCTBHE ACCHCTEHTA, OKa3bIBAIOIIETO oOyyaromiemycs
HEOoOXOMUMYI0 TIOMOINb, AyOIMpoOBaHHE BCIyX CHPaBOYHON uHHMOpPMAUu o
pacnucaHuy y4eOHBIX 3aHATHIL; HAIMYKME CPEACTB JIsl YCUIICHUS] OCTaTOYHOTO 3PEHHUS,
OpaiiJIeBCKOM ~ KOMITBIOTEPHOW  TEXHHKH,  BUJCOYBEIUMYHTENICH,  Iporpamm
HEBU3YyaJIbHOTO JIOCTyNa K MH(OpMauu, MPOrpaMM-CHUHTE3aTOPOB PEUd U APYTHX
TEXHUYECKHUX CPEICTB MpHeMa-liepenadn y4eOHOW HWHGPOPMAMH B JIOCTYIHBIX
(dbopmax JuIst CTYICHTOB C HApYIICHUSIMH 3PEHHS,

- 3aaHus AJ1A BBIIIOJIHCHWS HAa 3K3aMCHE 3a4UThIBAOTCA aCCUCTCHTOM,

- IIMCBMCHHBIC 3aJaHUs BBIIIOJIHAKOTCA Ha 6YM8.F€, HAaJUKTOBBIBAXOTCsI
ACCHCTEHTY 00y4aroluMcs;

3.111 WHBaNMAOB W JHUI[ C OTPAaHUYECHHBIMH BO3MOXKHOCTSIMH 3JI0pOBbS MO CIYXY
(cmabocrnermanue, TIyxue):
— HAa 3a4eTe/PK3aMeHe MPUCYTCTBYET ACCUCTEHT, OKa3bIBAIOIIHNMA CTYICHTY
HE00XOIUMYIO0 TEXHUYECKYIO TOMOIIb C Y4ETOM HUHIUBUIYATbHBIX 0COOEHHOCTEN (OH
MIOMOTaeT 3aHATh paboyee MECTO, MePEeIBUTaThCs, IPOYUTATH U OOPMUTH 3aJaHKE, B
TOM YHCII€ 3aMMChIBAsI O]l AUKTOBKY);

- 3a4eT/IK3aMeH IIpOBOAUTCS B MUChbMEHHOM (bopMe;

4. Jlns WHBAIMAOB W JIUI] C OTPAHWYCHHBIMH BO3MOXKHOCTSIMH 3[I0POBbSI, HMMEIOIINX
HapylIeHUs ONOPHO-ABUIraTEIbHOTO amnmapara, CO3/aHbl MaTepHabHO-TEXHUYECKHUE YCIIOBHS,
o0ecreunBaoIie BO3MOKHOCTh OECHpENsITCTBEHHOIO JO0CTyna oO0ydaloluuxcsi B ydeOHbIE
NOMEIEHNs,, OOBEKTYy MHWTAHWs, TyaJIeTHbIE W JpPyrde IOMENICHUS YHUBEPCUTETa, a TaKkKe
npeObIBaHMs B YKAa3aHHBIX MOMELECHUX (HaJIW4YHe PacIIMPEHHBIX JBEPHBIX MPOEMOB, MOPyYHEH U
JIPYTUX TIPUCTIOCOONIEHUN).

- NUCbMEHHBIE  3a/laHUsl  BBINOJIHAIOTCS HA  KOMIBIOTEpE  CO
CMELUATU3UPOBAHHBIM POTPAMMHBIM  OOECIIE€YEHHEM WM  HAJUKTOBBIBAIOTCS

ACCUCTCHTY,
- I10 )KCJIAHUTO CTYACHTA 9K3aMCH IIPOBOJAUTCA B YCTHOﬁ (I)OpMC.

OOyyaromuecss U3 4YMCla JIML C OTPAaHUYEHHBIMH BO3MOXXHOCTSMHU 37I0POBBSI 00ECIIEUEHBI
ANIEKTPOHHBIMU 00pa30BaTeIbHBIMU pecypcamMil B opmax, aJanTHPOBAHHBIX K OIPaHUYEHUSIM MX
3I0pOBBSL.
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9. JUCT NEPEYTBEPXJIEHUSI PABOYEN ITPOT'PAMMBI JIUCHUTIJIMHBI
Pa6ouas nporpamma:

onobpena Ha 2023/2024 yue6nsrii roa. [Ipotokos Ne 3acemanus Kadeapsl oT
«_» 20 .

B pabouyto nmporpaMmy BHECEHBI CIICTYIOIINE U3MEHCHUS:

Pa3paboTuuk nmporpaMMbl
3aB. kadenpoii
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Pacnpenesienue 0a,1710B TeKylero 1 pyoe;xHoro KOHTpPOJIs

NPUJIOXKEHHUE

Neni/n

Bua koHTpOJIs

Cymma 6asi10B

Obmas 1-s1 TOuKa 2-91 TOYKA 3-11 Touka
cymMma

1 [Mocemenue 3agaruii | 1o 10 6ayuioB no 3 0. 1o 30. 1o 40.

2 Texymwmii kouTpons: | g0 30 Gamos 1o 10 6. 1o 10 6. 1o 10 6.

PyOexHblil KOHTPOIIb
3 (TecTUpOBaHHE H 110 30 oamwtoB o 10 0. o 10 6. o 10 0.
KOJUUIOKBHYM)
4 Hroro cymma TeKyIero
U PyOEKHOTO KOHTPOJIS 1o 70 6amwtoB 1o 230 0230 1o 24 6
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