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1. IEJb U 3AJAYU OCBOEHUA JUCHUITJINHBI

Henpto mucuumumabl «KOHTpoMs M 0€30MAaCHOCTh B KOMIIBIOTEPHBIX CETSAX)» SBIISETCS
dbopMupOBaHUE Y CTYACHTOB 3HAHUHM U YMEHHI MO 3alUTe KOMIBIOTEPHBIX CETeH ¢ MpUMEHEHUEM
COBPEMEHHBIX IIPOIPaMMHO-AIIIAPATHBIX CPENICTB.

3ana4yu TUCHUIUINHBIL:

- O3HAaKOMUTb CTYJIEHTOB C OCHOBHBIMM IOHSTHUSIMM, HCIOJIB3YEMBIMU IpU 3alIUTE
nH(pOpMalUU B KOMIIBIOTEPHBIX CETSX;

- JarTh TpejacTaBieHHE OO0 OCHOBHBIX yrpo3ax U MpoOjieMax 3alluThl CeTEeBBIX
MH(OPMALIMOHHBIX TEXHOJIOTHI;

- 00y4UTH CTYJICHTOB METO/1aM 3aIIUTHI HHPOPMALIUHU B CETAX PA3IIMYHOTO HA3HAYCHUSI.

Nzydyenne aucuumiuael «KOHTpodb M 0€30MaCHOCTh B KOMIIBIOTEPHBIX CETSIX» JOJIKHO
CHOCOOCTBOBATh TIOJIYUEHHIO MPO(ECCHOHAIBHBIX KOMIETEHTHOCTH U KpPyrosopa, yMEHHUIO
OpUEHTUPOBAThCA B METOAAX M TEHICHIMSIX B Pa3BUTHUH CPEACTB 3alIUThl COBPEMEHHBIX
KOMIIBIOTEPHBIX CUCTEM.

2. MECTO JUCHHUIIVIMHBI B CTPYKTYPE OIIOII BO

JlucuuIuinHa BKJIFOYEHA B BAPHMATUBHYIO YaCTh 00s3aTENbHBIX JUCLUUIUIMH Y4€OHOIO IJIaHa
no HampasieHuto nmoarotoBku 10.03.01 Mudopmannonnas 6ezomacHocTs npoduis: OpraHu3amms
Y TEXHOJIOTHS 3alUThl HHPOPMALIUH .

Nzyuenne e€ Oaszupyercss Ha Clenyrolmux aucuuiinHax: «CeTH U CUCTeMBbI Tepenadu
uHpopMaLUn», «ANnapaTHbIE CPEJICTBA BHIYUCIUTEIBHON TEXHUKNY.

I[I/ICIII/IHJII/IHa ((KOHTpOJ'II) n 0€30I1aCHOCTE B KOMIIBIOTCPHBIX CETAX» SABJIACTCA I[HCHI/IHJIHHOﬁ
npo¢eCCHOHATIBHOIO UKJIA.

3. TPEBOBAHUS K PE3YJIBTATAM OCBOEHUSA INCHUITIJIMHBI

IIpornecc n3yueHust IUCUMIUIMHBI HallpaBjeH Ha (OPMUPOBAHHE FIEMEHTOB CIEAYIOIINX
komreteHuii B coorBercTBrr ¢ ®I'OC BO u OINOIT BO no nanHoMy HampaBiIeHHUIO MOATOTOBKHU:

OIIK-9CriocobeH npUMEHSTh CPEACTBA KPUNTOIpapUUecKOW U TEXHUUYECKOW 3allUThI
uH(popMaIuu ISl penieHus 3a1a4 npo(ecCHoHanbHON AesTENHHOCTH;

[IKC-2CnocobeH agMHHUCTPUPOBATh ONEPAL[IOHHBIE CHCTEMBbI, CHCTEMBI YIpaBICHUS
0a3aMu JaHHBIX, BBIYHACIIUTEIBHEIE CETH;

[IKC-3CnocobeH mpoBOIUTH ayaUT 3allUIIEHHOCTH o00beKkTa HH(popMaTH3alUUd B
COOTBETCTBUH C HOPMATUBHBIMU JIOKYMEHTaMH.

B pe3ynbraTe u3yueHus: AUCUUTUIHHBI CTYACHTHI TOJKHBI

3HATh:

—  IIenu, 3a7a4u, MPUHIIUIBI 1 OCHOBHBIE HaIpaBlieHUs oOecrieueHns nH(HOPMAIIMOHHON
0€30MaCHOCTH MPEANPUATHS, YIPO3bl IPEANPUATHS HA OCHOBE aHAJIN3a CTPYKTYPHI U
coJiep>kaHusi ”HPOPMAIIMOHHBIX MTPOLIECCOB €r0, YTpo3bl HHPOPMAIMOHHOMN 0€30MacHOCTH
rocyJ1apcTBa, coJiepkaHre HHPOPMALMOHHOM BOIHBI, METO/IbI M CPEJICTBA €€ BEICHUS,
MMOHUMATh YTPO3bl OE30MACHOCTH UH(OPMAIIMK, METO/Ibl aHAIN3a CTPYKTYPHI U
0Cc00EHHOCTH (PYHKITMOHUPOBAHHS OOBEKTA 3aIUThI, IPUHIUIIBI OPTaHU3ALH
MH(OPMALIMOHHBIX CUCTEM B COOTBETCTBHH C TPEOOBaHUAMM I10 3alIUTE HH(OPMALIUH.

—  BEpOSTHBIE YIPO3bl M BOZMOXKHBIE TYTH X HEUTPAIU3alMK; OCHOBHBIE THUIIBI CETEBBIX
TOTIOJIOTUH, PUEMBI PAOOTHI B KOMIIBIOTEPHBIX CETSIX; OCHOBBI a/IMUHUCTPUPOBAHUS
MOACUCTEMBI MHPOPMAITMOHHOM 0€30MacHOCTH;

—  OCHOBBI OPTaHU3ALMOHHO — TEXHUYECKUX MEp 3aIlUThl HHPOPMAIIUU; METOIUKHU 110
BBITIOJTHEHUIO pabOT MO YCTAHOBKE, HACTPOIKE U 00CITY’)KUBAHUIO TEXHUYECKHUX U
MPOrPaMMHO-AMIAPATHBIX CPEICTB 3aIIUTHI HH()OPMAIINK;



YMETh!

—  IPUMEHSTb COBPEMEHHBIE OJIXObI K IOCTPOECHUIO CUCTEM 3alllUThl HH()OpMaIH,
BBIOMPATH M aHAIM3UPOBATH IMOKA3aTENIN KAYeCTBA U KPUTEPHH OLIEHKU CHCTEM
MH(POPMALIMOHHOTO HallaIeHUsl U CUCTEM 3aIlUThl UHPOPMALIUH, OLIPEAEIATh
UH(OPMALIMOHHBIE PECYPCHI, MOAJISKAIINE 3AIINUTE, TPOBOANUTH KIACCH(PHUKAINIO OOBEKTOB
U CyOBEKTOB HH(OPMALIMOHHBIX CUCTEM.

—  OLIGHWBATh BO3HUKAIOUIME YIPO3bl U HEOOXOIUMOCTh UX YCTPAHEHUS; IPUMEHSATH IPUEMBI
paboThI B KOMIIBIOTEPHBIX CETSIX; BEIOMPATh CETEBBIE TEXHOJIOTHH, IPOTPAMMHBIE U
annapaTHble CpPeJCTBA JJIs HOCTPOEHHUS JTOKAIbHBIX KOMIIBIOTEPHBIX CETEH 10 3aaHHbIM
napamertpam Juis opranuzanuu UT-undpacTpykTypsl npeanpusTis; ObICTpo pa3o0parhes B
IIPOTOKOJIaX aJMUHUCTPUPOBAHMS [TOICUCTEMBI HHPOPMALIMOHHOHN 6€3011acHOCTH 00beKTa
3aIUTHI.

—  (opMynaHpoBaTh HEOOXOAUMBIE OPTaHU3ALMIOHHO — TEXHUYECKHUE Mephl 311; BBINOIHATh
paboThI 110 YCTaHOBKE, HACTPOHUKE U 0OCTYKUBAHUIO TEXHUYECKUX U IPOTPAMMHO-
anmapaTHbBIX CPEACTB 3alIUTHI HH(OPMAIIHH.

Bnaners:

—  HaBbIKamMH (YOPMAIIbHOM MOCTAHOBKH U PEIICHUs 3a1a4n o0ecrieueHrst HHPOPMAIIMOHHOK
0€30MacHOCTH, HaBBIKaMU ONPECIICHUSI BOZMOXKHBIX ITyTEH HEUTpaIH3aluU yrpo3,
IPUHLUIIAMU PAaCHpeeNIeHHs IPaB U OTBETCTBEHHOCTH MPHU OpraHU3aluu J0CTyNa K
00BEKTaM.

—  HaBbIKaMHU a/IMUHUCTPUPOBAHUS NOJCHCTEM MH(POPMAIIMOHHON 6€30aCHOCTH 00BEKTa
3alUThI; HABBIKAMH [IPOCKTUPOBAHUS APXUTEKTYpPhl CUCTEMBI 3aLIUThI HUH(OPMALUHU, AT
obecriedeHrs ”HPOPMALMOHHON 0€30MTaCHOCTH 00BEKTa; HABBIKAMH MCTIOIb30BAHUS
COBPEMEHHBIX allapaTHbIX U IPOrPaMMHBIX CPEICTB Opranusanuu cereii IBM;
ucnoibp3oBaHuss OBM B TeI€KOMMYHUKAITMOHHBIX CUCTEMAaX M JIOKATBHBIX CETSAX; HABBIKAMHU
pa3pabOoTKU CETEBOro MPOrpaMMHOI0 0OecreueHusl.

—  METOJMKOW 3alIUTHI OT Yrpo3 HHPOPMALMOHHON OE30MAaCHOCTH; CITOCOOHOCTHIO BBITIOJIHATH
paboTHI 10 YCTaHOBKE, HACTPOWKE U OOCITY)KUBAHHIO TEXHUYECKHUX M ITPOrPAMMHO-
anmapaTHbIX CPE/ICTB 3aIIUThl HHPOPMALIUY;

4. COAEPKAHME U CTPYKTYPA JUCHUIIJINHBI

B Tabnune 1 npuBoauTCS ONMUCAaHUE COJAEP)KAaHUS TUCUUIUIMHBI, CTPYKTYPHPOBAaHHOE IO
paszenaM, ¢ yKazaHueM IO KaXJIOMY pasjieny (GOpMbl TEKYIIET0 KOHTPOJIS: 3allluTa J1abopaTopHOH
pab6otsl (JIP), komnokxBuym (K), pydexnsiit koutpois (PK), rectuposanue (T).

Tab6muna 1
Ne | HaumeHoBaHue Conep:xanue pa3aena Kon ®opma
pa3nesa KOHTPOIMD | regymmer
yemoii o
KOMIIETECHI
uu (uan ee | KOHTPOJI
4acTH) b
1 | be3omacHocTh OCHOBBI OpraHU3alMK U OIIK-9, (K), (PK),
CETE3aBUCUMBIX (GYHKIIMOHUPOBAHMSI BBIYMCIUTEIBHBIX [IKC-2, (T), (JIP)
YPOBHEU cerel. Llenu u 3agaun kypca. Coneprxanue [IKC-3

TUCIUILIMHBEL. PekoMeniyemas nureparypa.
[Tonsitue cetn 3BM. Dtansl pa3Butus
cereit. Kputepuu knaccudukamm
BBIYHMCIIUTENbHBIX CETe. XapaKTepUCTUKHI
BBIYMCIIUTENBHBIX ceTeil. CpeacTra
noctpoenus cereid DBM. Jlornueckas u




(bu3nyeckas CTpyKTypu3aLus ceTen.
Mogens ISO OSI. CtannapTHble CTEKH
KOMMYHHUKAIIMOHHBIX TPOTOKOJIOB.
Texnonoruu obecrieyeHus 6€30MaCHOCTH B
BBIUNCIIUTENbHBIX CETSIX.

PU3NYECKUN U KaHAIbHBIA YPOBEHb
nocrpoeHus cereil. ®u3M4ecKuii ypoBeHb
MOCTPOEHUS BBIUUCIUTENBHBIX CETEM.
Crangaptel kabemneil, UCIoJIb3yeMBbIX IS
noctpoeHus cereid. CTpyKTypupoBaHHas
kalenbHas cuctema. becipoBoiHbIe ceTH.
KanayibHbIN ypOBEHBb ITIOCTPOCHHUS
BBIYMCIIUTENBHBIX ceTeid. MeToabl JocTyna K
paszaensieMont cpeae. MeToapl KOMMYyTalHH.
Yrpo3sl 6e30nacHOCTH HHPOPMAITHIH,
Mepe1aBaeMOi B BBIUUCIIMTENBHBIX CETAX, HA
(bU3MYECKOM U KaHATTLHOM YPOBHSIX.
Metoibl UX HEUTpaATU3ALNY.

OIIK-9,

(K), (PK),
(T), (JIP)

TexHONIOrnu MOCTPOCHUS JTOKAIBHBIX CETEH.
Cranpaptel IEEE 802.x. Ynpasnenue
JIOTUYECKUM KaHAJIOM, METOJI IOCTYIIa K
paznensiemoit cpeae CSMA/CD. @opmaTtsl
kanapoB TexHojoruu Ethernet. CtanmapTsl
¢usnueckoii cpensl Texnonoruu Ethernet.
Meronuka pacuera cereii Ethernet.
Texnonoruu Token Ring, FDDI. UuTepdeiic
Berkley Sockets. BeicokockopocTHble
texHosjoruu noctpoenus JIBC: 100VG-
AnyLan, Fast Ethernet, Gigabit Ethernet, 10
Gigabit Ethernet. Texnonoruu VLAN.
VYrpo3bl 6e30macHoCTH HHOPMAIHH,
repeaBaeMoi B JIOKAIbHBIX
BBIYUCIUTENBHBIX CETSAX. MeTo/ bl uX
HEHUTpaIN3alUN.

[IKC-2,

(K), (PK),
(T), (JIP)

CereBoll ypOBEHb ITIOCTPOCHHUS CETEM.
Mapmpyruzanus. CeTeBoil ypoBeHb
noctpoeHus ceteid. DyHkIMM U HHTEpPENCH
ceteBoro ypoBHs. CeTeBoil ypoBeHb
Internet. ITporokomnst IPv4, IPv6, anpecanus
B [P-ceTsax. [IpoTokounsl pazpemenus
aapecoB ARP, RARP. Anropurmsl
MapLIpyTU3aLUU, X XapaKTePUCTHUKA.
ITpoTOKOJIBI ¥ aNTOPUTMBI BHYTPEHHEN U
MexioMeHHoU MapupyTtuzauuu (RIP,
OSPF, IGRP, NLSP, EGP, BGP).

[IKC-3

(K), (PK),
(T), (JIP)

Bbe3zonacHocTts
CETEHE3aBUCUMBIX
YPOBHEU

TpancnoptHas IOJICUCTEMA
BBIYUCIIUTEIBHBIX  ceTed. TpaHCOpTHBIN
YPOBEHb MOCTPOCHUS ceTeil. TpaHCIOpTHBIE
nporokosasl B Internet: TCP u UDP.
TpaHCHIOPTHBIN YPOBEHb NOCTPOEHUS CETEH.
Yrpo3sl  0e30MacHOCTH M CpEACTBa
OpraHu3aIn 06e30MmacHOTO

OIIK-9,

(K), (PK),
(T), (JIP)




WH()OPMAITMOHHOTO B3aUMOJICHCTBHUS B CETAX
TCP/TP.

YpoBeHb MIPUIIOKEHUH. VYnpasnenue
BBIYUCIIUTEIbHBIMU CETSIMU.
[IpencraBuTenbCKUNA M MPUKIAAHON YPOBHHU
nocrpoeHus cered  OBM.  IIpoTokossl
MIPUKJIATHOTO u IIPEICTaBUTEIIBCKOTO
ypoBHel cetd Internet. Ynpasnenue cersimu
OBM. ®OyHKIMH TPOTOKOJIOB YIPaBICHUS
cetbto. I[Iporokonbl ynpasinenus SNMP u
CMIP. CereBble cayxObl U CpeacTBa
yIpaBJICHUSL.

ITKC-2,

(K), (PK),
(T), (JIP)

[IporpaMMHO-TeXHUYECKHE CpeacTBa
3alllUTHl BBIYUCIUTENbHBIX ceTeid. CpeacTna
KOHTPOJISI  BHEIIHEro IMEepUMeTpa  CETH.
CpenctBa KOHTpOJS JOCTyNa K CETEBBIM

cyxbam. CpencrBa akTHBHOTO — ayauTa
BBIYUCIUTCIBHBIX ceTeit.
Kpunrorpadguyeckne cpencrsa  3aIiuThl
I/IH(bOpMaIII/II/I B BbIYUCIUTCIBHBIX CCTAX.
Bupryaneusie uactHele cetn. lIporokon
SSL. CpeactBa IIPOTUBOAECUCTBHUS
KOMITbIOTEPHBIM BUPYCAM. CpencrBa

OpraHu3aly JIO)KHOTO HH(OPMALKOHHOTO
pecypca B ceru. lcmonp3oBaHue CpencTB
3alnThI I/IH(bOpMaIlI/II/I B BBIYHMCIIUTCIBHBIX
ceTsix ms oOecrieueHUs] MHPOPMAIIMOHHON
0€30MacHOCTH HH()OPMAIIMOHHBIX CHCTEM.

[TKC-3

(K), (PK),
(T), (JIP)

CTpyKTypa TUCHUNINHBI

OO6m1ast TpyI0€MKOCTh TUCIUIUIMHBI COCTABIISIET 4 3aueTHbIe eAMHUIEI (144 gaca)

Tabmumna 2
Bup padorsi TpyroeMKOCTb, Yachl
5 cemecTtp Bcero
OO0mas Tpya0eMKOCTh (B 32a4eTHBIX 144 144
eTUHUIAX)
KonraktHasi pabora (B yacax): 75 75
Jlexyuu (J1) 30 30
Jlabopamopuwvie pabomut (JIP) 15 15
Ilpakxmuueckue 3auamus (113) 30 30
CamocrosiTesibHas padora (B 4acax): 42 42
Kypcosoii npoexT (KIT)
Kypcosas pabota (KP)
CaMOCTOSITETbHOE N3YUYCHUE Pa3]IETIOB 42 42
IloaroroBKa M NPOXoXKIEHUE 27 27
NPOMEKYTOUYHOM aTTeCTALUM
Bua npomeKyTo4HO# aTTecCTALMH DK3amMeH OK3aMeH

Taonuua 3. JIeKUHOHHBIE 3aHATUS



Ne i/

Tema

OcHOBBI Opranu3anuu U (yHKIIMOHUPOBAHMSI BRIYHCIUTENBHBIX ceTeil. Llenn u 3amaun
kypca. Coaepxkanue qucuuiuiniel. Pekomenayemas nmureparypa. [lonsitue cetu 9BM.
Ortansl pa3Butus cereil. Kpurepun knaccuukanuy BBIYUCIUTEIBHBIX CETEH.
XapakTepUCTUKU BRIUUCIUTENBHBIX ceTeil. CpencTBa mocTpoeHus cereit BM.
Jlornueckas u puzmueckas crpykrypusanus cereil. Mogens ISO OSI. CrannaptHbie
CTeKH KOMMYHUKAIIMOHHBIX MPOTOKOJIOB. TexHonoruu odecredenust 0e30nacHOCTH B
BBIYMCIIUTEIIbHBIX CETSIX.

®u3NYECKU U KaHAJIBHBINA YPOBEHBb MOCTPOEHUS ceTell. PU3NYECKUl yPOBEHD
IIOCTPOEHHUSI BBIYMCIUTENBHBIX ceTeil. CTaHaapThl Kabemneil, NCIoJIb3yeMBbIX s
noctpoenus cereil. CTpyKTypupoBaHHasi kabenbHas cuctema. becpoBoiHbIe ceTH.
KanasbHblll ypOBEHb IIOCTPOCHMS BBIYUCIUTEIBHBIX ceTel. MeTobl nocTyna K
paznenseMoit cpeae. MeToibl KOMMyTallMK. YTPOo3bl 0€30MacHOCTH UH(POpMALIUH,
nepeaBaeMoi B BEIYUCIUTENBHBIX CETSAX, Ha (DU3NYECKOM M KaHATBHOM YPOBHSIX.
Meroabl UX HEUTpAIU3aLIH.

Texnonoruu noctpoenus aokanbHbIx ceteil. Ctannaptsl IEEE 802.x. Ynpasnenue
JIOTUYECKUM KaHAJIOM, METOJ JocTymna K pasnensemoit cpene CSMA/CD. @opmatsl
kanpoB TexHonoruu Ethernet. Ctanmaptel pusmueckoii cpeast TexHonoruu Ethernet.
Metonuka pacueta cereii Ethernet. Texnonoruu Token Ring, FDDI. UuTepdeiic
Berkley Sockets. Beicokockopoctabie Texnonoruu nocrpoenus JIBC: 4100VG-
AnyLan, Fast Ethernet, Gigabit Ethernet, 10 Gigabit Ethernet. Texnonorun VLAN.
Yrpo3sl 6e301aCHOCTH HHPOPMAITHH, TIEPEIaBAEMON B JIOKAITBHBIX BBIYHCIUTEIILHBIX
ceTsix. MeTo/ibl NX HEUTPATU3AIUH.

CereBoil ypoBeHb IocTpoeHus cereil. Mapuipyruzanus. CereBoil ypoBEHb IOCTPOCHUS
cereil. yHkuuu u unTepgeiicsl cereBoro yposHs. CereBoii ypoBeHs Internet.
[Iporokoiel IPv4, IPv6, anpecauus B [P-cetsix. [IpoTokonsl pa3pemenus aapecos ARP,
RARP. Anroputmsl MapipyTu3aluuy, X XapakrepucTuka. [I[poTokoss! 1 anropuTMal
BHyTpeHHel u MexxaoMeHHol mapuipyruzaiuu (RIP, OSPF, IGRP, NLSP, EGP, BGP).

TpancnopTHass MOJACHMCTEMA BBIYUCIUTENbHBIX ceTeld. TpaHCIOPTHBIM ypOBEHb
noctpoeHust cerei. TpancnoptHeie mpoTokosl B Internet: TCP u UDP. TpancnopTHbIi
YPOBEHb TMOCTPOCHHS CeTeil. YTpo3sl 0e30MacHOCTH M CpPEACTBAa OpraHu3aluu
6e3onmacHOro nHGOpPMaIMOHHOTO B3anuMoeiicTBus B cetax TCP/IP.

YpoBeHb NPUIOKEHUN. YTIPABICHUE BBIYUCIUTEIBHBIMU CEeTAMU. [IpencraBuTenbckui
U TPUKIAAHONM YpoBHU mocTpoeHus cered OBM. IlpoTokonsl NpUKIAAHOTO U
IIPEICTaBUTENBCKOTO ypoBHEN cetu Internet. Ynpasnenue cerssmu OBM. ®Dynknun
MPOTOKOJIOB yrpaBieHus cetbto. [IpoToxonbr ynpasinenus SNMP u CMIP. Cerebie
CIIy>KOBI M CPEJICTBA YIIPaBJICHUS.

[IporpaMMHO-TEXHUYECKHE CpEeACTBa 3aIMTHl BBIUMCIUTENBHBIX ceTeil. CpencrBa
KOHTPOJISI BHEIIHEro nepumerpa ceTtu. CpencTBa KOHTPOJSA JOCTyNNa K CETEBBIM
ciyx0aM. CpeacTBa aKTUBHOTO ayJuTa BBIUUCIUTENBHBIX ceTeld. Kpunrorpapuyeckue
CpeAcTBa 3aIlUThl MH(MOPMAIMM B BBIYUCIUTENBHBIX CETAX. BUpTyallbHbIE YacTHbIE
cetu. [Ipotokon SSL. CpencTBa mpoTUBOACHCTBIS KOMITbIOTEpHBIM BUupycaMm. CpeacTsa
OpraHu3alK JIO)KHOTO MH(POPMAIIMOHHOTO pecypca B ceTu. Vcnoap3oBaHuE CPeNCTB
3alIUThI I/IH(i)OpMaHI/II/I B BBIYHCIIUTCIBHBIX CETAX AJISA oOecrieueHus HH(i)OpMaHHOHHOﬁ
6€301macHOCTH HH(POPMALIMOHHBIX CHCTEM.

Ta6muma 4. JlabopatopHbie 3aHATHS

Ne Tembl 1a00OpaTOPHBIX 3aHATUI
Tembl
1. AYJIUT BE3OITACHOCTU ITPOTOKOJIA SNMP
2. AYJIUT BE3OITACHOCTHU ITPOTOKOJIA STP




3. BUPTYAJIBHBIE CETH IEEE 802.1Q
4. | BASBOBBIE MEXAHUN3MbI BE3OITACHOCTU KOMMYTATOPOB
3. BE3OITACHOCTDb HA OCHOBE TEXHOJIOI'MM CETMEHTAIIMN TPAOUKA
6. | BESOITACHOCTbH HA OCHOBE ITPOTOKOJIA IEEE 802.1X
7. CIIMCKH KOHTPOJIA JOCTVIIA ACL
8. KOHTPOJIb IOCTVYIIA K KOMMVYTATOPY
0. NOPOBAHUME KAHAJIA C UCITIOJIbB3OBAHUWEM ITPOTOKOJIA WEP
10 MNPPOBAHUE BECITPOBO/JHOI'O KAHAJIA WI-FI C NCITIOJIb3OBAHUEM
- | IPOTOKOJIOB WPA, WPA-2
11 AYTEHTUOUKALIMA BECITPOBOIHBIX KIIMEHTOB HA OCHOBE YHETHBIX
" | BAIIMCEN ITOJIB3OBATEJIEU 1 AIIITIAPATHBIX AIPECOB KOMIIBIOTEPOB
12. | OGHAPYXXEHME ATAK JTMCCOLIMALIMN C NCITIOJIbB3OBAHMEM OC LINUX
13. | ITPOTOKOJI PPPOE
14. | TEXHOJIOI'MA NETWORK ADDRESS TRANSLATION (NAT)
15. | BUPTYAJIbHBIE YACTHBIE CETHU VPN
16. | YTUWINTA IPTABLES
17. | HUPPOBBIE CEPTUDUKATDI
18. | CHCTEMA OBHAPY>XEHI S BTOPXKEHUI SNORT
19. gg’]fIEJUH/IPOBAHI/IE COEJIMHEHUH C UCTIOJIb30BAHUEM ITPOTOKOJIA
20. | YJAJIEHHOE VITIPABJIEHHUE 10 [TPOTOKOJIY SSH

Tabmuna 5. CaMoCTOATENBHOE N3YYEHHE Pa3/IeoB JUCIUTUIAHBI

Ne
pasueia Bonipochl, BBIHOCHMbIE HA CAMOCTONATEIbHOE H3yUeHHe

OcHOBBI Opranu3anyy 1 GyHKIMOHUPOBAHUS BBIYMCIUTENbHBIX ceTeil. Llemun
u 3a1a4un kypca. CoaepxaHue AUCHUIUIMHBL. PekoMeHnyemas nureparypa.
[Tonsitue cetn OBM. Dransl pazButus ceteil. Kputepun knaccudukanuum
BBIUMCIIUTENIBHBIX ceTei. XapaKTepUCTHKU BBIYUCIUTENbHBIX CETEH.
CpenctBa noctpoenus cereit DBM. Jlornueckas u pusnyeckas
ctpykrypuzanus cereil. Mogens ISO OSI. CtangapTHble cTekH
KOMMYHMKAIIMOHHBIX TPOTOKOJIOB. TeXHOJI0ruM obecrneueHus: 0e30MacHOCTH
B BBIYUCIIUTENIBHBIX CETSIX.

@u3NYeCcKUil U KaHAJIbHBIN YPOBEHb IOCTPOEHUS ceTel. PU3HUECKUI
YPOBEHb IOCTPOCHMSI BHIUMCIIUTENBHBIX ceTeil. CTaHaapThl kaleneH,
HCIOJIb3YEMBIX JJIsl HOCTpoeHus ceTeil. CTpyKTypupoBaHHas KabenbHast
cucrema. becripoBoansie cetn. KaHanpHBINM ypOBEHB IOCTPOEHUS
BBIYMCIIMTENBHBIX ceTel. MeTo bl JOCTyIa K pa3iensieMon cpene. Meroasl
KOMMYTaIMU. YTpo3bl 0€301MacHOCTH HH(OpMAIINH, TIepeiaBaeMoi B
BBIYHUCIUTENBHBIX CETIX, HA PU3NYECKOM U KaHaJIbHOM YPOBHSAX. MeTOIbI UX
HEUTpaIU3aLHiHU.




Texnonoruu nocrpoenus JokanbHbix cetedl. Cranaaptsl IEEE 802.x.
VYrpaBneHue JOru4ecKuM KaHaJIoM, METOJ1 JOCTYTIA K pa3AesiieMon cpesie
CSMA/CD. ®opmats! kaapoB TexHosioruu Ethernet. CtangapTsl Gpu3zndeckoit
cpens! Texnonoruu Ethernet. Metoauka pacuera cereit Ethernet. Texnonmoruu
4 Token Ring, FDDI. Unatepdeiic Berkley Sockets. BeicokockopocTHbIe
texHosioruu nocrpoenus JIBC: 4100VG-AnyLan, Fast Ethernet, Gigabit
Ethernet, 10 Gigabit Ethernet. Texnomorun VLAN. Yrpo3sl 6e30macHOCTH
nH(pOpMaIINH, TIepeaBacMO B JIOKAJLHBIX BRIUUCIUTEIBHBIX CETIX. MeToIbI
WX HeUTpaJlM3aluu.

CereBoil ypoBeHb 1ocTpoeHus cereil. Mapupyrusanus. CeTreBoil ypoBEHb
noctpoeHus cereir. DyHKIMKU U HHTEPhENChl ceTeBOT0 ypoBHs. CeTeBoi
ypoBens Internet. IIpotokonsl [IPv4, IPv6, anpecanus B IP-cersx. [IpoTokosst
pazpemenus agpecoB ARP, RARP. AinroputMbl MapuipyTi3amuu, ux
XapaxkTepuCTUKA. [IpOTOKOIIBI U aIrOpUTMbI BHYTPEHHEH U MEKIOMEHHOU
mapmpyrusanuu (RIP, OSPF, IGRP, NLSP, EGP, BGP).

TpancnopTHas NOJACHCTEMA BEIYMCIUTEIBHBIX ceTel. TpaHCIIOPTHBIN ypOBEHb
noctpoenust cereid. TpancmopTtHeie mnpotokoasl B Internet: TCP u UDP.
6 TpaHCHOpTHBI YpOBEHb IOCTPOCHHS CETEeH. YTPOo3bl 0OE30IacCHOCTH U
CpelcTBa opraHu3anuu 0e30macHoro MHGOPMAIMOHHOTO B3aUMOJICHCTBUS B
cersix TCP/IP.

YpoBeHb  INPUIOKEHUW.  YIIPaBIE€HUE  BBIYUCIUTCIBHBIMA  CETAMH.
[IpencraBuTenbckuil M MPUKIAJAHONM YpPOBHHM mOCTpoeHus cereil DOBM.
IIpoTOKOJIBI IPUKIAJHOTO U IPEACTAaBUTENBCKOIO YpPOBHEW cetu Internet.
VYopasnenue cerssmu OBM. @yHKIMM NOPOTOKOJIOB YIPABIEHUS CEThIO.
[Iporokonsl ynpaiaenuss SNMP u CMIP. CeteBble cinykObl M CpelncTBa
YIPABJICHMUS.

[IporpaMMHO-TEXHUYECKHE CPEJICTBA 3aIUThl BBIYUCIMTEIBHBIX CETEH.
CpencTBa KOHTPOJIS BHELTHETO iepumeTpa ceTd. CpencTBa KOHTPOJIS OCTyNa
K ceTeBbIM ciy)x0am. CpeacTBa akTUBHOIO ayJUTa BBIYHUCIUTENBHBIX CETEH.
Kpunrorpadguueckue cpeacrtBa 3amuThl MHGOPMALKUKA B BBIYUCIUTEIBHBIX
8 cersix. Bupryanpnele uwactHble cetn. [Iporokon SSL. Cpenctsa
MPOTUBOAECUCTBUSI KOMIBIOTEPHBIM BHpycaM. CpelncTBa OpraHuzanuu
JIOKHOTO HMH(OPMALMOHHOIO pecypca B ceTu. lcmonb3oBaHUE CpencTB
3alUThl  MHQOpPMAalMM B BBIYUCIUTEIBHBIX CETAX JUIsl oOecreueHus
H(pOpMaIMOHHOHN 0€301MacHOCTH HH()OPMAIIMOHHBIX CUCTEM.

5. OHEHOYHBIE MATEPHUAJIBI VI TEKYIIEI'O U PYBEKHOI'O
KOHTPOJISI YCIEBAEMOCTHA U TIPOMEXKXYTOUYHOM ATTECTAIIUA

@opMBI  KOHTPOJI TEKYIIUX, PYOSKHBIX M MPOMEXKYTOUHBIX 3HAHUN CTYIEHTOB IIO
JUCIIUIIMHE OTIPEEIISAIOTCS B COOTBETCTBUU C YUEOHBIM IJIAaHOM 00pa30BaTeIbHOM POrpaMMBbl U B
COOTBETCTBUM C JeicTBytomuM [lomokeHueM o OauIbHO-PEUTUHTOBOW CHUCTEME OLIEHKHU
ycneBaeMmocTu ctyneHToB KbI'Y.

Ot obOyuaronuxcsi TpeOyeTcs IMOCELIeHUe 3aHATHH, BBIIOJIHEHUE JIAOOPaTOPHBIX padoT,
3HAKOMCTBO C PEKOMEHI0BaHHOM JIUTEPATYPOU.

[Tpu arTecTaruy 00yJaroIIMXCsl OIIEHUBAETCS Ka4eCTBO PabOTHI HA 3aHATUAX (YMEHHE BECTU
JUCKYCCHIO, CIIOCOOHOCTh YETKO U EMKO (OPMYJIUPOBATH CBOM MBICIIH), YPOBEHb MOJITOTOBKU K
CaMOCTOSITENILHOM JIeSTeNbHOCTH, KA4eCTBO BBIMIONHEHUS 3aJaHui (MIpe3eHTalHid, IOKJIa/IO0B,
BBITIOJTHEHHE JTA0OPATOPHBIX padOT | Ip.).

KoneunbiMu  pe3ynbTaTamMy  OCBOGHHMS ~ HPOTpamMMbl  JUCHMIUIMHBI  SIBJISIFOTCS
c(OpMUpPOBaHHbIE KOTHUTHUBHBIE JECKPUNTOPHI «3HATh», «YMETb», «BIAJIETh», PAaCHUCAHHbIE IO
OTAENbHBIM KOoMIeTeHIus M. DdopMupoBaHUE 3TUX JECKPUIITOPOB MPOUCXOAUT B TEUEHHE BCETO
ceMecTpa 110 ATarnaM B paMKax pa3IMyHOIo BUa 3aHITHI U CaMOCTOSITEIbHOM paboThI.
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5.1. OneHoYHbIe MATEPHUAJIBI JAJISl TEKYIEr0 KOHTPOJIS.

Ilenp TEKymIEro KOHTPOJIA — OLIEHKA pPE3yJIbTaTOB pabOThl B CeMecTpe U oOecredeHue
CBOEBPEMEHHOI 00paTHOU CBs3U, AN KOPpPEKUUU OOyueHUs, aKTUBU3ALUU CaAMOCTOSTENIbHOM
pabotbl oOyuaromerocs. OOBEKTOM TEKYIIETO KOHTPOJI SBISIOTCS KOHKPETH3HPOBAHHBIC
pe3ynbTaThl 00yueHus (yueOHbIC TOCTHUKEHUS) IO TUCIUILIAHE.

Texymmii KOHTPOJIb YCIIEBAEMOCTH 00ECTIEUNBACT OLIEHUBAHHE X0/1a OCBOCHHS IUCIUILIINHEI,
OILICHKAa KauyecTBa MOJIOTOBKA HAa OCHOBAaHUH BBIIIOJHEHHBIX 3aJ]aHUI BeJeTCs MpernojaBareneM (¢
00CYXJIEHUEM PE3YJIbTATORB), OAJLITBI

Kpurepun ¢popmupoBanusi oueHOK (OlleHHBAHUSA) YCTHOIO ONPoOca

VYCTHBIA Ompoc SABISIETCS OJHUM U3 OCHOBHBIX CHOCOOOB yuéTa 3HAHUN O0YYaromIerocs Io

JUCHUITIINHC. P aSBépHYTBIﬁ OTBCT JOJDKCH IIPCACTaBIATH coboi CBJA3HOC, JIOTHYCCKU
oCJICA0BATCIBHOC COO6H.I€HI/IG Ha 3aJaHHYO TEMY, IIOKa3biBATb C€ro YMCHHUC MPUMCHATH
OIIpCACIICHUA.

B pesynbraTe ycTHOTO Onpoca 3HaHUs, 00yJaroIerocs: OLICHUBAIOTCS 10 CJISTYIOIICH IIKae:

3 6ana 2 daana 1 6aaa 0 6as10B
CTaBUTCA, €CIIH | CTaBUTCA, €CIIH | CTaBHUTCA, €CJIH | CTaBUTCH, ecim
00yYaroIIUiACs: oOyJatouiics MacT | oOydJaromuics oOyJaronuiics
1) MOJIHO M3Jaraer | OTBET, oOHapyXKMBAeT 3HAHUE U | OOHAPYKUBAET
W3YYCeHHBI MaTepual, | yIOBIETBOPSIONINI TeM | IOHUMaHHE OCHOBHBIX | HE3HAHUE OombIei
TagT MPaBWIIBHOE | )K€ TPeOOBaHUSAM, UTO W | TIOJOXKEHHM JTAHHOW | 4acTh
OTpeICTICHHOS st O0amma «l»,  HO | TEMBI, HO: COOTBETCTBYIOIIETO
SKOHOMHUYECKUX nomyckaer 1-2 omuOkwy, | 1) M3naraeT pasnena HM3y4aeMOTo
TTOHSITHI; KOTOpBIS cam K€ | MaTepwall HEMOJHO W | MaTepuana, JOIyCKaeT
2) oOHapyXHBaeT | UCTIpaBIseT, ©  1-2 | JOIMyCKaeT HETOYHOCTH | OIIMOKU B
MMOHMMAaHUE MaTepuania, | Helouéra B |B onpeaeneHun | GopMymupoBKe.
MOJKET 00OCHOBATh CBOY | TIOCEIOBATENIFHOCTH U | TIOHSTHIA,

CYXICHHS, TPUMEHHUTH | I36IKOBOM OQOpMIICHUH | 2) HE yMeer
3HAHUS Ha TPAKTHUKE, | U3J1araeMoro. JIOCTaTOYHO TJyOOKO H
MIPUBECTH HEOOXOTUMBIC JTIOKa3aTeNbHO

MPUMEPBI HE TOJIBKO TI0 000CHOBaTh CBOH
YUEOHHKY, HO u CYXKICHHS W TIPUBECTH
CaMOCTOSITEIIHLHO CBOU ITPUMEPBL;
COCTaBJICHHBIC; 3) u3jaraeT

3) u3naraeT MaTepHual

MaTtepuan HEIOCJICIOBATeIbHO U
MTOCIIEZI0BATENHHO u JIOITyCKAeT OIINOKH B
MPaBUILHO C  TOYKH SI3BIKOBOM  O(hOpMIICHHH
3peHUS HOPM U3J1araeMoro.
JUTEPATYPHOTO S3bIKA.

bannsr «1», ((2)), «3» MOTYT CTAaBUTBCS HC TOJIBKO 3a CHHHOBpCMGHHLIfI OTBE€T, HO U 3a
paCCpeHOTOquHBII\/’I BO BpPEMCHHU, T.C. 3a CyYMMY OTBCTOB, JAaHHBIX Ha MPOTAKCHHU 3aHATHUA.
Ha4YUCJIIAIOTCA B 3aBUCUMOCTH OT CJIOXKHOCTH 3aJaHHA.

S.2. OneHo4yHbIC MaTepHAJIbI VI CAMOCTOSITEILHON PadoThl 00y4aromerocs
(TunmoBbIe 3a1a4M) (IPH HAJTUYIUM)

PaGouas nmporpamma npenycMaTpuBaeT MpOBe/IeHUE JIEKIIMOHHBIX, JTa00paTOPHBIX 3aHATHH,
a TaKXke caMoCToATeNbHYyI0 pabory obOyuaroumxcsi. B ®I'BOY BO «Kabapnuno-bankapckuii
rOCy/IapCTBEHHBI YHHUBEPCUTET» JAECUCTBYET OaNIbHO-PEUTHMHIOBas CUCTEMa OLEHKU Y4YeOHBIX
JOCTIDKEHUH, 00y4aromuxcsi Mo oOpa3oBaTelbHBIM IMPOrpaMMaM, pealn3yeMbIM Ha OCHOBAHUU
denepanbHBIX TOCYJAapCTBEHHBIX OOpa30BaTENbHBIX CTaHAApTOB. bamibHO-pedTHHIOBas cucTeMa
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OIICHKM 3HAHUW SBJISIETCS. OJHOM W3 COCTaBIAIONIMX CHCTEMbl YIOpPaBJICHUS KaueCTBOM
00pa30BaTeNbHOI 1eATEeIbHOCTH B YHUBEPCUTETE.

N =

23.
24.
25.

IIpuMepHbIii nepeyeHb BONPOCOB HA KOJUIOKBUYM 110 TeMaM IHCHHMIIJIMHBI
(konTpoMpyemas komnerenuus OIIK-9, IIKC-2.1, IIKC-3.2)

Konuenmus nadopmMaioHHoi 0e301acHOCTH.
OCHOBBI PKOHOMHYECKOM 0€30MacHOCTH MPeNPUHUMATEIBCKON AEATEIbHOCTH.
AHan3 3aKOHOJATENBHBIX aKTOB 00 oOXpaHe HH(OPMAIMOHHBIX PECYPCOB OTKPBITOIO
JOCTyIHa.
AHain3 3aKOHOJATEIbHBIX AKTOB O 3alllUTe MH(POPMALMOHHBIX PECYpPCOB OTrPAaHUYEHHOIO
JOCTyIHa.
CooTHolleHne MNOHATUH: MHPOPMALMOHHBIE pecypchbl, HH(OPMALMOHHBIE CHCTEMBl U
uHpOpMaLMOHHAsE 0€30IaCHOCTb.
NudopmannonHas 6e30nacHOCTS (110 MaTepraiaM 3apyOexHbIX HCTOUHUKOB U JINTEPATYPBI).
[TpaBoBBIE OCHOBBI 3aIIUTHl KOH(PUICHINATBHON HH(OPMAIIHH.
OKOHOMUYECKHE OCHOBBI 3aILUThI KOH(PUIEHIIMATbHON HH(OpMALIHH.
Opranu3anroHHbIE OCHOBBI 3aIIUTHI KOH(PHICHIIMATHHON HH()OPMAITHH.

. CprKTypa, COACPIKAaHUC W MCTOAHWKA COCTABJICHUA IICPCYUHA CBGI[GHH?I, OTHOCAIIUXCA K

IIPEANPUHUMATENIBCKON TallHE.

. Konuenmus nadopmarrionHoit 6e30nacHocTy.

. OcHOBHBIE BU/IBI YTPO3 HH(OPMAIIMOHHBIM pecypcam

. OcobenHoctu yrpo3 KoH(pHIeHIIUATBHON HHPOPMAIIIH

. [IpyurHBI BOSHUKHOBEHHUS YIPO3 YTPATHI WM YTEYKH KOH(DUICHINAIBHOW HHPOPMALIUN

. IIpruurHbI BO3HUKHOBEHUS KaHAJIOB HECAHKIIMOHUPOBAHHOTO JIOCTYIa K HHPOpMaLuu

. Knmaccu¢ukanus Biu1oB KaHaaI0B HECAHKIIMOHUPOBAHHOTO JOCTYNA K HH(OpMAIIH

. TexHudeckue KaHajbl HECAHKLIMOHUPOBAHHOIO AOCTYNA K HH(pOpMALUU

. JleranpHbIC U HEJNETATBHBIE METOJIBI 0OECTICUeHHsSI ISHCTBUS KaHAJIOB YTEUKHA HHPOPMALIUU
. OcobGeHHOCTH yrpo3 aBTOMAaTU3UPOBAHHBIM HH(POPMALIMOHHBIM CUCTEMaM

. Knnaccugukanus ynaneHHbIX aTak

. OCHOBHBIE HalpaBJIeHUs PaBOBOH 3alIUTHl HH(OpMAIIH

. CxeMa KaHaJlOB BO3MOXKHOW YTpaThl KOH(QUICHIMAIBbHOU HMH(pOpMAIUH, HaXOJsIIelcs B

KOMITBIOTEPE, JTOKAJIBHOMN CETH

CreneHb OMacHOCTH KaHaOB yTeuku uHpopmaruu B JIBC.

DneMEeHTHI TPOrPaMMHO-TEXHHUECKOH 3alIUThl HHPOPMAIIHOHHBIX PECYPCOB
TexHu4eckue cpencTna 3auThl MHPOpMAIIMK TPU MPOBEICHUH BEOWHAPOB.

OO0pa3upbl TeCTOBBIX 32 IaHUI
(konTposMpyemas komnerenuus OIIK-9, IIKC-2.1, [1IKC-3.2)

1. Mudopmanus, 3apukcupoBaHHast HA MaTepUATbHOM HOCHUTENE, C PEKBU3UTAMH,
MO3BOJISIOIIMMU €€ UIeHTU(UIIUPOBATh, HA3bIBAECTCA

a) JOCTOBEpPHOI

b) koHUIAEHITMATHHOU

C) JOKYMEHTHPOBAaHHOU
d) xommepueckoil TaitHOM

2. Tlo moctynHocTH MHPOPMAIUS KIaCCUPHUIUPYETCS Ha

a) OTKPBITYIO HHPOPMAIUIO U TOCYJApCTBEHHYIO TalHy

b) koH(puAEHIMANBHYIO HH(OPMAIHIO U HHPOPMALIUIO CBOOOTHOTO JOCTYMA

¢) uHGOPMAIUIO C OFPaHUYEHHBIM JIOCTYIIOM U OOIIEAOCTYIHYIO HHPOPMAIUIO
d) BuIBI HHGOPMALINH, YKA3aHHBIE B OCTAJIBHBIX MYHKTAX

3. K xondpuaeHunaibHol HHGOPMAIIUU OTHOCSTCS TOKYMEHTBI, COJIepKalie

a) uH(pOPMAIMIO O TPaXKaaHaX
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b) 3akoHOHATEIBHBIC AKThI

¢) "Hoy-xay"

d) cBezneHHs 0 30JI0TOM 3aI1ace CTPaHBbI
4. be3onacHOCTh HH(MOPMAITUH -

a) TPOLECC CO3/IaHUS M UCTIOIb30BAHUS B aBTOMATU3UPOBAHHBIX CUCTEMAX CIICIHATbHBIX
MEXaHU3MOB, [OJIEP>KUBAIOIINX YCTAHOBJIEHHBIN CTAaTyC €€ 3alUILEHHOCTH
noJyiep>KkaHue Ha 33JaHHOM YPOBHE TEX IMapaMeTpOB HaXOIAIICHCS B
aBTOMAaTU3UPOBAHHOM cucTeMe MH(pOpMaIuK, KOTOPbIE XapaKTEePU3YIOT YCTAHOBJIEHHBIN
CTaTyc ee XpaHeHus, 00pabOTKH U HCIIOJIb30BAHHS
C) CcOOBITHS WIN AEHCTBHSI, KOTOPbIE MOT'YT BbI3BaTh HapylleHUE ()YHKIIMOHUPOBAHUS
ABTOMATH3UPOBAHHOMN CUCTEMBI, CBA3aHHOE C YHHUTOXCHUEM HITU
HECaHKIIMOHUPOBAHHBIM HCII0JIb30BaHHEM 00pabaTbiBaeMoil B Hell nHpopMalu
COCTOSIHUE 3AIIUIIEHHOCTH HH(OpMAIK XpaHUMasi U oOpabaTeiBaeMasi B
aBTOMAaTU3UPOBAHHOM CUCTEME, OT HEraTUBHOT'O BO3/IEMCTBUS HA HEE C TOUKHU 3PEHUS
HapyleHHUs ee (PU3NUECKON U JIOTHYECKOH LEeTOCTHOCTH MIJIM HECAHKLIIMOHUPOBAHHOTO
JocTyna
5. 3ampelieHo OTHOCUTh K MH(GOPMaIlMU OrPaHUYEHHOI'O JOCTYIIa

a) MHGOPMALMIO O YPE3BbIYANHBIX CUTYALUAX

b) uHpOPMAIUIO O AEATEIBHOCTH OPTaHOB rOCYIAPCTBEHHOMN BIACTH

C) JIOKYMEHTBI OTKPBITBIX apXUBOB U OUOJIMOTEK

d) Bce, mepeuncIIEHHOE B OCTABHBIX IMYHKTAX

b)

d)

5.3. ®opmbl U coaepkaHue Py0e:KHOTO KOHTPOJIA

PyOexxHbIii ¥ TPOMEXYTOYHBI  KOHTPOJIb  OCBOGHHS  CTYACHTOM  THCLUILIHHEI
OCYIIECTBIISICTCA B paMKax OalIbHO-PEHTHHIOBOM crcTeMbl. PacipeniesieHue 6auioB B COOTBETCTBHU
¢ neiicTBytomuM [lonoxennem o 6auIbHO-PEHTHHIOBOI CHCTEME OLIEHKH YCIIEBAEMOCTH CTY/ACHTOB
KBI'Y npuseneno B Tabnuie 7.

Tabnuua 7
Pacnipenenenue 6anioB B COOTBETCTBUH C JIeWCcTBYOMMM [losioskeHrem o 6aibHO-pEHTHHTOBOM
CUCTEME
Ne peiitunrosoit | KomnmokBuym | Jlab.mpaktukym | Ilocemaemocts | TectupoBanue | Mtoro
TOYKHU
1 7 8 3 5 23
2 7 8 3 5 23
3 7 8 4 5 24
Tabmumna 8
Kpurepuu onenkn
Bun meponpusitus Kpurepuu oneHku Bael
KomnnokBuym (ycTHbIN - ICHOCTb, YETKOCTb U JJOKA3aTebHOCTb 0-21 6ann
OIIpOC I10 TEME) U3JI0’KEHUSI OTBETOB Ha BOIIPOCHI;
- BJIaZICHHE CIIEUAIbHBIMU TEPMUHAMU;
- CHCTEMHOCTb 3HAaHUH 110 TEMATHKE
JlaGopaTopHoe 3aHsTHE - TOHUMAaHHUE TEJIN U 3a/1a49 padOThI 0-24 6amma
- BBITIOJIHEHUE 3aaHuii U 00paboTKa
pe3yNbTaToB
- OTYET U 3aIIuTa JJAOOPaTOPHON pabOTHI
KomnerorepHoe Pesynbrathl TECTUPOBAHUS 0-15 6annos
TECTUPOBAHUE TIO (KonmmaectBo 6amioB = 5*, ¢ - momst
pazaenaM JUCHMILINHEI MIPaBIJIBHO OTBEYEHHBIX TECTOB 110 TEME).
ITocemenue 3auaTnii IIpu 6onee 3 mpomyckax 0e3 yBaXHTEIbHON 0-10 6annos
MIPUYMHBI 3aHITHIH aHHYJIUPYIOTCS OBl
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OK3aMeH SICHOCTB, YETKOCTh M JOKa3aTEIIbHOCTh 0-30 6asToB

W3JI0KEHUSI OTBETOB HA BOIIPOCHI;
- BJIQJICHUE CIICIIMAILHBIMU TEPMUHAMHU;
- CHCTEMHOCTD 3HAaHHUH 0 TEMATHKE
JUCILUIUIMHEI B LIEJIOM

Urorosas onenka 0-100 6ayutoB

A S A il

10.
. 0O630p nokymenToB RFC, pernamMeHTUPYIOIINX HCIIONIb30BAHHE MEXKCETEBBIX IKPAHOB.
12.
13.
14.
15.
16.
17.
18.
19.
20.
21.
22.

23.

24.
25.
26.
27.
28.
29.
30.
31.

32.
33.
34.
35.
36.
37.
38.

Bonpockl, BBIHOCMMBbIE HA IK3aMeH
(konTposupyemas komnerenuusa OIIK-9, ITKC-2.1, ITKC-3.2)

IlonsTue u KJIaCCI/Iq)I/IKaLII/ISI aTaK Ha KOMIIbIOTCPHBIC CCTH.
OCHOBHBIE THUIIBI CETEBBIX aTak. CpeI[CTBa pcainr3anuun aTakx.
MexaHU3MbI TUIIOBBIX aTaK, OCHOBAaHHBIX Ha YA3BHUMOCTAX CCTCBBIX ITPOTOKOJIOB.

ATaku Ha ceTeBble CIYKObl. ATaKU C UCIOJIb30BAaHUEM IPOMEKYTOUHBIX Y3JIOB  TEPPUTOPHUH.

TexHonmoruu 0OHApYKEHUST KOMITBIOTEPHBIX aTaK U UX BO3MOXKHOCTH.

[IpsiMble 1 KOCBEHHBIE TIPU3HAKK aTaK. MeTO Ikl OOHAPYKEHUS aTak.

Tpebosanust, npenbsasiasiemble kK COA. Crangaptusanus B 00s1acTu oOHapyKEHUs aTak.
CtpaTteruu u cpeacTBa MEKCETEBOT'O SKPAHUPOBAHUS.

Co3zanue 3alMIIeHHBIX CETMEHTOB IPU padoTe B ceTu HTEpHET C UCTIOIB30BaHUEM
MEKCETEBBIX SKPaHOB.

TpeboBanus pykooasmux gokymeHToB @CTOK Poccun k MexceTeBbIM SKpaHaM.

Tunsl MexceTeBbIX FIKpaHOB. CXeMbl MEKCETEBOI'O IKPAHUPOBAHUS.

Ounprpanus naketoB. Kputepuu u npaBusia QUiIbTpaluu.

Peanu3arus makeTHeIX GrIBTPOB. [IOHATHE MEMUIUTAPU30BAaHHOW 30HBI.

Opranuzanus y370B JJi1 OTBJICYCHUS] BHUMAHMS 3710YMBIIIJICHHUKA.

OcobeHHocTr GMIBTPALUH Pa3IMYHBIX THIIOB TpaduKa.

1110361 NPUKIAAHOTO YPOBHS.

KonTtpons HTTP-Tpaduka u 31eKTpOHHON MOYTHI.

be3onacHOCTh Ha IEPBOM CETEBOM YPOBHE.

besonacHocts crangapra 802.11.

bezonacHocts crannapra 802.15.

besonacHocts cranaapra 802.16 1 4acTHBIX KaHaJIOB OECIPOBOJIHOM Mepeiayu TaHHbIX Ha
BBICOKHMX 4acCTOTaX.

be3onacHoCTh CITyTHUKOBOM Nepeaun JaHHBIX OT epexBaTa U HeCAaHKIIMOHUPOBAHHOIO
JOCTyTa.

Omneparuu u 6e3omacHocts SSH.

Omneparuu u 6e3onacHocth SSL/TLS.

Omneparuu u 6e3onacHocTh [PSec.

ITapameTpsl 6€30M1aCHOCTH, TPOTOKOJIBI U PEXHUMBI (DYHKITMOHUPOBAHHUS.

Br160op mu¢poB 1 uMIIeMeHTaui.

[Tporokomnsl ayrentudukanuu: RADIUS, TACACS+ u Kerberos.

Br16op HeoOxoaumoit umruieMeHTaruu. Y sizpumoctu Kerberos 4.

Crannapt ayreHtudukanuu 802.1X ¥ TUIIBI pacIIUPIEMOTro MPOTOKOIA ayTeHTU(PUKALIUN
(EAP).

Va3BumocTu oTaenbHbIX TUoB EAP

OO611ue cBeieHNs 0 TEXHOJIOTUU TEPMUHAIBHOIO JOCTYTIA.

3anauu, pemaemble VPN. Tynnenuposanue B VPN.

3amuTa J1aHHbIX HAa KaHAJIBHOM YPOBHE.

Opranmzanus VPN cpenctsamu npotokosia PPTP.

3amuTa 1aHHbBIX Ha ceTeBoM ypoBHe. [Iporoxon SKIP.

IIporokoi IPSec. 3amura Ha TPaHCIIOPTHOM YPOBHE.
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39. Hacrpoiika SSL-coennnenus. Opranuzanus VPN npukiagHoro ypoBHs.

40. 3amuieHHbId 0OMEH JIEKTPOHHOM MOYTOM.

41. Cnyx06a xaramoroB LDAP.

42. Cucrtema eIrHOTrO BXOJIa B CETh HA OCHOBE MpoTokoiia Kerberos.

43. CoszpmaHue eIMHOTO MPOCTpPaHCTBa Oe30macHOCTH Ha 0asze Active Directory.

44. 3ammTa cpeactBaMu (GaiIoBBIX CUCTEM.

45. HopMaTHBHO-IIPABOBBIC U OPTaHU3AIMOHHBIC OCHOBBI IIPOBEICHUS ayIuTa 0€30MacHOCTH
KOMITBIOTEPHBIX CHCTEM.

46. MexayHapoaHble, TOCYAapCTBEHHBIE U BEIOMCTBEHHBIE CTAHAPTHI U PEKOMEH AU B
obnactu nHOOPMAITMOHHONW 0€30ITaCHOCTH.

47. BbIsSBICHHE U IOCTPOCHUE CXEMbI HH(POPMAIIMOHHBIX TTOTOKOB 3aIIHUIAEMON HH(DOPMALIUH.

48. CeteBOMl MOHUTOPUHT Ha OCHOBE UCMOJIb30BaHUs Mexannu3mMa WMI u nporokoisioB ICMP,
SNMP u CDP.

49. IlpumeHeHHe CUCTEM aBTOMATHU3UPOBAHHOTO MOCTPOCHUS CXEMBI CETH.

50. CpenctBa U METOBI BBISIBJICHHS YI3BHMOCTEH B MPOTPaMMHOM 00ECIICYCHHH Y3JI0B
KOMITBIOTEPHOMU CETH.

51. IlpumMeHeHue cpeACTB aHaIN3a 3alIUIIEHHOCTH CEPBEPOB MPUIIOKEHUI.

52. OueHka pucka 0OHApYKCHHBIX YSI3BUMOCTEH.

53. CocraBieHue peKOMEHAIUN 110 YCTPAaHEHUIO OOHAPYKEHHBIX YSI3BUMOCTEH.

54. Hanwucanue u ¢popmat otuyera o0 ayauTte 0€30MacHOCTH.

55. IlpumMeHeHue cpeACTB aBTOMATU3AIMKI KOMIUIEKCHOTO ay/InTa HH(POPMaIMOHHOMN
0€30IaCHOCTH.

56. Ctpykrypa ¥ pYHKIIUH KOMILICKCHBIX KCIIEPTHBIX CUCTEM ayauTa 0€30IMaCHOCTH.

57. Yuer cTpyKTyphl aninapaTHO-MPOTPaMMHBIX CPEACTB 00beKTa HH(OPMATHU3ALINH.

58. IlpeumyiecTBa U HEIOCTATKH UCIIOIB30BAHMS aBTOMAaTU3UPOBAHHBIX CHUCTEM ITPOBEPKHU
0€30MacCHOCTH.

KonTpoJb kKypcoBbIX padoT

KypcoBbie paboThl HE IPETyCMOTPEHBI

Kpurtepun ¢popmMupoBaHusi OEHOK IO NPOMEKYTOYHOM aTTECTANMHI

Ouyenka «omauunon— om 91 0o 100 6annoe — TeopeTHUECKOE COACPKaHUE Kypca OCBOCHO
HOJHOCTBIO, 6e3 Mpo0esIoB, He0OX0ANMBIE TPAKTUYECKHE HABBIKU PAOOThI C OCBOEHHBIM
MaTepuaioM chopMUpoBaHbl. Bee npeaycMoTpeHHbIe TporpaMMoii 00yueHus: yueOHble 3a/1aHus
BBITNIOJIHEHBI, KAYECTBO MX BHIIIOJHEHUS OLEHEHO YHCIIOM 0aijioB, OIM3KUM K MakcuMaiabHoMY. Ha
9K3aMeHe CTYJIeHT AEMOHCTPHUPYET IIIyOOKHE 3HAHU MPelyCMOTPEHHOTO NPOrpaMMoii MaTepuaia,
YMEEeT YEeTKO, TAKOHUYHO U JIOTHYECKH [10CJIEJOBATEIbHO OTBEYATh HA IIOCTABJICHHBIE BOIIPOCHI.

Ouenka «xopowoy» —om 81 0o 90 6annoe — TEOPETUUECKOE COAEPIKAHUE Kypca OCBOEHO,
HE00XO0IUMbIE TPAKTUUECKHUE HABBIKU pabOThl CPOPMHUPOBAHBI, BHITIOJTHEHHbIE YUEOHbIE 3a1aHUS
coJiepKaT He3HauuTeNbHble OMOKU. Ha sk3aMeHe CTyJeHT AeMOHCTPUPYET TBEPA0E 3HAHUS
OCHOBHOTO (IIPOTrpaMMHOI0) MaTepHualia, yMeeT 4YeTKO, TPaMOTHO, 0€3 CyIIECTBEHHBIX HETOYHOCTEH
OTBEYaTh Ha IOCTABJIEHHBIE BOIIPOCHI.

Ouyenka «yoosnemeopumenvno» —om 61 0o 80 6ann06 — TeopeTUIECKOE COJIEP)KaHNE Kypca
OCBOCHO HE MOJIHOCTHIO, HEOOXOMMBIE MPAKTUYECKHE HABBIKU paboThl chopMHUPOBAHBI YACTUYHO,
BBITNIOJTHEHHBIE YUeOHBIE 3a/1aHus cojiepKaT rpyoble omnOku. Ha sx3aMeHe cTyIeHT 1eMOHCTpUpYeT
3HaHUE TOJBKO OCHOBHOI'O MaTepuaia, OTBEThI COJepkKaT HETOYHOCTH, cabo apryMeHTHPOBAHBI,
HapylIlIeHa MoCIe0BaTEIbHOCTD U3I0KEHUS MaTepraia

Ouenka «neyooenremeopumenvno» — om 36 0o 60 6annoe — T€OPETUUECKOE COJIEPKAHUE
Kypca He OCBOE€HO, HEOOXOAMMbIE MPAKTUYECKUE HABBIKK pabOThI HE C(HOPMUPOBAHbI, BHITIOJTHEHHbBIE
yueOHble 3allaHusl COJAEp)KaT IpyOble OIIMOKH, IOMOJHUTENbHAsE caMOCTOsITeNbHas padoTa Haj
MaTepuaioM Kypca He MPUBEIET K CYIIECTBEHHOMY MOBBIIIEHUIO Ka4eCTBA BBIMOJIHEHUS YUYEOHBIX
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3amaHuil. Ha sk3aMeHe CTyACHT ACMOHCTPUPYET HE3HAHME 3HAYUTEIBbHOM 4acTH IIPOrPAMMHOIO
MaTepHala, CYIIECTBEHHbIE OIIMOKM B OTBETaX Ha BOIPOCHl, HEYMEHHME OpPUEHTHPOBATHCS B
MaTrepualie, He3HaHUE OCHOBHBIX IIOHATUM JUCLUILIAHBIL.

MeToanyeckue peKOMeHIAMH /1Jisl MOATOTOBKH K K3aMeHY

Dk3aMeH B 8-M cemecTpe sBiseTcs (OPMOM HMTOTOBOTO KOHTPOJS 3HAHUW W yMEHHH
CTYJICHTOB TIO JaHHOW AWCIMIUIAHE, TOMYyYEHHBIX Ha JIEKIHUAX, JJA0OPATOPHBIX 3aHITHIX U B
Ipolecce caMocTosATeNbHOIM padoThl. K 3\sk3ameHy omyckaroTcsi CTYJEeHThI, HaOpaBIlIue HE MEHee
36 Oa/OB MO WUTOraM TEKYIIETO W MPOMEKYTOYHOTO KOHTpOJs. Ha 3K3aMeHe CTYIEeHT MOXKET
Habpath ot 15 mo 30 Gamios.

B nepro moaroToBKY K 3K3aMEHY CTYIEHTHI BHOBb 00paIiaTcs K y4eOHO-METOIMYECKOMY
MaTepualy U 3aKpeIuisiioT IPOMEKYTOUHbIC 3HAHUS.

[ToaroroBka cTyeHTa K SK3aMEHY BKJIFOUAET TPH dTara:

— caMocTosTenbHas paboTa B TEUEHUE CEMECTpa;

—  HEIMOCPEACTBEHHAasl MOATOTOBKA B THU, IPEAIIESCTBYIONIUE IK3aMEHY 110 TeEMaM Kypca;

— TMOATOTOBKA K OTBETY Ha AK3aMEHAIIMOHHBIE BOIIPOCHI.

[Ipu moAroTOBKE K 3K3aMEHY CTYACHTaM I€JI€CO00pa3HO HCIOIb30BaTh MaTEPHUAIIbI JICKITUH,
yueOHO-METOINYECKHUE KOMIUIEKChl, HOPMATHUBHBIE OKYMEHTBHI, OCHOBHYIO M JOMOJHUTEIbHYIO
JIUTEpaTypy.

Ha sx3ameH BbIHOCHTCS MaTepuan B oObeMe, IMPeayCMOTPEHHOM paboueil mporpammoit
y4eOHOM TUCIUILIMHBI 32 CEMECTp. DK3aMeH MPOBOIUTCS B YCTHOU popme.

[Ipu mpoBeneHUM SK3aMeHa B MHCbMEHHOW (yCTHOH) (opMe BeAylIuil MpernojaBaTellb
COCTaBIISIET JK3aMCHAIIMOHHBIC OWJICTBHI, KOTOpPBHIC BKJIIOYAIOT B CeOS: TECTOBBIC 3aaHMUS;
TEOPETUUECKHE 3aJaHus; 3a/1a4H WIH CUTyauu. @opMyIMpOBKa TEOPETUUECKUX 3a/IaHUs COBIAAeT
¢ (OpMYIHPOBKOM TMEpPEUHsS IK3aMEHAIIMOHHBIX BOIIPOCOB, JOBEICHHOIO 10 CBEJEHHUS CTYJICHTOB
HaKaHyHE »5K3aMeHalMoHHON ceccun. ColepkaHue BOIPOCOB OJHOTO OuiieTa OTHOCHTCS K
pa3IMYHBIM pazjiesiaM MpPOrpaMMbl C TeM, 4TOOBI OOJee MOJTHO OXBATHTh Marepuan ydeOHOM
JUCITUTIAHBI.

B ayautopuu, rae mpoBOAMTCS SK3aMEH, JOHKHO OJIHOBPEMEHHO HAXOAHUTHCS HE Oolee
HIECTH CTYJIEHTOB Ha OJHOTO IPENo/aBaress, IPUHUMAIOIIET0 Sk3aMeH. Ha moaroroBky orBeTa Ha
Ouier Ha 3k3aMeHe 0TBoAUTCA 20 MUHYT.

[Ipu npoBeneHnr TUCHMEHHOTO YK3aMeHa Ha paboTy oTBOAUTCS 60 MUHYT.

6. METOJUYECKHUE MATEPHAJIbI, ONPEJE/ITIOIIUAE ITPOLELY PbI
OINIEHUBAHUS 3HAHUU, YMEHUU, HABBIKOB U (MJIN) OIIBITA
JAEATEJIBHOCTH

OOmmii Oamnm  Tekymiero M pyOeXHOro KOHTPOJS CKJIAIbIBA€TCS U3  CIEAYIOIINX
coctaBsttonux (mpuioxenue 2). Kpurepuem oneHku ypoBHS C(HOPMUPOBAHHOCTH KOMIIETEHIUH B
paMKax y4eOHOM TUCIUIUINH B 8 ceMecTpe sABIsIeTcs 3k3aMeH. Llenbio MpoMexXyTOUHbIX aTTecTalui
N0 JUCLUMIUIMHE SBISETCS OIEHKAa KauecTBa OCBOEHUS TUCIUIUIMHBI OOydarolmuMmucs. TUIOBbIE
3agaHus, obecreunBarone popmupoBanue xkommerenuuu I1K-1, OK-8, IIK-15 npezacraBieHs! B
Tabsuie 9.

Tabnuna 9. Pe3ynbraThl 0OCBOCHUS yueOHON AUCIMILTUHBL, TIOIeKAIINE TPOBEPKE.

Pe3yabTaThl 00y4yeHus OcHOBHBIE IOKA3aTEJIH OLEHKH Buj ouenoynoro
(koMHneTeHIMH) pe3yJbTaToB 00y4eHHs MarepHaJia
CIIOCOOEH MPUMEHSTh 3Hamyb: 3HAET OCHOBHBIE BHIBI cpencts | KomiokBuym
cpencTaa KpUnrorpaduueckon 3amuTel | Beinonuenne n
Kpunrtorpaguueckoi u uHpopmanuu (CK3UM), Bkitouas GiovHbIE | 3amIuTa
TEXHUUYECKOM 3aIUTBI M TOTOYHBIE CHCTeMBbl IHU(POBaHMs, | Ja0OPATOPHBIX PabOT
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nHpopManuu st
pelieHus 3a1aq
npodecCuOHAITBHON
nesarenbHocTH (OITK-9)

Kpuntorpaduueckue CUCTEMBI c
OTKPBITBIM KIJIFOUOM, KpHMNTOTrpadudecKue
xen-QyHKIMA ©W  KpUnrTorpaduyeckue
MPOTOKOJIbI; HAIIMOHAIBHBIE CTaHIAPTHI
Poccuiickoit  ®eneparuu B oOinactu
Kpunrorpaduyeckon 3allUTHI
nHpopmaruu u chepsl UX TPUMEHEHUS
Yuems: TPUMEHSATH COOTBETCTBYIOLIUI
MaTeMaTUYeCKUn anmnapar npu
MIPOBEJICHUU HM3MEPUTEIbHBIX
HKCIIEPUMEHTOB;

UCIIOJIb30BAaTh MAaTEMAaTUYCCKUE METOJIbI
OpU  TOCTPOCHUHM KPUNTOrpapUuecKux
AITOPUTMOB; WHTEPIPETUPOBATH "
NPUMEHSTh  CUMBOJIMYECKUH  ammapar
TEOPUU MHOXKECTB M OTHOIICHHW ISt
OMHMCAHUS MaTeMATUYECKUX TMOHITHH U

KOHCTPYKLUH,

HCIOJIb30BaTh CK3H1 B
ABTOMAaTU3UPOBAHHBIX CUCTEMAX.
Bnraoem»: HaBbIKaMM  HCIIOJIB30BaHUS
COOTBETCTBYIOIIETO MaTEeMaTH4YECKOrO
ammapata [pd  PEIIeHWH 3aJad 1o

nH(pOpMaIMOHHOM 0€30MMacCHOCTH;
METOJIaMU M CPEJACTBAMH TEXHHYECKOMN
3alUThl HH(OPMAIIHH.

TectupoBanue

ITKC-2.1
PUMEHHUTH
METO/IbI
UIeHTU(UKAIUY,
ayTeHTU(UKALUU
ABTOPH3AIIHH.

coco0eH
CpeJICTRa,
U TPOTOKOJIBI

u

3name:

- OCHOBHBIE TIOHSITHS ¥ HAIPABJICHUSI B
3alUTe KOMIBIOTEpHOM HH(OpMaLIUH, -
MIPUHIIMAITEI KTacCU(DHUKAIIH U TTPAMEPBI
yrpo3 6e3omnacHocTy 6a3zaM JaHHBIX U
KOMITHIOTEPHBIM CUCTEMAM,

- COBPEMEHHBIE MOAXOAbI K 3a1uTe 0a3
JIAHHBIX U CUCTEM HUH(POPMAIMOHHBIX
TEXHOJIOTHH,

- OCHOBHBIE HMHCTPYMEHTHI 00ecredyeHUs
MHOTOYpOBHEBOW Oe3omacHocTH B 0azax
JTAHHBIX U UHOOPMAIIMOHHBIX CHCTEMAaX.

Turnosele OLIECHOYHBIE
MaTepHabl 11
YCTHOTO OTIpoca
(pazoen 5.1.1);
THUTIOBBIE TECTOBBIC
3aaHus (pasoen
5.2.2.);

IPUMEPHBIE TEMbI
pedepatoB u 3cce
(pasoen 5.1.5);
TUIIOBbIE OLICHOYHBIE
MaTepHalIbl K
9K3aMeHy (paszoen
5.2.)

Ymemn:

- KOH(UTYpUPOBATH BCTPOSHHBIE CPECTBA
0e30ITacHOCTH B 0a3ax JTaHHBIX,

- yCTaHaBIUBAaTh M HCIIOJIB30BATh OJHO U3
cpeacTB ais mudpoBaHus HHPOpMaAIUU U
OpraHu3aIy 0OMeHa JTaHHBIMU C
MCIIOJIb30BaHUEM 3JIEKTPOHHOM IU(PPOBOIA
MOAMNCH;

OneHounsle
MaTePHAITBI JIS
CaMOCTOSITEIIbHOMN
paboThI (TUIOBHIE
3amauu pazaen 5.1.2.);
MIPUMEPHBIC TEMBI
pedeparoB (pa3aen
5.1.3.);
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- yCTaHABJIMBATh M HACTPAMBATh
pOrpaMMHOE 00eCTIeYeHHUE JITIS 3AIUThI
OT BPEIOHOCHOTO MPOTPaMMHOTO
o0ecIrieueHusI;

- HACTPOUTh HMHCTPYMEHTBHI pPE3ePBHOTO
KOMTUPOBAHUS u BOCCTAHOBJICHHS
nHpopmaruu

MIPUMEPHBIC TEMBI
JOKJIaTOB (pa3zaen );
THIIOBBIE TECTOBEIE
3amanus (paszaen
5.2.2)

Bnaoemo:

- MeTOoJIaMH ayuTa 0e30macHocTH 0a3
JAHHBIX I/IH(l)OpMaLII/IOHHBIX CHUCTEM,

- METOIAMU aHaJIN3a 3alIMIIEHHOCTH 0a3
JAHHBIX I/IH(l)OpMaLII/IOHHBIX CUCTEM

MPUMEPHBIC TEMbI
pedepars (pa3aen
5.1.3).;

PUMEPHBIC TEMbI
acce (pazaen 5.1.5);

CIOCOOEH MPUMEHSATh
KPUTEPUH OIICHKH
3aLIUILEHHOCTH 00BEKTa
nHpOpMaTHU3aLUH,
TEXHUYECKHE CPECTBA
KOHTpoOIIs 3 pekTnBHOCTH
Mep 3alIMUThl HH(OPMALHH,
METO/BI U3MEPEHHU,
KOHTPOJISL U TEXHUYECKUX
pacyeToB XapaKTEPUCTUK
IIPOrpaMMHO-aINnapaTHbIX
CpPEACTB 3alIHUTHI
unpopmanuu (IIKC-3.1)

3HaTh: OCHOBHBIE ITOHATHUSA X METOL0JI0T IO
KPUTEPUU OIEHKH 3aITUIIIEHHOCTH O0BEKTa
nH(pOpMaTH3AIHH.

YMeTh: IpUMEHSTh TEXHUYECKUE CPEJICTBA
KOHTPOJISI 3(h()EKTUBHOCTH MeEp 3alUThI
MH(pOpMaLIUH.

BnaneTs: MeTo1amMu U3MEPEHHH, KOHTPOJIS
U TEXHUYECKHX PACUETOB XapPaKTEPUCTHK
MIPOrpaMMHO-aIMapaTHBIX CpeICTB
3aIUThl THOPMAITUH.

Tecthl,

nabopaTopHas pabota

7. YUEBHO-METOAMYECKOE OBECIIEUEHUE JUCHUITJIMHBI

7.1. HopmaTtuBHO-npaBoBas 0a3a

1. ®enepanbubrit 3akoH OT 29 urons 2015 1. No 188-D3 «O BHecennn u3mMeHeHui B DenepanbHbIN

3akoH "O0 nrdpopmanyy, MHHOPMALMOHHBIX TEXHOJOTHAX U O 3aiuTe nHpopMauuu" u cTateio 14

OenepanbHoro 3akoHa "O KOHTPAaKTHOH cucTeMe B chepe 3aKyImoK TOBapOB, paboT, yCIyT AJst

o0ecredeHuns TOCYyJapCTBEHHBIX Y MYHUITUTATBHBIX HYXI'»
2. ®epnepanbHblil 3akoH oT 05 anpenst 2013 1. Ne 44-D3 (pexn. ot 31.12.2014) «O KOHTpaKTHON

cucTeMe B cdepe 3aKyIoK TOBApPOB, paboT, YCIIYT sl 00eCIeUeH s TOCY/IapCTBEHHBIX U

MYHHIUTATBEHBIX HYKI»;
3. @enepanpHblii 3ak0H 0T 04 Mast 2011 1. Ne 99-D3 «O nuieH3MpOBaHNHU OTAETBHBIX BHIOB

JACATCIIBHOCTU,

4. @enepanbubiii 3akoH oT 06 anpeins 2011 1. Ne 63-03 «O0 351eKTpOHHOH MOAIHCHY;

5. ®epnepanbHblil 3ak0H oT 28 nexadpst 2010 1. Ne 390-D3 «O 6e3omacHOCTHY;

6. ®epnepanpHblil 3akoH oT 27 uroinst 2006 T. Ne 149-03 «O6 nnpopmannu, THPOPMALTHOHHBIX
TEXHOJIOTHSIX M O 3allluTe HHPOPMAIIUN;

7. ®enepanbnblii 3akoH OT 27 urosst 2006 r. Ne 152-03 «O nepcoHaIbHBIX TaHHBIXY;
8. ®enepanbHbli 3ak0H OT 19 nexadps 2005 r. Ne 160-D3 «O paruduxanmu Konsennuu Coeta
EBporsl 0 3amuTe GU3NUECKUX JIUI] P aBTOMATU3UPOBAHHON 00pab0TKe MEPCOHATBHBIX TaHHBIX);

9. ®enepanbubiit 3akoH OT 29 utonst 2004 r. Ne 98-D3 «O koMMepUeCKOH TailHe»;

10. ®enepanbubiit 3akoH oT 07 uronst 2003 r. Ne 126-03 «O cBszu»;
11. ®denepanbhbiii 3akoH oT 27 nexadps 2002 1. Ne 184-D3 «O TeXHHMUYECKOM PEryJIMPOBAHUNY;
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12.
13.

14.

15.

16.

17.

18.

19.

Tpynoroit komekc P®. ['maBa 14. «3amnuTa mepcoHaNIBHBIX TaHHBIX PAaOOTHUKAY.

Vka3 Ipesunenta Poccniickoit @eaepanmu Ne 260 ot 22 mas 2015 roga «O HEKOTOPBIX BOIIPOCax
nHpopMamoHHo# 6e3omacHocTu Poccuiickoit @eneparumy.

Vka3 Ilpesunenta Poccmiickoit @enepammu Ne 537 ot 12 mas 2009 roma «O cTparernn
HallMOHAJIBbHOM Oe3onmacHocTu Poccutickoit @eaepannu no 2020 rogay;

Vka3 [Ipesunnenta Poccuiickoit ®deneparu Ne 351 ot 17 mapta 2008 roga «O Mepax 1o
obecnieuennto nHPOpMaIMOHHON Oe3omacHocTH Poccuiickoit denepartuy Ipu UCIIOIB30BaHUT
MHPOPMAaMOHHO-TEIEKOMMYHHKAIIMOHHBIX CETeH MEXAYHAPOIHOTO HH(POPMALMOHHOTO OOMEHAa;
Vka3 Ipesunenta Poccuiickoit @enepammm Ne 1576 ot 01 mHoss6ps 2008 roga «O coBeTe npu
[Ipe3unente Poccuiickoii @enepanmu o pa3BUTHIO HHOOPMAIIMOHHOTO 00IecTBa B Poccutickoii
Denepauun»;

Vka3z [Ipesunenta Poccuiickoit @eneparim Ne 1085 ot 16 aBrycra 2004 roga «Bompocst
OenepanbHoi City:kKOBI IO TEXHUYECKOMY U IKCIIOPTHOMY KOHTpOo» (B pea. Yka3os Ilpesnaenta
P® ot 22.03.2005 Ne 330, ot 20.07.2005 Ne 846, ot 30.11.2006 Ne 1321, ot 23.10.2008 Ne 1517, ot
17.11.2008 Ne 1625);

Vkas [Ipesunenta Poccuiickoit @enepariu Ne 960 ot 11 aBrycra 2003 roga «Bormpocsr
®enepanpHoii Ciryx061 besonacrocTu Poccuiickoit deneparumy (B pea. Ykaszos llpesunenta PO ot
11.07.2004 Ne 870, ot 31.08.2005 Ne 1007, ot 01.12.2005 Ne 1383, ot 12.06.2006 Ne 602, oT
27.07.2006 Ne 799, ot 28.12.2006 Ne 1476, ot 28.11.2007 Ne 1594, ot 28.12.2007 Ne 1765, ot
01.09.2008 Ne 1278, ot 23.10.2008 Ne 1517, ot 17.11.2008 Ne 1625, ot 22.04.2010 Ne 499, ot
14.05.2010 Ne 589);

Pacnopsixenue Ilpesunenta Poccuiickoit @enepanuu Ne 366-pm ot 10 urons 2001 roga «O
MOAMTUCAaHUK KOHBEHITUY O 3aluTe (PU3UIECKUX JIUI] IPH aBTOMATH3UPOBAHHON 00paboTKe
MEPCOHAIBHLIX JaHHBIX»

7.2.0cHoBHasi IUTEPaTypa

Huxudopos C.H. 3amuTa napopmaryu. 3amuiieHHble ceTi [ DNeKTpoHHBIN pecypc]:
yaebnoe nocodbue/ Huxkudopor C.H.— Dnektpon. TekcroBbie nannbie.— CI16.: Cankt-
[TerepOyprckuii rocy1apcTBEHHBIN apXUTEKTYpPHO-CTpouTeNnbHbIN yHUBepcuTeT, D5C ACB,
2017.— 80 c.— Pexum gocrtyna: http://www.iprbookshop.ru/74382.html.— 5bC
«IPRbooks»

®omun J1.B. UndpopmanronHas 6€301acHOCTb U 3alUTa HH)OPMALIUH:
CIEUAIN3UPOBaHHbIE aTTECTOBAaHHBIE IPOIPAMMHBIE U IPOrPaMMHO-AINIapaTHbIE CPEACTBA
[DnexTpoHHbIH pecypc]: yauebHo-MeToanueckoe mocooue/ @omun J[.B.— DnextpoH.
TekcToBble JaHHble.— CapaTtoB: By3zoBckoe oOpa3oBanue, 2018.— 218 c.— Pexum
noctyna: http://www.iprbookshop.ru/77317.html.— 3BC «IPRbooks»

Huxugopos C.H. 3amura nadopmaruu. 3ammra OT BHEIIHUX BTOPKEHUH [ D7eKTPOHHBIN
pecypc]: yauebnoe nocodue/ Huknudopor C.H.— Dnextpon. TekcroBbie ganabie.— CII6.:
Cankr-IlerepOyprckuii rocyaapCTBEHHBIH apXUTEKTYPHO-CTPOUTEIbHBIN YHUBEPCUTET,
9BC ACB, 2017.— 84 c.— Pexum noctyna: http://www.iprbookshop.ru/74381.html.—
3BC «IPRbooks»

['onukoB A.M. KoaupoBaHue B TeJI€KOMMYHUKALIMOHHBIX cUCTEMaX [ DIEKTPOHHBIH
pecypc]: yae6HOe mocobue s cienuanutera: 090302.65 NndopmannonHas 6e30macHOCTh
TEJIEeKOMMYHUKAMOHHBIX cucTeM. Kypc nekunii, KOMIbIOTEpHBIN MPAaKTUKYM, 33JaHUE Ha
camocTosTeNbHYI0 padoty/ I'onnkoB A.M.— DJIEKTPOH. TEKCTOBBIE JaHHbIe.— TOMCK:
TomcKknii rOCYyJapCTBEHHBIN YHUBEPCHUTET CUCTEM YIIPABJICHUS U PAIUOIEKTPOHUKH,
2016.— 338 c.— Pexum nocryna: http://www.iprbookshop.ru/72111.html.— 3BC
«IPRbooks»
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7.3.1lonoJHUTEIbLHAS JIUTEPATYypa

®dopoysan bexpoys A. Kpunrorpadus u 6€30nacHOCTb CeTei [ DNeKTpOHHBIN pecypc]:
yuebHoe mocobue/ Dopoyszan bexpoyz A.— DIEKTPOH. TEKCTOBBIC JaHHBIE.— MOCKBa,
CaparoB: Untepuer-YHuusepcuter Uudopmarnmonnsix Texnomoruit (MHTYUT), By3zoBckoe
obpaszoBanue, 2017.— 782 c.— Pexum noctyna: http://www.iprbookshop.ru/72337.html.—
9bC «IPRbooks»

JIxouc K. JI. MacTpyMeHTaNbHBIE cpeicTBa o0ecrieueHrs 0€30IacHOCTH [ DIIeKTPOHHBII
pecypc]/ dxonc K. /1., Hlema M., Jlrkoacor b.C.— D1eKTpoH. TEKCTOBBIC JaHHBIE.— M.:
Wurepuer- Yuausepcuret Mudopmanmonnsix Texnomoruit (MHTYUT), 2016.— 914 ¢c.—
Pexxum noctyna: http://www.iprbookshop.ru/73679.html.— 3bC «IPRbooks»

UysinoB A. I'. [IpoGiembl 3alUIIIEHHOCTH TEIEKOMMYHUKALMOHHBIX CUCTEM [ DJIEKTPOHHBIN
pecypc]: yuedHoe nocooue/ UyssHoB A. I'.— DeKTpoH. TeKCTOBBIC JaHHBIE.— OMCK:
Owmckas akanemust MBJI Poccun, 2015.— 164 c.— Pexxum noctyma:
http://www.iprbookshop.ru/61873.html.— 2bC «IPRbooks»

Hlansrun B.®. MadopmarmonHas 6€30mMacHOCTh KOMITBIOTEPHBIX CUCTEM U ceTeit —M.:
®opym: Uudpa-M, 2013.-592c.

7.4.Ilepuoanyeckue U3TaHUs

[lepeueHs neproOANYECKUX U3IaHUH, TOTydaeMbIx Oubmuotexoit KbI'Y:

—_—

Bectauk MI'Y. BeiuncnurenpHas MaTeMaTuka U KHOEpHETHKA

BectHuk poccuiickoro oouiectBa UHPOPMATUKU U BBIYUCIUTENIBHON TEXHUKU
Nudopmartuka u o6pa3zoBaHue

HudopmalinoHHbIE TEXHOIOTUN

Mup I1K

[TepcoHaIbHBIN KOMIIBIOTEP CETOIHS

[TporpamMmmupoBanue

HNudopmannonHas 6€30MacHOCTb

7.5.HTEpHET-pECypChI

http://all-ib.ru/
http://SecurityLab.ru
http://infosecurity.report.ru/
https://nordrus.info/security/
http://www.anti-malware.ru/

Al

7.6.CoBpemeHHbIe IpodreccHOHATBbHBIE 0a3bl JAHHBIX
baza mannpix Science Index (PMHL) http://elibrary.ru
HanmonaneHas anekrponnas 6ubnuoreka PI'b https://H36.pd
KpymHelimas enquHas 6a3a TaHHBIX, COJIEpIKaIiasi aHHOTAIIMHA U HHPOPMAITUIO O
UTUPYEMOCTH pelIEeH3UPYyEeMOI HayYHOH JINTEPATyphl, CO BCTPOSHHBIMU HHCTPYMEHTAMH
OTCII)KUBAHMSI, aHATHM3a U BU3yaIH3aI[i JaHHBIX. WWW.SCOpUS.cOm

7.7.MeToan4yeckue yKa3aHusi 110 POBEJICHUIO Pa3JINYHBIX Y4eOHBIX 3aHATHH, K KYpCOBOMY

NMPOEKTHPOBAHUIO M IPYTUM BHIAM CAMOCTOSITE/ILHOI PadoThI

Memoouueckue pekomenoayuu npu padoome Ha0 KOHCHEKMOM 60 6pems NPOBeOeHUs 1eKUUU
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http://elibrary.ru/
https://нэб.рф/
http://www.scopus.com/

B mporuecce NEKIMOHHBIX 3aHATUH 11€1€C000pa3HO KOHCHEKTHPOBATh YU4EOHBIH MaTepual.
JUis aTOro MCHosb3yroTcsl oOmMe M YTBEpAUBIIMECS B IpPAKTUKE IpaBWia, M IPHUEMBI
KOHCIIEKTUPOBAHMS JICKIUH:

KoHcnexktupoBaHue JIEKIMN BEAETCA B CIIEHUAIBHO OTBEAECHHON JJIS 3TOTO TETPAIH, KayK bl
JUCT KOTOPOM JOJDKEH HMETh II0JIs, Ha KOTOPBIX JAENAI0TCS IOMETKH M3 PEKOMEHIOBAaHHOU
JUTEPATYPBl, TOMOJIHAIOLINE MaTepHall IPOCITYIIAHHON JIEKIIUH, a TAaKXKe I0J4EePKUBAIOIIE 0COOYIO
BAKHOCTb T€X WJIN UHBIX TEOPETHUUECKUX ITOJIOKEHUN.

IenecooOpa3Ho 3anuchbiBaTh TEMY M IUIAH JIEKIHH, PEKOMEHIYEMYIO JIUTEPATypy K TeMe.
3anucu pa3fesioB JIEKIMM JOJDKHBI MMETh 3arojlOBKH, I0J3arojIOBKH, KpAacHblE CTpOKHU. Jlis
BBIICJICHUS PA3/EII0B, BBIBOJOB, ONPEAEICHHUM, OCHOBHBIX HAEH MOXHO HCIOJIb30BaTh LIBETHBIC
KapaHaamm u GromMacTepsl.

Ha3BaHHble B JIEKI[MM CCHUIKM HA NEPBOMCTOYHUKU HAl0 MOMETHTh Ha IOJSAX, YTOOBI MpHU
CaMOCTOSITENIbHOW paboTe HAWTH U BIIUCATh MX. B KOHCIIEKTE OCIOBHO 3aMMCBHIBAIOTCS ONPEICICHUS
HOHATHUH, KaTeropuit 1 3akoHOB. OCTaIbHOE TOJKHO OBITh 3aIIMCAHO CBOMMH CJIOBaMH.

Kaxnomy cryneHTy HEOOXOJMMO BBIPa0OTaTh M HCHOJIB30BATH JOIMYCTHMbIE COKpAIEHUS
Haun0oJiee pacpoCTPaHEHHBIX TEPMUHOB U TIOHATHH.

Memoouueckue pekomenoayuu npu nOO2OMOEKe K KOJLINIOKGUYMY

° npopa60TaTb KOHCIIEKTHI JICKITUH I10 BOIIPOCAaM KOJUIOKBUYMaA,

® [IPOYUTATH OCHOBHYIO M NOIIOJHHUTCIIBbHYIO JIMTECPATYPY, PCKOMCHAOBAHHYIO 110 U3Yy4YaCMbIM
BOIIpOCaM;

® OTBCTUTH HAa BOIIPOCHI KOJIJIOKBHYMaA,

® [Ipu 3aTPYAHEHUSX, IPOKOHCYIBTUPOBATHCS C MIPENOaBaTeIEM.

Kpumepuu oyenusanusn

Ounenka
HEY/10BJIETBOPUTEIbHO YAOBJIETBOPUTEIBHO | XOPOIIO OTJIMYHO
2 0ay1a 4 6aya 6 6an10B 8 6as10B
CTyneHT He 3HaeT CryneHt Cryaent xopomo | CTyAeHT B OJHOM
3HAYUTEIBLHON YacTH MOBEPXHOCTHO 3HAET | 3HAET MaTepuan, | oObeMme 3HAeT
BOIIPOCOB, JIOMTYCKAET BOIPOCHI TPaMOTHO U TIO MaTtepuan,
CYIIIECTBEHHBIE OLTUOKU B KOJUIOKBUYMA, CYILIECTBY TPAMOTHO U 1O
OTBETaX Ha BOMPOCHI. JIOTTyCKaeT H3JIaraeT ero, CYIIIECTBY
HETOYHOCTHU B OTBETE | JOMYyCKas H3JIaracT ero, He
Ha BOIIPOC HEKOTOPBIE JOTTyCKast
HETOYHOCTHU B CYILIECTBEHHBIX
OTBETE Ha HETOYHOCTEH B
BOIIPOC. OTBETE Ha BOMPOC.

Memoouueckue pekomenoauuu no OP2aAHU3AUUU CAMOCIMOAMETbHOU PAOOmbl

CamocrositenbHast padota (mo B.W. Jlamo «camMOCTOSITENbHBIN — YeTOBEK, UMEIOIIHI CBOU
TBEp/bIE YOSKIEHUSN») OCYIIECTBISETCS MPU BeeX popmax 00ydeHHUs: OUHON U 3a0YHOM.

CaMocTtosiTenbHasi paboTa OOYYarOMMXCS - CIOCO0 AaKTHBHOTO, IIEJICHANPABICHHOTO
pUOOpETEHHUsT CTYICHTOM HOBBIX JIJISl HETO 3HAHWM U YMEHUW 0€3 HEMOCPEICTBEHHOTO YJacTHs B
3TOM Tporiecca npemnoaaBareneii. [loBbImeHne poiu caMOCTOATENbHON pabOThl 00yUAIOIINXCS TTPU
MIPOBEICHUH PA3IMYHBIX BUIOB YUCOHBIX 3aHATUN MTPEATIONAraeT:

—  ONTUMH3AIMIO METOJIOB 00yUYEHUsI, BHEAPECHUE B YU€OHBIN MPOIIECC HOBBIX TEXHOJIOTHUH
00y4YeHHs1, MOBBIMIAIONINX MPOU3BOJAUTEIHHOCTh TPYAA MpEeroaaBaress, akTUBHOE UCIOIb30BaHUE
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UH(POPMALIMOHHBIX TEXHOJOTHH, MO3BOJSIONIMX OO0yYalomeMycsi B YAOOHOE IJsi HEro Bpems
OCBaMBaTh YUCOHBI MaTepHUal;

—  IIMPOKOE BHEIPEHHUE KOMITBIOTEPU3UPOBAHHOTO TECTUPOBAHMS,

—  COBEpIICHCTBOBAHME METOJUKU IMPOBEICHHUS MPAKTUK M HAyYHO-HCCIEI0BATEIbCKOM
paboThl 00Y4aIOIIKXCS, MOCKOIbKY UIMEHHO 3TH BHJIbI Y4eOHOI paboThl B IEPBYIO OU€PEb TOTOBAT
00y4aromuxcst K CAaMOCTOATEIBHOMY BBITTOJHEHHIO MPO()ECCHOHABHBIX 3a/1a4;

—  MOJEPHM3AINI0 CUCTEMbI KypCOBOTO U IUIIJIOMHOTO IPOEKTUPOBAHUS, KOTOpas AOHKHA
MOBBILIATH POJIb CTYACHTA B [10A00pe MaTepuaa, MOUCKe IMyTeil pelieHus 3a1ad.

CamocrosrenbHas paboTa MIPUBOJUT CTYICHTA K OTYYSHHUIO HOBOTO 3HAHUS, YIIOPSI0OYCHUIO
U YIIyOJIGHHUI0O MMEIOIIMXCS 3HaHUHM, (OPMUPOBAHHIO Y HEro mpodecCHOHATbHBIX HAaBBIKOB U
ymennidi. CaMocTosTenpbHas padoTa BRIMONHSIET P QyHKIUKI:

—  pa3BUBAIOLIYIO;

—  nH(pOPMAIMOHHO-00YUYaOIIYIO;

—  OPHUEHTHPYIOIIYIO U CTUMYJIHUPYIOIIYIO;

—  BOCIHTHIBAIONIYIO;

—  HCCIIEZ0BATEIbCKYIO.

B pamMkax Kypca BBIIOJHSAIOTCS CIIEAYIOIINE BUIbI CAMOCTOATENBHOM paboThI:

1. Tlpopabotka yueOHOro Marepuaia (o KOHCIEKTaM, y4eOHOM U HayYHOU JTUTepaType);

2. BrinonHeHne pa3HO YPOBHEBBIX 3a/1a4 U 3aJJaHUN;

3. Pabota c TecTamu U BOIpocamu JIJisi CAMOIIPOBEPKH;

4. BBINOJIHCHUE UTOTOBOM KOHTPOJIHHON PaOOTEHI.

CryneHTaM peKOMEHIYeTCs C CaMOro Hadalla OCBOGHMsS Kypca paboTaTh ¢ JIUTEpaTypoil u
npeUiaraéMbIMU 3aIaHUSIMH B (pOpMe MOATOTOBKH K OYEPEHOMY ayIUTOPHOMY 3aHATHIO. [Ipn aTOM
AKTyaJIM3UPYIOTCS UMEIONINeCs 3HaHUs, a TakKe co3aaercs 0a3a A yCBOSHHsI HOBOIO MaTepHala,
BO3HHUKAIOT BOIIPOCHI, OTBETHI HA KOTOPHIE CTYACHT MOJIY4aeT B AyIUTOPHH.

Heo0xonuMo OTMETHTh, YTO HEKOTOPBIC 3a/laHusl Ui CAMOCTOSATEIbHONH PabOThl O KypCy
UMEIOT onpeaeneHnyo crneunpuky. I[Ipm ocBoeHMM Kypca CTYOEHT MOXET II0JIb30BATHCS
O6uOnMMoOTEeKOM By3a, KOTOpas B TOJHOM Mepe obOecredyeHa COOTBETCTBYIOUIEH JIMTEpaTypoOu.
3HAYUTENBHYIO TIOMOIIb B TOATOTOBKE K OYEPETHOMY 3aHSATHIO MOKET OKa3aTh MMEIOUIUICS B
y4eOHO-METOIUYECKOM KOMILJIEKCE KPATKUI KOHCIEKT JIeKIUH. OH 5ke MOKET UCTIOIb30BAThCS U JJIs
3aKpeIuIeHUs] TONYYeHHOro B aymuTopun wmarepuana. CamocrosTenbHas padoTa CTyIEHTOB
IpeIyCMOTpEHa YUeOHBIM MJIAHOM U BBIMIOJHAETCS B 0043aTeIbHOM MOpsAKe. 3aJaHns IPeAT0oKEHbI
0 KOKIOH U3ydaeMoil TeMe M MOTYT FOTOBHTHCS MHAWBHYAIBHO WK B rpymiie. [1o HeoOxoaumocTn
CTYACHT MOXKEeT oO0paiiaTtbCsi 3a KOHCYyJbTallMell K TIpernojaBarento. BelnoigHeHue 3agaHuii
KOHTPOJIMPYETCS M OIICHUBAETCS MPETIOIaBaTeIeM.

JUis  yCHEeUIHOTO CaMOCTOSITEIbHOIO H3YYEHHUs MaTepualla CerofHs HCHOJIb3YIOTCS
pa3iuyHbIe CPEICTBa OOYYEHHs, CPeIr KOTOPHIX 0CO00€ MECTO 3aHUMArT WH(OPMAaIMOHHBIC
TEXHOJIOTUM Pa3HOTO YPOBHS M HAIPABICHHOCTU: AJIEKTPOHHBIE YUEOHUKH U KYpCHI JIEKLIUH, 6a3bl
TECTOBBIX 33aJJaHUI W 3a/1a4. DIIEKTPOHHBIN y4eOHUK MPEICTABISAET COOOW MPOrpaMMHOE CPEICTBO,
NO3BOJISIIOINEE  NPEACTaBUTh IS M3yYeHHs] TEOpeTHUYeCKUMil  Mmarepuajn, OpraHu30BaTh
anpoOupoBaHKe, TPEHAX M CAMOCTOSTEIILHYIO TBOPYECKYIO paboTy, MOMoraromiee CTyJIeHTaM U
IPENoJIaBaTel0 OIICHUTh YPOBEHb 3HAHWUN B ONpEAETICHHOM TeMaTHKe, a TaKkkKe cojepiKallee
HEOOXOUMYIO CIIPaBOYHYIO MH(OpMAaIHIO. DIEKTPOHHBIN Y4eOHUK MOKET MHTErpUpOBaTh B cebe
BO3MOXXHOCTH PAa3JIMYHBIX I€Jaroru4eckux IMPOrpaMMHBIX CpEACTB: OOyYaloMUX MpPOTrpaMM,
CIPAaBOYHHUKOB, yU4eOHBIX 0a3 JaHHBIX, TPEHAXKEPOB, KOHTPOIUPYIOLIUX MPOTPAMM.

Jlig ycnenmHOW OpraHu3allMd CaMOCTOSTEIbHOM pPabOThl BCE aKTUBHEE INPUMEHSIOTCS
pasHooOpa3Hble 0Opa3oBaTeNbHbIE pecypchl B ceTh VIHTepHET: CHUCTEeMBbl TECTUPOBAHUS IO
Pa3NIUYHBIM 00JacTsIM, BUPTYyaJIbHBIC JIEKITUH, JJAOOPATOPUH, TIPY STOM TIOJIB30BATEIO JOCTATOYHO
UMETh KOMIIBIOTEp M MOJKI0UYeHne K MHTepHeTy Ui TOro, 4ToObl CBA3ATHCS C MPENoAaBaTelieM,
pemarh BBIYUCITUTENBHBIE 33aa4d W TOJIy4aTh 3HaHWA. VIcronmb30BaHHME CETEH YCHIIMBAET pOIh
CaMOCTOSITENIbHOW pabOoThl CTyJEHTa U TMO3BOJIAET KapIMHAJIbHBIM 00pa3oM HM3MEHUTh METOIUKY
IpeToIaBaHuMsl.
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CTyZneHT MOXET I0JIydaTh BCE 3a/JaHUS U METOAMYECKHUE yKa3aHUsS 4yepe3 cepBep, UTO IaeT
€My BO3MOYKHOCTb IPHUBECTH B COOTBETCTBHE JIMYHBIE BO3MOXKHOCTH C HEOOXOAMMBIMHU IS
BBITIOJIHEHUS paboT Tpyno3arpaTramMu. CTYAEHT HMEET BO3MOKHOCTD BBITIOJHATH paboTy IoMa WK B
ayauropuu. bosbiioe BocnuraTenbHOE U 00pa30BaTeIbHOE 3HAUEHUE B CAMOCTOATEILHOM YUeOHOM
TPYZAE CTYy/AEHTAa UMEET CaMOKOHTPOJIb. CaMOKOHTPOJIb BO30YKAAET U NOJJAEPKUBAET BHUMAHUE U
UHTEpEC, IOBBINIAET AKTUBHOCTh MAMATH W MBIIUICHUS, IO3BOJISET CTYJIEHTY CBOEBPEMEHHO
OOHApPYKUTh U YCTPAHUTH AOMYIICHHBIE OMIMOKU U HEAOCTATKU, OOBEKTHBHO ONPEACIUTh YPOBCHb
CBOMX 3HaHUH, NpakTudeckux ymeHuil. Camoe OCTYIIHOE U MPOCTOE CPEICTBO CAMOKOHTPOJIS C
IpUMEHEHHEM HH()OPMAIIMOHHO-KOMMYHHKAIIMOHHBIX TEXHOJOTHH - 3TO PsJ TECTOB «on-liney,
KOTOpbIE IO3BOJIAIOT B PEXHUME pEaJbHOTO BPEMEHHU OIPEIeIUTh CBOH YPOBEHb BIIaJICHUS
OPEIMETHBIM  MaTepUaioM, BBIABUTh CBOM OIIMOKM UM  MOJYYUTh PEKOMEHIAIMU  T10
CaMOCOBEPILEHCTBOBAHUIO.

Memoouueckue pexomenoayuu no pabome c 1umepamypoi

Bcro nutepaTypy MOXHO pasfenuTbh Ha y4eOHUKH M ydeOHbIE 1OCOOMsI, OpUTMHAJIbHBIC
Hay4HbIe MOHOTpa(UYEeCKHEe HCTOYHUKH, HAYYHBIC MyOJIMKAIIMKA B IEPUOIUYECKON neyatu. Y3 HUX
MOYKHO BBIAEIHUTD JINTEPATYPy OCHOBHYIO (PEKOMEHIYEMYIO), AOMOJHUTENbHYIO U JTUTEpaTypy s
yrayOJIeHHOTr0 U3Y4€HUs JUCIIUILINHBL.

W3yuenne TUCHMILIIMHBI ClIeyeT HaUYMHATh C y4eOHUKA, IOCKOJIbKY Y4eOHHK — 3TO KHUTA, B
KOTOpPOM M3JI0)KEHbl OCHOBBI HAyUHBIX 3HAHWH I10 ONpPEAEICHHOMY MPEIMETY B COOTBETCTBUU C
LEJIIMU U 33JlauaMi 00y4€HUs1, YCTAaHOBJIIEHHBIMU IIPOTPAMMOH.

[Ipu pabote ¢ nuTepaTypoil HEOOXOUMO YUUTHIBATh, YTO UMEIOTCS Pa3INYHbIE BUAbI YTCHUSI,
U KX U3 HUX UCIIOJB3YETCS Ha ONPE/IeTICHHBIX 3TallaX OCBOCHUS MaTepHaa.

IIpeosapumenbroe YTEHNE HANPABICHO HA BBISBIECHUE B TEKCTE€ HE3HAKOMBIX TEPMUHOB U
IOUCK MX 3HAYEHUs B CIIPABOYHOI JiuTepaType. B yacTHOCTH, IpH YTEHUH YKa3aHHOM JIMTepaTypbl
HE00X0IUMO OAPOOHEHIIINM 00pa30M aHAJIM3UPOBATh ITOHSATHS.

Cke03H0e umeHnue TpeANoONaraeT MpouyTeHHe MaTepuaia OoT Hayaja 0 KoHua. CKBO3HOE
YTEHHE JIMTEPATYPbl U3 NMPUBEACHHOIO CIIHCKA J1a€T BO3MOXKHOCTb CTYIEHTY c(hOpMHpPOBATh CBOJL
OCHOBHBIX OHATHUH U3 H3ydaeMoi 00JIacTH U CBOOOTHO BJIAJETh UMHU.

Buvibopounoe — Haob0poT, UMEET LIETBIO TOUCK U 0TOOp MaTepuana. B pamkax maHHoro Kypca
BBIOOPOYHOE YTEHME, KaK CIOCOO OCBOEHMS COJEp)KaHUS Kypca, JOJDKHO HCIIOJIb30BaThCs MpU
MOJFOTOBKE K MPAKTUYECKUM 3aHSATHIM 110 COOTBETCTBYIOLUM pa3iesiaM.

Ananumuueckoe umenue — 3TO KPUTHUECKUH pa30op TEKCTa C MOCIEAYIOUIMM €ro
KOHCIEKTUpOoBaHueM. OCBOEHHNE yKa3aHHBIX MOHATUH OyaeT Haubosee 3p(EeKTUBHBIM B TOM Cllyyae,
€CIIM IPU YTEHHUH TEKCTOB CTYJIEHT OyneT 3ajaBaTh K 3TUM TEKCTaM BOIPOCHL. YacTb M3 3THUX
BorpocoB chopmynupoBaHa B ®OC B mepeuHe BompocoB it cobecenoBanus. [lepedenp »Tux
BOIIPOCOB OTPAHUYEH, TIOITOMY BaXKHO HE TOJIBKO COJEPKaHUE BOIIPOCOB, HO CaM IIPUHIUII OCBOEHUS
JUTEPATyphl C TOMOIIbIO BOIIPOCOB K TEKCTaM.

Lenbto usyuarowjeco 4TeHUs SBISETCS TIyOOKOE M BCECTOPOHHEE MOHMMaHHE YueOHOH
uH(popmannu. EcTh HECKOJIBKO MPHUEMOB U3YYaOIIEr0 YTCHHUS:

1. Yrenne mo ajiroputMmy mnpeinosnaraer pa3OueHue HMHPOpMaLuu Ha OJOKHU: Ha3BaHUE,
aBTOp; MCTOYHMK; OCHOBHAasi HJes TeKcTa; (PaKTUUECKHM MaTepuai; aHajdu3 TeKCTa IMyTeM
COIIOCTABJICHUSI UMEIOIUXCSl TOYEK 3PEHUS 110 pacCCMaTPHUBAaEMBIM BOIIPOCAaM; HOBU3HA.

2. IIpueM nocTaHOBKH BOIIPOCOB K TEKCTY UMEET CIAEIYIOMIUN aJITOPUTM:

—  MENJICHHO NMPOYHUTATh TEKCT, CTAPAsACh MOHATH CMBICI M3JI0KEHHOTO;
—  BBIJICJIUTH KJIIOUEBBIE CIIOBA B TEKCTE;
—  TOCTapaThCsl MOHITh OCHOBHBIE UJIEH, IOJTEKCT U OOIIHI 3aMbIce aBTOpa.

3. IlpueM Te3upoBaHUs 3aKIIOYaeTcsl B (POPMYIMPOBAHUU TE3HCOB B BHUIE IMOJIOKEHUH,
YTBEP>KJICHHI, BBIBOIOB.

K »ToMy MOXHO 100aBUTh W WHBIE TPHEMBL: TpHEeM pedepupoBaHUs, TPUEM
KOMMEHTHPOBAHMUSL.

Baxxnoli coctaBmistomeld Jr000TO  COMUIHOTO HAYYHOTO W3JIAHUS SBISIETCS  CITHMCOK
JUTEpaTyphl, Ha KOTOPYIO ccbulaeTcs aBTop. [Ipy BO3HMKHOBEHHMH MHTEpeca K KaKOW-TO
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o0cyxaeMoii B TEKCTe mpobIeMe BCerja €CTh BO3MOKHOCTh OOPATUTHCS K CIIUCKY OTHOCSIICHCS K
Hel juTeparypbl. B 3ToM ciydae Bes mpobiiemMa kak Obl pa30MBaeTCs Ha COCTABIISIFONIUE YaCTH,
KaxKJasa U3 KOTOPBIX MOKCT U3Yy4aTbCd OTACIIBHO OT APYIUX. HpI/I 9TOM BaXHO HC TCPATb U3 BUOA
OOIIMK KOHTEKCT U HE TIOTPYKAThCS YPE3MEPHO B JICTAIU, TOTOMY YTO TaKMM 00pa30oM MOXKHO HE
YBUIACTH I'NIABHOT'O.

[TogroToBka K »K3aMeHY JOJDKHA IPOBOJIUTHCS HAa OCHOBE JICKIIMOHHOTO MaTepuaa,
MaTepHuaja NPaKTUYeCKUX 3aHATUH ¢ 00s3aTeNbHBIM OOpalleHHeM K OCHOBHBIM y4YeOHUKaM I10
Kypcy. DTO MO3BOJIUT MCKIIOYUTH OMIMOKH B MOHMMAaHUKM MaTepuaa, O0JISTYUT €ro OCMBICICHUE,
MMPOKOMMCHTHUPYCT MaTCprual MHOTIOYHCIICHHBIMU IPUMCPAMU.

Memoouueckue pekomenoayuu no HANUCAHUIO pedhepamos

Pedepar npencrasiser co0oii cokpallleHHbIH Iepeckas CoAepKaHus MEPBUUHOIO JOKyMEHTa
(MM ero YacTH) C OCHOBHBIMH (DAKTHUYECKHMMHM CBEIEHHUSAMH W BbIBOjJaMu. Hamucanme pedepara
UCMONb3yeTcsl B y4eOHOM IIpolecce By3a B LENIAX NPUOOPETEHHs CTYJEHTOM HEOOXOIUMOM
npoeCCHOHATBPHON MOATOTOBKM, PA3BUTHS YMEHHMS W HaBBIKOB CAMOCTOSITEIBHOIO HAYYHOTO
IIOMCKA: U3YYCHMsI JIMTEPATyphbl O BHIOPAHHOM TeMme, aHalu3a Pa3IMYHBIX MCTOYHUKOB U TOUYEK
3peHusi, 0000UIeHns MaTepualia, BBIACICHHS TIIaBHOTO, (popMyrnupoBaHus BBIBOJOB M T. m. C
HOMOIIBIO pedepaToB CTYIEHT INy0)ke MOCTUraeT HauboJjiee CIIOKHBbIE MPOOJIEeMbl Kypca, YUUTCS
JAKOHUYHO U3J1araTh CBOM MBICIIH, TPABUIBHO OPOPMIISTH padOTy, JOKIIAIBIBATE PE3YIbTAThI CBOETO
Tpyaa. Ilpouecc Hamucanusi pedepara BKIIOYAET: BbIOOpP TEMBI; MOJO0OP HOPMATHBHBIX aKTOB,
CIEIMAJIbHOM JIUTEepaTypbl U MHBIX MCTOYHUKOB, UX H3yYEHHUE; COCTABJICHHUE IUIaHA; HaIllMCaHUE
TeKcTa paboThl U ee 0opMIIEHHE; YCTHOE U3JI0XKEHHE pedepara.

Pedeparsr mumytcs mo Hambojiee akTyadbHBIM TeMaM. B HUX Ha OCHOBE THIATEIHHOTO
aHanmu3a U 00OOIIEHUs HAyyHOrO MarepHaja COIOCTABISAIOTCS pa3IMYHbIC B3IVl aBTOPOB U
OIpeeNnseTcss COOCTBEHHAs! MO3ULUSA CTYJAEHTa C U3J0KEHUEM COOTBETCTBYIOLIMX apryMEHTOB.
Temsbl pehepaToB JOIKHBI OXBATHIBATH U TUCKYCCHOHHBIE BOIIPOCH! Kypca. OHUM IPU3BaHbl OTpaXxaThb
1epeI0BbIC HayUHbIE HJieH, 0000111aTh TEHAECHLINN TPAKTUYECKON 1S TEIIbHOCTH, YUUTHIBAS IIPU 3TOM
U3MEHEHHMs B TEKYyIEeM 3aKOHOJaTeldbcTBE. PexkoMeHJoBaHHas HIKE TeMaThuka pedeparoB
npuMmepHasi. CTyI€HT NpU KEIaHUU MOXKET caM MPEIOKUTh Ty WIH UHYIO TEMY, [IPEIBApUTEIHHO
COI'JIACOBAB €€ C HayYHBIM PYKOBOJUTEIIEM.

Pedepar, kak mnpaBuUiO, COCTOMT W3 BBEAEHHUSA, B KOTOPOM KpaTKO OOOCHOBBIBAETCS
aKTyaJbHOCTb, Hay4yHas M MPAKTUYECKas 3HaYMMOCTb M30paHHOM TeMbl, OCHOBHOI'O MaTepuana,
COJIEpIKallero CyTb MpOOJIEMbI U MYTH €€ pPEelICHUs], U 3aKJIIOUeHus, riae GOpMUPYIOTCS BBIBOJBI,
OLIeHKH, npeanoxenus. O0muit oobeM pedepara 20 TUCTOB.

Texauueckue TpedboBanus k opopmieHuto pedepara cienyronme. Pedepar opopmisercs
Ha Juctax gopmara A4, ¢ 00s13aTeNbHON HyMepaluei cTpaHull, IpuyeM HOMEp CTPaHHUIbI Ha
MIepBOM, TUTYJILHOM, JIUCTE He cTaBuTcs. [1oms: BepxHee, HIKHEE, MTpaBoe, JieBoe — 20 MM.
A63ansbIi otetyn — 1,25; PUCyHKM JOKHBI CO3/1aBaThCsl B MUKIMUYECKUX PEIAKTOPAX MM Kak
pucyHok Microsoft Word (crpynnupoBanssiii). TaObmuIbl BBIMOTHATE TAOJIHMYHBIMU STYUEHKAMU
Microsoft Word. CkaHupoBaHHe pUCYHKOB U TaOJIMIl He JolyckaeTcsi. BelpaBHUBaHUE TekcTa (IO
HIMPUHE CTPAHUI[bI) HEOOXOAMMO BBIMOIHATH TOJIBKO CTAaHAAPTHBIMU CIIOCOOAMHU, @ HE C TOMOIIbIO
npo6enoB. Pazmep Tekcta B pucynkax u tabnaunax — 12 kernb. Ha TutynsHOM nmcte pedepara
HY)KHO YKa3aTbh: Ha3BaHHe yueOHOTro 3aBeieHUs, (haKyIbTeTa, HOMEp IpYIIbl U HaMUINIo, UMs U
OTYECTBO aBTOPA, TEMY, MECTO U TOJ €ro HanucaHus. Pexkomenyemblit 00beM paboTh
CKJIa/IBIBAETCS U3 CIEAYIOIINX COCTABIISIFOIIMX: TUTYNbHBIN JUCT (1 cTpanuna), conepxkanue (1
cTpaHu1a), BBeeHHe (1 — 2 cTpaHuIlbl), OCHOBHAS YacTh, KOTOPYIO MOXKHO pa3euTh Ha IJ1aBbI
wiu pazaensl (10 — 15 crpanui), 3akmouenue (1 — 3 cTpaHuiibl), COUCOK JuTepatypsl (1 crpanuna),
npusoxenue (He oos3aTenbHo). Eciu pedepar cogepxut Tabnuity, To ee HoMep U Ha3BaHUE
pacroararTcs CBepXy TaOIHIIbl, €CIIU PUCYHOK, TO BHU3Y PUCYHKA.

ConepxatenbHble 4YacTH pedepaTa — 3TO BBEJCHHME, OCHOBHAs YacTh U 3aKIIOYEHHE.
BBenenue 0mKHO coiepkaTh pacCy ACHHE 110 TOBOJLY TOT0, YTO paccMaTpuBaeMasi TeMa akTyallbHa
(TO ecTh COBpeMEHHa U K Hel ecTh OOJIBLION MHTEpEC B HACTOSIIEE BpeMs), a TAK)KE MOCTAHOBKY
L[eJIM UCCIIeI0OBaHMs, KOTOpasi HEMOCPEACTBEHHO CBsI3aHa C Ha3BaHUEM paboThl. Takke BO BBEIEHUU
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MOTYT OBITh IOCTaBJEHBI 3a7audl (HO HE 00s3aTeNbHO, TaK Kak paboTa HEBEIHKa Mo 00beMy),
KOTOpBIE JETAM3UPYIOT LIeb. B 3akimioueHny nuuryTcss KOHKPETHbBIE, COAEepKATeIbHbIE BHIBO/IBI.

Conepxxanne pedepaTa CTYACGHT JOKIAAbIBA€T Ha CEMHUHApe, KpYXKe, HaydHOU
koH(pepenuuu. [IpeaBapuTenbHO MOATOTOBUB TE3UCHI OKIANa, CTYAEHT B TedeHue 7 - 10 MuUHyT
JIOJKEH KPaTKO M3JIOKHUTh OCHOBHBIE TIOJIOKEHHS CBOeH paboTsl. [locie nokiasa aBTop oTBeYaeT Ha
BOIPOCHI, 3aT€M BBICTYHAIOT ONIOHEHTHI, KOTOPbIE 3apaHee MO3HAKOMUIKNCH C TEKCTOM pedepara, u
OTMEYaIOT ero CHIIbHBIE U ci1a0dble cTOpoHbl. Ha ocHOBEe 00CyxaeHMs 00y4aroneMycs BEICTABISIETCS
COOTBETCTBYIOIIAs OIICHKA.

Memoouueckue pekomenoauuu 011 OO20MOEKU K IK3AMEHY:

DKk3aMeH B 7 ceMmecTtpe sBIseTcs (OPMOM HTOTOBOIO KOHTPOJISA 3HAHMK W yMCHHH,
00yYaromuxcst Mo JaHHOW AMCUUIUIMHE, MOJYYCHHBIX HA JIGKIUAX, NPAKTUYECKUX 3aHATUSAX U B
IIPOLIECCE CAMOCTOSITENbHOM paboThl. OCHOBOI AJIsl OIPEIEICHUS OLIEHKU CITY>KUT YPOBEHb YCBOCHUS
o0yJaromuMucsl MaTepualia, MpeIyCMOTPEHHOTO IaHHOM paboueil mporpammoit K sx3ameny
JIOIYCKal0TCA CTYACHTHI, HaOpaBmire 36 u 6ojee 6aIOB MO UTOTaM TEKYIIETr0 U MPOMEXYTOUHOTO
KoHTpoJs. Ha sx3amene cTyaeHT MoxeTr HaOpath ot 15 1o 30 6anmnos.

B nepuoxg moArotoBkM K 3K3aMeHy OOydaroliuecs BHOBb OOpamiaroTcs K y4eOHO-
METOAMYECKOMY MaTepHaIly U 3aKPETUISIOT IPOMEKYTOYHBIE 3HAHUS.

[ToaroroBka oOy4aroiierocs K Sk3aMeH BKJIIOYAET TPU dTara:

—  caMocCTofATeNbHas padoTa B TEYCHUE CEMECTPa;

—  HEMOCPEICTBEHHAs OJArOTOBKA B JIHHU, MPEANIECTBYIOIINE SK3aMEHY 10 TeMaM Kypca;

— TOATrOTOBKAa K OTBETY HA SK3aMEHAIIHOHHBIE BOIIPOCHI.

[Ipy moAroToBKE K HSK3aMEHY OOy4arouIMMcs IIeIeCO00pa3HO HUCIOIb30BaTh MaTepUabl
JEKIHA, y4eOHO-METOIMYECKHE KOMIUIEKCHI, HOPMAaTHBHBIE JOKYMEHTBI, OCHOBHYIO U
JOTIOTHUTEIILHYIO JIUTEPATypYy.

Ha sk3ameH BBIHOCHTCSI Marepuan B o0ObeMe, MPEeAyCMOTPEHHOM pabodeil MmporpaMMoii
yueOHOM TUCIHUIUIMHBI 32 CEMECTp. DK3aMeH MPOBOJIUTCS B MUCbMEHHOM / YCTHOU (hopme.

[Ipyn mpoBeacHWHM 3K3aMeHa B MHUCHMEHHOH (yCTHOW) (hopme, BEeayImIUi MperoaBaTellb
COCTaBJIIET HK3aMEHAIlMOHHbIE OWJIETHI, KOTOpbIE BKIIOYAIOT B ceOs: TECTOBblE 3a/aHus;
TEOPETUYECKHE 3a/IaHUs; 3a]]a9U WIH CUTyaluu. @OpMyITUpOBKa TEOPETUUYECKHX 3a/IaHMsI COBITAIAET
¢ hopMynTUpPOBKOI EpeyHs IK3aMEHALMOHHBIX BOIIPOCOB, TOBECHHBIX /10 CBEIEHUS 00YyJaOLINXCs
HakaHyHe 5SK3aMeHalMOHHOHW ceccun. CopepikaHue BOIPOCOB OJHOTO OwWiera OTHOCUTCS K
pasIMYHBIM pa3jielaM IporpaMMmbl € TeM, 4TOObl Oojiee MOJIHO OXBAaTUTh Marepuan ydeOHOU
JVICIIATUTAHBL.

B ayauropum, rie mpoBOIUTCS YCTHBIA 3K3aMEH, JTOJDKHO OJHOBPEMEHHO HAXOAUTHCS He
Ooyiee mIECTH CTYACHTOB Ha OIHOTO MpEMNoJaBaTels, MPUHUMAIOMIET0 k3aMeH. Ha moarotosky
OTBETa Ha OMJIET Ha SK3aMeHe OTBOIUTCS 40 MUHYT.

[pu npoBeneHNy MMCBMEHHOTO SK3aMeHa Ha paboTy OTBOIUTHCS 60 MUHYT.

Pe3ynbTar ycTHOTO (IMMCBMEHHOT'0) 9K3aMeHa BhIPaKaeTCsl OLICHKAMU:

Ouenxa «omauunon— om 91 oo 100 6an106 — TeOpeTHIECKOE COZIEPIKAHNUE KYpCca OCBOCHO
HOJTHOCTBO, O€3 MPOOETIOB, HEOOXOMMbIE TPAKTHYECKUE HABBIKU PA0OThI C OCBOEHHBIM MaTepHaioM
copmupoBanbl. Bee mpeycMoTpeHHBIE IporpamMMoi 00ydeHHs yaeOHbIE 3a1aHNsT BBITTIOJIHEHBI, KAYeCTBO MX
BBITOJTHEHHS OLIEHEHO YHCIIOM OaIlioB, OTM3KUM K MakcUMaTbHOMY. Ha 3K3ameHe CTy/IeHT IEMOHCTpHpPYeT
[TyOOKHE 3HaHWI IPEeyCMOTPEHHOIO TIPOrPaMMOid MaTepHasa, yMeeT YETKO, JJAKOHHMYHO 1 JIOTHYEeCKU
TIOCIIE/IOBATENBHO OTBEYATh Ha IIOCTABJICHHBIE BOMPOCHL.

Ouenka «xopouwion —om 81 00 90 6a1106 — TEOPETIUECKOE CONIEPIKAHKE Kypca OCBOCHO,
HEOOXOJIMMBIE MPAKTIYECKHE HABBIKK PadOThI C(hHOPMHUPOBAHBL, BHINTOIHEHHBIE YUeOHbIE 3a/IaHHS COZIepyKaT
HE3HAYMTENBHBIE OMMOKY. Ha sK3aMeHe CTyIeHT IeMOHCTPUPYET TBEPIIOE 3HAHKS OCHOBHOTO (TIPOrPaMMHOTO)
Martepuasa, yMeeT YeTKO, IPaMOTHO, O€3 CYIIIECTBEHHBIX HETOUHOCTEH OTBEUATh Ha MOCTABJICHHBIE BOIPOCHL.

Ouyenka «yooenemeopumenvHo» —om 61 0o 80 6an1068 — TeOpeTUIECKOE COJIEPI)KAHME Kypca
OCBOCHO HE MOJIHOCTHIO, HEOOXOMMbIE MIPAKTUYECKHE HABBIKU paboThl c(hOPMUPOBAHBI YACTUYHO,
BBITTOJTHEHHBIE YUEOHbIE 3aJaHHsI COJepKaT rpyoble ommOKu. Ha sK3aMeHe CTyIeHT IeMOHCTPHUPYET
3HaHUE TOJBKO OCHOBHOI'O MaTepuaia, OTBEThI COJepkKaT HETOYHOCTH, cabo apryMEHTHPOBAHBI,
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HapylleHa MOCJIeI0BATEIbHOCTh U3JI0KEHHS MaTepuana

Ouenka «Heyoosiemeopumenvno» — om 36 00 60 6ann06 — TEOPETUUECKOE COICPKAHUE
Kypca He OCBOEHO, HEOOXOIUMBIC TTPAKTUIECKIE HABBIKU PabOTHI HE CPOPMHUPOBAHBI,
BBITNIOJTHEHHBIE Y4eOHbIE 3a/1aHUs COJIePKaT IpyOble OMMOKH, JOTOJHUTEIbHAS CAMOCTOSITEIbHAS
paboTa HaJ MaTEepHAJIOM Kypca He MPUBEIET K CYIIECTBEHHOMY MOBBIILICHUIO Ka4YeCTBA
BBITNIOJIHEHMS Y4eOHBIX 3a7aHuil. Ha ax3aMeHe CTyIeHT 1eMOHCTPUPYET HE3HAHUE 3HAUUTEIbHON
4acTH MPOrPaMMHOTO MaTepualia, CylIeCTBEHHBIC OTMOKU B OTBETAaX HA BOMPOCH, HEYMEHHUE
OpUEHTUPOBATHCS B MaTepuae, He3HaHWE OCHOBHBIX MOHATUN AUCIUILIIMHBI

Memoouueckue pekomenoauuu no 6bINOJIHEHUIO 1A00PAmMOPHBIX Ppadom

Brimonnenue kaxxaoi 1abopaTopHOi pabOThI CKIIABIBAETCS U3 CIEAYIOUINX ITAIOB.
1. CamocTosiTeNIbHAS TOATOTOBKA CTYJCHTOB K padore. [lepen HauaaoM paboOThI CTYIEHTHI
JOJDKHBI YETKO TPEJCTABIATH ce0e Ieinb padoThl, U3Y4UTh TEOPETUYCCKUE CBEICHUS K
nabopaTopHoi paboTe

2. BeinonHenue paboThl. DTOT 3Tal OCYLIECTBISECTCS B COOTBETCTBUHU C METOIMYECKUMHU
YKa3aHUSAMHU, KOTOPBIE COJIEPKATCS B ONMUCAHUU K Kax a0l padore. ChopmynupoBaTh BHIBOABI IO
MpoJieTTaHHOM padoTe.

3. CocraBienue ortdera O mpojaenaHHoi pabote. K oTyeTy o BBINONHEHHOH pabote
IPEIbABISAIOTCS CIIEAYyOIINEe TPeOOBaHUS:

Otyer MOMKEH CONEpKaTh MCUEPIBIBAIOIINE JAHHBIE, KaK O LeNd paldoThl, Tak M O
pe3yabTaTax B CIEAYIOUIEH MOCIeI0BaTeIbHOCTH

*  TuryneHbI# qHCT

*  IeJb paboThI

*  3a/aHMe Ha JJAbOPATOPHYIO PadOTY LI CBOETO BapHaHTa

*  OTBETHI HAa KOHTPOJILHBIE BOIIPOCHI

*  pe3yJIbTaTHI BBIOJHEHUS paOOTHI

*  BBIBOJBI IO padoTe.

4. 3amuTa 1a00paTOpHOM pabOTHI € MPeICTaBIEHUEM OTUeTa. 3aluTa 1abopaTopHOl paboThI

IPOXOJIUT B opMe cBOOOIHOM Oecesbl o TeMe 1abopaTopHON pabOTHI.

Memoouueckue pekomenoayuu no n0020moeKe K mecmuposanuro

TecTsl — 3TO BOIIPOCH! WM 3aJaHus, IPEyCMaTPUBAIOIINE KOHKPETHBIN, KPATKHUM, YETKAN
OTBET Ha UMEIOLIUEC dTAaIOHbI OTBETOB. [IpHU caMOCTOATENBHOM TOATOTOBKE K TECTUPOBAHUIO
CTYJICHTY HEOOXOANMO:

a) TOTOBACH K TECTUPOBAHUIO, TPOpadoTaTh MH(YOPMAIIMOHHBIN MaTepUal Mo JUCHUILUIMHE.
[TpoKOHCYIBTUPOBATHLCS C MPEINOIaBaTEIEeM 10 BOIIPOCY BbIOOpa yUeOHOM JINTEpaTyphl;

0) 4eTKO BBISICHUTE BCE YCIOBHS TECTUPOBAHUS 3apaHee. 3HaTh, CKOJIbKO TecToB Bam Oyzer
IIPEII0KEHO, CKOJIBKO BPEMEHN OTBOJMTCS Ha TECTUPOBAHHE, KAKOBA CUCTEMA OLICHKH
pEe3ynbTaToB U T.1.

B) IpUCTyMast K paboTe ¢ TeCTaMu, BHUMATEIbHO U JI0 KOHIA IPOYTUTE BOMIPOC U
npejiaraeMble BapuaHThl OTBETOB. BriOepuTe mpaBuiibHbIE (MX MOKET OBITh HECKONIBKO). Ha
OTJIEIbHOM JIMCTKE OTBETOB BBHIMUIINTE LU PY BOMpoca U OYKBbI, COOTBETCTBYIOIINE MTPABUIIbHBIM
OTBETaM;

I') B [IPOLIECCE PEUICHMUS JKeNaTeIbHO MPUMEHITh HECKOIBKO MOAXO0/I0B B PEILICHUH 3aaHHUS.
3T0 MO3BOJISAET MAKCUMAIILHO TMOKO ONIEpUPOBATh METOJaMU PELICHHUs, HAXOI KaXIbIH pa3
ONTUMAaJIbHBIA BapHUAHT.

1) ecny Bel BcTpeTnim upe3BbIuaiiHO TPYIHBIN U1l Bac Bonpoc, HE TpaThTe MHOTO BPEMEHH
Ha Hero. [lepexoauTe k apyrum tectam. BepHUTECh K TpyTHOMY BOIPOCY B KOHIIE.

€) 00s13aTeIbHO OCTaBbTE BpEMS JUJIsl IPOBEPKHU OTBETOB, YTOOBI M30€KaTh MEXaHUYECKUX
OIINOOK.
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Kpumepuu ouyenueanus

Ounenka
HEY/10BJIEeTBOPUTEILHO Y/10BJIETBOPHUTEIbHHO XO0po1o OTJIHYHO
0 6an0B 3 6aina 4 6as1a 5 6anaoB
Memnee 50 % npaBuIbHO 50-70% npaBuiIbHO 71-85% 86-100%
BBIIOJIHEHHBIX 3aJIaHUH. BBIIOJIHEHHBIX MPaBUIILHO MPaBUIILHO
3aJaHUH. BBITTOJTHEHHBIX BBITTOJTHEHHBIX
3aJlaHUM. 3aJlaHUi.

8. MATEPUAJIbBHO-TEXHNUYECKOE OBECIIEHEHUE JVCHUITJIMHBI
8.1. TpeOoBaHusI K MATEPUAIBbHO-TEXHUYECKOMY O0ece4YeHH 0
Crnenunanu3upoBaHHasi ayAUTOPUs, UCTIOIb3yeMas MPHU MPOBEACHUU 3aHATHH JIEKIIMOHHOTO
tumna Ne46, No48, Ned8a, No50, No56, Ne58 ocHalieHa MyabTUMEIUUHBIM IPOEKTOPOM U KOMIIJIEKTOM
anmapaTyphbl, MO3BOJIAIONICH 1€MOHCTPUPOBATH TEKCTOBBIE U IPAPUUECKHE MAaTEPHUAIIBI.
Jlaboparopuu ocHaleHbl He0OX0AUMBIM o0opynoBanueM: Komiiekt yuebHoro obopynosanus 110
1715 «JlokanbHble KOMMBIOTEpHBIE ceT», Kommiekt yweOHOro obGopynoBanus I10 1154
«KoprnopaTuBHbIe KOMITBIOTEPHBIE CETH», Komruiekt yuebHoro obopymoBanus I10 1582 «ImobanbHbIe
KoMIbioTepHble cetny, KomrekT yueObnoro obopymoBanust 1O 1305 «CeteBas 0e30macHOCTBY,
Kommiext yuebnoro obopynosanus [10 1092 «becnpoBonnsie cetu Wi-Fi», Microsoft Office, 7-zip,
Adobe Acrobat Reader DC u np. JlaGoparopus «3amumieHHoi 00padoTku WHPOPMALIUU CETEBBIX
texHoJsoruit Cisco»
CryaeHThl UMEIOT JOCTYI uyepe3 MHTepHeT JOCTyI K eMHOMY 00pa30BaTEILHOMY MOPTAIY,
I7Ie B OTKPBITOM JIOCTYIIE€ UMEIOTCS PECypChl y4eOHO-METOIUYECKOW ITUTEPATYPHI, SBISIOIIMECS
paspadotkamu Benymux BY3oB Poccun.
[Ipu npoBeneHnr 3aHATUH JIGKIIMOHHOTO TUIIA, CEMUHAPCKUX 3aHATHI UCIIONIBb3YIOTCS:
JIUIIEH3UOHHOE TTPOrpaMMHOE 00ecIieueHue:
— TIIpoaykrst MICROCOFT (WINEDUperDVC ALNG UpgrdSAPk MVL A Faculty
EES (KopnopaTtuBHas moanucka Ha npoaykTel Windows omepaiyioHHas cucreMa u

otuc)) JOTOBOP Nel0/DA-223.

— Kaspersky Endpoint Security nns 6usneca — Cranaaptaeiii Russian Edition. 1500-
2499 Node 1 year Educational Renewal License, JJOTOBOP Ne 15/2A-223.

— Mathlab/Simulink JIOT'OBOP Ne80/EJI-223.

— Adobe Creative Cloud for Teams — All Apps. JIunienzun Education Device license aiis
oOpazoBarenbHbix opranu3anuii JJOI'OBOP Ne 15/3A-223.

— ABBYY FineReader JIOTTOBOP Ne 15/9A-223.
— Anrtumiaruat BY3 JIOTTOBOP Ne 15/9A-223.
— (aitnoBerit MmeHemkep Far Manager.

— 7zip-apxuBaTop.

— Adobe Reader (cBoboaHOE pacripocTpaHeHHE)
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8.1. OcoOeHHOCTH peau3anuu JUCHUIIMHBI VIS HHBAJTU/I0B U JINI C OTPAHNYEHHBIMH
BO3MO’KHOCTSIMH 3/10POBbSI

I[HSI CTy[[eHTOB C OFpaHI/I‘-ICHHbIMI/I BO3MOXKHOCTAMHA 3I[0p0BL$I CO31aHbl CIICIITMAJIBHBIC
YCIIOBHS JIJIS ITOJTYYEHUsT 00pa30BaHus. B 1ensaX JOCTYIMHOCTH MOTYYCHHMSI BBICIIET0 00pa30BaHus 110
06pa30BaTeHBHBIM HpOFpaMMaM HHBaAJIMJaMMU W JIUIIaMHU C OI‘paHI/I‘-IeHHBIMI/I BO3MOXKHOCTSIMHAU
3JI0POBBSI YHUBEPCUTETOM O0CCIICUMBACTCS:

1. AnprepHaTuBHas Bepcus ouiinaabHOro caiita B cetu « HTepHET» U1t CTab0BUISIINX;

2. J1)1s1 MHBAJUIOB C HApYIICHUSAMU 3peHHUS (CI1a00BUASIINE, CIICIIBIC):

— MPUCYTCTBUE ACCUCTEHTA, OKA3bIBAIOIIETO O0yJYaromeMycss HeOOXOIUMYIO TIOMOIIb,
JyOJIMPOBAaHUE BCIIYX CIPABOYHOM MH(DOPMAIIUHU O paCMCAHUK YISCOHBIX 3aHATHN; HAIMYUE CPEIICTB
JUISL YCUJICHHUSI OCTaTOYHOTO 3pCHHS, OpaiyIeBCKOW KOMITBIOTEPHON TEXHHUKH, BHICOYBEIHUNUTEICH,
porpaMM HEBU3YaJbHOTO JOCTyNa K HH(pOpPMAaNWH, MPOrpaMM-CHHTE3aTOPOB PEYH W JPYrHX
TEXHUYECKHX CPEJCTB IpHeMa-liepenadyl y4eOHOH wHHpOpManuu B JOCTYNHBIX QopMax s
CTYIEHTOB C HApYLICHUAMHU 3PEHU,

— 3aJaHus JJId BBITIOJTHCHHUA Ha 3K3aMCHEC 3a4HUTBIBAIOTCA aCCUCTCHTOM,

— NHUCbMEHHBIC 3aJ[aHUS BBIMOJIHAIOTCS Ha Oymare, HaIUKTOBBIBAIOTCS ACCHUCTEHTY
o0ydJarommmces;

3]s WHBaIMIOB W JUI[ C OTPAaHUYCHHBIMH BO3MOXKHOCTSIMH 3JIOPOBbS IO CIYXY
(cmabocnplmaimue, TIyxXue):

—Ha  3a4eTe/PK3aMEHE  TPUCYTCTBYeT  ACCHCTEHT, OKAa3bIBAIOMIMKA  CTYICHTY
HEOOXOIMMYI0 TEXHUYECKYIO MOMOIIb C YYE€TOM WHAWBUIAYAILHBIX OCOOCHHOCTEH (OH MOMOraet
3aHATh pabovee MECTO, IIEPEIBUTaThCs, IIPOYUTATh U OQOPMUTH 3a/IaHUE, B TOM YHCIIC 3aIKChIBAs
O]l IUKTOBKY);

- 3a4eT/3K3aMeH MPOBOAUTCS B MUCbMEHHOM opMme;

4. I[J'IS[ HHBAJIMAOB MW JIMI C OI'PaHUYCHHBIMHW BO3MOXHOCTAMU 310POBbA, HMCIOMIUX
HapylIeHUs ONOPHO-JABUIaTEIbHOTO ammapara, CO3/1aHbl MaTepHallbHO-TEXHUYECKHUE YCIOBHS,
o0ecreunBaoIie BO3MOXKHOCTh OECHpPENsITCTBEHHOTO JOCTyNa OO0ydaloliuxcss B y4yeOHbIE
HOMEIleHUs,, OOBEKTY MUTAHMs, TyaJeTHble M Jpyrde IOMELICHHUsS YHUBEPCUTETa, a TakKkKe
npeObIBaHMsI B YKa3aHHBIX MOMEUICHUX (HAJMYME PacIIMPEHHBIX JBEPHBIX MIPOEMOB, OpYYHEH U
JPYTUX MPUCTIOCOOTIEHHUN).

—INHUCbMCHHBIC 3aJaHHsd BBIIOJIHAIOTCA Ha KOMIIBIOTEPEC CO CICHUATIU3UPOBAHHBIM

MPOrPaMMHBIM 00€CTIeYeHHEM WU HaTUKTOBBIBAIOTCS ACCUCTEHTY
—II0 JKEJTaHUIO CTYICHTa YK3aMEH MPOBOJIUTCS B YCTHOM opme.
OOyuaroruecss U3 YKClIa JUIl ¢ OTPAHUYCHHBIMU BO3MOKHOCTSIMH 37I0POBbS OOECIIEYCHBI

AIIEKTPOHHBIMH 00pa30BaTeIIbHBIMU pecypcaMu B (popMax, aJanTUPOBAHHBIX K OIPaHHUCHHSIM HX
3710POBbSI.
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9. JUCT NEPEYTBEPXKJIEHUSA PABOYEN ITPOI' PAMMBI JUCHUITJIUHBI
PaGouas mporpamma:

onobpena Ha 2024/2025 y4ebusrii roa. IIporoxomn Ne 3aceqaHus Kadeapel OT
« _» 20 T

B pabouyto mporpaMMy BHECEHBI CIIEAYIONINE U3MEHEHUS:

Pa3pabotumnk nporpaMmel
3aB. kadenpoii
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Pacnpenesienue 0aJ1710B TeKylero M pyoe;KHoro KOHTPOJIst

NNPUJIO)KEHHUE

Neni/n

Bua koHTpOJIs

Cymma 6asi10B

Obmas 1-s1 TOuKa 2-91 TOYKA 3-11 TOuka
cymma

1 IMocemenue 3agaruii | 1o 10 6ayuioB no 3 0. 1o 30. 1o 40.

2 Texymwmii kouTpons: | g0 30 Ganos 1o 10 6. 1o 10 6. 1o 10 6.

PyGexHbIil KOHTPOJIB
3 (TecTupoBaHue u 110 30 oamtoB o 10 0. o 10 0. o 10 0.
KOJUUIOKBHYM)
4 Htoro cymma TeKyIiero
U PyOEKHOTO KOHTPOJIS 1o 70 6amwtoB 1o 230 10230 1o 24 6
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